Grab your own copy of Phenakite iOS malware today

B malwared4all.blogspot.com/2021/05/grab-your-own-copy-phenakite-ios.html

Facebook has recently published a technical paper regarding a threat actor named APT-C-
23.

Almost half of their report is about a new iOS malware that is in use by the threat actor.

Facebook called this malware Phenakite and provided 2 hashes of malware samples,
however, those samples are not publicly available (yet).

Since | am Android type of person, naturally the Android malware interested me more than
the iOS malware.

After playing a little with the Android malware, | decided to see what | can learn about the
iOS malware, but how? | don't have any sample and | am quite clueless with Apple devices
at every possible level. Well:

We don’t need bombs we got fire kites

Fortunately, the distribution site of the malware was still alive:
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https://malware4all.blogspot.com/2021/05/grab-your-own-copy-phenakite-ios.html
https://about.fb.com/wp-content/uploads/2021/04/Technical-threat-report-Arid-Viper-April-2021.pdf
https://www.youtube.com/watch?v=JE0qowVv21c

MagicSmile allow to
connect between

people all over the
world.

Amazing, easy , modern . Fast, simiple, secure ard Privacy that it your |ife social.

Well, not much to do other than download the app, well the link is not directly the app
apparently:

: S file udid.mobileconfig
udid.mobileconfig: data

: S strings udid.mobileconfig | grep Dev
<key= iceAttributes< >
#Apple Worldwide )
;Apple Worldwide : er Relations Certification Authority®
#Apple Worldwide eloper Relations1D@B
;Apple Worldwide el
1iPhone eloper:

#Apple Worldwide eloper Relations1DOB
;Apple Worldwide e er Relations Certification Authority
#Apple Worldwide - er Relations1D@B
;Apple Worldwide eloper Relations Certification Authority
#Apple Worldwide eloper Relations1DOB
;Apple Worldwide eloper Relations Certification Authority

The file is binary, but also contains strings that might be interesting. There are several tools
that parse mobileconfig files, a curious reader might try to parse the file for additional
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https://lh3.googleusercontent.com/-_vOJ1qZ20sM/YJFdXgpMjJI/AAAAAAAAKmk/2A1SkVxelnoCX1Y61BBKQ779JWiqtxYRQCLcBGAsYHQ/image.png
https://lh3.googleusercontent.com/-TaqsTsoJOmk/YJF5iMcViMI/AAAAAAAAKms/d4K7oidHBdkzpEOi6DDgJnP9_fpHsOLBACLcBGAsYHQ/image.png

information, as this probably should trigger the download of the app after the policy is
accepted.
But now what?

Feeling stuck? no worries | felt the same as well. Since | don't have iOS device to try it out, |
decided to inspect the code of the website:

i > 3 4 Devgerses | magicdsmilecom

<eCript type="textsjavascript==

sifunction 1]
$1° [data-Togoles " popoaysr* | ° ) . poptasr () ;

bl

< mrriph=

aREriph=

fidocusent ] . ready ! function 11 {
var firsiClick = 0,
#{ dedramloaditn’ 1 onfelick’, Tunetien [} [

' war wisitorld ;
s.ajaxi]
{'T'-'pl:*: “POSTT,
arl: “seheckvisitons
datal T TOREN T Jp Tl 225 Tn2 Tk LA Doy PtmGanimed P DU BTl §
success: function (datal {
if (doty == 0} |
f.ajaxi{
typo: “POST",

url; ®faetHewdfisitor®,

data: ' token': *JIpPHfz2s Tad Inaduds ] LV gPrmGamd TP A0 TR0 '},
succoss! function (data) f
visitorid = data;

window. location = °udid TEETICETORET  :

}
H1y
I else {
alertidatal,
windmw, location = "iies-services ;00 Te | ionsdownl ced -mani Testbmmpurl=hitps: ffaagicdseile, cond " edatae fapp.plist "
1
}
i
Sifarstflick = 1;
i d.oajaxiq
ir type: TPOST,
A url: =“gcheckFirstClick=,
£ data: {1' token': 'JpfHTzZs Tn2 TRadken LW LgPHMGmd § P IR T '},
success; function (datal
£ if ldata i= '8t} | g — e —
s | FF window. location = ‘iires-servioes:/ftact Londownlosd-mani testamp ; url |'.'.ps:.-'.-"r.'.qch-’.nle.cer_-'.'.r.;:.r_l'.:t-::)
FF $.afaxl{ — e
A Type =PIST, I
A url: =freturnToderc®,
data: {' token': 'JpfHfads Tl Ieaids LY 1oFHMNGrmd fPIDSRETEY "},
Lr sucepan: Tunction (data) |
Errr it [data f= ‘B*) {
FEEE window.location = 'itms-serices:/ffaction=grsenload-sanifestiaepiurl=https:/feagicdsmi le. confapp. plist” :
fEEF } olan |
o S window. locatlon = °fudid mobilecontig’;
fEEf t
an | S I
i e
T el=e |
| 77 windine. Ineation = *fudid. eebileceal iy ;
o b
P 1
& (Al

Oh look at that, commented code, that must be good :P
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https://lh3.googleusercontent.com/-nunIU21ypIg/YJF7cCwCMpI/AAAAAAAAKm0/6TPeQpLPy_As3T9z47x0nV25RGRMU56twCLcBGAsYHQ/image.png

€ & A Dangercus | magicésmite. oo kT

The GET method is not supported for this route.
ported methods: POST,

e ticn methisd Mot koweid

Thsminade R

lhpminalel R euling R ouleCollcion geRoua Fomdethods

Iusminate\ Routing| HoulsCollsction match

luminatelRoutingiRoutes findRoute

Ieminan R ening IR dspaichToRme

IRk dispali®

lsminaie |\ FoundatoniHipE emel lumrateiFoundsioniHi

e R N P

e Il eminate! Roubng?

lhsminant FoundrsonHopsiddiraamiTranstonmes R pguest Randk

Il Pipebne P peling IluminalelFipeing]

WhoOpSec!

There was also a reference to a file named app.plist lets try to grab it, shall we?

QUERY STRING
REOUEST UAT

SCRIFT MAME
PHP_SELF

REQUEST _TIME FLOAT
HEUUELT TIRE

APP_MESE
APP_EMW

APP_KET Jraifigy %o 13K
APP_DESUS "1

APP_UEL ttp: s flacals

LG CHEAKEL *slack
Di_COMMECTLON
NR_HOST

bE_PORT
OR_DATEZASE

DB _USERMAHE
Oll_PASSSIAD
BROADCAST DRIVER
CACHE_SRIVER file
QUEUE_CONNECTTON
SESSION BRIVER
SESSTOM_LIFETIME

REDIS SO5T “1ET.B.0.0
AEOIS FASSWORD |
REDIS FOAT “RAMN
HAIL DEIVER sHtf
HATL Mo5T

HALL_[POaT
HATL_USTRHAHE

HAIL PASSWORD
HAIL_FNIRYPTION
AWS_ACCESS KEY ID
AWS_SECRET ACCESS KEY
AWS_DEFAULT REGIOH

=

ARG _BUCKET
PUSHER_BFF D
PUSHER_8FF_KEY
PUSHEE_BPP SECRET
PUSHER APP_CLUSTER
HIX_PUSEER_APF_KEY
MIX PUSEER APF CLUSTER

Ervirgnmant Variahlas

LSPHP_EMSHLE USER IHI "an

PATH srflocal
TEHP "

THP t

THPDIR

]

APP_MASE “Laraval®
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https://lh3.googleusercontent.com/-5EupnyX9onU/YJF8cBg8sJI/AAAAAAAAKm8/x8ifYqJdyS8MfF60G7eefw1znPkmIcvrwCLcBGAsYHQ/image.png

Lng="UT|
“-flhppleff

e-package=/string=

J/magicdsmile.com/ffapp.ipa=i{string>

=fdict>
=/array=
<fdict>

ToTal 14M

drwxrwxr-x 2 sk sk 4.8K May 4 20:02

drwxr-xr-x 16 sk sk 92K May 4 20:02

-rw-rw-r-- 1 sk sk 13M Jan 13 2020 app.ipa
H % md5sum app.ipa

38283546b418ff3801ff811145%9abd4a app.ipa

Ah, close, but no cigar, this hash doesn't match the two samples in Facebook report.

Could it be a new sample? doubt it, look at the date. So what is this file? ipa obviously! Not to
be confused with |PA.

Essentially it is a Zip file, so lets unzip that payload:
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https://lh3.googleusercontent.com/--bFxtq3vOYk/YJF9WZedR_I/AAAAAAAAKnE/4WPwSCMQ7p8yGnoMo3Qz5Y0l0GqHV-1NQCLcBGAsYHQ/image.png
https://lh3.googleusercontent.com/-7cIm4duQEjw/YJF-fF_-yxI/AAAAAAAAKnM/j1jZorMK3RcQdVpA3In19C8yg0VCLSOpgCLcBGAsYHQ/image.png
https://en.wikipedia.org/wiki/.ipa
https://2.bp.blogspot.com/-Ly8xF88rGtw/U-EknrMRncI/AAAAAAAAApI/ezoKzSVCB-4/s1600/Malka+ipa.JPG
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I moved all the images to a folder to keep only the potentially interesting files from the
archive, namely "app" stands out, what is it?
file app

: $
app: Mach-0 64-bit arm64 executable, flags:<NOUNDEFS|DYLDLINK|TWOLEVEL |WEAK_DEFINES|BINDS_TO WEAK|PIE=
: S md5sum app

e567efd5c800c5bOc6ebsaabbccc10ed  app

And that, kids, how | met your malware, e567efd5¢c800c5b0c6eb5aalbccc10e9 , | met her
on Facebook, report.

Congratulations, this is the first time the blog actually does what it stands for, sharing
malware for everyone with a hint of analysis. (if you are reading this too late and the
distribution site of the malware is down, no worries, it is also available at VirusTotal as a
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https://lh3.googleusercontent.com/--2w4Y8KkMi8/YJGBHSNHD6I/AAAAAAAAKnU/kkHMNeG8gpU9xR7oJEtsXiJaPAhkalQYQCLcBGAsYHQ/image.png
https://lh3.googleusercontent.com/-MUb8O2_IsQ0/YJGB-V4M8oI/AAAAAAAAKng/fdFoPQkTOD4Bqq2mG432ByZmSaytTV3agCLcBGAsYHQ/image.png

standalone and as an archive)

Now you can enjoy your own copy of Phenakite and start reversing the Mach-O if you know
how to :)

Bonus lol's:

The terms of service of the malware is.... Lorem Ipsum :

5 cat terms.html

o

<p><b=Terms of

<p=Lorem ipsum ﬂulur
nascetur ridiculus mus.

um elementum congue diam, e«
=p=Pellentesque commodo, ma

s diam, efficitur et felis
urna enim, id maximus lectus
<p=lorem ipsum dolor sit ame

The privacy is seem to be borrowed from "relatedcode.com" which has an open source chat
foriOS rep03|tory,th|s is most Ilkely the chat app that Facebook was referrlng to:

egt ; inform
you contact u h (d it card i ion for purcha

d project manag

uninstall prc m availa s part of your mof

or all of tl

a may C
plication to know 3 data or ma 0 ilc . a pa o a a a i e ild has L d us with informatic
i . mn i i

bout our pract

ervice-Info.plist

_UNIT_ID_FOR_BA _
UNIT_ID_F( \ AL_TESTWAPI_KEYYBUNDLE_IDYCLIENT ID\DATABASE_URL]GCM_SENDER_ID]GOOGLE_APP_IDAIS_ADS_ENABLED_

AP IN‘ITE ENABLE
SIGNIN_ENA BLE[]F

PP- Eub 3945;
pp pub 39402

6 119393.
&https: meaqlcchat lf““S flrwbdnwlu com}10546111939

More interesting strings:
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https://www.virustotal.com/gui/file/e1494164865acb719c1e32c86adf810ce52fcc48c46e777b9f98a99648de62c2/details
https://www.virustotal.com/gui/file/c2d66369c974558adbcd801b409492b73ad1cb5f9f412ef3a8820f1cae526903/details
https://en.wikipedia.org/wiki/Lorem_ipsum
https://lh3.googleusercontent.com/-F9u-N0R7M9I/YJGDCSvEdsI/AAAAAAAAKns/czQdVo249BwabU_X98yPz8kfSAtUAL_2ACLcBGAsYHQ/image.png
https://github.com/relatedcode/Messenger
https://lh3.googleusercontent.com/-qHuWRNpQW7w/YJGE-RQ-a3I/AAAAAAAAKn0/0UROZVngZvsqFm9YNAgdaqyGvsk13qp7gCLcBGAsYHQ/image.png
https://lh3.googleusercontent.com/-uJyo_qYuBVw/YJGHrUIoikI/AAAAAAAAKn8/eVVzfzgjrLItNIJawVQu141Z4vur-OnjQCLcBGAsYHQ/image.png

$ strings embedded.mobileprovision | grep string
=XC MagicChat com</ =
=NA2YTWGBUZ </ >
< >105<f >
< =NAZ2YTWGBUZ2 .MagicChat.com</
< >NA2YTHGBUZ2 . *</
< >NA2YTHGBU2</ >
= =production=</ >
magicChat</ >
>51fT413a9c792240c2e203eB8c168f0341TF1060e</
>7adc7f8491635772154b25858e25367Td4304b47 </
>e602c2d296515663adeb691bal106e5baa3asa9do</
>e7274d7e737beaec58891351e7b6f6a411243757<f
=NAZYTWGBUZ2</ >
=roy been</ =
=24761a57-9c52-4761-9a7c-ddcf92ddbd9b</

phenakite.zip

MD5: 54e5e93c00c963ch66fd2d248c4c6ee7

SHA-1: 05527dddb79329d84411954e3d36601926410bca

SHA-256: ¢2d66369¢c974558adbcd801b409492b73ad1cb5f9f412ef3a8820f1cae526903

app

MD5: e567efd5¢c800c5b0c6eb5aalbeccc10e9
SHA-1: da99195ff43093fb8237201e2ced412a925580a53
SHA-256: €1494164865acb719c1e32c86adf810ce52fcc48c46e777b9f98a99648deb62¢c2
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https://lh3.googleusercontent.com/-dr9wQpLAe5U/YJGIsfN6z5I/AAAAAAAAKoE/1k3o2BBfZZkcxSvKTLM2qF78vqKSRN2UwCLcBGAsYHQ/image.png

