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After Russia, US and China, here is my mapping of known APT groups with (offensive) cyber
operations capabilities from DPRK (commonly referred to as North Korea). As always,
please let me know if you notice any mistakes, errors, or missing information since this is
supposed to be a live document, updated as soon as new information becomes available.

The sources used are listed below the diagram, similarly to the other cases.
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https://xorl.wordpress.com/2021/04/24/north-korea-dprk-cyber-operations-groups/
https://xorl.wordpress.com/2021/04/24/north-korea-dprk-cyber-operations-groups/#respond
https://xorl.wordpress.com/2021/04/16/russias-cyber-operations-groups/
https://xorl.wordpress.com/2021/04/18/us-cyber-operations-groups/
https://xorl.wordpress.com/2021/04/20/chinese-cyber-operations-groups/

Focus: Defectors & supporters, researchers of DPRK, ROK universities
Alias: -

Office 414
Focus: Foreign governments and companies

Allases: ¢ NANS o a, ZINC, NICKEL ACADEMY,

Office 35
Focus: RED for vulnerability research and exploit development
Alias:

Unit 91
Focus: CNE against ROK
Aliases: SILENT CHOLLIMA, D

128 Ligison Office
Focus: CNE against foreign intelligence agencies
Alias:

413 Ligison Office
Focus: CHA
Alias:

5th Bureau
MName: Infer-Korean Affairs
Aliases: oy

6th Bureau
Name: Technology

7th Bureau
MName: Support

Command Automation Bureau
Focus: Cyber warfare capabilities

Unit 31
Focus: Implants (malware) RGD
Alias: -

Unit 32
Focus: Military software RGD
Aligs: -

Unit 56
Focus: Cornmand & Control software RED
Aligs: -

Enemy Collapse Sabotage Bureau
Focus: PSYOP & information Operations

Unit 204
Focus: Online information operations
Aligs:

Name: Ministry of State Security
Allas: APT37, RICOK T CHO




Sources

Changelog

e Version 2.0 (28 March 2022): Updated based on Mandiant’s research.
e Version 1.5 (28 April 2021): Added Bureau 325. (credits: @SwitHak)
e Version 1.0 (24 April 2021): First publication.
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