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Attackers are promoting sites impersonating the Microsoft Store, Spotify, and an online
document converter that distribute malware to steal credit cards and passwords saved in
web browsers.

The attack was discovered by cybersecurity firm ESET who issued a warning yesterday on
Twitter to be on the lookout for the malicious campaign.

In a conversation with Jiri Kropac, ESET's Head of Threat Detection Labs,
BleepingComputer learned that the attack is conducted through malicious advertising that
promotes what appears to be legitimate applications.

For example, one of the advertisements used in this attack promotes an online Chess
application, as shown below.
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Ready to Play Chess?

Play Online omputer Play Now

Malicious advertisement promoting a fake Chess app

However, when users click on the ad, they are brought to a fake Microsoft Store page for a
fake 'xChess 3' online chess application, which is automatically downloaded from an Amazon
AWS server.

The downloaded zip file is named 'xChess_v.709.zip' [VirusTotal], which is actually the the
'Ficker', or 'FickerStealer,' information-stealing malware in disguise, as shown by
this Any.Run report created by BleepingComputer.
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This is an exciting adventure game. The ball jumps through the labyrinth
of the tower. Swipe your finger across the screen and move the ball
through the spiral.
Overview System Requirements
Available on
@ HoloLens Eo pcC D Mobile device 1 Hub
Description
This is an exciting adventure game. The ball jumps through the labyrinth of the tower. Swipe your finger
across the screen and move the ball through the spiral.
Levels are gradually becoming more complex. Don't crush!
xChess_v.709.zip ~ Show all X

Fake Microsoft Store page distributing the Ficker malware

Other advertisements from this malware campaign pretend to be for Spotify (shown below)
or an online document converter. When visited, their landing pages will also automatically
download a zip file containing the Ficker malware.
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@Spotify' - i
Fake Spotify landing page
Once a user unzips the file and launches the executable, instead of being greeted by a new
online Chess application or the Spotify software, the Ficker malware will run and begin
stealing the data stored on their computer.

What is the Ficker malware

Ficker is an information-stealing Trojan released on Russian-speaking hacker forums in
January when the developer began renting out the malware to other threat actors.

In a forum post, the developer describes the malware's capabilities and allows other threat
actors to rent the software from anyone from one week up to six months.
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FickerStealer - lMepBbiit peBONOLMOHHBII NPOAYKT

Mocne gonroii paGoTel rOTOBLI BaM NPeACTaBUTL HALL NPOAYKT. Mbl NpOBEAN TilaTeNbHbIA aHaNW3 pbiHKa 1 FOTOBbLI BaM NPeACTaBATb OAHO U3 IYULUMX Ha JaHHbIA MOMEHT pelleHVi Ana Bawwero 6usHeca

BHewHwii BUA naHenu:

Tema co3aaHa UCKNIOUMTENIbHO ANA OT3bIBOB, BCe K BECTU B OT) c Tonuke - https://forum.exploit.in/topic/175883/

Mpenmyuwecta Hawero codra:

o Jlyuwmia oTCTyK Ha poitke A0 90-95%.

o CTUANep NONHOCTBHY HATWBHBIW - HanWcaH Ha Rust+Asm (240-250K6) Moa UPX xmMetca Ao 110-120KB. He vMeeT HUKakux 3aBUCUMOCTENR.

CodT He noarpyxaet abcoNoTHO HUKaknX DLL, UTO OUeHb NONOXMTENBHO CKa3blBaeTCa Ha paHTaiive

e MMaHenb U COOTCTBEHHO BCE NOM HAXOARTCA Ha BallemM cepeepe. Mbl He UMEeM HMKAKOro AOCTYNa K BalLMM Nofam.

« Wcnonb3osaHue Server-side AellMOPOBKY Naponieil, reHepalMK Zip apxuBa Ha CepBepe, UTO NO3BO/AET 3HAUUTENBHO CHU3WUTh KO-BO ETEKTOBR
CTuAnep Nucanca NONHOCTBIO € HYAA, He BbINo B3ATO HW OAHOW CTPOYKM KOAA C APYTUX NPOEKTOB

« CospeMeHHan Beb NaHenb HanWcaHHaA HanvucaHHaa Ha Rust BkavecTse 6ekeHAa v React BkauecTBe GpoHTa, uTo obecneunBaeT MOAHUEHOCHDIV OTKAKK BeD NaHenu Aaxe npi novcke 10K+ noroe
¢ Crunnep otpabaTbiBaeT MONHOCTEHO B NAMATY, HE OCTABNAA HAKaKMX CIEAOB B CUCTEME

Bce cTpoku, aapec reiita B codTe NONHOCTLIO 3alWQPOBaHHbI

MpocT 8 kpunTe - daiin Ha Bbixoge Win32 X86

MOCTOAHHO UMCTBIA PaHTaM € NOCTOAHHBIMI UMCTKAMK

WHTyMTMBHO NOHATHAA 1 MOWHeLWan Beb NaHent Ha poiHke

YuuBepcanbHbii rpabep

Moaaepxka Bcex Bepcuii Win XP - Win 10, Bkaloyas cepeepHble Bepcun

PekypcvBHbIiA cbop Beex Bpaysepos Ha ocHose Chromium v Mozilla (40+ Gpaysepos) B nanke 1o3epa

Crunnep pabotaet Hanpamyto ¢ paitnamu Firefox key3.db key4.db logins.json x86-x64 (Mposepany ¢ 30 NO HbIHELIHIOK BEPCUHD, CTabUNbHbIFA OTCTYK)
¢ CHop Bcex NONYAAPHbIX AKCTOMHBIX KPUNTO-KOLWebKoB (15+ KowenbkoB. BosMoXHocTs AobaBuTs cBoi B rpabbep, cmbo no 3anpocy BLIMTL B CTUAED)
Crunn Windows Credentials Manager

e Crvan gecktonHbix knventos (Pidgin, Steam, Discord, ThunderBird u 1a. BoamoxkHocTs 4o6aBuTb CBOW B rpabbep, a1bo no 3anpocy BWWTL B CTUAep)
e Cran FTP knuenToe (FileZilla, WinScp)

Crunn coxpaHeHHblx Credit Card, opm aBTO3anoNHEHMA

¢ CKPUHLWOT 3KpaHa CO BCeX MOHUTOPOB

» C6op nonHow nHbopmMaumm o cucteme (Processor, CPU, yCTaHOBNEHHBIA COGT, NPOLIECCOp, Pa3pelleHIe 3KpaHa W TA, UTO B COBOKYMHOCTH C CKPUHLLIOTOM, MO3BOAAET XOPOLLO OLEHWTb KAUeCTBO Tpaduka)

A forum post marketing the FickerStealer malware
Using this malware, threat actors can steal saved credentials in web browsers, desktop
messaging clients (Pidgin, Steam, Discord), and FTP clients.

In addition to stealing passwords, the developer claims the malware can steal over fifteen
cryptocurrency wallets, steal documents, and take screenshots of the active applications
running on victims' computers.

This information is then compiled into a zip file and transmitted back to the attacker, where
they can then extract the data and use it for other malicious activities.

Due to the Ficker malware's extensive functionality, victims of this campaign should
immediately change their online passwords, check firewalls for suspicious port forwarding
rules, and perform a thorough antivirus scan of your computer to check for additional
malware.

Related Articles:

Ukraine warns of “chemical attack” phishing_pushing_stealer malware

New powerful Prynt Stealer malware sells for just $100 per month

New ZingoStealer infostealer drops more malware, cryptominers

New Chromeloader malware surge threatens browsers worldwide

Fake Binance NFT Mystery Box bots steal victim's crypto wallets
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