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Some time ago | published a post where | was briefly discussing some of the most well
known APT aliases associated with specific government organizations of the Russian
Federation. Since recently we had lots of additional information being released from official
sources (US and UK governments), | decided to make this into a more thorough diagram.

The sources used are listed below.

| hope that they weren’t wrong, but if you notice any mistakes, missing details or incorrect
information please let me know to update it accordingly.
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https://xorl.wordpress.com/2021/04/16/russias-cyber-operations-groups/
https://xorl.wordpress.com/2021/04/16/russias-cyber-operations-groups/#respond
https://xorl.wordpress.com/2021/01/25/on-attribution-apt28-apt29-turla-no-they-are-not-the-same/

85th Center
MName: GRU's 85th Special Services Center
Focus: Military Cyber Operations

Military Unit/Field Post 26165
Focus: Tailored Access Operations
Aligses: APTZ28, FANCY BEA
GTsST

%‘EA_- Name: Main Center for Special Technologies
"W/ Focus Military Cyber Operations

Military Unit/Field Post 74455

Focus: CNA operchons
Allases: 5

2%\ 152nd Training Center
-~
i

o Focus: Cyber Operations Training

Military Unit/Field Post 06410

Focus: Cyber operations training

v . 72nd Center
. | Name:GRU's 72nd Main Infelligence Information Center (GRITS)
a Focus: Military Psychological & Information Operations

Military Unit/Field Post 54777
Mame: Political Information Operations
Focus: Information operations in West
FSB
Name: Federal Security Service
Focus: Internal {and CIS countries) intelligence & security

Service for Counter-intelligence Operations (SCO)
Focus: Collection on foreign intelligence activities

— ?

| Department of the Russian Federation in the Republic of Crimea and the city of Sevastopol

—.._ “4th Section
™ s 44h Sect P ¢
 Name: 4th Section of the SCO for the Department of the
I

Russian Federafion in the Republic of Crimea and the city of Sevastopol
A Focus CNE operations for counter- |ntelllgenco in Crlmea and Sevuatopol

= \ 18th Center

Nume Information/Cyber Security Center (SIB)

'Focus CNE operaf Icr\" for cyoer—ﬁnmpa’esp onage
" Aligses: Turlo, & J

16th Center
Military Unit/Field Post 71330
Name: Signals/Cyber Intelligence Center

Focus: Foreign CNE for cyber- esp|onuge
Alioses:

L"llh

Name: Federal Protective Service
Focus; Government & military COMSEC

Spetssvyaz
Name: Special Communications
& Information Service
Focus: Government COMSEC & foreign/political SIGINT




y FGUP TsNIIKhM

Applied Development Center (ADC)
Aligses: TRITON, TRISIS, XENOTIME, TEMPVeles

Sources

ChangelLog

e Version 4.6 (07 April 2022): Added the insignia of FSB’s 16th Centre (from UK gov)
e Version 4.5 (01 April 2022): Added the FGUP TsNIIKhM

e Version 4.0 (28 March 2022): Updated the FSB’s 16th Center

e Version 3.5 (04 November 2021): Added 4th Section of SCO

o Version 3.0 (25 April 2021): Reorder the diagram to be easier to read

o Version 2.5 (25 April 2021): Added the missing parent organizations

e Version 2.2 (24 April 2021): Added the missing flag

e Version 2.0 (19 April 2021): Separate 6th Dir. centers (thanks to @WylieNewmark)
e Version 1.0 (16 April 2021): First publication.
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https://www.gov.uk/government/publications/russias-fsb-malign-cyber-activity-factsheet/russias-fsb-malign-activity-factsheet
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