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Last March it seemed the world came to a stand-still as the COVID-19 pandemic begin to
rapidly spread. While businesses, sporting events, and schools started shutting down,
cybercriminals remained active as ever. In 2020, the Trend Micro Zero Day Initiative™ (ZDI)
published 1,453 advisories, the most ever in the history of the program. More startling is the
fact that 18.6% of all disclosures were published without a fix from the vendor—another
record-breaking stat.

As ZDI predicted, 2021 continued to be a busy year. In March 2021, Microsoft kicked off the
patch cycle early after releasing an advisory regarding the mass exploitation of four zero-
days vulnerabilities by a Chinese Hacking group, HAFNIUM, on the on-premises versions of
the Microsoft Exchange Server. In the following days of the attack, Trend Micro reported that
at least 30,000 organizations were thought to have been attacked in the US, and 63,000
servers remained exposed to these exploits.
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The vulnerability has been dubbed as ProxylLogon by the researchers at DEVCORE, who
are credited with finding the bugs in the proxy architecture and the logon mechanism of
Exchange. DEVCORE reported two of the four zero-days (CVE-2021-26855 and CVE-2021-
27065) to Microsoft Security Response Center (MSRC). On March 2, Volexity reported in-
the-wild exploitation of the vulnerabilities, to which DEVCORE confirmed that the exploit
observed by Volexity was the one submitted to MSRC.

Since then, there has been opportunistic exploitation by various threat actors and
ransomware groups (Dearcry, BlackKingdom) since majority of Outlook Web App portals are
public and indexed by search engines like Google Search, Shodan, Binaryedge, Censys,
Zoomeye etc. According to Shodan, on March 4, there were more than 266,000 Exchange
Servers vulnerable to the ProxyLogon vulnerability, a day after the patch was released.

Q We added detection for the recent Microsoft Exchange vulnerabilities. If
you've configured Shodan Monitor ( ) then you will

@ Shodan

automatically get a notification.

266,629

Shodan Results

In lieu of these exploits, let’s take a look at how Trend Micro Vision One™ and Trend Micro
Cloud One™ can provide protection against two of the four zero-days, CVE-2021-26855 and
CVE-2021-27065.

Overview:

Two bugs are chained to achieve the remote code execution and for the attack to be
successful, an attacker requires access to the Outlook Web App portal of the vulnerable
Exchange Server, and a valid email address.
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https://proxylogon.com/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26855
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-27065
https://www.volexity.com/blog/2021/03/02/active-exploitation-of-microsoft-exchange-zero-day-vulnerabilities/
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1. CVE-2021-26855: Microsoft Exchange Server Remote Code Execution Vulnerability
(pre-authenticated Server-Side Request Forgery [SSRF])
2. CVE-2021-27065: Microsoft Exchange Server Remote Code Execution Vulnerability

(post-authenticated Arbitrary File Write)
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The Client Access services (Outlook Web App portal) proxies the incoming connections to
the Backend services. As per the Exchange documentation, clients don’t directly connect to
the backend services. But because of the SSRF vulnerability, attackers can query the
internal backend services and APIs on the Exchange Server, bypassing the frontend proxy.
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https://docs.microsoft.com/en-us/exchange/architecture/architecture?view=exchserver-2019

By abusing the SSRF, attackers can create session IDs and access tokens for privileged
accounts with the context of the Exchange Control Panel, which can be used to write files
with attacker-controlled content at a location on the target server, chosen by the attacker.
Since Exchange depends on Internet Information Services (1IS) webserver, an attacker can
write ASPX webshells and run arbitrary commands as SYSTEM on the Exchange Server.

In January 2021, we came across extensive use of Chopper ASPX webshells in targeted
attacks by malicious actors to establish persistence and a foothold on the public-facing
Outlook Web App servers.

Trend Micro Cloud One™ — Workload Security Correlation:

Trend Micro Cloud One™ — Workload Security is a cloud-native solution that provides
automated security via powerful APls. Security as code allows DevOps teams to bake
security into their build pipeline to release continuously and frequently, so developers like
yourself, can keep working without disruption from security. Workload Security uses
advanced security controls such as intrusion prevention system (IPS), deep packet
inspection (DPI), and integrity monitoring to protect Exchange Servers from attackers that
could exploit ProxyLogon. The following detection rules safeguard a vulnerable Exchange
Server from the CVEs reported:

Intrusion Prevention System detections:

1. 1010854 - Microsoft Exchange Server Remote Code Execution Vulnerability (CVE-
2021-26855)

2. 1010868 - Microsoft Exchange Server Remote Code Execution Vulnerability (CVE-
2021-27065)

3. 1010870 - Microsoft Exchange Server Remote Code Execution Vulnerability (CVE-
2021-27065) — 1

4. 1007170 - Identified Suspicious China Chopper Webshell Communication (ATT&CK
T1100)

5. 1005934 - Identified Suspicious Command Injection Attack

Integrity Monitoring detections:

1. 1010855 - Microsoft Exchange - HAFNIUM Targeted Vulnerabilities

4/16


https://www.trendmicro.com/en_us/research/21/a/targeted-attack-using-chopper-aspx-web-shell-exposed-via-managed.html
https://www.trendmicro.com/en_us/business/capabilities/intrusion-prevention.html
https://www.trendmicro.com/en_us/business/capabilities/integrity-monitoring.html

General Tags

General Information

Time:
Computer:
Event Origin:
Reason:
Action:
Direction:
Flow:

Rank:

Interface:

Interface Type:

Packet Type
Protocol:

Flags:

Source
IP:
MAC:

Port:

Destination
IP:
MAC:

Port:

1010854 - Microsoft Exchange Server Remote Code Execution Vulnerability (CVE-2021-

26855)

March 23, 2021 10:46:33

exchangeserverl.securecorp.com (MS Exchange Server)

Agent

1010854 - Microsoft Exchange Server Remote Code Execution Vulnerability (CVE-2021-26855)

Detect Only: Reset
Incoming

Connection Flow

100 = Asset Value x Severity Value =1 x 100

Host

TCP

ACK PSH DF=1

172.31.45.48

02:4D:DA47:CB:2E

s0142

172.31.36.252

0Z2:64:E1:A9B4:96

443
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General Tags

General Information

Time:
Repeated:
Computer:
Event Origin:
Reason:
Action:
Direction:
Flow:

Rank:

Interface:

Interface Type:

Packet Type

Protocol:

Flags:

Source
IP:
MALC:

Port:

Destination
IP:
MALC:

Port:

1007170 - Identified Suspicious China Chopper Webshell Communication (ATT&CK T1100)

March 23, 2021 07:47:14
4 times through March 23, 2021 07:47.14

exchangeserver].securecorp.com (MS Exchange Server)

Agent

1007170 - Identified Suspicious China Chopper Webshell Communication (ATT&CK T1100)

Detect Only: Reset
Incoming

Connection Flow

100 = Asset Value x Severity Value = 1 x 100

Host

TCP

ACK PSH DF=1

172.31.45.48

0Z2-4D:DA471:CB:2E

50104

172.31.36.252
0Z2:6AE1:A9B4.96

443
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General Tags

General Information

Time:
Computer:
Event Origin:
Reason:
Action:
Direction:
Flow:

Rank:

Interface:

Interface Type:

Packet Type
Protocol:

Flags:

Source
IP:
MAC:

Port:

Destination
IP:
MAC:

Port:

1010870 - Microsoft Exchange Server Remote Code Execution Vulnerability (CVE-2021-

27065) - 1

April 5, 2021 04:43:20

exchangeserverl.securecorp.com (MS Exchange Server)

Agent

1010870 - Microsoft Exchange Server Remote Code Execution Vulnerability (CVE-2021-27065) - 1

Detect Only: Reset
Incoming

Connection Flow

25 = Asset Value x Severity Value = 1x 25

Host

TCP

ACK PSH DF=1

172.31.39127
0217 FECADD:BE

52438

172.31.36.252
0Z2:64:E1:A9B4.96

443
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General Tags

General Information

Time:
Computer:
Event Origin:
Reason:
Action:
Direction:
Flow:

Rank:

Interface:

Interface Type:

Packet Type
Protocol:

Flags:

Source
IF:
AL

Port:

Destination
IF:
AL

Port:

Suspicious Command Injection Attack

IM Rules:

March 23, 2027 07:47:14

exchangeserver].securecorp.com (MS Exchange Server)

Agent

1005934 - Identified Suspicious Command Injection Attack

Detect Only: Reset
Incoming

Connection Flow

100 = Asset Value x Severity Value =1 x 100

Host

TCP

ACK PSH DF=1

172.31.45.48
0Z:4D:D4:41:CB:2E

50104

172.31.36.252

0Z:6AE1:ASB4.96

443

1005934 - Identified
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General Tags

General Information

Time:
Computer:
Event Origin:
Reason:
Change:
Rank:
Severity:
Type:

Key:

User:

Process:

Description

March 23, 2027 10:46:35
exchangeserver].securecorp.com (MS Exchange Server)
Agent
1010855 - Microsoft Exchange - HAFNIUM Targeted Yulnerabilities
Created
50 = Asset Value x Severity Value = 1 x 50
High
1010855 -
File
chinetpub\wwwroot\aspnet_client\shell.aspx

NT AUTHORITY\SYSTEM

System

When scanned the File had the following attributes:

Created: March 23, 2021 10:46:35
Permissions:  D:{A;FA;SY (A FA;BA) A;FRBU)A;FR;; WD)
SHA-T: 8072DAEDT7ESEAOGBODS086Z2E3CI4EZFBEDGSZ40

Microsoft Exchange - HAFNIUM Targeted Vulnerabilities
Trend Micro Vision One™ Correlation:
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2021-03-23T11:47:02Z

Highlights

Microsoft Exchange Server RCE Vulnerability (CVE-
2021-26855)

(© 2021-03-23T11:36:
L (dst) 172.31.36.252
[2) (act) Detect Only: Resat
@ (sro) 172.31.39.127

-
"< 22 exchangeserveri.securecorp.com (ms excha...

Microsoft Exchange Server Possible ASPX Web
Shell

Tec Exploit Public-Facing Application

(D 2021-03-23T11:36:55Z | Search Event UUID

Fig - Microsoft Exchange Server RCE Vulnerability (CVE-2021-26855 + CVE-2021-27065)

Trend Micro Vision One™ is a purpose-built, threat defense platform with extended detection
and response (XDR) capabilities that work to prevent majority of attacks with automated
protection. The solution allows you to see more and respond faster by collecting and
correlating data across email, endpoints, servers, cloud workloads, and networks.

Using the Trend Micro Vision One Workbench, you can easily see what threats were
detected, attack techniques, and a prioritized list of risky devices and users. With Trend
Micro Vision One, we ran a public proof of concept (PoC) available online exploiting the
ProxyLogon vulnerability. The above image shows the vulnerability detected and all the
assets related to the alert for further investigation. Let’s take a deeper look:
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https://www.youtube.com/watch?v=odGDYzQbe80
https://github.com/p0wershe11/ProxyLogon/blob/main/ProxyLogon.py

Trend Micro Vision One™ | workbench > WB-9321-20210323-00000

Summary M0

Potential Chopper Webshell Exec:
al Commandline of Chopper

86
=1 o X1 mo

2021-03-23T11:44:507

Highlights

Potential Chopper Webshell Execution

Technique: T1059 - Command and Scripting Interpreter
(D) 2021-03-23T11:38:507 | Seal nt UUID
(objectCmd) "emd” /c cd /d "C\inetpub\ww...
‘ (processFilePath) c\windows\system32\inets...

& ==
" = exchangeserver]

Fig - Potential Chopper Webshell Detection

The Potential Chopper Webshell Execution model triggers when the web shell is already
present on the machine and is being used as a backdoor to run commands as SYSTEM on
the Exchange Server using China Chopper.

The metrics provided by this model should be investigated carefully, since the ProxyLogon
zero-day vulnerability was exploited in-the-wild, before Microsoft addressed the issue
publicly. Microsoft has since taken things a step further by creating patches for out-of-support
versions of Exchange. Overall, Microsoft released patches for 89 unique CVEs in March—14
of which were listed as Critical and 75 listed as Important in severity.
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https://techcommunity.microsoft.com/t5/exchange-team-blog/march-2021-exchange-server-security-updates-for-older-cumulative/ba-p/2192020

2021-03-23T11:36:557

> DO

Summary

Server ASPX Web

Shell

190 - Exploit Public-Facing Application

(© 2021-03-23T11:36:55Z UID

‘ (fullPath) c\inetpub\wwwroot\aspnet_client\...

“Z £ exchangeserver!.securecorp.com (ms excha...

Potential Chopper Webshell Execution

059 - Command and Scripting
Interpreter

Technique:

(D) 2021-03-23T11:38:50Z | Search Event UUID
(objectCmd} "emd" /c ed /d "C\inetpub\ww...
‘ (processFilePath) c\windows\system32\inets...
“Z = exchangeserverl.securecorp.com (ms excha...

Identified Suspicious China Chopper Webshell
‘Communication

Technique: T1505 - Server Software Component

(D) 2021-03-23T11:39:37Z | Search Event UUID
@® (srd) 172.31.45.48

@ (dst) 1723136252

'd "CAinetpubl\wwwroofy

Fig_ - Microsoft Exchange Server

of the web shell.

Summary
Potential Chopper Webshell Execution

T1059 - Command and Scripting
Interpreter

(© 2021-03-23T11:38:50Z | Search Event UUID
(objectCmd) "emd” /c d /d "C\inetpub\ww...
‘ (processFilePath) c\windows\system32\inets...

&2 £ exchangeserver!.securecorp.com (ms excha...

Identified Suspicious China Chopper Webshell
Communication

Technique: T - Server Software Component

(D 2021-03-23T11:39:37Z | Search Event UUID
@ (sra) 17231.45.48 exchan
® (dst) 172.31.36.252

&2 E exchangeserverl.securecorp.com (ms excha...

Download Of EXE File

Malware: \

(D 2021-03-23T11:39:37Z | Search Event UUID
@® (dst) 17231.36.252
@ (processName) C:\Windows\System32\Wind...

2 (act) Detect Only: Reset

Fig - Potential Chopper Webshel

Possible ASPX Web
The above model triggers when a new web shell is created.

Windows\Tempé&L..

hel
can see the path and name

2021-03-23T11:38:502




202103-23T11.39.372
Summary g

Identified Suspicious China Chopper Webshell
‘Communication

Technique: T1505 - Server Software Component

(© 2021-03-23T11:39:37Z | Search Event UUID }

ap "MSExchangeOWAAppPool” -v "vd...
@ (srg 172.31.45.48
@ (dst) 172.31.36.252

%I £ exchangeserverl.securecorp.com (ms excha...

Download Of EXE File

Malware: Web C

(D 2021-03-23T11:39:37Z | Search Event UUID
@ (dst) 172.31.36.252

@ (processName) C:\Windows\System32\Wind...
@ (act) Detect Only: Reset

® (sro) 172.31.39.127

cE=E exchangeserveri.securecorp.com (ms excha...

Potential Chopper Webshell Execution

Technique: T1059 - Command and Scripting
Interpreter

(© 2021-03-23T11:39:37Z | Search Event UUID clinetpub\wwwroot\aspnet_client\aleazmther.aspx

(objectCmd) "cmd” /c cd /d "C:\Windows\Te...

ent\"8cd C:\Windows\Temp&...

hell Communication

2021-03-23T11:39:37Z

Summary |

Possible Credential ping Via C d Line

Technique: T1003 - OS Credential Dumping

9882 DF06832CF

CAwipdews(Eystem32\inetsrAw3wp.exe -ap "MSExchangeOWAAPpPool” -v "v4...

G) 2021-03-23T11:39:377 | Search Event UUID
(objectCmd) "emd” fc ed /d "C:\Windows\Te...

(processCmd) c\windows\system32\inetsrv\...

‘ (processFilePath) c\windows\system32\inets... I @

b
BB (objectFileHashSha1) 99ae9c73e9beetfIcT6d. . aragks T .

‘ (objectFilePath) c\windows\system32\cmd.exe
& (endpointlp) 172.31.36.252
[2! (endpointHostName) exchangeservert

“Z & exchangeserver.securecorp.com (ms excha...

Identified Suspicious China Chopper Webshell
Communication

Technique: T1505 - Server Software Component

(D 2021-03-23T11:40:14Z | Search Event UUID
@ (srq) 172.31.45.48
@® (dst) 172.31.36.252

%2 &8 exchangeserverl.securecorp.com (ms excha...

System Owner User Discovery

Technique: T1033 - System Owner/User Discovery
=

Fig - Possible Credential Dumping via Command Li

This model is triggered when an attacker fetches the credentials using a command-line from
within the memory using Mimikatz. Since the web shell runs as the SYSTEM user, an
attacker can fetch the NT LAN Manager (NTLM) hashes of the logged-in users, create or
delete accounts, and perform extensive post-exploitation activities on the Exchange Server.




Process
[nz|inetinfo exe
[;_]d:_rnnriorm
[n= fmes. exe
[n=| svchost e
[#7] SMSvcHost exe
= [=7] M5Exchange HMHost exe
(= (7] M5 Bxchangs HMWorker exe
Bl conhost axe
@] M5BxchangeHMRecovery exe
=/ [aF] swchost exe
[(mE] v dvvp e
[5] w3wp exe
[z] wiwp exe

& mirnikatz.exe:888 Properties

GPUGraph  Threads  TCPIP  Security
Performance Graph

Image Performance

Image File

&

Version:

mimikatz for Windows

2.2.0.0

Buid Time: FriSep 18 17:18:50 2020

Path:

- | >

Environment Strings
Disk and Metwork

| C:\Windouss\Temp\mimikatz. exe

| [Explore |

Command line:

| mimikatz, exe

Current directory:

| C:\Windows\Temp)

Autostart Location:

(ol

| Explore

cmd . exe(11268)
User: NT AUTHORITY\SYSTEM
Started:  3:41:15PM 3/25/2021

Parent:

Image: &4-bit

Verify

Bring to Front

Comment; ||

| Kill PFrocess

VirusTotal; |

| submit |

Data Execution Prevention (DEP) Status: Enabled (permanent)

Address Space Load Randomization:
Control Flow Guard:
Enterprise Context:

Executing Mimikatz as SYSTEM using CC

Bottom-Up
Disabled

N/A

Figure -
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Summary P D

‘ (processFilePath) c\windows\system32\inets...

‘ (objectFileHashSha1) 99ae9c73e9beebfoc76d...

‘ (objectFilePath) c\windows\system32\cmd.exe
@ (endpointip) 172.31.36.252
[21 (endpointHostName) exchangeserveri

=

‘s = exchangeserverl.securecorp.com (ms excha...

Identified Suspicious China Chopper Webshell
Communication

Technique: T1505 - Server Software Component
(D 2021-03-23T11:40:14Z | Search Event UUID
® (sro) 17231.45.48
® (dst) 17231.36.252

=

= &= exchangeserveri.securecorp.com (ms excha...

System Owner User Discovery

que: 033 - System Owner/User Discovery

(O 2021-03-23T11:41:35Z | Search Event UUIC
(objectCmd) whoami

‘ (parentFilePath) c\windows\system32\inetsr...
‘ (processhilePath) c\windows\system32\cmd....

%3 &= exchangeserverl.securecorp.com ms excha...

2021-03-23T11:4

= ]
==
=]
sfuregbri.com (mbexchange server] ———_

S

nt authority\system

h c\inetpub\wwwr oot\aspnet_client\aleazmther.aspx
cd CA\Windows\Tempé&L.

_ web_xytwijtaS.dl /

Fig - System Owner User Discovery

The above event was triggered when we ran whoami from within the Chopper web shell.
Since requests to the ASPX web shell are handled by the privileged w3wp.exe, an IIS
Worker Process in the configured IIS application pool (Microsoft Exchange App pool) runs
the commands in the context of NT Authority\SYSTEM user.

RCA Diagrams:

1100

NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM

Microsoft

Fig. Executing commands using Chopper CnC

Conclusion

There is no silver bullet when it comes to cybersecurity but using solutions that bake into
your development pipeline to provide security as early as possible is better than scrambling




for patches after deployment. Quick and easy to deploy solutions like Trend Micro Cloud One
and Trend Micro Vision One can provide you with SecOps-approved security from build-time
to runtime without slowing you down. Imagine that!

Try Trend Micro Cloud One™
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http://cloudone.trendmicro.com/SignUp.screen?refer=devopsrc

