References

CloudEye (originally GuLoader) is a small malware downloader written in Visual Basic that's

used in delivering all sorts of malicious payloads to victim machines. Its primary function is to
download, decrypt and run an executable binary off a server (commonly a legitimate one like
Google Drive or Microsoft OneDrive).

At the time of writing this article, the malicious code can be split into two parts:

o The core of the program that performs VM checks, downloads the code, decrypts and
runs it
+ A small wrapper that hides the core by encrypting it with a simple xor algorithm

While the outer layer is pretty tiny and straightforward, mimicking it and manually unpacking
the core can be a bit of a headache. In this article, we'll explain how one can leverage IDA
Pro functionalities to simplify this process.

Sample analysed:
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The first thing you want to do while reverse-engineering Visual Basic binaries in IDA is grab a
copy of vb.idc. It's a super useful IDA script that parses the embedded VB metadata and
provides you with much more information about the binary than the original analysis.

Compare the number of detected event entry points before running the script:

Name Address Ordinal
H start 004017E0 [main entry]
Line 1 of 1
oK ] | Cancel | Search | Help |
And after:
Name Address Ordinal =
B start 004017ED [main entry]
0 _Pub_Obj Inf1_Methodox1 00413650
_0_Pub_Obj_Infl_Eventox2 00413941
_0_Pub_0Obj_Infl_Event0x3 004139F7
0 _Pub_Obj_Inf1_EventDx4 00413AD7
_0_Pub_Obj_Infl_Event0x5 D0413B74
_0_Pub_Obj_Inf1_Event0x6 00413D9F
0 _Pub_Obj_Infl_Event0x7 D0413FFB
_0_Pub_0Obj_Infl_EventOx8 0041407E
0 _Pub_Obj Infl_Event0x9 004147BB
_0_Pub_Obj_Infl_EventOxA 00414900
_0_Pub_Obj_Infl_EventOxB 00415584
0 _Pub_Obj_Infl_EventdxC 0041571A
_0_Pub_0Obj_Infl_EventoxD 00415031
_0_Pub_Obj_Inf1_EventDxE 00413034
0 _Pub_Obj Infl_EventOxF 004130A0
_0_Pub_0Obj_Infl_Event0x10 D04131E6
0 _Pub_Obj Infl_Event0ox11 004133FD
_0_Pub_Obj_Infl_Event0x12 004134F0
_0_Pub_Obj_Infl_Event0x13 00413557
0 _Pub_Obj Infl_Event0x14 00413718
_0_Pub_Obj_Infl_EventOx15 004138D2
_0_Pub_Obj_Infl_Event0x16 00414244
0 _Pub_Obj Infl_Event0x17 00414425
_0_Pub_Obj_Infl_Event0x18 00414B66
_0_Pub_Obj Infl_Event0x19 00414BE8
_0_Pub_0Obj_Infl_EventOx1A 00414E11
_0_Pub_Obj_Infl_Event0x1B D0414EB7
O = T T = TR O L T = Y o ANATCY 00 k-
oK ] | cancel || sSearch || Help |
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Locating the malware entry point is still not trivial, though. You can iterate over all discovered
entry points and judge if there's anything suspicious or not, but that can become quite
tedious, and you can still miss some better-hidden code.

Sometimes, a good method is to search for all add instructions and find the "odd one" with
a large immediate value sticking out. You can do that in IDA either by selecting Search ->
Text or if you're aspiring to be a power-user: by quickly tapping Alt + t .

Text search (slow!)

String | add -

Match case
Regular expression
Identifier

Search Up

v | Find all occurrences

0K Cancel Help

Make sure you check the Find all occurrences box, this will take IDA a bit longer, but it
will allow you to inspect all matches at once.

IDA View-A X ® Occurrences of: add X =] Hex Wiew-1 A A& Structures X E Enums X Imports. A ( Exports. X
Address Function Instruction =
text:0040D30C »Jmp to Method Addr 0x413650
_text:0041306D _O_Pub_Obj_Inf1_EventOxE add  edi, 27A3410h
_text:004133CB _O_Pub_Obj_Inf1_Event0x10 add  esp, 0Ch
text:004133E5 _0_Pub_Obj_Infl1_Event0x10 add  esp, OCh
text:004136CD _0_Pub_Obj_Inf1_Method0x1 add  esp, OCh
_text:004136E7 _0_Pub_Obj_Inf1_Methodox1 add  esp, 0Ch
_text:00413798 _O_Pub_Obj_Infl_EventOx14 add  esp, 0Ch
text:0041389C _0_Pub_0Obj_Infl1_Event0x14 add  esp, 0OCh
text:00413F8F _0_Pub_Obj_Inf1_EventOx6 add  esp, OCh
_text:00413FB9 _O_Pub_Obj_Inf1_EventOxé add  esp, 0Ch
text:00414114 _O_Pub_Obj_Inf1_EventOx& add  esp, 0Ch
text:004143F3 _0_Pub_0Obj_Infl1_Event0x16 add  esp, 0OCh
text:0041440D _O_Pub_Obj_Inf1_Event0x16 add  esp, OCh
_text:0041474D _O_Pub_Obj_Inf1_EventOx17 add  esp, 0Ch
_text:0041475F _0_Pub_Obj_Inf1_EventOx17 add  esp, 0Ch
text:00414793 _0_Pub_0Obj_Infl_Eventox17 add  esp, 0Ch
text:00414DBO _O_Pub_Obj_Inf1_Event0x19 add  esp, OCh
_text:00414DD9 _0_Pub_Obj_Inf1_Event0x19 add  esp, 0Ch
_text:00415161 _O_Pub_Obj_Inf1_EventOx1B add  esp, 0Ch
text:00415528 _0_Pub_Obj_Infl1_EventOx1E add  esp, 0Ch
text:00415554 _O_Pub_Obj_Infl1_EventOx1E add  esp, OCh
text:00415905 _0_Pub_Obj_Inf1_Event0xC add  esp, OCh
_text:0041591F _O_Pub_Obj_Inf1_EventOxC add  esp, 0Ch
_text:004159CC _0_Pub_Obj_Inf1_EventOx1F add  esp, 0Ch
text:00416B0C _O_Pub_Obj_Infl_Event0x25 add  esp, OCh
text:004174DD _O_Pub_Obj_Infl_Event0x25 add  esp, OCh
_text:0041794A _O_Pub_Obj_Inf1_Event0x25 add  esp, 0Ch
_text:00417CC2 _0_Pub_Obj_Inf1_Event0x25 add  esp, 0Ch
text:00417EBD _0_Pub_Obj_Infl_Event0x25 add  esp, OCh
text:0041896F _O_Pub_Obj_Infl_Event0x25 add  esp, OCh
_text:00418E17 _O_Pub_Obj_Inf1_Event0x25 add  esp, 0Ch
_text:004191EF _O_Pub_Obj_Inf1_Event0x25 add  esp, 0Ch
text:004196DC _0_Pub_Obj_Infl_Event0x25 add  esp, OCh
text:00419EDL _O_Pub_Obj_Infl_Event0x25 add  esp, OCh

Line 137 of 229

Now, navigate to the function in question:
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.text:00413034
.text:00413034
.text:00413034

_0_Pub_Obj_Infl_EventOxE

.text:00413034 var_14
-text:00413034 var_8
.text:00413034 var_4

.text:00413034

.text:00413034 55

.text:00413035 8B EC

.text:00413037 51

.text:00413038 51

.text:00413032 68 B6 15 40 00
.text:0041303E 64 Al 00 00 00 00
.text:00413044 50

.text:00413045 64 83 25 00 00 00 00
.text:0041304C 6A 10

.text:0041304E 58

.text:0041304F E8 5C E5 FE FF
.text:00413054 53

.text:00413055 56

.text:00413056 57

.text:00413057 89 65 F8
.text:0041305A C7 45 FC 78 11 40 00
.text:00413061 C7 45 EC 33 33 33 33
.text:00413068 BF BE EF C5 FD
.text:0041306D 81 C7 10 34 7A 02
.text:00413073 57

.text:00413074 C3

.text:00413074

.text:00413074

And press tab to see the matching decompilation (as usual, the decompiler does most of

the job for us):

woid O_Pub Obj_Infl EwventOxE()
{
void *v0; [/ esp

_DWORD wi1[11]; // [esp-18h]

vi[3] = vl;

v1[10] = dwerd 401178;
vi[6] = 858993459;
SO (0x4023CE) ;

1

2

3

4

5

& vl = alleoca(le);
-

8

9
10

11}

public _O_Pub_Obj_Infl_ EventOxE
proc near

= dword
= dword
= dword

push
mov
push
push
push
mov
push
mov
push
pop
call
push
push
push
mov
mov
mov
mov
add
push
retn

[ebp-2Ch] BEYR

ptr -14h

ptr -&

ptr -4

ebp

ebp, esp

ecx

ecx

offset __vbaExceptHandler

eax, large fs:0
eax

large fs:0, esp
10h

eax

__vbaChkstk

ebx

esi

edi

[ebptvar_8], esp

[ebp+var_4], offset dword_401178

[ebp+var_14], 33333333h
edi, OFDCSEFBEh

edi, 27A3410n

edi

-
JiH

|

; CODE XREF: .text:0040D65Ctj

; _O_Pri_Obj_Infl_EventOxE

With the malware entry address 0x4023CE we can now begin analyzing the real loader.
Let's jump to the entry address by selecting Jump -> Jump to address (shortcut g )

Surprisingly, there's no code there, just a bunch of data.

Ele Edt jump Search View Debugger Lumina Options Windows Help

That's because IDA didn't know to follow the code reference;
the data as code ourselves. Start by undefining the fragment

u)

aa 7ceon, ¢ aup(0)
n

BH eve HEH S ) o DO dddFrF X b OO [Rosebger @ 3°2m @@ @K
L0 | I |
Library funcion [l Reguiarfuncion il istucton [ Data [ Unexplored 5 Exteral symbol [l Lumina function

Functions window 08 ® @ 1DA View-A x (@ Pseudocode-A x O Hex View-1
Function name Segment st~ coxc o
7] _vbachkstk roxt o
7 vbaexceptandier o o
71 “vbavarrorNext text o
7 Zvbaoneror ext o
7 veavarrorinit ox o
7] _vhaFreestrtist text o
7 Zubmiavar ex o
7 “ubaisteacaila ot o
7] rcuppercasesstr text o
7] cenvironpstr ex o
7 ncLenastr toxt o
7] ncendorile o o
7] _vhavaradd et o
7 ccerdatevar ex o
7 recDatendd ox o
7] terandomize text o
7] ccetrouroiosy rext o
7 rcshumeric rext o
7 ncrr o o
7] rtckilFiles text o
7] ecspacepste ext o
7 ccatsresentoate ox o
7] _havarmove ot o
7 erresrie ex o
7 rcnputaox s o
7] tenstrrev text od
7 _vbaia ex o
7 “vbatateisst toxt o
7 rcos ox o
7] rteshell text o
7 evarfromror fex o
T _vbavartstne ox o
7] rcrileseek text od
7 _sbatensstra tex o
7 Zvbavarzvec toxt o
7 _vbanrymove text od
7] _vhaaryDestruct text o
7 icon ext o
7] voaGenerategounserror ox o
7] _vbaaryConstructz text od
7] cchangedir ex o
7 _voaena toxt o
7] recRightrrimgstr text od
7 _astecmp rext o
7 rcteskcaytiame rext o
7 _ubastrcopy text o
7] reMonthiame text o
7 cknvronvar ex o
7 _wbavartstsa rext ot

x @ Structures

a4 58201158n, 00N dup (3858585EN)

imports.

B

Exports x

to fix that, we'll have to mark
Edit -> Undefine (shortcut
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This will split the large chunk of data into single-byte lines:

Fle Edt jump Search View Debugger Lumina Options Windows Help
BH evd BEH®H S I o DO daeFrFwX > D O|Nodebger e 30w EE @
S | e r——— I -

Lbrary functon il Reguiar function [ istructon 1| Data 8] Unexplored | Extemalsymbol [ Lumina function

[E Functions window 0esl@ 1DAView-A x @ Pseudocoded x @ u 1 x ® ) = x| @ TS x @ o) x

Function name Seqment st aa “ o

] _sinchiotk et @

) “vbasceptiandier ot o @ T D ceptar

(7] _vbavarForNext text oc @& o

(7] vbaonerror rext a @

(7] voavarforint ot o & o

7 vbafreestrlist tox o >

7 “ubaiavar ox o =

(7] vbatateidcaiid rext a b4

7] rtcUpperCaseBstr text o @

7] ncenvirongste ot o =

7] rtcLefstr text o @

(7] ncendoteie rext a @

7 vhavaradd = o @

7] rtcGetDatevar ext o @

7] rtcDateadd text o ®

7] tcRandomize text oc -

7] rtcGetHourofDay text o @

7] rtcisNumeric text o &

7] e text o -

(7] rckiteies rext a @

7] rcspacease e o @

7] rtcGetPresentDate text oc @

7] _vbavarttove rext a >

(7] rckresrite rext a @

7] rtcinputBox text oc @

7] rtcinstrRev. text oc @

7] _vbatzia = o @

(7] vbatateidst rext o @

7] rtcCos text oc -

e it of =

7] rtevarFromerror text oc @

7] _vbavartstne rext a @

7] rcrileseel text o >

7] _vbaLengstrs ot a 4

i’ = o @

7] _vha text o >

7] _voaaryDestruct text oc @

7 lon o o =

7] _vhaGenerateoundsEror rext a @

7] vbsaryConstrctz text ac >

) echangebir o o @

(7] _vbaknd text oc @

7] rcRightrrimaste rext a @

7] _wbastrcmp text o0 > o

7] rtcWeekdayName text o @

(7] _vbastrCopy. text oc

rext a 4
text oc
ot ot

Now we can once again jump to 0x4023CE (the original line contained many bytes, and IDA
doesn't know which one to follow and decides to stay on the first byte) and mark the data as
code Edit -> Code (shortcut c ).

This will automatically disassemble all reachable code blocks and functions.

We can almost immediately notice that this isn't an ordinary function, but something rather
weird is going on: there are many jumps with random data between them. We can clear it up
a bit by grouping the data between code blocks together and adding a few arrows:

Fle £dt ump Search View Debugger Lumina Optons Windows Help
BEH €+ BHB S ) w DO ddEd-FEX > 0O N JE@ 3o%Em @@ @EE
RITE ] 1 I | - _________________________________§
Library function [l Regular function [l Instruction [ Data [l Unexplored ' External symbol [l Lumina function
7] Functions window o® ®| @ Pseudocode-A x @ Hex View-1 x @ Structures. x B Enums X = Imports. x @ Exports X
Funcion name Seqment st~ aa 7cion, 4 @ (o) £
7] _vbachkstk text o @ son
7] —vbaExceptiandler o o a 3206en, 100k dup(0)
7 Zuoavarfornext rext o P
ra it ot o @ o
70 et o @ oran
Z] v riist text oc @ 3ch ;<
7] _voatavar text of @ o
7] _vbalateldcaliLd text o dee ean
7 ecuppercasepsr ex o - S short oo tozare
7 rcenvirongstr ot a - o
7] reLefastr text o @ e
7 cendorrie et o @ o | 3
7 _voavarads e o ® 3
7] neceratevar toxt o o
7 coatenda et o @ m
rtcRandomize text oc >
@
o et o o m
text oc : ;;:
o o o
7] rtekillFiles text oc @ 7Fn
7] rtespacestr text o @
7 nccetpresentoate et o a
(7] _vbavarMove text o¢ @ 7Fh
(7] rckreetile rext a @
7] ecimputaox ex o a m
7 ranstrrev e o @ o
71 vhaiza et o & m
) ubatatedst et o o m
tcCos. text o¢ @ 7m
7 ncshel o o & o
71 rtcvarfromError text o @
7 _oavartsthe o o @ om
7] rcFleseek text o gy
7] _vbalengstra text o @
7] Zvhavarzvec ot o @
7] _vbaaryMove text oc @
7] _vbaaryDestruct text o @ 7
7 o ex o @ m
iy S —— e o o
7] _vbaaryConstruct2 text o @ 7
7] rechangeoic et o @
7] _vbaknd text og @ 7
7] rcRightTrimastr text o @ 7
) _vbastrcmp text o @ T
7] reweckdaptiame ext o
i o B L I B —
7] remonthame text o o e hert loc_s02435
7 cknvronvar et o
7 _veavartstéq ot oc. & oL
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Fle Edit jump Search

SH e

S [

Library function Il Regular function [l Instruction [ Data

[7] Functions window
Function name

(7] _vbachkstk

7] _vhaExceptHandier
7] _vbaVarForNext

(7] vbatateidcaiid
(7] rcUpperCasebstr
7] ricEnvironstr

7] _voavaradd

7] rtcGetbatevar
(7] rtcpateadd

7] rteRandomize:
7] rtcGetHourofDay
7] rtcisNumeric

(7 rcppuT

7] rtckillFles

7] rtespacegstr

(7] ncGetpresentoate
7] _vbavarMove
7] ricFreetile

7] reinputBox

(7] rnstrhev

7] _voai2ia

(7] _vbaLateldst
7 rec

7] rtcshell

7] rtcvarfromerror
(7] _vbavarTstiie
(7] rcFieseek

7] _voaengstra
7 vbavarzvee
(7] _vbarytov

7] _vbaaryDestruct
7] recfoin

7] _vbaAryConstruct2
7] rtcChangeDir

7 _vhatnd

(7] rckightTrimaste
7] _vbastrcmp

7] rcweekdayName
7] _vbastrcopy

7] rtcMonthName

7] recEnvironvar

7] _vbavartsizq

7] _vbaGeneratedoundserror

! .

0402558

gger Lumina  ptions Windows  Help
Vs DO At v X > O O|Nodebuger @ 308 @@ @K
Unexplored | Exteral symbol B Lumina function
o0eal@m 108 viewn X |[@  eseudocosen x |B Hex View-1 x @ structures x @ Enums x
Seqment st tent:004023CE |
rext o o 2y potnt
text o e
toxt o S E1, 7P, 7Fh, 7P, TE, 70, 7P, 7, 76, 700
i of SETEh, 168, 72, TPh, TP, TEh, 1Eh, TEh, TE%, 7Eh, 7Fh, 1%, TFh, 1Fh, 1%, TER, 7Eh
o o ) b 758, 8, 51, TER, 7Fh, F1, 15N, 168, 78, 75
text o mnzan_/
text o os0z5re [1oc_doaser | - CODE XREF: .text:004023CF13
= a 0402400 sop snort[Toc_to2e3s]
rext o 0402400 ;
o &l 10340 azo o e
rext o odoais _/
text oc 0402435 [1oc_s02435:} (CODE XREF: .text:0040240013
o o oicaiss -
text oc ; e
text oc -
= o OAOAAAIAIARRAAAAAAIAAIAAAAAN
text o
rext of
= ol . cope xumr: text o0d0ze361)
toxt o i
rext o e snoe[locioama]
e o 02465 aZhV00000000000 000000000600000000"
rext o oi02z |
i o Xt oo “5 I
text ac 2t o0dozans we ex
text o¢ xt : 004024A3 Jmp. .h‘m_
=g T —
rext o
= o cope xumr: text o00zensry
text o
ext o
rext o
text o
roxt o con xmEr: cext 004024001
text o
fext o
rext o
text o
rext o
tt & cope xumr: text 00d0zersry
rext o
text o
et o
rext of
rext o con xaEr: cext 004025281
text og t 100402555
sext ot
= o otczsar

)

imports. x

Exports.

Some of our avid readers will surely recognize this pattern from our Dissecting_ Smoke
Loader article. The main takeaway was that while manually reconstructing the code flow and
creating a new disassembly is possible; usually, the best method is to let IDA decompiler
deal with such obfuscations.

But if we try to create a new function at the start address ( Edit -> Functions -> Create

Function shortcut p ), all we get is this annoying error message:

.text:00402FEE: The function has undefined instruction/data at the specified address.
Your request has been put in the autoanalysis queue.

That's because IDA wasn't able to disassemble the code at the given address; let's see what
the fuzz is about.

.text:
.text:
.text:
text:
.text:
.text:
.text:
.text:
(text:
.text:
.text:
.text:
.text:
(text:
.text:
.text:
.text:
.text:
(text:
.text:
.text:
.text:
.text:
(text:
.text:
.text:
.text:
.text:
(text:
.text:
.text:
.text:
.text:
.text:

text

text:
.text:
.text:
.text:

text

text:
.text:
.text:
.text:

text
text

.text:
.text:
.text:

00402FDO
00402FD1

00402FD2 ;

00402FD2
00402FD2
00402FD2
00402FD3

00402FD3 ;

00402FD5
00402FD&
00402FDT
00402FD8
00402FD3
00402FDA
00402FDB
00402FDC
00402FDD
00402FDE
00402FDF
00402FE0
00402FE1
00402FE2
0D402FE3
00402FE4
00402FES
00402FE6
00402FET
00D402FE8
00402FE2
00402FEA
00402FEB
00402FEC
00D402FEC
00402FEC
00402FEC
00402FEC
00402FEC
00D402FEC
00402FEC
00402FEC
00402FEC
00402FEC
00D402FEC
00402FEC
00402FEC

:00402FEC

00402FEC
00D402FEC
00402FEC

db 58h ; X
db 58h ; X
loc_402FD2:
cld
Jmp short near ptr dword_ 402FEC+2
QEFh ; 1
ORlh ; ;
oc4h ; A
54h ; T
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
dword_ 402FEC 83%0000h, OFC71FOFh

25EBC61Fh, S5634EAFAh
8 dup (0C0COCOCh)

OEF850F0Ch, OERFFFFFEh
OBE57B247h, SF5F5F23h

10h dup (SFSF5F5Fh)

45EB474Fh, 468E7316h

10h dup (OE6EGESESh)
2EEBFCE6h, 2A73EE35h

ORh dup (ORDADADADh)
OESBSADADR, OEBFFFFEEh
OEC5BAF3Bh, 43434361h

ODh dup (43434343h)

3FEB434Bh, 89425DCh

OEh dup (0CFCFCECFh)
49CFCFCFh, 5418EB41h
0C50BDBE86h, 4 dup(0C5C5C5CSh)
81C5C5C5h, 0E02C1h

ERBEBEERRRERRABREARAEEEEEEEEEEEEEEEEEEEEREE

; CODE XREF:

; CODE XREF:

.text:00402F3B+j

.text:00402FD3+j
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Well, yes, it doesn't look too correct. Instructions in the form of jmp short near ptr
<addr>+<number> should almost always raise a red flag for you. It very often means that
the jmp (or any other code-flow-altering instruction) tries to jump into the middle of already
defined code/data. In this case, though, it looks like IDA just made an error, and we have to
mark the data as code manually, similarly as we had done previously.

text:00402FDO db 58h
.text:00402FD1L db 58h
.text:00402FDZ ;
.text:00402FD2
.text:00402FD2 loc_402FD2: ; CODE XREF: .text:00402F3Btj
.text :00402FD2 cld
— |-text:00402FD3 Jmp short loc_402FEE
.text:00402FD3 ;
.text:00402FD5 db 0EFh ; 1
text:00402FD& db OAlh ; ;
text:00402FDT db 0C4h ; A
.text:00402FD8 T
.text :00402FD3
.text:00402FDA

X
X

-

text:00402FDB
text:00402FDC
.text :00402FDD
.text :00402FDE
.text:00402FDF
text:00402FE0
text:00402FE1
.text :00402FE2
.text :00402FE3
.text:00402FE4
text:00402FES
text:00402FE6
.text :00402FE7
.text :00402FE8
.text:00402FE2
text:00402FEA
text:00402FEB
.text :00402FEC
.text :00402FED
.text:00402FEE ;
.text :00402FEE
.text:00402FEE loc_402FEE: ; CODE XREF: .text:00402FD3+j
*° | text:00402FEE emp [eax], ecx
.text :00402FF0 nop edi
.text:00402FF3 nop esi
— |.-text:00402FF& jmp short loc_40301D

.text :00402FF6
.text :00402FF8 db OFAh

.text :00402FF3 db OERh
.text:00402FFA
text:00402FFB

w
&
=

et

text:00402FFC
.text :00402FFD
.text :00402FFE
.text:00402FFF

0Ch
0Ch
0Ch

Good as new! We may have to repeat this several times before we get all parts correct.

At some point, though, we'll come across a fragment that no longer looks like correct x86
code:
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.text:00403F30 db OEEh ; i
.text:00403F31 db OEEh ;
.text:00403F32 db OEEh ; i
.text:00403F33 ;
.text:00403F33

™

.text:00403F33 loc_403F33: ; CODE XREF: .text:00403F07tj

*° | text:00403F33 ine edi

— |.text:00403F34 Jmp short loc_403F3F
.text:00403F34 ;
.text:00403F36 db 352h ; '’
.text:00403F37 db 85h ; ..
.text:00403F38 db OBOh ; ©
.text:00403F33 db 25h ; )
.text:00403F3A db OBFh ;
.text:00403F3B db OBFh ; ¢
.text:00403F3C db 0BFh ; .
.text:00403F3D db OBFh ; ¢
.text:00403F3E db 0BFh ; .

.text:00403F3F ;
.text:00403F3F

.text:00403F3F loc_403F3F: ; CODE XREF: .text:00403F34tj

.text:00403F3F ; .text:00403F66+7

.text:00403F3F ; DATA XREF: ..
| text:00403F3F mov gs, esp

.text:00403F41 ficomp dword ptr [ecx+67h]

.text:00403F44 db &5h

.text:00403F44 wait

.text:00403F46 fstp3 st (6)

.text:00403F48 outsb

.text:00403F49 mov eax, O0E6CE877Ah

.text:00403F4E dec ebx

.text:00403F4F aas

.text:00403F50 test dword ptr [ecx-4254BARACh], 5D3C5B03h

.text:00403F5A mov eax, ds:0BF23D604h

.text:00403F5F ine edi

.text:00403F60 and eax, 1DSEBBAZh

.text:00403F65 xchg eax, edx

.text:00403F66 ja short near ptr loc_403F3F+1

.text:00403F68 push es

.text:00403F62 mov bl, 35h ; "=

.text:00403F6B dec ebp

.text:00403F6C add al, ©

.text:00403F6E das

.text:00403F6F les ebp, [edit+eax*2-48BFF411h]

.text:00403F76 Pop ebx

.text:00403F77 and eax, 0CIF35435h

.text:00403F77 ;

.text:00403F7C db 8Fh

.text:00403F7D db 5Fh ; _

.text:00403F7E db 12h

.text:00403F7F db 41h ; A

That's the code that gets decrypted in previous code blocks; naturally, IDA won't decompile
invalid instructions. We can get around that using (at least) 2 methods:

» by selecting the code segments, we want to include in our newly-created function
e by patching the last jmp instructionto ret , which will cut off the last invalid block
from our function

We'll go with the first method as it's a bit more elegant and simple; for any adventurous
readers the Edit -> Patch program menu and a good x86 opcode reference (like
http://ref.x86asm.net/coder32.html) should be more than enough to try out the other method.

Selecting the whole memory range by dragging the mouse is a bit boring and can sometimes
deselect the selected code on its own. We'll use the Edit -> Begin selection (shortcut
Alt + 1 ) command. Position the cursor just before the final jmp instruction, begin the
selection, go to the loaders entry point ( ©x4023CE ) and create a new function.

If everything goes correctly, the relevant fragment in the sidebar should change its color to
blue:

ST T | O]

Library function JJll Regular function ] Instruction Data Unexplored External symbel [ Lumina function

-

11 | O]

Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function
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And you should be able to tap Tab and view the simple decompilation pseudocode:

IDA View-A X Pseudocode-A X ® occurrences of: add X O]  HexView1 X Structures X

lweid sub_ 4023CE ()

2{

2 int v0; /) ecx

4| char *vl; ff eax

5 wodd (*v2) (veid); // eax

6 int i; f/ ecx

=

: vl = 21564845;

3 de

10| {

11 __asm { fimit }

12 —v0;

13| 1}

14 while { v0O };

15| wl = ([char *)&rteCos;

16 do

17 ==vl;

18| while { *(_DWORD #)vl 1= 9460301 };

19| wv2 = (void (*) (void)) (*((int (_ stdcall ##)( DWORD, int, int, int)}jvl + 1075)) (0, 40960, 4096, &4};
20 for (1 = 0; i I= 22396; 1 = 1 - 40 + 44 )

21 #( DWORD #) ((char *)v2 + i) = mm cwtsi6d_si32(

22 _m_pxor (

23 _mm_cvtsi32_si6d (* (_DWORD *) ((char *)&loc_403F3F + i)),
24 _mm_cvtsi32_si64 (0x59DA0A6Tu) ) ) ;
25| w2({);

26| |[TMBEEE (0x403F34);

27|}

The logic is actually quite simple, but the code can get much more bloated and confusing in
other samples.

void sub_4023CE()
{
int v@; // ecx
char *vi1; // eax
void (*v2)(void); // eax
int i; // ecx

vO = 21564845;

do

{
__asm { finit }
--vO;

}

while ( vO );

vl = &rtcCos;

do
--vl;

while ( *vi1 != "\x90zM" );

v2 = (*(vl + 1075))(0, 40960, 4096, 64);

for (1 =0; 1 !=22396; 1 =1 - 40 + 44 )
*(v2 + 1) = _mm_cvtsi6d_si32(_m_pxor(_mm_cvtsi32_si64(*(&loc_403F3F + 1i)),

_mm_cvtsi32_si64(0x59DARA67U)));
v2();
JUMPOUT (0x403F34) ;

}

Going step by step:
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vO = 21564845,

do

{
__asm { finit }
--vO;

}

This is a simple sleep snippet, nothing super interesting there.

vl = &rtcCos;
do
--vil;
while ( *v1 != "\x90zM" );
v2 = (*(vl + 1075))(4300, 0, 0, 40960, 4096, 64);

This is a bit more interesting, it fetches the pointer to rtcCos from MSvBvM60.DLL and
then iterates downrange to find the images base address. It then uses that address to
calculate a function address by adding 1075 to the pointer.

If we load the dll in IDA and navigate to the fetched address ( 0x732A0000 + 1075 * 4 )we
can learn that it's virtualAlloc .

.idata:732ZR10CC ; LPVOID __ stdcall VirtualAlloc (LFVOID lpAddress, SIZE_T dwSize, DWORD flAllocationType, DWORD flFrotect)
.idata:732A10CC extrn VirtualAlloc:dword

.idata:732R10CC ; CODE XREF: sub_732A6T7024+2Rip

.idata:732R10CC ; sub_T32R6702+434p ...

So this is all just a sneaky a way of calling it without clearly indicating it in imports. Let's
move on.

for (i =0; i !=22396; i = i - 40 + 44 )

*(v2 + i) = _mm_cvtsi6d_si32(_m_pxor(_mm_cvtsi32_si64(*(&loc_403F3F + 1i)),
_mm_cvtsi32_si64(0x59DA0A67uU)));

This part copies 22396 bytes from 0x403F3F into the newly allocated buffer dexoring it
with the constant 09x59DAGA67 in the process.

We can get the decrypted core without debugging the binary using a short Python script:

import struct
from malduck import xor

data = xor(key=struct.pack("<I", Ox59DA0A67), data=get_bytes(0Ox403F3F, 22396))

with open("decrypted.bin", "wb") as f:
f.write(data)

And finally, the program jumps into the newly copied buffer.
v2();

Tune in next time to the second part, where we'll describe some of the CloudEyE's functions
and discuss how we can extract the download URLs and the encryption key from unpacked
samples automatically using Malduck.
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