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Introduction

April 11, 2021

With the takedown of Emotet with the Operation Ladybird, there is now room for a new
challenger to take the throne of the “Yeah, it’s me who delivers the bad stuft”. This past few days I

saw a new campaign of IcedID and decided to take a closer look.

The goal of this post is to unpack IcedID and recover the C2 url as quickly as possible.

Getting our hands dirty

First, we have to find a sample. For this my go-to place is https://bazaar.abuse.ch.

The sample used during this post can be found here.

The tools we will use are :

Jilindicators (3/19)
- = dos-header (64 bytes)
B dos-stub (152 bytes)
- = file-header (Apr.2021)
> optienal-header (Mative)
-5 directories (time-stamp)
- = sections (87.82%)
| libraries (2)
| imports (2/3)
- exports (4)
i)
--abe strings (2/732)
-¥T¥ debug (time-stamp)

- overlay (unknown)

As you may have notice, the file is a dll and not a .exe file, meaning that just running it in the
debugger won’t work. We need the help of rund1132 for this. So first we got to open it with
x64dbg and change the commandline to: "C:\Windows\System32\rund1132.exe"

md5

shal

sha256
md5-without-overlay
shal -without-overlay
sha256-without-overlay
first-bytes-hex
first-bytes-text
file-size
size-without-overlay
entropy

imphash

signature

entry-point
file-version
description

file-type

cpu

subsystem
compiler-stamp
debugger-stamp
resources-stamp
exports-stamp
version-stamp

certificate-stamp

7D7BDC553AE699579A700645D0FDSFO3
C4C0CAGB2BTT79DE70BIBEIESDT001453B ABBFFD

0ADB3IDI1698 A46D409791 D4DDEGGESEDDDTOFA1 AZF] D4557 ADCBIBAABDAIES 24

1FA1859777 ABI564F4BDO5SADTEIERDT2
1F3ASEACECFS153B63C6360226303BDD5F3EGEFA

T49F002493202F71 COCABERECATI CEIFRE33E1 380251 88 FEER30EOC CBACARTT
4D 5490 0003 00 0000 04 00 00 00 FF FF 00 00 B& 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00

185404 (bytes)
163840 (bytes)

6.207

418BB7AFA01 EE2677EQTT0DEEEBTT4T3

4883 ECI083FAOLBE 401166 A1 BAG4BT 4821 0F44 DOBE DA CF13 8641 BEB1 C372003D DA

dynamic-link-library

64-bit

Mative

Ox6070195F (Fri Apr 09 11:07:43 2021 - UTC)

OeB070195F (Fri Apr 09 11:07:43 2021)

OxFFFFFFFF (Sun Feb 07 07:28:15 2106)

PathToSample\0a®b3d91698a46d409791d4dd866e56ddd70f91a3f1d4557a0ch2899bdale524.bin,

Dl11RegisterServer
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https://4rchib4ld.github.io/blog/IcedIDOnMyNeckImTheCoolest/
https://www.wired.com/story/emotet-botnet-takedown/
https://bazaar.abuse.ch/sample/0a0b3d91698a46d409791d4dd866e56ddd70f91a3f1d4557a0cb2899bda1e524/

: Rundll32.exe needs to be specified a function for running. DIIRegisterServer is the function
triggered in the MalDoc and is the EntryPoint of the malicious behavior. If you are using DlIMain
as an entrypoint, nothing will happens.

Hitting Fg (Run) or clicking on the right arrow places us in the Rundll process

% rundli32.exe - PID: 654 - Module: rundll32.exe - Thread: Main Thread C0 - x64dbg [Elevated] ===
Fle View Debug Trace Plugins Favourites Options Help Aug 16 2020
SoE S0 ¥t w3t @ISRy ALES
B cru | | tlog | [ 1 Motes I ® Breakpoints | [ Memory Map I [ call stack | &3 SEH I o3| Saript | & symbols | <> Source - References | W Threads | &5 Handles I §7 Trace
0 00 =

int3 =
oE cc int3 0 fide FPY
&= Ints RAX  DO00DO0D0O7EFF5700 <kernel3z.BaseThreadinit *
RIP RDX R 9 4B:83EC 28 sub rsp,zs2 EntryFoint ® I
. E8 77020000 Tall rundi132.FF733F30 . CEEE  CITRBIfifssdissy)
. 38:83C4 23 add rsp,2: RCX  000007FFFFFDFO00 i
™ ~ E9 D2FCFFFF jmp rund1132.FF7333F4 RDX 00000000FF733010 <rund1132.entryPoint>
. cc int3 REP  0000000000000000
. cc int3 RSP 00DO00DOODLSFSCSE L
. cc int3 RSI  0000000000000000 E
. cc int3 RDI  0000000000000000
. cc int3
M EE ::S RS 000007FFFFFDFO00
. & int3 R9 00000000FF733010 <rund1132.entryPoint>
. e s R10  000000O0O000DO000
= e S Rii  0000000000000000
. e inta R12  00000000000D0000
. cc int3 R1Z  0000000000000000
. cc int3 R14  000000000D000D00
. cc int2 RIS  0000000000000000
. cc int3
. cc int3 RIP  000000DOFF733D10 <rund1132. EntryPoint>
. cc int3 -
: gg ::g Ul rriacs  o0oooo0o000000244
i ZE1 PE1 AE O
. cc int3
. 6666 OF1F8400 000000 nop word ptr ds:[rax+rax],ax QF 0 ZE 0 DF O
. 48:3800 C9220000 cmp rcx,qword ptr ds: [FF736110] 00000000FF736110: "2¢R-"+" L0 TFO IF1
ymmmme- . v 75 12 jne rundl132,.FF732D5E
. 48:C1C1 10 rol rcx,10 Lasterror 00000000 (ERROR_SUCCESS)
. 661F7C1 FFFF Test cx,FFFE Laststatus C0000034 (STATUS_OBJECT_NAME_NOT_FOUND)
. ~ 75 03 jne rund1132.FF733D57
. c2 0000 Fet o GS 00ZE FS 0053
. 48:€1C9 10 ror rex,10 £S 00ZB DS 0OZB
. -+ ES ECO20000 jmp rund1132.FF73404C Cs 0033 S5 0028
. cc int3
M EE ::S ST(0) 000000D00000D000000D X87r0 EMPTy O.0000000000
- = s ST(1) 00000000000000D00000 X87r1 Empty O.0000000000 ~
. cC int3 ‘ m »
. cc int3
. cc int3 + [Default (x64 fastcall) |5 [£][C] Unlocked
o5 = = — v [T Tex DoDDO7EFREFOFOOD 7
F+ rdy ANANRANRANEETIZNIN »rundl133 EntruBnint

Going to the breakpoint tab, right clicking gives this menu. You can add a “dll breakpoint”, so
when the debugger enter the dll, it stops

B cpu | [7iog | [Motes | ® Breskpoints | M MemoryMap | [ callStack | =<
Type Address Module/Label /Exception Sstate D1

$  ~dd DL breakpoint
# add exception breakpoint

[ Copy ¢

: The expected name is the same as the filename

Executing a couple of time until we hit the entrypoint of our dll
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We can now set as many breakpoints that we want. For unpacking this sample, only VirtualAlloc
is needed, but do not hesitate to add breakpoints on CreateThread or GetProcAddress if you want

to go deeper.

BE OLUUDUOD

C3

48:83EC 10
83FA 01

EE 401166A1

BEA G4E74821

OF 44D0

B8 DACF1386
41:B8 B1C37200
3D DACF1386

74 4A

3D 64ET4821

74 47

3D 401166A1

75 EB
44:894424 04
44: 820424
OFS7CO
F2:0FZAD424
F2:0F114424 08
45:8900 DESFOZ00
44: 894424 04
44:890424
OFS7C0
F2:0F2A0424
F2:0F114424 0B
E8 G4BE74821

EB AF

8300

EB AB

ES 01000000
48:83C4 10
c3

41:56

56

57

53

48:83EC 558
FF15 GDEFO100
894424 54
BE B1C37200
B97424 30

mov eax,1
ret

sub rsp,10

cmp edx,1

mov eax,Al&61140

mov edx,Z148E764

cmove edx,eax

mov eax,B613CFDA

mov r8d,72C3B1

cmp eax,3613CFDA

je 0aob3d31698a46d409791d4dd8E6es 6ddd7 0
cmp eax,2145E764

je Daob3d91698a46d409791d4dds66es 6ddd7 0]
cmp eax,Al1651140

jne 0aob3d91698a46d409791d4dds6ses 6ddd?
mov dword ptr ss:|rsp+4],rs&d

mov dword ptr ss:[rspll,rsd

XOrps Xmmo,xmmo

cvtsizsd xmmo,dword ptr ss:|Irspd

movsd gword ptr ss:|frsp+8],xmmo

mov gword ptr ds:[7FEFFAA030],rcx

mov dword ptr ss:|irsp+4f,r&d

mov dword ptr ss:|frsplll,rad

XKOrps Xmmo , Xmmo

cvtsiz2sd xmmo,dword ptr ss:[irspll

movsd gword ptr ss:[irsp+3],xmmo

mov eax,z148B764

jmp 0aob3d91698a46d409791d4ddB66e56ddd7
mov eax,edx

jmp 0aob3d91698a46d409791d4ddseses eddd?
mov eax,l

add rsp,10

ret

push ri4

push rsi

push rdi

push rbx

sub rsp,58

€all qword ptr ds:[<&GetCurrentProcessI
mov dword ptr ss:irsp+s4f,eax

mov esi,72C3B1

mov dword ptr ss:lrsp+30ll.esi

EntryPoint

rbx; "P.o#w"

TOI0PEr TWEEY AHXL

D11Registerserver

VirtualAlloc will be hit 3 times by the sample :

1. Memory allocation for the payload (decrypted 2nd stage)
2. Memory allocation for data in .data (encrypted 2nd stage)

3. Memory allocation for the creation of a new thread (execution of the 2nd stage)

Upon hitting our first breakpoint on VirtualAlloc:

SRS NBRBNERORBRBRERS

Let’s hit the “Execute until return” button. The value stored in RAX after this is the address of the

UUUUUIIU S DEE S 3
000000007 6FF5978
000000007 6FF5979
000000007 6FF597A
000000007 6FF597B
000000007 6FF597C
000000007 6FF597D
000000007 6FF597E

0000000076

EFF59B5
76FF5986
000000007 6FF5987
000000007 6FF53838
000000007 6FF59BE
000000007 6FF59EF
000000007 6FF59590
000000007 6FF5991
000000007 6FF5992

<

a0 Ty
90 nop
90 nop
90 nop
90 nop
90 nop
30 nop
90 nop
30 nop
EB 06

30 nop
90 nop
30 nop
90 nop
30 nop
90 no
FF25 32730800

90 nop
30 nop
90 nop
30 nop
90 nop

jmp <IMP.&Vvirtualallocs

p
jmp gword ptr ds:[<&virtualAlloc=]

wvirtualalloc

IMP. &virtualalloc

RBX
RCX
RDX
REFP
RSP
RSI
RDI

RS

R10
R11
R12
R1z
R14
R15

0000000001021E76
0000000015BACD2C
0000000000000000
0000000000002800
00000000FFFFFFFF
000000000013F2A8
000000000019FGES
000000000072C3E1

0000000000003000
0000000000000004
00000000011EEC3E
0000000000000001
000000000072C3E1
0000000000000000
000000002E27FCAD
0000000000000000

allocated memory region. In my case it’s 0x01B0000. Following it in dump :

"D11RegisterServer™
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https://docs.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualalloc
https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-createthread
https://docs.microsoft.com/en-us/windows/win32/api/libloaderapi/nf-libloaderapi-getprocaddress
https://docs.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualalloc
https://docs.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualalloc

B4 Dump 1

44 Dump 2

#4% Dump 3

E4% Dump 4

Wyoumps | @ watch1 | b-liocals | & struct |

Address

Hex

ASCII

00000000001 E0000
00000000001 E001D
00000000001 B0020
00000000001E0030
00000000001 E0040
00000000001 B005 D
00000000001 B0060D
00000000001 B00TF D
00000000001 E00ED
00000000001 E0090D
00000000001 B00A0
00000000001E00ED
00000000001 B00CD
00000000001 E00D D
00000000001E00ED
00000000001E00FD
00000000001E0100
00000000001E0110

: Making a breakpoint on “write” is also a good idea, but for whatever reason I didn’t really
work in my case

booc

oo
o0
o0
o0
o0
o0
o0
o0
o0
o0
00
o0
o0
o0
o0
o0
o0
o0

00 00 Q0|00 00 00
o0 00 00|00 00 00
o0 00 00|00 00 00
o0 00 00|00 00 00
o0 00 00|00 00 00
o0 00 00|00 00 00
o0 00 00|00 00 00
o0 00 00|00 00 00
o0 00 00|00 00 00
o0 00 00|00 00 00
00 00 00|00 00 00
o0 00 00|00 00 00
o0 00 00|00 00 00
o0 00 00|00 00 00

00
o0
o0
o0
o0
o0
o0
o0
o0
o0
00
o0
o0
o0

00 00
o0 00
o0 00
o0 00
o0 00
o0 00
o0 00
o0 00
o0 00
o0 00
00 00
o0 00
o0 00
o0 00

00
o0
o0
o0
o0
o0
o0
o0
o0
o0
00
o0
o0
o0

00
o0
o0
o0
o0
o0
o0
o0
o0
o0
00
o0
o0
o0

00
o0
o0
o0
o0
o0
o0
o0
o0
o0
00
o0
o0
o0

00
o0
o0
o0
o0
o0
o0
o0
o0
o0
00
o0
o0
o0

o0
00
00
00
00
00
00
00
00
00
o0
00
00
00

o0
o0
o0
o0

L T N [ S N SN

‘r: " OONONOTFEEECECI 9T o

L]

[00000000001B00C 1] = 0000000000000000 (User Data)

o0 00|00 0O OO0 00|00 OO0 OO0 OO|00 OO0 OO0 00

Now let’s pretend we don’t know what coming. A good way I found is to set breakpoint on the
allocated region for access.

o

k=] =Tl =} mov eCcx,edx
p [AFFFF call kernslk
XOF edx,eax
p 14 28 add rsp,28
ret
nop
nop
nop
nop
nop
nop
rio
Space PDE
r ®. Hardware, Access »
WOt
Ctri+8 | @ Hardware, Write b Hwor
Ctri+R | @, Hardware, Execute 12
ray
"‘., Memory, Access r =
1_ Memory, Read r WE:
R "%a Memory, Write 4 :;Et
1 Memory, Execute » E‘DE
» L i i i |Jm]bi

Watch 1 | Ix

F @4y Dump 5 | @

ASCII

Do 00 00

|3  Binary
[ Copy
% Follow in Memory Map
ﬁ Follow in Disassembler
#  Setlabel
f Madify Value
®  Breakpoint
il Find Pattern...
H Find References
ﬂﬂ Sync with expression
B8 Watch QWORD
H;@ Allocate Memaory
& G
@& Hex

——— Az Text
2 Integer

DOFFE (y Float

Tﬂi‘l @ Address

— E Disassembly

01B00

0180010

01800201 00 00 OO0 00

right click on the memory region in dump

00 00 00 00

o0 00 00 DD|DD o0 00 OO |00 00 OO0 00

00 00 00 00

o0 00 00 00
o0 00 00 00
o0 00 00 00

Something that looks like junk is written to the first allocated region of memory
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B4 Dump 1

24 Dump 2

@44 Dump 3

#44 Dump 4

4 Dump 5 | @ watch 1 | [x=] Locals | ?SUL

Address

Hex

00000000001 B0000
00000000001E0010
00000000001 B0020
00000000001E0030D
00000000001 E0040
00000000001 BE005 D
00000000001 E0060D

4D
o1
E9
o1
o1
o1
o1

o1
o1
o1
o1
o1
D9
o1

ED
11
ED
o1
o1
ED
OF

o1
AZ
o1
o1
o1
21
o1

2F
o1
&5
o1
91
11
o1

o1
o1
o1
o1
o1
SE
o1

o1
o1
o1
o1
o1
o1
o1

AZ
41
o1
73
&4
o1
o1

o1
01
73
01
£
01
01

o1
21
o1
o1
o1
o1
o1

o1
SE
61
o1
o1
o1
41

o1
01
BC
01
11
41
01

00000000001 ETUT T
00000000001B0080
0000000000180030
00000000001B00AD
00000000001B00B0
00000000001B00C0
00000000001E00D0
00000000001B00ED
00000000001B00F0
0000000000180100
0000000000180110
CHOHWHHOH0 ] RO 200

5Z
o1
o1
o1
o1
20
F1
o1
51
o1
o1
ni

UL
o1
ES

o1
o1
o1
1B
o1
55

&C
o1
17

UF
o1
11
o1
o1
o}:]
o1
23
o1
o1
o1
ni

UL
&4
&E
o1
o1
o1
o1
o1
21
AZ
o1

o1

oL
0C
o1
01
o1
EF
o1
o1
o1
8D
D3
oF

UL
o1
o1
o1
GE
o1
o1
o7
o1
&6
o1
ni

Can you guess what will this become ?

UL
24
o1
o1
&5

o1
o1
o1
5F
5F
o1
ni

UL
oC
&0
o1
o1
o1
o1
&F
o1
3B
AZ
73

UL
o1
AZ
o1
o1
o1
o1
o1
05

o1
o1
i&

II
o1
ES

o1
o1
o1
&F
o1
o1
99
45

ni

UL
o1
o0
o1
o1
BC
51
OF
2C
05

ED
ni

UL
o1
3B
F1
o1
11
o1
o1
A3
o1
Ce
21

o1
o1
A3
75
o1
AZ
o1
o1
53
71
o1
AZ
o1
21
o1
o1
5F
05
[

oD
o1
A3
o1
o1
o1
o1
25
o1
o
o1
5B
62
o1
61
A3
5F
45
()

o1
o1
0B
5F
&9
o1
0A
o1
o1
o1
o1
o1
o0
o1
o1
o1
o1
o1
ni

2F
o1
o1
74
o1
o1
cD
o1
o1
o1
&D
o1
4E
ED
o1
AZ
&F
o1
LF

¥ Dump 1

I:v{tl.- ptr ds: [rcx+rax®i]=[0000000000180003] =1
d

=0

- LeXL: 000007 FEFTATZEGE O&Db3d91695a46d40o791d4ddEsEes edddrorsrasridassraochzegsbdale

.
| Wyoumpz | eoumps | @oumps | @oumps | B watchi | peitocs | s
Address Hex ASCIT
o0000000001B0000 |80 54 BD D1 |2F 01 01 AZ (DL 01 O1 01|01 OO 01 2F |[ME%. /. v feusnans i
>0000000001B0:010 | 0L O 11 AZ (DL Ol 01 41|01 21 SE

SDOOQ000001B00Z0 (9 01 BD 01|65 O1 01 01|73 01 61

G000300000180030 (01 01 01 01|01 01 01 73 (01 01 01

00000000 1ED0D40 | OL O 01 01|91 O1 01 &4 |30 O1 01

2000000030180 050 |01 DS BD 21|11 5E O1 01|01 O1 O

G000300000180060 (0L 01 OF 01|01 01 01 01|01 01 41

G0o0000000180070 (52 01 OF 01|01 O1 01 01|01 11 01

D00CD0000DLEDDED | DL 01 01 &4 | O1 Z4 OC (DL O1 01

SDOOO000O01B0030 (01 BS 11 6E |01 04 01 &0 (AZ ES OO

000000003018 030A0 (01 01 01 01|01 01 01 01|01 01 01

0000000018000 (01 01 01 01|01 &E 65 01 (0L 01 01

D00CD000DIBDDCD | 20 0L 08 01 |5F O1 01 01|01 01 BC

00000000 01B0DD0 (F1 18 01 01|01 01 01 01|01 &F 51

O0003000001800ED (DL 01 23 01|01 OF 01 &F (DL 01 OF

>0000D00001BO0DFD | B 55 01 21|01 01 5F D1 |05 01 2C

0000000001B0100 | 01 &C 01 AZ |BD &6 S5F 3B |D1 35 05

G0OOO000001B0110 (01 01 01 01 |D3 01 01 Az (D1 45 BD

G000000000180120 (01 17 01 O1|5F 01 01 73 (15 01 01

D00CD00001EDLI0 (0L O 01 01 |OF O1 01 D1 |OL o1 &3

SOOOODOOD01B0140 (01 &4 31 D1 4D 04 02 6C |01 01 0

G00OOO000001B0150 (11 01 01 01|76 FE 21 69|11 B4 01

2000300000180160 |01 01 01 BD |01 17 01 O1|&E O1 BD

D00C000001E0LTO | 0L OL 01 D1 |AZ Ol FE ©C |OL O1 0%

Q000300000180180 (01 01 01 04 {01 01 01 4C (01 BD 01

QDOOO00000180190 (01 79 01 ':ID-|':|3 21 65 01|01 01 A

0000000001B01A0 | 5F O3 01 1E|E2 O1 57 D1 |5F BF EB

LN

Sounds familiar isn’t it ? That’s actually the 2nd stage which is responsible of the C2

communication and that’s where we will find the C2 config. Now we just got to dump the

memory to a file

Opening it with PeStudio :
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----- Jil indicators (5/28)

..... > dos-header (64 bytes)
.[EM dos-stub (152 bytes)
..... > file-header (Mar.2021)
..... > optional-header (GUD)
..... = directories (time-stamp)
..... » sections (blacklist)

% ] libraries (1/6)

4 | imports (15/41)
..... = exports (2)

md5

cshal

sha256
md5-without-overlay
shal-without-overlay
sha256-without-overlay
first-bytes-hex
first-bytes-text
file-size
size-without-overlay
entropy

imphash

signature

entry-point
file-version
description

file-type

cpu

subsystem
compiler-stamp
debugger-stamp
resources-stamp
exports-stamp
version-stamp

certificate-stamp

A I I I I I I I I A A | L L L L L R Y

00000000001 e e e e R assReS

000000000010 B Follow in Disassembler
Q0000000002

PR WO | g

oooooo00002 2 B4y Follow in Dump 00
ooooooo0003
00000000003 E]‘ Dump Memory to File 00
ooooooo00049
ooooooo00049 5. Comment H 00

0000000000 4A

000000000063 -]  Find Pattern... Cirl+B
0oo0o00000068 * . 00
oooooo0001AD S Switch View

000000 0001A0N " ]
0000000001E3 @  Find references to region

0000000001 ES 00
0000000001 C o

000000007 6EE 5 Allocate memory

000000007 6EE o

000000007 6FE ™2 Free memory

000000007 6F

000000007 6F7 &2 Add virtual module

oooooo007 6F

000000007 6F0 55 Go to r
DDDDDDDD?EF 11
??l:l E;;- Set Page Memory Rights

000000007 7 OE
000000007 7 OE
000000007 7 OF
000000007 7 OF
000000007 710
000000007 710

000000007 7 22 400
NOCOONNNT 72 2 SO0 | O s N

®  Memory Breakpoint L

Aata™

9BE24073A61 24E19CD2BA1TESATGIECS

C2EAEF1SAC3] FE1BS9BASDATEATFOSDE3045E006

677BBCSCH1 A16461 AATIECTDERCES208CT100B6C0T5F09226 CEDT2CCA3DAS21E
CO9ATACE55371 A433D1 21 F551 DECR98

605DB3FDBAFFABA13729371 ADOCAFRARIBA93TAE

ESAQ0AASIGT ACBASEEI109844DE4 A55583BD2057 2ADIFFCD42792F3CI6B183AD
4D 5490 0003 00 00 00 04 00 00 00 FF FF 00 00 B& 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
12288 (bytes)

10240 (bytes)

4,588

3F53B52550BBADCBFIB2A9034 431 ADG]

4883 EC38BIFAOIT51F488364 24 28 004CED 05 AAFFFFFFE364 2420004533 C933 D233

dynamic-link-library

64-bit

GUI

0x6064259D (Wed Mar 31 09:32:45 2021 - UTC)

0xFFFFFFFF (Sun Feb 07 07:28:15 2106)

All imports are resolved, no need to remap of anything
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PE-bear v0.4.0.3 [C:\Users\StatAna\Desktoprund|i32_00000000001B0000. bin
p'

File Settings Compare Info
4 [ rundli32_00000000001B0000bIn - | X = 51 & n 4 et
DOS Header g
@ D0s stub 012 3 45 6 7 8 9% ABCDEF 0123456789ABCDE &
. NT Headers 440 48 83 EC 38 83 FA 01 75 1F 48 83 64 24 28 00 4C
Signature 450 8D 05 AA FF FF FF 83 64 24 20 00 45 33 C9 33 D2
File Header 460 33 C3 FF 15 E0 2F 00 00 B8 01 00 00 00 48 83 C4
Optional Header 470 38 G3 OC GG 48 8B G4 48 89 53 08 48 89 70 10 57
Section Headers 480 48 B3 EC 40 48 83 60 E8 00 49 8B F8 48 8B DA C7
4 Sections 430 40 E0 80 00 00 00 45 33 CO C7 40 D8 02 00 00 00
a3 tex 420 BA 00 00 00 40 45 33 C3 FF 15 B2 2F 00 00 48 8B
=p EP = 440
o b Disasm: .text I General I DOS Hdr | Rich Her | File Hdr I Optional Hdr | Section Hdrs Exports Imports Exception
o .rdata -+
“ﬁ. data Offset Name Func. Count Bound? OriginalFirstThun TimeDateStamp  Forwarder MameRVA FirstThunk
o pdata 1ECC USER3Z.dll 2 FALSE 4638 0 0 46E8 40E0
1EEQ ADVAPE2.dII 2 FALSE 4558 0 0 4T1A 4000
1EF4 SHELL3Z.dIl 1 FALSE 4628 0 0 473C 40D0
1F08 KERMEL32.dlI 2 FALSE 4570 0 0 439E 4018
1FIC WINHTTP.dIl 12 FALSE 4650 1] [i] 43B2 40F8
1F30 msvert.dll 2 FALSE 46B8 1] [i] 43D2 4160
] T s
USER32.dIl [ 2entries]
Call via Name Ordinal Original Thunk ~ Thunk Forwarder Hint
40E0 wsprintfW - 46DC 46DC - 30D
40E8 wsprintfA - 4600 4600 - 3pc

rundl32_00000000001BO000. bin

Loaded: C:\Users\StatAna\Desktoprund|i32_00000000001B0000.bin

Check for updates

Opening it with IDA, we only got a small set of functions

Function name

Nothing is obfuscated and you can quite easily find the function responsible for the C2

StartAddress
PluginInit
DIEntryPoint
sub_180001074
sub_180001100
sub_18000
sub_1800014C4
sub_18000159C
sub_180001658

sub_ 180001720

sub_ 180001920
sub_180001998

sub_180001A24

sub_180001E94
sub_180001 D48
sub_180001F94
sub_1800020DC
sub_180002170
sub_18000
memacpy

memset

communication :

Start

0000C
0000C
0000
0000C
0000C
0000C
0000C
0000C
0000C
0000C
0000C
0000C
0000C
0000C
0000C
0000C
0000C
0000c
0000c
0000
0000
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mow
push
push
push
lea
sub

Mo
Xor
mow
inc
cmp

Mo
lea
lea
Mo
Mo
Mo
Mo
lea
Mo
Mo
Mo

You can also notice the making of the cookie that will be sent to the C2 :

Here we are interested in the config, so let’s see how this is stored and decrypted. First it loads
the address of an array located in the .data section. Then the array is decrypted in a for loop with
a xor. Translating this in python gives :

decrypted = ""
for i in range(32):
decrypted += chr(payload[i+64] A payload[i])

I guess we are lucky because that’s not that difficult. Even more simple for you, I made a script
that extract the payload and decode the config, you can find it here

You can also got the domain name easily by setting a breakpoint on “WinHttpConnect” and
looking at the RDX register value
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https://gist.github.com/4rchib4ld/98ca1b860c301afbba63b9617d4a00d8
https://docs.microsoft.com/en-us/windows/win32/api/winhttp/nf-winhttp-winhttpconnect

aCookieGads
asu

rax ;3 LPWSTR

mowsxd

Mo

lea

lea

Mo

lea ; di i : LPWSTR
call

Mo

add

call

lea di+rl E] 3 LPWSTR
Mo i

Mo

Mo

mul

sub

shr

add

lea

shr

call

Mo

add

call stemInfo

lea it ] 3 LPWSTR
Mo

Mo

lea

call

LPWSTR

0000000001E9F7CO| 00 00 00 00|00 OO0 OO0 00|00 00 00 00|00 D0 00 00| cuee e ernrnnenns
0000000001E9F7D0 @0 00 72 00|6F 00 76 OO|6F 00 6B 0OO|6F 00 72 00|@.r.o.v.o.kK.o.r
0000000001E9F7ED| 64 00 69 00|6E 00 &F 0O|2E 00 73 00|70 00 61 0O|d.i.n.c...s.p.ad
0000000001ESF7FO| 63 00 €5 00[00 00 00 00(|CA 17 00 77|00 00 00 00| c.e..... B..w....
0000000001ESF800| 00 00 2C 00[00 00 00 00(01 52 BS 02[00 00 00 00| ..vu.u... AT

: There is two call to this API, the first one is to “aws.amazon.com” in order to check if there is
an internet connection (and also an anti sandbox)

Cleaning our hands
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To be honest I wanted to have a fully automated script with Qiling but due to the emulation and
all of the calculation done my script takes literally hours to hit the VirtualAlloc call, so that’s
pretty useless. If you got any idea on how to extract the payload quicker, do not hesitate to hit me
up on Twitter.

I didn’t make a deep dive on every routine and functions of the two executable because I don’t
think this is really interesting as this is something pretty common and I would like my posts to
give as much value as possible and not enumerating everything if it doesn’t help in our mission.

With this, you can extract the C2 domain in less than 3 minutes, which is not that bad no ?

As always, thanks for taking the time to read this, hope you learned something ! &
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https://github.com/qilingframework/qiling
https://docs.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualalloc
https://twitter.com/4rchib4ld

