MalSpam Campaigns Download njRAT from Paste Sites
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Hackers have started frequently using legitimate paste sites to host malware.

Phishing emails are usually the initial infection vector wherein the users are tricked into
executing the malign content (usually url links) in turn downloading other malicious content
from such links .

Paste sites which only support plain text files are very much advantageous for the threat
actors to stay undetected, wherein they can easily encode (say base64 encoding) a
malicious exe and paste them on the site as plain text.

This blog is all about njRATthat has been found to be hosted on paste.ee site. Paste.ee is
a free pastebin where users can submit and upload pastes as a plain text. The initial
vector information which was found on Twitter is a vbs zipped file named “Lease
Agreement.zip” and the password to open the file is mentioned as “tomorrow’s date” which
can be seen in the screenshot below.
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https://labs.k7computing.com/?p=21904
https://threatpost.com/malware-pastebin-like-service/159838/
https://twitter.com/neonprimetime/status/1365351048525791232/photo/2

[EXTERNAL] Lease Agreement

i f there are problems with how this message 15 displayed, click here to view it in a web bro

E Lease Agreement.zip »
3KB

Attention: This email originated from outside of the organization. )
Figure

Find attached the Lease Agreement for your perusal.

The password is tomorrow's date, In the order following: DD/MM/YYYY

Regards,

1: Initial vector taken from Twitter

The first submission of the zipped file in VirusTotal being 19/02/2021 (DD/MM/YYYY) and
on giving the password with the next day’s date which is 20/02/2021 (DD/MM/YYYY) as
mentioned in the phishing email unzips the file, as shown in Figure 2 .
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https://twitter.com/neonprimetime/status/1365351048525791232/photo/2

0% Extracting C:\User[JJRIIDesk ... 90bed50b6c1fc7 zip (= [= =]

Elapsed time: 00:00.08 Total size: h2e04
Remaining time: Speed:
Files: 0 Processed: 0
Co ion ratio: i ’ 0
prEssian r=he Enter password @
Bxracting Enter password:
Lease Agreement vbs 20/0 21l .
Figure 2:
| Show pazsword |
| oK | | Cance
Background ] ’ Pause ] ’ Cancel
Password for unzipping the file
() [ » 8a7010676c690437 19287 dBe2bT6d84337b560266237190b €506l fc7
Organize » Include in library « Share with « New folder
't Favorites Name s Date modified Type Size
Bl Desktop Lﬂ] Lease Agreement.vbs I /B Script Script File 52 KB

# Downloads

= Recent Places

4 Libraries
Figure 3: Unzipped file

The “Lease Agreement.vbs” script file uses “WScript.ScriptFullName” to return the full path
to the script currently being executed, with which the vbscript copies the existing file to a
new file named D.vbs in the startup folder.

dim Zotoyt

ZOtoyf] = WScript.ScriptFullName
fJ‘i\,.,x«.,x.f"Lx.quw‘Ux rsllxvslUavsUxvsUzveslavelUzvsUrvsUxrvslUxvslUavsUzvsUxvslUxvsUxvslUavslUxvslUavslUxv
dim LfWcus
b1/ vsUxvsUxvsUxvsUnvsUnvsUnvsUnvsUxvsUxvsUxvsUrvsUavsUrvsUrvsUxvsUnvsUnvsUrvsUnvsUsvsUxvsUnvslUzv
PAP1 ("putrats™)
> = InStr (Z2Qtoyf, LiWcuG)
sUxvsUxvsUxvsUxvsUxvsUxvslUzvsUxvsUxvsUxvslUxvsUxvsUrvsUxvsUxvsUxvsUxvsUxvsUxvslUxvslUxvslUxvsUxvslUzv
1if =" and LfWcuG = 0 then
ko = Createlbject ("Wscript.Shell"™)
ZvzbmRJItCiTEVHVVULULXALUScBUINBOMOF Aox Ve RykCPcASIVOTMt HhHHOhWEMUN I YXOyGEaSgGzoB jns JXJ 1WA LnX1 DI ZUysBeJIrAlux

JQVUL1T]
dim defGOZ

"[System.IO.File] ::Copy ('™ + ZQtOyf + "'," + DyPRP1("+ »~1r|a-"n=.U JtnemnorivnE|[ + "\sresUh\:C'") +
ﬂ\R( aming' c“ra-.'xf'r\vhr.*i'sv:-.\“]rau £ Menul P]r:gmmo\ Startup\D.vbs')"
("powershell -command ") + defGOZ, 0, true

Flgure 4 : Copies itself to Startup folder
On execution it connects to paste.ee from where the next stage of malware will be
downloaded.
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Lies 200 HTTP ocsp, digicert.com  MFEWT ZBNMESwSTAIBgUr DGMCGgUABBTELOVZTRVZ ALBdu. .. 1,507 max-age=131012... applicationfocsp-response wseript: 5120

lL.. 200 HTTP ocsp.dgicert.com  MPEWTZENMEswSTAJBgUrDoMOGUABBOS 14tAL DViBvaCr. .. 279 max-age=126647... applicationfocspresponse weCript: 5120

Ll.. 200 HITP Tunnel to  paste.ee:443 powershell: 1176

J1.. 2200 HTTP ocsp. digicert.com  MFEWT ZBNMESwSTAJBgUrDGMCGgUABBTELOVZTRVZALBdu. .. 1,507 max-age=B8B380; ... applicationt 00 svchost: 1248 -

Figure 5: Connection to paste.ee site
The copied D.vbs script and the contained base64 encoded data is executed with the help
of powershell.

m

Figure 6: D.vbs executed with powershell

=8

Figure 7: Base64 encoded data executed with PowerShell

The encoded base64 data contains the url from which the njRAT is going to be
downloaded. To complicate identifying the url, the url is reversed, so that users cannot find
the url at first sight. The ones that look like airplanes in the encoded base64 data as
shown in Figure 7 and Figure 8 are simple string replacement for string ‘A’ which can be
seen in Figure 8. This base64 encoded data found in Figure 7 and Figure 8 is the reverse
of the exact base64 encoded data found in the url “hxxps|:]//paste[.]ee/bsKo9/0”.

Figure 8: URL from which njRAT is going to be downloaded
The reversed url’'s base64 encoded data can be seen in Figure 9.
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» & @ pastese/hsKod/0 *

Fig”lj'r'é"'9':'"Béé'éé‘zt”éﬁédd'é'd"dé'té'6'f'Hkkbé[ﬁj//béé’té'[.']Ié'é'/f/BékBé/'d"'m'””'””mm'm'm"m”wmwm
The encoded base64 part on decoding was found to be the njRAT PE file.

length: 43692 [ ]
Input ol Stio + O3 8 =

AAAAAAAAAAAAAAAAAAAAAALAAAAAAAAAAALAADAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

;. star:: 32767 : tlm:: ABms F - -
» end: 32767 ength: 32768
OUtPUt length: ] llﬁes: 608 D = bk
MZoioiernnns VWee,onnnnns B0 s e e e e e e A A e e e,,” Il .Lf!This program cannot be run in DOS
mode
L PE..L....C/ v .uvnnn. - PR Pove vnnnns NEuvr vennanns @..
....................... T T L - IO | A e Rl D e g T
............................................................ HeccovnananaotOltesatBoee seePuisecerasanncaianss

=] o e @..@.reloc....... couuunn Devevnnrnnnnnns T -

Figure 10: Decoded base64 data is the njRAT executable
The obtained decoded PE file which is a njRAT executable is a .NET file named juju.exe.
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w' CFF Explorer VII -
File Settings 7

1§

Property Value
= [_‘-e: File Name
— (&) Dos Header -
=) Nt Headers File Type Portable Executable 32 .NET Assembly
j g':t He"ld:“ . File Info Microsoft Visual Studio .NET
= jonal neader _
2] Data Directories [x] File Size 32.00 KB (32768 bytes)
— E?EQ‘:“D_*:;“W & PE Size 32.00 KB (32768 bytes)
— mport Directory — |
— ‘_\| Resource D||'edo|",' Created Fnday 05 March 2021‘ 17.02.53
I odifie rida arc L 17.02,
jﬁ?;‘“’” Dwectory Modified Friday 05 March 2021, 17.02.00
irectory _
E 2] MetaData Header Accessed Monday 08 March 2021, 19.45.29
£l 8 MetaData Streams MD5 036AD2F24390FD4ATE54A922E05D0295
BEF i —
_‘% 3] Tables Header SHA-1 24FOCDED13A85082DB8FEOECD427709357F68C09
Tables
- jj:lsjt;ngs Property Value r
— [ #GUID FileDescription
. . = *B':?m FileVersion 0.0.0.0
— “), Address verter
- -..‘}_' Dependency Walker InternalName Juju.exe
: ::,,Hex x"r LegalCopyright
— .’\: Import Adder OriginalFilename Juju.exe
I ‘-:_,Guck Disassembler ProductVersion 0.0.0.0
F— “\ Rebuilder
d
— '~'_‘§,Re=nu‘ce Editor

Figure 11: njRAT juju.exe file

Once the njRAT is downloaded and run, it tries to connect with xxxcarldon.duckdns.org.
The contacted ip address 192.169.69.26 has been blacklisted by several trusted IP look-
ups.

Figure 12: Strings showing the

domain xxxcarldon.duckdns.org
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njRAT also known as ‘Bladabindi’ or ‘njwOrm’ is a Remote Access Trojan (RAT) created
initially by the members of an underground community named Sparclyheason and this
njRAT has been used in carrying out campaigns against the Middle East in the past.

njRAT is capable of remotely controlling systems, spying on the victim’s system and
collecting all possible sensitive data like usernames, passwords. Everything happens
silently in the background and the user never knows that they are being spied.

This .NET juju.exe RAT on debugging has been found to have several features. Few of the
features can be seen in the screenshots below

The usual keylogging feature of the njRAT can be seen in Figure 13 and Figure 14.

Figure 13: Keylogging features
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Additional Keylogging features
This RAT does registry modifications like DeleteValueFromRegistry,
GetValueFromRegistry, SaveValueOnRegistry silently without the user’s knowledge.
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name }

igure 15: Registry Modifications
Victims’ details such as the victim’s name, user name, OS name, OS version are collected
without their knowledge.
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Figure 16: Collected victim’s details

One major feature of this RAT is activating the webcam whose code can be seen from the
screenshot below. It searches for a webcam and if it is not found,
GetForegroundWindowTitle APl retrieves the currently working window from which the
victim can be spied on.
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Figure 17: Collected OS Name, OS Version and Webcam details
Self-delete feature of this RAT deletes applications according to the hacker’s need and this
can be seen in the screenshot below.

Interaction. "cmd.exe /CY /N /DY /T 1 & Del \™" rogram. currentAssemblyFileInfo. "\"", AppWinStyle.

i

Figure 18: Self-delete feature

Threat actors who have been seen using this njRAT in the past are Aggah, RATicate,
Operation Commando, RevengeHotels, Sphinx, China Based APT 41, RedAlpha, Pakistan
based Gorgon group, Transparent Tribe, Iran based Group5, Gaza based Molerats, Syria




based Goldmouse and Pat Bear.

All of these APT groups’ main intention is to perform information theft and espionage
activities.

Out of all these threat actors, Aggah specifically has been seen using paste.ee to host
njRAT, NetWire RAT, RevengeRAT, Agent Tesla. Other malware like vjwOrm,
SmokeLoader, Azorult, AsyncRAt have been seen hosted on paste.ee sites in the past by
other threat actors.

Conclusion

Threat actors, of late, have started favouring paste sites to host their malware as they
support only plain text files, which helps the threat actors to easily evade detection from AV
vendors. Moreover, if the malware is encoded as a text and hosted on sites like paste.ee,
threat actors know that these sites being legitimate cannot be taken down that easily.

We at K7 Labs keep monitoring such malware procatively, even if it is hosted on legitimate
sites and add detection at the earliest for the same to keep our users protected. Users are
advised to install and use a reputable security product like K7 Total Security and keep it
updated to stay safe from the latest threats.

Indicators Of Compromise (IOCs)

MD5 File Name K7 Detection
Name
3FF8E653F245FBFA137BB714F096ADF8 Lease Trojan ( 0001140e1
Agreement.vbs )
036AD2F24390FD4A7654A922E05D0295 juju.exe ;I'rojan ( 700000121
MITRE ATT&CK
Tactics Techniques
Execution PowerShell
Scripting
Persistence Registry Run Keys/Startup Folder

Defensive Evasion Scripting
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