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o admin BEMAEFE ARG
o agent BENNKEHE R HITIH

ARE L

e /A t§admin || agent
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SRR

admin

S

-1 WEME TR TE [ip] : <port>

-s MRIEFENERS, AT R (adminggagent ) I —2
-c EFMEX TR B AR R

--proxy socks5{IE RS a3t

--proxyu socks5ftIHR %25 A& (FTik)

--proxyp socks5{{IH AR % #5780 (7] k)

--down FURHMXZERL, BRIAAIRTCPIRE , FIIEHTTP

agent

S

-1 HEEX RSN [ip] i <port>

-s TRIB{EMERS

-¢ FHEXTHEFT stk

--proxy socks5ftIERS a5t

--proxyu socks5(IHRSE25 4% (FiE)
--proxyp socks5{XIE AR % 75 B h5 (F] k)
--reconnect EENE)E][B

--rehost ¥wE FARE AR IPHE

--report ¥[8 ANE RGOS

--up _LIFMNERY, BOAKHERTCPIRE, FJIEHTTP
--down TFUHPMXERY, BIARIRTCPIRE , AIEHTTP
--cs BITFARIshel1milZAl | B\ hutf-8 , B]¥Egbk

SWAIE

-l
& #admin&&agent A —3K , {NFHEBEMER T
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ANTEEIPHBL , MEGA Lo . 0.0.0F

e admin: ./stowaway_admin -1 9999 or ./stowaway_admin -1
127.0.0.1:9999

e agent: ./stowaway_agent -1 9999 or ./stowaway_agent -1
127.0.0.1:9999

=S

It & ¥admin&&agent A —% , P AET IS IMERX T
Ak, HAT , MRKRBEAHNE , RZNEEET R PSS NTHME
e admin: ./stowaway_admin -1 9999 -s 123

e agent: ./stowaway_agent -1 9999 -s 123

-C

& ¥admin&&agentiA—3 , (NBETIMERT
KRR T HFEERDNT R
e admin: ./stowaway_admin -c 127.0.0.1:9999

e agent: ./stowaway_agent -c 127.0.0.1:9999

--proxy/--proxyu/--proxyp

X=1%%admin&&agentfliA—= , (NRAETIMERXT
- -proxyftFsocks5IEAR S 2Bk |, - -proxyulAR - -proxypa] %k
JoR P&

e admin: ./stowaway_admin -c 127.0.0.1:9999 --proxy
XXX o XXX o XXX o XXX

e agent: ./stowaway_agent -c 127.0.0.1:9999 --proxy
XXX o XXX o XXX o XXX

B A 42 %

e admin: ./stowaway_admin -c 127.0.0.1:9999 --proxy
XXX o XXX . XXX . XXX --ProxXyu XXX --proxyp Xxx

e agent: ./stowaway_agent -c 127.0.0.1:9999 --proxy
XXX o XXX o XXX XXX = =-ProxXyu XXX --proxyp XxxX
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--up/--down
XE NS ¥admin&&agentRiE—2 , 7] HEEN&EHANEN T

{BiFEZadmin BI&E - -upE#K

XPAANSEEE , HAT , NRSKR L TEREARTCPIRE
EHRBETFHREANHTTIPRE |, RWENASEEN ]
e admin: ./stowaway_admin -c 127.0.0.1:9999 --down http

e agent: ./stowaway_agent -c 127.0.0.1:9999 --up httpor
./stowaway_agent -c 127.0.0.1:9999 --up http --down http

FEE—R , YIRRETEF TR U THATCPHTTPRESR , SHERNF
TR LEREMIRERN—B! | |

mr
e admin: ./stowaway_admin -c 127.0.0.1:9999 --down http
e agent: ./stowaway_agent -1 9999 --up http
EEIXFHEL , agentIRE - -uphhttp , BRISFEMLE HEE
agent(AJt —#¥

{BiXagent-11IE7£127.0.0.1:100003xH L& FF T RKEER , HFERET --
down http

WBLagent-2tLRKE - -upAhttp , BRI SEMLE L
agent-2: ./stowaway_agent -c 127.0.0.1:10000 --up http

--reconnect

¥ AfEagent , BXAEFIMEXT

SHANE , AARE , MAERT RENGERNITTRA2EHESE , ARE U
AET REERXFEERDEOMABEERLT R

e admin: ./stowaway_admin -1 9999

e agent: ./stowaway_agent -c 127.0.0.1:9999 --reconnect 10

LFEXFMEAT , KT Ragent5adminz [BIFIEFEMFT , agenteSfpt+ib=
R EZE[Eladmin
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agentZ [A1tL5_FETE—E

FH--reconnectB¥OTPLS - - proxy/- -proxyu/- -proxyp—ie{E B , agent¥<
SR EFHEE , BRIl EE

--rehost/--report

XN SRR |, (B fEagenti , VEZRES WL T A Hus O 2 AL H

-=CS

WS ¥ MAiEagent , AJAAEESNREMANMENT TR 5 1EfE R shell ThREALAS]
B, YH FRagentiz T THEHI QRS AgbkiF & L (Blan—AE 5L T K
Windows)3f B [Rlifadminiz{TFi=%] & 4w aut:-8iF & LIS | FF IS
BHEA'gbK’

Windows: ./stowaway_agent -c 127.0.0.1:9999 -s 123 --cs gbk

¥ H & ALS!

W HTStowawayiZ £t FSO REUSEPORTHISO REUSEADDRA M im S
Ihie R ETIPTABLESH 5 FAThRE

o ZElinux AT AKEB S HIZhAE R
o fEwindows N AA] & Hiis , rdpimE , AJAE FAmysql , apache k5 #im

KRAR

e SO REUSEPORT#1SO_REUSEADDRH T
{Bi&agentin ¥ FBiw A & ALHIE A80imH
I Afagentig MR E - - rehost&&- -repor t&&-s 5%k

o --rehost{FRFHLEE MIPHIIE , R7]240.0.0.0 , EiEL 24 ZE MR
SRt

o --reportXFRAHLEE FAIEH
o -sREKIBIEH4A
FEXFFwindows, macFE FREMA , linuxIF] , {BfRFIEZ

o adminif : ./stowaway_admin -c 192.168.0.105:80 -s 123
o agentﬁﬁ*ﬁ: ./stowaway_agent --report 80 --rehost
192.168.0.105 -s 123
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o |IPTABLES#ET
{B&agentin X FBinH & AYLHIE 22151
I Afagentig MR E - 1&&- -repor t&& - sS %K

o - REFTTEWIEF IRIRH , Wl REIEAS . Lagent izl H%%
B AIRH

o -reportRFTHER FiHEH
o -sARBIEEHA
{EFFinuFETRER |, agentSBEMEHIPTABLES , T ErootAfR
o agentif; : ./stowaway_agent --report 22 -1 10000 -s 123
fragent/azhfg , WB{EMscriptBX THreuse. py

Sk B SECRETH{E(SECRETHIER E /AN &1 RIS FTX A
BEEH),

ZJEPIT : python reuse.py --start --rhost XXX.XXX.XXX.XXX
--rport XxXxx

» --rhost{tFKagentfihit
= —-rportXFRAE B MG, EAFIH A 245422

o IAFadminimmfia] DLUZESE : . /stowaway_admin -c
192.168.0.105:22 -s 123

TE

o DAERILAESIZT adminA K agent2 [B]HER , agent5agentz [B]fKiE
HIRE , FTLER

o fNRagentifictr-cEiEkillds SR , FRFK4S BTG iptables}l |, {840
SRAgkill -9 X3t , WITTIEBEEhiER

AT Bribagent®H B 5 |, iptablesHLRIE B #IEIE S35 8 AR
FIiEVIIR]

FTDAY EEEE AR |, 289517 @ python reuse.py --stop --rhost
XXX . XXX . XXX . XXX --Fport Xxx

BRI SRR AL, (15 R AR ST REBHIE % IR
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« MR(EAIPTABLESIEA T i AR, Ha5%HIKIr#0.0.0.0 , It
AR - 1B UCRIEREIp

TR RS R MALE: 2

M EERBIFRIAEER] , R Badminfl—/~agentii
M2 2R MLE 4 2

TEstowaway™ |, AL LRNLE B EBladmindR]listen, connect,
sshtunneldp43ESLI

Z—/MAERESGIT

admin: ./stowaway_admin -1 9999 -s 123
I Bfagent-1E248% _Ladmin

agent-1: ./stowaway_agent -c 127.0.0.1:9999 -s 123
LR R Pif A& kagent-2 , 20T

agent-2: ./stowaway_agent -1 10000 -s 123

A4, B AR PUB T admin, i Ause 0 -> connect agent-2fIIP: 100003
HMAML , Fahagent- 18— NF TR

{RANELET A P EBiE A\ —/ 1 magent-3 |, {B:218idagent-17ti%iRlagent-3

B4, LB ARTRUE T admin, i Ause 0 -> listen -> 1%&3F1 . Normal Passive
-> iy \10001 MN{E1Fagent-150T#E100015%A £ , FERFFT mAEE

FadminiR{ETTALSE , agent-3/53ha0 T

agent-3: ./stowaway_agent -c 127.0.0.1:10001 -s 123
FA] AKragent-3tE hagent- 18 55— F 11 RIIA ML T
XFlistenAKsshtunnel fVENER |, FTASE T ARG ST

BT EE ?

Stowaway HUHISHF L FATNMEZ , MAFEINT

B, SATRELR  AA-MTTRSEHRE |, PR B hESEXE
FEWEEENT R
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WMREETEE , PBAT RESFETEE R BB = =i

B, B EIEREINT SHAL2THRE , MESET EINKESIER
WirfErsEmAE , BB AR OB connect . sshtunnelSR¥ X LT
1% (] P&

EE

1. MNEMEFEEHPET RIEL , SBE A , EEHEENESF
WVERERR AR IR 254N F , admin/Gi¥Enode1 , node1)/54 A
X , —X&node1->node 2 -> node 3 -> node 4, —3X&node1->node 5
->node 6 , IPAHNERNode2$5L , node3 X noded iR LiEs: |, TRELKLR
I EE. B FAEESnode3FnodedEFIMAMLE , BBLABFEH
ks , —FEEMnode1 FTAE R V[AInode3 , AP AM FRIFER7E
node1¥node3fconnectaiEsshtunnelSEFMAME (Ve , HE
node1 @it AT AiAnodes , EREE K EHEnoded , EEHEE MR
S (node3->noded)fIk T mnode3) , XEERTT LK node3 X nodedE
FMAMLE ; F—FEFER Ynode1 ToiEEHEVRInode3t) (BPASIEET
node2) , BBAESKnode2E BIHFMAMLE , Z /B fEnode2 L{E
connectiFsshtunneldy$iEHEnode3 , M ¥Enode3 Znoded I\ M
.

2. YT RELE , BAKKSHT REHEFTREXNBAsocks ,
backward , forward R % #SBEEFHELE

i SHRAT

fFadminizhl & , AT Atabkihed4 |, Ah LT AAREIRT
TIEHR

adminiZH| BN AN ER , F—FEAREpanel , BEMHLT

help: RINEpanelFEENEE

(admin) >> help

help Show help
information

detail Display connected
nodes' detail

topo Display nodes'
topology

use <id> Select the target
node you want to use

exit Exit Stowaway

detail: RINELT RHIFAERE
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(admin) >> detail

Node[®] -> IP: 127.0.0.1:10000 Hostname:

Memo:

topo: BRNELT ML FRAR

(admin) >> topo
Node[@]'s children ->
Node[1]

Node[1]'s children ->

use: {F ¥ agent

(admin) >> use 0
(node 0) >>

exit: IR stowaway

(admin) >> exit

ph4ntoms-MBP. lan

[*] Do you really want to exit stowaway?(y/n): vy

[*] BYE!

Y PERusetn S1EF T —agentfg , #H A _Enode panel , EB &K 4

LUNN

help: B7rnode panelFEIZE

User: ph4ntom
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(node 0) >> help
help
listen
current node
addmemo
node

delmemo
node

ssh <ip:port>
current node

shell
shell on current node

<string>

socks <lport> [username] [pass]
stopsocks
services
connect <ip:port>
sshtunnel <ip:sshport> <agent port>

the node into our topology

upload <local filename> <remote filename>
node

download <remote filename> <local filename>
current node

forward <lport> <ip:port>

specific remote ip:port
stopforward
services
backward <rport> <lport>
port(agent) to local port(admin)
stopbackward
services
shutdwon
back
exit

Lagent BT E MK O FFHFFD

listen: nn

(node 0) >> listen

Show help information
Start port listening on

Add memo for current
Delete memo of current
Start SSH through
Start an interactive

Start a socks5 server
Shut down socks

Connect to a new node
Use sshtunnel to add

Upload file to current
Download file from
Forward local port to
Shut down forward
Backward remote

Shut down backward
Terminate current node

Back to parent panel
Exit Stowaway

REIEN

[*] MENTION! If you choose IPTables Reuse or SOReuse,you MUST CONFIRM
that the node was initially started in the corresponding way!

[*1 When you choose IPTables Reuse or SOReuse,

the node will use the
initial config(when node started) to reuse port!

[*] Please choose the mode(1.Normal passive / 2.IPTables Reuse /

3.SO0Reuse):

[*] Please input the [ip:]<port> 10001

[*] Waiting for response......

[*] Node is listening on 10001

AR, listenBHEBHHARN— 04, ATLEE , listen®SB =FER
1. Normal passive: WERE Mk Hagent S E BRI AR ILTEE RO ,

HEFFTRIEA
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2. IPTables Reuse :

iwH , FEFFTRIEAN

3. SOReuse : kIE

TREA

S kEagent & ASOReusef R & A

IER E Lk Eagenti& < PLIPTables Reusef AT E

, FERFT

F—MERERZTEBEAN , EXHRUXFMARNGNT , PBAFHRINEE -
LA Eip: por tFL AT A A ML

BIAFE=MEELBHRIAN |, FRAPEREZSE=MER , BaA L
IRARIE L BHRMER T RAS AR s P 2 AN RSN, BRI TTEE X

MRS

’%:%ﬂéﬁ_/\ifﬁ‘m%T FEAFBMAEMER  TRESENERHES B3
RSERE MinA , AR REER

FAN, listen—IK RBEEZ— N FNREEAN , BEEEZ N FHRIEAN , BRIT

MN X 1istentp4

addmemo: A1

ZN)IIE-

(node 0) >> addmemo test

[*1 Memo added!
(node 0) >> exit
(admin) >> detail

Node[®] -> IP: 127.0.0.1:10000 Hostname: ph4ntoms-MBP.lan User:

Memo: test

delmemo: &Y AIT RHE S

(node 0) >> delmemo
[*] Memo deleted!
(node 0) >> exit
(admin) >> detail

Node[®] -> IP: 127.0.0.1:10000 Hostname: ph4ntoms-MBP.lan User:

Memo:

ssh: fp T mAssh i EH B drtllzs

ph4ntom

ph4ntom
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(node 0) >> ssh 127.0.0.1:22
[*] Please choose the auth method(1.username&&password / 2.certificate):

[*] Please enter the username: ph4ntom
[*] Please enter the password: *****
[*] Waiting for response.....

[*] Connect to target host via ssh successfully!
# ph4antom @ ph4ntoms-MBP in ~ & [17:03:56]

$ whoami

ph4ntom

# phdntom @ ph4ntoms-MBP in ~ w [17:04:16]

$

FEUAET | tabfig e

shell: ZREUM BT A Mshell

(node 0) >> shell
[*] waiting for response.....
[*] Shell is started successfully!

bash: no job control in this shell

The default interactive shell is now zsh.

To update your account to use zsh, please run “chsh -s /bin/zsh’.

For more details, please visit https://support.apple.com/kb/HT208050.
bash-3.2$% whoami

ph4ntom

bash-3.2%

FEAEZCT |, tabd e 2sat
socks : fEM BT & _E Eshsocks5R %

(node 0) >> socks 7777

[*T1 Trying to listen on 0.0.0.0:7777......
[*] Waiting for response......

[*] Socks start successfully!

(node 0) >>

FE—R, WAR77TTTiE AR 2 Eagent EFF BRI |, TE Eadmin EFF /5
FHh, BAEERERAFLEN , ¥ EAMSBAsocks 7777 <your

username> <your password>

stopsocks: {F1EFE M4BT sy EB)socks5 AR %
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(node 0) >> stopsocks

Socks Info ---> ListenAddr: 0.0.0.0:7777 Username: <null> Password:
<null>

[*] Do you really want to shutdown socks?(yes/no): yes

[*] Closing......

[*] Socks service has been closed successfully!

(node 0) >>

connect: B YA T RIEXKEF—PF TR

agent-1: ./stowaway_agent -1 10002

(node 0) >> connect 127.0.0.1:10002
[*] waiting for response......
[*1 New node come! Node id is 1

(node 0) >>

sshtunnel: (54 Y4BT T A sshiFER AR EEZ F— N FT A

agent-2: ./stowaway_agent -1 10003

(node 0) >> sshtunnel 127.0.0.1:22 10003

[*] Please choose the auth method(1.username&&password / 2.certificate):
[*] Please enter the username: ph4ntom

[*] Please enter the password: ******

[*] Waiting for response.....

[*1 New node come! Node id is 2

(node 0) >>

ARG IAE T |, B AR Asshiixis i 77 TSk ¥ stowaway i E0h 3 4
sshiivE , MM FFH K I3EIRR )

upload: [ MBI R &M

(node 0) >> upload test.7z test.xxx
[*] File transmitting, please wait...
136.07 KiB / 136.07 KiB [------------cmmmmm i i i -

download: FEYRIT R LR
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(node 0) >> download test.xxXx test.XXxx
[*] File transmitting, please wait...
136.07 KiB / 136.07 KiB [---= == -m = oo oo e e e oo

forward: BtEFadmin_tHigm 2 xfiim A

(node 0) >> forward 9000 127.0.0.1:22

[*] Trying to listen on 0.0.0.0:9000......
[*] Waiting for response......

[*] Forward start successfully!

(node 0) >>

$ ssh 127.0.0.1 -p 9000

Password:

# phdntom @ ph4ntoms-MBP in ~ w [17:19:51]
$

stopforward: M) T mHLZAE RS

(node 0) >> stopforward

[6] All

[1] Listening Addr : [::]:9000 , Remote Addr : 127.0.0.1:22 , Current
Active Connnections : 1

[*] Do you really want to shutdown forward?(yes/no): yes

[*] Please choose one to close: 1
[*] Closing......
[*] Forward service has been closed successfully!

backward: %[5 FTagent kG0 ZEadminfliZsiig

(node 0) >> backward 9001 22

[*] Trying to ask node to listen on 0.0.0.0:9001......
[*] waiting for response......

[*] Backward start successfully!

(node 0) >>

$ ssh 127.0.0.1 -p 9001

Password:

# ph4ntom @ ph4ntoms-MBP in ~ (/& [17:22:14]
$

stopbackward: XPFZBITY R S AR 5T
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(node 0) >> stopbackward
[0] All

[1] Remote Port : 9001 , Local Port : 22 , Current Active Connnections :

1
[*] Do you really want to shutdown backward?(yes/no): yes
[*] Please choose one to close: 1
[*] Closing......

[*] Backward service has been closed successfully!

shutdown:np HUTjdijt%E

(node 1) >> shutdown
(node 1) >>
[*] Node 1 is offline!

back: IR[A)E|Epanel

(node 1) >> back
(admin) >>

exit: IR stowaway

(node 1) >> exit
[*] Do you really want to exit stowaway?(y/n): y
[*] BYE!

TODO

 &&bug
o XHFTLS
o YL startnodefIFER,

EEEM

o WREFERBNITASS , GHMEAREHAE™E , T8

bug , BZ ZVRfi#
o adminN{EZRHT %ﬁzﬁk,ﬁﬂﬁxﬁi@?]ﬂ)\

ERJRETFTE

o admin{ZF— N EFEEREKagent T & , agent s s N FTIELFR Fl)
o R A~ EAwindows T iadminiz | m?&"F?EcanSIcon HEEXET

i, ZRFAXNRGEEHEFR |, tiTansicon.exe -iBIA] | A

adminimp < IE B[R]

o AFEFANZIFIRAERETREC1928 A [EARKUDP ASSOCIATE ,
socks5 udpfRIE AT E & ATE KA (FlanFaizs %) , A& AR

ETARAERREC1928 , FERTEBITAEEZ MK,

B
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https://github.com/adoxa/ansicon/releases
https://github.com/ph4ntonn/Stowaway/blob/master
https://www.ietf.org/rfc/rfc1928.txt
https://www.ietf.org/rfc/rfc1928.txt
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