DearCry ransomware attacks exploit Exchange server
vulnerabilities
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A recently-patched set of vulnerabilities in on-premises versions of Microsoft Exchange
Server has been actively exploited for over two months. The exploit, initially attributed to a
Chinese state-sponsored actor, has now been adopted for a range of cybercrime activities—
the latest being a ransomware called DearCry. Sophos recently detected and stopped a
DearCry attack using the exploit, and obtained samples for analysis.

The DearCry ransomware appears to be created by a beginner—it is unsophisticated, and
does little to hide itself from detection. Its most notable feature is that the encryption header
that DearCry adds to the attacked files looks similar to the header used by the notorious
WannaCry ransomware, which seems more than a coincidence.

The exploit

The bugs leveraged in the exploit—CVE-2021-26855 and CVE-2021-27065—were
uncovered and reported to Microsoft in December by researchers at DEVCORE. On New
Year’s Day, the DEVCORE researchers chained the bugs together and created a workable
pre-authentication remote code execution exploit they dubbed “ProxyLogon,” as it exploits
bugs in Exchange’s proxy architecture and logon mechanism .
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DEVCORE contacted the Microsoft Security Response Center through its MSRC portal on
January 5, 2021, with a 120-day public disclosure deadline. On February 18, MSRC
confirmed the bug would be fixed in the March 9 “Patch Tuesday” release. But Microsoft was
prompted to make an out-of-band patch release on March 3 after the memory analysis and
incident response company Volexity reported in-the-wild exploitation.

According to Volexity, in-the-wild exploitation appears to have started as early as January 6,
2021—the day after the proof-of-concept was submitted to Microsoft. Volexity observed the
attacker writing webshells (ASPX files) to disk and conducting further operations to dump
credentials, add user accounts, steal copies of the Active Directory database, and move
laterally to other systems and environments. Microsoft Threat Intelligence Center (MSTIC)
attributed this campaign with high confidence to HAFNIUM, a group assessed to be state-
sponsored and operating out of China, based on observed victimology, tactics and
procedures.

After investigation, DEVCORE confirmed that the in-the-wild exploit observed by Volexity
was the same one DEVCORE submitted to Microsoft. The exploited path in the exploit
attacks is similar (/ecp/<single char>.js) and the webshell password is “orange” (hardcoded
by DEVCORE exploit developer Orange Tsai @orange_8361).

Sophos first detected and blocked a DearCry attack on a customer’s network in Austria on
March 13. A few days earlier, on March 11, the same Exchange server was hit with a
webshell, which was also blocked.

DearCry

The anti-ransomware team within SophosLabs evaluated two samples of DearCry for this
analysis. In both cases, the binaries were unsigned, and showed no evidence of version
control or other professional development practices. The binaries had no defense against
anti-virus signatures—they were not packed or obfuscated, so all ransomware text strings
are in plain sight for detection by analysts and signature-based malware protection. The
absence of these characteristics leads us to believe that the ransomware author is a
beginner, or that this is an early prototype.

Both samples contained an identical PDB reference to the machine and source file used to
compile the malware binary:

C:\Users\john\Documents\Visual Studio 2008\Projects\EncryptFile -
svcV2\Release\EncryptFile.exe.pdb

Each binary appeared to be created specially to be delivered to the victim. DearCry uses a
fully standalone encryption method, with the public key embedded within the ransomware
binary, so it does not have to contact a C2 server in order to begin encrypting files. The two
samples we studied were sent to different victims, and had different unique identifiers in their
ransom notes, and used different keys.
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Crypto combo

Before encrypting a file, DearCry first creates a new file with a filename based on the name
of the document it attacks, but adds a .CRYPT file extension. Once created, DearCry starts
reading contents of the original file and writes it back, encrypted, into the .CRYPT file.

There are two different encryption methods used by DearCry. Files are encrypted using the
AES-256 symmetric encryption algorithm, using an OpenSSL library embedded in the
ransomware.

Offset(h) 00 01 02 03 04 05 06 07 08 0% OA OB OC OD QE OF Decoded text
QO0Q0ADOD M1 45 53 20 66 €F 72 20 45 6E 74 €5 6C 20 41 45 pVACESJ=bauus ANV
0000AD10O |53 2D 4E 49 2C 20 43 52 55 50 54 4F 47 41 4D 53 |SEgtPyaeyyysiEry. e
C000AD20 R0 &2 79 20 3C €1 70 70 72 6F 40 &F 70 €65 6E 73 <approfopens
Q000AD30 [73 eC ZE &F 72 &7 Sﬂ 00 CC CC CC CC CC CC CC CC

OOO0OAD40 B8 40 00 00 00 E8 C6 01 OD 00 8B 44 24 44 33 C9 _,@...&E...<DSD3E
QO00OADS0 53 B89 08 B89 48 04 89 48 08 €95 48 OC 8B OA 8B 5A Sw.mH.RH.RH.<.<Z
0000ADE0 OC 55 8B 6A 08 56 8B 72 04 85 88 80 00 00 00 89 .U¢j.Ver.w"€...%
QOOOOAD70 BO 24 00 00 00 89 AS 88 00 00 00 8B D5 OF AC DD °,...% ~...<0.-¥%
cacarnen 2 89 4C 24 3C 57 33 FF OB FD 8B €C 24 40 OF AC .®RLES<W3V.y<15@.-

SO_BHOS )1 83 E2 01 C1 E1 1F 89 98 8C 00 00 00 D1 EB 5.f4.Ra.%"E. .. 1E
OpenSSL code embedded in the DearCry binary

But the AES key itself is encrypted by the attacker with an RSA public-key algorithm. A
public key for decrypting the AES key is embedded in the code, but the private key is
retained by the attacker. Using the RSA encryption of the AES key allows the actor to deploy
the ransomware without needing a command and control server to deploy the key. And the
DearCry actor can create a ransomware binary for each victim, with a unique, victim-specific
public encryption key. However, based on our findings, the actor has attempted to deliver the

same binary to multiple victims.

Interestingly, the list of file-types the ransomware targets can differ per victim. For example,
popular image files (like JPG), CAD drawings, programs (EXE) and dynamic link libraries
(DLL) were not targeted in sample 1, which seems earlier distributed according to the
compiler timestamp. Most other ransomware families exclude programs and DLLs from their
list of encryption targets, because encrypting the wrong files can result in the computer
becoming unbootable, which makes it much harder for the victim to read the ransom note.
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Sample 1
E044D9F2D0F1260C3FAA543A1E67F33FCAC265BE114A1B135FD575B860D2B8C6

Sample 2
2B9838DA7EDBODECD32B086EA7A31E8F5733B5981AD8247A2F9508E232589BFF

Compiler timestamp: 0x6045C431
Monday, 8 March 2021 07:29:05 GMT+01:00

Compiler timestamp: 0x60472D07
Tuesday, 9 March 2021 09:08:39 GMT+01:00

TIF .TIFF .PDF .XLS .XLSX .XLTM .PS .PPS .PPT .PPTX .DOC .DOCX .LOG .MSG .RTF
TEX .TXT .CAD .WPS .EML .INI .CSS .HTM .HTML .XHTML .JS .JSP .PHP .KEYCHAIN
.PEM .SQL .APK .APP .BAT .CGI .ASPX .CER .CFM .C .CPP .GO .CONFIG.CSV .DAT .I1SO
.PST.PGD .7Z .RAR .ZIP .ZIPX .TAR .PDB .BIN .DB .MDB .MDF .BAK .LOG .EDB .5TM
.DBF .ORA

TIF TIFF .PDF .XLS .XLSX .XLTM .PS .PPS .PPT .PPTX .DOC .DOCX .LOG .MSG .RTF
JEX .TXT .CAD .WPS .EML.INI .CSS .HTM .HTML .XHTML .JS .JSP .PHP .KEYCHAIN
.PEM .5QL .APK .APP .BAT .CGI .ASPX .CER .CFM .C .CPP .GO .CONFIG .PL .PY .DWG
XML .JPG .BMP .PNG .EXE .DLL .CAD .AVI .H.CSV .DAT .ISO .PST .PGD .7Z .RAR .ZIP
ZIPX .TAR .PDB .BIN .DB .MDB .MDF .BAK .LOG .EDB .STM .DBF .ORA .GPG .EDB
-MFS

*The highlighted items differ from the other sample.

--——BEGIN RSA PUBLIC KEY---—
MIIBCAKCAQEAS+mVBe750vCzCWA40ZHI7vgPwV204kgzgfp9odcL9LZc8Gy2+NIPD
wrHbttKI3z4Yt3G04IX7bEp1RZjxUYfzX8qvaPC2EBdUOjSN1WMShlIrINs11zkq
XRrgglhSbp881IroNmpE6pnsOViv//Hk1idHhxsXg6QKtfXIzAnRbgA1WepSDlg5
HO8WGFBZrgUVMOzBYI3JJH3b9jIRMVAMIUQS7w3jZpOnpFXSZoUy1YD7Y3Cu+n/Q
6CEft6t29/FQgacXmeA2ajb7ssSbSntBpTpoyGe/kKoaihYPrHtNRhkMcZQayy5a
XTgYtEjhzJAC+esXiTYgkIWMXIS1EmUpoQIBAw==

-——-END RSA PUBLIC KEY-----

MIIBCAKCAQEAYLBCIz9hsFGRfOfk3z0zmY2rz2)1gqGfv48DSjPV4lcwnhCid/5+
CoUsAhk/dI4/5HwbfZBAIMYSXNB3DxVB2hOrjDjleVAkFjQgZ19B+KQFWkSolube
VdHjwdv74evE/ur9LvIHM+89iZdzEpVPO+AjOTtsQgFNtmVecC2vmwIme0dgyR/1
CJQSg6Moblo2NVF50AK3cIG2/IVh82ebgedXsbVIpjVMc03aTPWVAsNWITO30+aX
6Z+VGVLjuvcpfLDZb3tYppkqZzAHrCt71V0qO47FV8sFCItuoNiNGKiPO84AKI7b
3XEJepbSIB3UW404C4zHFrqgmdyOoUlngcQIBAwW==

————— END RSA PUBLIC KEY--—-

SOPHOS léis

Looking at these file types, DearCry also targets ASPX files. This would mean the attacker
could encrypt an Exchange webshell that allowed hands-on-keyboard from remote. This
leads us to believe that the ransomware may not be deployed via a webshell, or that the

attacker has no interest in keeping webshell-access. The later variant (sample 2) also targets

installed software, i.e., EXE and DLL files, effectively making the machine useless:

| 4 = | Officeld - O *
Home Share View 0
« v o » This PC » Local Disk(C) » Program Files » Microsoft Office » root » Officelf v | O D Search Officel6
Mame Date medified Type Size €2
s Quick access f—
| | VISSHE.DLL.CRYPT 3 9 AM CRYPT File
[ Desktop - \ -
| | VPREVIEW.EXE.CRYPT 3 AM CRYPT File
¥ Downloads | | WIEWDWG.DLL.CRYPT 3 AM CRYPT File
|| Documents | | WIEWER.DLL.CRYPT 3 AM CRYPT File
&= Pictures | | WEBSAMNDBOX.DLL.CRYPT 3 AM CRYPT File
D Music [7] WebView2Loader.dll.CRYPT 3 AM CRYPT File
m Videos | | Win32MsgQueue.dIlL.CRYPT 3 AM CRYPT File T9KB
|| windowsspeakerrecosdk.dIl.CRYPT 3 AM CRYPT File ATKE
& OneDrive | WINWORD.EXE.CRYPT 3 AM CRYPT File 1,906 KB
3 This PC || WINWORD.VisualElementsManifestxml... 3 AM CRYPT File TKB
R | | Wordenv.dIL.CRYPT E AM CRYPT File
_J 30 Objects - -
|| Wordenvpxy.cnv 5 AM CNV File 52KB
[ Desktop . . - R
|| Wordenvr.dI.CRYPT 3 AM CRYPT File 964 KB
[=| Documents | | WordCombinedFloatieModel.bin. CRYPT 3 AM CRYPT File 920 KB
¥ Downloads || Wordconv.exe.CRYPT 3 AM CRYPT File 45KB
J) Music || wordEtw.man 5, AM MAN File 1,142 KB
& Pictures | | WORDICON.EXE.CRYPT 3 AM CRYPT File 3.415KB
m Videos | | WordInterProviderRanker.bin.CRYPT 3 AM CRYPT File 320KB
X o wordvisi 5 AM TrueType font file 2KB
‘e Local Disk (C:) o ;
| | WWLIB.DLL.CRYPT 3 AM CRYPT File 44041 KB
=¥ Network | | XLCALL32.DLLCRYPT 3 AM CRYPT File 27KB
| | XKLICONS.EXE.CRYPT 3 AM CRYPT File 4184 KB
| XML2WORD.XSL 5 AM #5L Stylesheet 11KBE l = b v
4M3iterns 1 item selected 1.86 MB SOPHOSLO I;SI;

DearCry ransomware encrypting applications and DLLs, preventing them from running.

DearCry and WannaCry

Intriguingly, the encryption header that DearCry adds to the attacked files looks similar to the

header used by the notorious WannaCry — a ransomware worm that shook the cyber-realm

in May 2017.
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Offset(h) 00 Ol 02 03 04 05 06 07 08 0% OA OB OC OD OE OF Decoded text

00000000 44 45 41 52 43 52 59 21 00 01 00 00 20 2B 79 €2 DEARCRY!.... <vk
00000010 53 DA F3 51 €A AD AF 42 31 06 B8 A% 8A D7 33 27 SU6Qj. Bl.,@5x3"
00000020 B2 B7 37 SD 59 C4 92 4F F4 €3 €7 DO FD 2A F4 4A ¢ -7)YA’OSkgDy*6Jd
00000030 5F €0 A5 AE A3 7F OE OC 9C B4 A8 C2 DD CD 53 SA _"¥®f...e "A¥isz
00000040 FC 6E D% 9D 1F 29 F2 EC D7 F9 3E 37 32 BB 14 1E GnU..)oix0>72»..
00000050 60 47 C5 €5 DC B2 CF 40 66 20 SC 9B 4C 38 CE 22 ‘“GAeUci@re\,Lsir
00000060 ©4 B4 S5A 1A 56 50 32 E9 ED F6 72 4F 80 20 4D Fé " Z.VE2&i5r0€ Md
00000070 D4 77 ES 91 €0 A6 36 A0 73 24 F6 F1L 03 EB F7 4F Owad''!6 sS5A.&820
00000080 E9 6D 05 23 AE FE 71 85 1B 2D E6 CA 99 13 23 76 ém.$#®pq..-=E™.§v
00000090 EE 52 B8 23 C4 82 40 F9 5C ES 7% DS 40 5% 3B 7F iR, #A, Gu\eyUey;.
Q000000AR0 1C 11 4D 5D BS 60 D7 AB EB 59 B2 29 F9 7E 1E B6 ..M]n =x«&EY*)u~.q
000000BO 03 F2 56 3A 7F F4 6A 3F 23 F7 77 6F CB 86 S5F 85 .oV:.832#=woEt ..
000000CO 77 2A OD 3A 4C 5% AD 35 FB €9 9D 6C 56 91 2E OE w*,.:LX.S5Gh.1V"..

000000D0O 71 BC BD SB 7D 11 C9 EO 58 A3 FD F3 FF BO 76 6A q‘ﬁ[}.ﬁé}ﬁ.j’é?‘vj
OOCO000E0 BB €A FO C4 24 CO E6 SE 43 F4 €B AD 81 E3 E4 F1 »3j8ASA=iCok..55A
Q00000F0 AT 8B eC 21 39 33 45 1E 2B 01 AT OE B8 C2 AD 51 §S<1!93E.+.§8. ,EL. b
00000100 0©O6 €9 FC 8C F2 74 €4 AB €8 3F 40 29 00 00 0OC .iﬁCEdtd.«h?@]I. o |
00000110 ; 00 ) 1C SD 2A 2C 35 42 A6 S5C Eé......l..",SB:m
00000120 54 7D EF 1D DS CD 7C 99 8F €5 D4 F7 2A FA SE 81 T}i.0I|™.ebz*a~.
00000130 3B S2 3F AS 04 00 A5 10 D2 D8 SF BF E2 27 FT 1C ;'?27. .¥.6E"f.5§'-1.
00000140 75 12 3F 55 FD 47 EF 06 2A DB C2 7A QOE 953 Al 74 u.?U?Gi.*ﬁ'sz.“jt
Cf= Tt 17— FD 46 A4 57 FA 78 5A 57 3C 89 D2 42 9E BC ‘*AyFeWa{ZW<%0BZ4
(S_Q_E(HQS-' E2 16 86 E5 17 D2 E3 11 38 81 F3 19 C6 BS .;é.té.éé.a.é.zu

Compare the encryption header and file type and size codes added by DearCry ransomware
to afile...

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF Decoded text
00000000 57 41 4FE 41 43 52 5% 21 00 01 00 00 53 CB 53 SC WANACRY'....SESe
00000010 00 Cé C3 52 BE 96 Fl1 EE B2 2F B3 B9 Al 3F 2C F1 .EAR%-Ai:=/**;?,8
00000020 DB DD BS 98 CD 75 2D 67 Bl S9E F7 OE 8F BC OF 97 UfprIu-giz=..W.—
00000030 A7 EC 4B 5D ES 16 08 SF Al 1A 7C 74 3C 94 59 25 §iK]é...j.|t<”¥%
00000040 A7 DF 1C DD OF 62 1C E7 SA 26 97 CE 68 52 2A EE §B.Y.b.gZ&—EnhR*i
00000050 B8A CE 64 ES S5C 18 65 4D 7C 92 1E DO oC DE o0 B2  S5fdd\.eM|’.D.bB..
00000060 94 74 B7 22 07 D6 E3 DE BD 54 78 36 37 DC 2A 97 ~t--.0&BTx670*—
00000070 E4 SB 17 SE AC 45 OA 22 19 BS F3 16 38 B2 CA D7 &[.Z-E.,.*6.8 Ex
00000080 33 93 F9 1A AS 08 90 14 FD B3 6B OE DC 27 39 CE 3"a.®...y°k.0'of
00000090 39 B3 CA D2 B3 07 3B A€ 33 C2 8E 54 1E EA 4C 29 93E0°.;:34%T.8L)
O0000OA0 38 91 E7 S5 €4 06 B3 0D 6C 72 C5 79 Al 1F 11 1C 8'gUd.*.lrAy;j...
000000BO F6 7D D1 36 DB 1F DD DF 20 S0 6C AC 71 1A EA 57 &}R60.¥8 .l-g.&W
000000CO 8% 7E SE FO 16 OB D7 E2 4A FBE E2 2E BA DE 2B FF %~"8..xaJ0&.°B+¥
000000D0 D3 44 FB 19 31 SE 84 36 94 9D 37 8D 92 BB 8A F7 ODG.1°,.6".7."»5=
OO0000EO 30 46 FD 78 10 7D SA €C A6 SA SA A2 S8A 3D 3F 01 OFv{.}Z1!53¢5=2.
000000F0 7TE 2C E2 70 81 70 3D EB 88 6F SE 8D E9 56 27 DD ~,&p.p=€"o~.&V'Y
00000100 93 82 OF BD 53 5B C8 =C Bl BF 30 99 00 00 w, S [EE+z 0% . .
oooool11o EEEGE 00 0 31 6E 9F cC 56 B2 F7 |Re......Hln¥Iv==
00000120 OC 61 F4 CS5 D5 2D F8 71 CC 55 61 ES 8B 21 EE 92 .adAb-sqiUaéc'i’
00000130 €F 70 54 92 EC SE 99 7B 80 58 C9 EO 11 97 AOD 14 opT’iZ™{€XEa.— .
00000140 16 06 13 FO 09 E5 F7 5C 95 68 48 7F 3D 2A 54 6F ...8.4<\*hH.=*To
csprﬁs 2B 91 OA 4C A4 7B CA C8 SD E4 AO 01 FC 26 .:+‘:I.I:|{1:“.l:“..é:| . Us
(= I H FINI D sF £E6 C8 50 D1 31 A2 78 1A D1 2E FF 77 Dé .; &EPNlex.N.{jwd

to a version of the same file, encrypted by WannaCry ransomware
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https://news.sophos.com/wp-content/uploads/2021/03/file-10C-offset-comparison.png
https://news.sophos.com/wp-content/uploads/2021/03/wannacry-10C-offset-comparison.png

The above two images compare an encrypted file Desert.jpg, a sample picture from a default
Windows 7 machine. Both DearCry and WannaCry add their name at the beginning of the
file. Furthermore, in WannaCry the highlighted parts represent file type and the size of the
original unencrypted file. File type at offset 0x010C and file size at offset 0x0110.
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/* Make filename for encrypted file by adding

".CRYET™ */

lstrcpynd (eEncryptedFileNams_local_524,0rgFileName 2 00, {(int)pcVari):
lstrcatA{sEncryptedFileName local 524, ".CRYPI"):

/¥ Open original file for read and open encrypted file for write Y/

OrgFileHandle local 5c0 = _fopen(OrgFileName 2 00, "rb+"):
if {{OrgFileHandle_local_5c0 != (FILE *}j0x0) &&
(EncFileHandle pFvVar3 = _fopen(eEncryptedFileName_local_ 524, ™wWh™),
EncFileHandle pFvar3 != (FILE *)0x0)) {
local 558 = 07

_memset(local 557,0,0x30);

FUN_00406££0{slocal 558, 0x30);

/* Write "DERRCEY!™ to encrypted file ¥/
fwrite ("DEARCRY!", 1,8, EncFileHandle pFVari):

iVari = FUN_004070e0 (param_3);

H

gader pvVard = malloc{iVar3 + 1U);

_memset (Header_pvVard,0,iVar3 + 10):

H
i

LAE 0

I

e

/% Construct the header, unknown what data the header contains */
saderiize_s5tackl45c = FUM_00407100(0x30, &elocal 555,Header_pvVard,param 3,1):

f ((int)HeaderSize_s3tackl45es < 0) {
iVari = FUN_004da3=e();
FUN_00406700({iVar3 + 0x20);

_fcloge (EncFileHandle pFVar3);
04015a3:
_fcloage (OrgFileHandle local 5c0);

lze |

/* Write Header size [4 bytes], we know the header is 0x1l00 bytes */

_Iwrite (eHeaderSize sStackldi6,1,4,EncFileHandle pFvVar3):
/* Write Header */

_fwrite (Header pvVard,1,HeaderSize_sS5tackld56,EncFileHandle pFVar3);

uVard = HeaderSize sS5tackldber
iVar3 = (int)HeaderSize_sStackld3s »»> 0xlf;
bWVar® = Oxfffffff3 < HeaderSize_sStackl4iar
uVarT = HeaderSize_ sStackl45e + Oxer
_free(Header_pvVard);
ustackl43iz = 4;
/% Write '4' in 4 bytes => 04 00 00 00 ¥/
_fwrite(guStackl432,1,4,EncFileHandle pFvar3);
__ataté4({local 5a8,audStackl42i);
/* Write File 5ize, comes from previous call to
_fwrite(auStackld404,1,8,EncFileHandle pFvar3);
fx bere after the encryption takes place */
uVars = uVar® + 0xl13;
iVar3 = iVar3 + (uint)bVar9 + [uint) (Oxfffffff3 < uVar7):
Header pvWVard = (wvoid *)FUN_004055%80();
pvitackld52 = Header pvVard:
uVard = FUOM_00402£00(0,0,0,1):
CpenS5L_FUM_00406270 (Header_pvVard,uVard):
CpenS5L FUM_00406270 (Header_pvVard,0,0,&local 538,auStacklisg,

ISOPHQOS sreadiiocal_sa4,1,05100000, 0rgFileHandle local 5c0);

112 |

Code in DearCry writing the header in format similar to WannaCry (with comments added for

sadsr rafifard = Thnral Thd-

clarification).

The hybrid approach

__atatd4d ()

Ly

5
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https://news.sophos.com/wp-content/uploads/2021/03/dearcry-code-writes-out-similar-header-to-wannacry.png

From an anti-ransomware perspective, looking at DearCry’s file system behaviors reveals
more interesting details. The following table illustrates its behavior for each file DearCry
attacks (these can be observed using Process Monitor):

1 | CreateFile (Generic Read) Open original document for read only.

5> | ReadFile Read original document from offset 0, length 4,096 bytes
(Check if document was already encrypted)

3 | CloseFile Close original document.

4 | CreateFile (Generic Read/Write) Open original file for reading and writing.

5 | CreateFile (Generic Write) Crc?a.te a new file with . CRYPT extension, opened for
writing.

6 | ReadFile Read original document

7| WriteFile Write 4,096 bytes in encrypted file, at offset 0 bytes.
(Write header in encrypted document)

8 | WriteFile Write encrypted document in encrypted file.

9 | CloseFile Close encrypted file.

10 | WriteFile Overwrite original document to prevent recovery via
undelete.

11 | CloseFile Close original document.

12 | CreateFile (Read Attributes) Open original document.

13 | SetDispositioninformationFile Delete: True.

14 | CloseFile Close original document, committing delete.

&

sopPHos|labs

File system behavior of DearCry. Step 8 = Copy. Step 10 = In-Place.

From this behavior, DearCry is what we’d normally call a Copy ransomware. It creates
encrypted copies of the attacked files and deletes the originals. This causes the encrypted
files to be stored on different logical sectors, normally allowing victims to recover maybe
some data — depending on whether Windows reuses the freed logical sectors.

Compared to DearCry, more notorious human-operated ransomware like Ryuk, REvil,

BitPaymer, Maze and Clop, are In-Place ransomware, where the attack immediately causes

the encrypted file to be stored on logically the same sectors as the original document,
making recovery via undelete tools impossible.

But DearCry has an added trick to make recovery impossible. Before deleting the original

document and after closing the encrypted copy, it also overwrites the original document. This

means DearCry has a hybrid encryption approach: it performs both a Copy and In-Place
encryption attack.
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https://news.sophos.com/wp-content/uploads/2021/03/Behavior-Table-DearCry.png
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_fclose (EncFileHandle pFVar3):
EncFileHandle_pFVar3 = OrgFileHandle_local_5c0;
/* Bewind file pointer for original file to begin of the £ile */

_ faseekiéd (OrgFileHandle local 5c0,0,0):
iVard = local Shb&;
uStackld76é = local_Sbc;
if {({-1 < local 5bE8) && ((0 < local 5b& || (0x100000 < local Sbchll) {

uStackl47eé = 0x1000007
}
uVars = 0;
iVars = 0;
if {{-1 < local 5b&) && ((0 < local Sb8 || ({local Sbkc != 0}))) {

do |

if ({int)uScackl4T7e < 0) |
uStackl47e = 0x100000;

/% Owverwrite the original file in blocks of 0x100000 (1MB).
Note: The block data OverWiteData DAT (0539ef0 is filled 0x4l1 by function

avareé = _Iwrite(sOverWiteData_DAT_00539ef0,1,uStackld7¢,EncFileHandle pFvar3):
bVar% = CABRRY4 (uVars,sVare):
uVar8 = uVarf + sVaré;
iVars = iVars + ((int)sVaré »> O0x1f) + (uint)bVars;
uStackl476 = local_5Sbc - uVarg;
iStackl440 = (iVar3 - iVar5) - (uint) (local 5bc < uVari);
if ({iStacklddd >= 0) =&

{{iStackldd) !m 0 &&

(SBORROW4 (1Var3,iVars) != SBORROW4 (iVar3 - iVars, {uint) (local_Sbc < uVarg))) =

iStackl4d4d < 0 |1 (0x100000 < uStackldTa)))) {
uitackldTe = 0x100000;
1
__Iaeekif4 (EncFileHandle_pFVar3, CONCAT44 (iVars,uvars),0);
} while ((iVar5d < iVar3) || ((iVar> <= iVar3 && (uVari < local_5Sbc)))ds

}
_felose (EncFileHandle pFVar3):
DeleteFile_004daé86({local_5af);

'SOPHOS

DearCry overwriting the original document after making its encrypted copy.

v
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This approach is not common. It is so uncommon, the only ransomware that comes to mind
that also employed a hybrid approach was WannaCry. It also first created an encrypted copy

& Desertjpg

Offset (h) 00 01 02
00000000 41 41 41
00000010 41 21 41
00000020 41 41 41
00000030 41 41 41
00000040 41 41 41
00000050 41 41 41
00000060 41 41 41
Q0000070 41 41 41
00000080 41 41 41
00000090 41 41 41
000000A0 41 21 41
000000BO0 41 41 41
000000CD 41 41 41
000000D0 41 41 41
Q000000ED 41 41 41
000000FD 41 41 41
00000100 41 41 41
00000110 41 41 41
00000120 41 41 41
00000130 41 41 41
00000140 41 41 41
00000150 41 41 41
|"|."|I"||"|."|"|,F."l| .1_"_'| .4'_ 41

OPHOS: -

04

41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41

06

41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41

o8

41
4l
41
41
41
41
41
4l
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
4l

g overwritten by DearCry

=]
V]

LT
=

[¥ Y Y Y ST

[1 Y R

sl

1T

vl

[1 T

Y O Y ST Y Y
o e e =

kY

b et

b

on

41
4l
41
41
41
41
41
4l
41
41
41
41
41
41
41
41
41
41
41
41
41
41
41
4l

AAa

=]
(53]

LN
=

(LT R Y A

[T )

sl

[FET

vl

[FET

O T ST Y U
o e e =

EY

bt

[

oc

41
4l
41
41
41
41
41
4l
41
41
2l
41
41
41
41
41
41
41
41
41
41
41
41
4l

AA

and then overwrote the original file to prevent recovery:

W e

(LT R Y A

[FT R

sl

[FET

L L " S TNY Y Y Y Y U
= = Ll

EY

5 et

PR

Lol ol e e el

PR = et =

OE

41
4l
41
41
41
41
41
4l
41
41
4l
41
41
41
41
41
41
41
41
41
41
41
41
4l

A

[¥ T R Y Y R SR
Jt

[T

[ ST

s

[¥ St

s

[T Y Y Y GRS
.

[Tt

als

PR PR

PR

PR

k

[

[

5 b fh b b |t

Decoded text

AARARAARAARAATRAARARR

10/12


https://news.sophos.com/wp-content/uploads/2021/03/overwritten_file.png

1 | CreateFile (Generic Read) Open original document for reading only.

5> | ReadFile Read original document from offset 0, length 8 bytes
(Check if document was already encrypted)

3 | CloseFile Close original document.

4 | CreateFile (Generic Read) Open original file for reading only.

5 | E e E e ‘(z‘s;:‘eg .a new file with . WNCRYT extension, opened for

6 | WriteFile Write header in encrypted file.

7 | ReadFile Read original document.

8 | WriteFile Write encrypted document in encrypted file.

9 | CloseFile Close original document.

10 | SetRenamelnformationFile Change file extension of encrypted file to .WNCRY

11 | CloseFile Close encrypted file.

12 | CreateFile (Generic Write) Open original file for writing only.

13 | WriteFile Overwrite original document to prevent recovery via
undelete.

14 | CloseFile Close original document.

15 | OpenFile (Read Attributes) Open encrypted file.

16 | SetRenamelnformationile St emg X\ <y WNCRYT. ReplaclfEiss: T

17 | CloseFile Close encrypted file.
Once all documents on the disk are encrypted, a

# | SetDispositionInformationFile separate application TASKDL . EXE is run to delete

%temp%\* .WNCRYT (i.e., all original files). G
SoPHOS QDS

File system behavior of WannaCry. Step 8 = Copy. Step 13 = In-Place.
Details about file system behaviors of notorious ransomware, including WannaCry, are
documented in our How Ransomware Attacks whitepaper.

These attributes don’t directly link DearCry to WannaCry’s creator. DearCry’s code, approach
and abilities differ significantly from WannaCry: it does not use a command-and-control (C2)

server, has an embedded RSA encryption key, shows no user interface with a timer and —
most importantly — does not spread itself to other machines on the network. And the
DearCry ransomware binary itself does not delete volume shadow copies.

Ransom notes

To inform victims about what happened and who they must contact, a file ‘readme.txt’ is
dropped in every folder containing the word ‘desktop’ and in the root folder of the system

disk. This ransom note contains two e-mail addresses and a hash. This hash is an identifier,
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so the attacker knows what decryption key is associated with the specific attack.

| readme.txt - Notepad — O >

File Edit Format View Help

Wour file has been encrypted!
If you want to decrypt, please contact us.

I G:irmail.cc or I nemail. com

And please send me the following hash!

SOPHOS

DearCry ransom note.

Ln 1, Col 1 100%  Windows (CRLF) UTF-8

Detections

Sophos customers may see DearCry detected as Troj/Ransom-GFE. In some
circumstances, the endpoint protection tools on affected Exchange servers also detected a
web shell dropped a couple of days before the ransomware; Those components will be
reported as Troj/WShell-A.

Specific indicators for the samples described herein have been published to the SophoslLabs
Github.
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