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| like taking a closer look at captures files posted by Brad. In his latest diary entry, we have a
capture file with Cobalt Strike traffic.

With regular expression "V/....$" | look for URIs that are typical for Cobalt Strike shellcode
(and Metasploit too):

M 2021-03-02-Qakbot-with-Cobalt-Strike-activity.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
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[ | nttp.request.uri matches *~F....5"

Mo, Time Source Destination Pratocal Length Streamindex  Comment Wersion Info
-I- 4720 2021-83-02 17:46:43,282948 DESKTOP-PDK9T4A. cannonlightingllc.c.. logon.securewindows.. HTTP 248 118 GET /WjSH HTTP/1.1

Following this HTTP stream, | see data that looks encoded and has some repetitions, so this
might be some kind of XOR encoding:
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M Wireshark - Follow HTTP Stream (tcp.stream eq 118) - 2021-03-02-Qakbot-with-Cobalt-Stri..  — O et

GET /WjSH HTTP/1.1 ~
User-Agent: Mozilla/4.8 (compatible; MSIE §.8; Windows NT 5.1; Trident/4.9;

BTR5125525}

Host: 45.144,29.185:8858

Connection: Keep-Alive

Cache-Control: no-cache

HTTP/1.1 288 0K

Date: Tue, 2 Mar 2821 17:46:41 GMT
Content-Type: application/octet-stream
Content-Length: 285449
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Entire conversation (202kE) ~ | Show data as | ASCII e

Find: | | Find Next

Filter Qut This Stream Print Save as... Back Close Help

| export this data stream as a file:
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‘ 2021-03-02-0akbot-with- Cobalt-Strike-activity.pcap
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Ctrl+ 0
»
Ctrl+W
Ctrl+5
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»
»
Ctrl+ Shift+ X
»
Ctrl+P
Ctrl+C

* Frame 4728: 248 bytes on wire (1928
» Ethernet II, Src: HewlettP lc:47:ae
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M Wireshark . Export - HTTP object list - O x

Text Filter: | Content Type: | All Content-Types
F'ac?cet Hostname Content Type Size Filename

1579 kfzhm28pwazrlkl2bmjy.com image/gif 434kE mrch.gif

4969  45.144.29.185:8080 application/octet-stream 208kE WisH

5017 45.144.29.185:8080 application/octet-stream 272 bytes all,js

5025 45.144.29.185:8020 application/octet-stream 68 bytes  submit.php?id=248927919

5771 45.144.29.185:3080 application/octet-stream 732kB all.js

m
m

Save Save Al Pr

Then pass it through my 1768.py Cobalt Strike beacon analysis tool:

Bl @SAMNS_ISC - O X

. BxBeoooooo
ex0e606000

found: xorkey b'.' BxB882fele Bx08832eB0
payload type Ox6001 Bx0802 @ windows-beacon_http-reverse_http
2 port Ox60el exoee2 8
sleeptime OxBe02 Bx06B4
maxgetsize 0x0002 Ox0eed4 1048576
6x8001 6x6882 8
@xBe0e03 9{8199 38819f308d06892a864886T768d016161656003818d00388
eleeebcfel 1fabc5bfa31c2b4432b642cd4650ab!
: 23 S5cea7l24539b761d45bF949c4d08148734430945a38138
283c95eed4bdb27ba8f6b86bb561fa08650263616661600008000000006000000080008000800080008000000005000808088808080006)
BE0600006800000000006000000000006000000000000000000000000006000000000B00000B0D0DEBE0EDOBODODEREDEDOBODODEREBBDEBEA

Boe0e000000
BxB0B8 server,get-uri Ox6003 Bx0180 'logon.securewindows.> x,45.144.29.185, /en_US/all.js’

BxB8Be SpawnTo Bx8083 Bx0818 (NULL ...)

And this is indeed the configuration of a beacon.
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Didier Stevens
Senior handler
Microsoft MVP
blog.DidierStevens.com DidierStevensLabs.com
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