GhOstRat Anti-Debugging : Nested SEH (try - catch) to
Decrypt and Load its Payload
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SEH tricks is not a new Anti-Debugging trick. So many malware already used this to make
the manual debugging of its code time consuming and confusing. Today | will share how
GhOstrat malware make use of nested SEH exception (try{} catch) as anti-debugging trick to
hide its decryption routine.

This article is not to tackle the full C++ Exception Internals, but to share how IDAPRO really
helps me in analyzing this type of anti-debugging tricks statically. :)

So lets start!!!

SEH:

Structure Exception handler (SEH) is one of the classic Anti-debugging tricks used by
malware. where it tries to abuse the mechanism provided by operating system in managing
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exceptional situation like reference to a non-existence address pointer or execution of code
in a read-only page.

This is done usually by locating the pointer to SEH linked list in the stack known to be the
SEH frame. The current SEH frame address is located in 0x00 offset relative to the FS (x32
bit) or GS selection (x64 bit).

: Uint4B
rumentation :

5 32 _ACTIVATION_CON
In umenta 11
3 InstrumentationCallb: Vi c : Uint4B
InstrumentationCallbs; Sp : Uint4B
i : UChar

figure 1: FS[0] of x32 bit OS
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dt NT TIB

XCEPTION REGISTRATION RECORD

TION_REGISTRATION RECORD
EXCEPTION DISPOSITION

figure 2: The EXCEPTION_REGISTRATION_RECORD in FS[0]

When the exception is triggered, control is transfer to the current SEH handler where it will
return one of the _EXCEPTION_DISPOSITION members.

In this GhOstrat variant it used nested SEH (try{} catch{}) that serve as anti-debugging tricks
to make the debugging more confusing or let say more time consuming if analyst didn't

notice the SEH.

GhOsrat: Nested SEH to decrypt its payload:

The sample we will use here contains a big data section where the encrypted ghOstrat
payload located. we will notice that using DIE tool or PE-bear that visualized the size of each
section with quite high entropy same as text section.
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Offset: ] Size: 139264 = Reload

Entropy(bits/byte): 6.18584 Save diagram

PE Header("0.5509857)
Section0(™. text™) (6.
Section1(".rdata™)("3 i
Section2{™.data"}("6.28637)
Section3(".rsrc)("1.45152%)

- 1 1T "1 "~ T "™ 1 T 1 1T "™ 1 "~ T "™ [ ©* T ™ ] DH:SEt: 40960
1] 20,000 40,000 60,000 120,000 140,000
Size: 94208

figure 3: high entropy of data section

we all know there are so many faster way to bypassed this anti-debugging technique like
monitoring the TIB offset 0x0 dynamically for next SEH or dumping process. In our case | will
just want to share how IDA PRO will help you a lot in this case in traversing "Funcinfo"
structure since IDAPRO resolved most of this SEH structure.

when you try to load the sample in debugger and breakpoint on some APl let say, you may
encounter some exception error shown in figure below. This is also a good hint that it may
use SEH technique.

a/14


https://lh3.googleusercontent.com/-VJaKEr9cQiY/YC5vpKRZJ0I/AAAAAAAAA1A/F0Y31LPEiP00wCOXKm7jDPMAl0KqDI2pgCLcBGAsYHQ/image.png

& cru 9 Graph | & Log [ Motes ® Breakpoints B Memory Map ) cal
ETF=—— 7 4E3E022 BB4CZ4 54 mov ecx,dword ptr ss:[espt a
®|| 74B3IBO2E6 33CC HOr ecx,e8sp L
e 74B3B02E ES AZ430000 call kernelbase.74B3F30D0
e| 74B3B0ZD BBES mov esp,ebp
& 74B3BO2F SD pop ebp
®|| 74BIBO30 C2 1000 EEE 10
@ 74B3B033 836424 10 00 and dword ptr ss:fesp+10§,
#®| F4EIB0O3E ~ EB DE jmp kernelbase.74B3E018
®|| 74B3B03A 64 OF push F i
@ 74B3BO3C 4} pop eax v _I
*l« > L
ecxK=3
dword ptr [esp+54]=[0019FE&L]=65BCC3ED
.text:74B3B022 kernelbase.dl1:$11B022 #11A422 1
obumpl  @upump2  dDump3 @Y Dump4 @4 Dump S B watch 1 A1 1
Address | Hex ASCII s
7733100036 00 38 00 A4 C4 22 77 11C 00 1E 00 (Z0 C4 23 77 (6.5.HAZwW. ... p
7733101028 00 2A 00|44 C4 23 77 (34 00 36 00| 0QC C4 33 77 [.*.pA3w4.E..
F7331020|1E 00 20 O0EC CZ 23 77 (1A OO0 JC QOQIDO CF 23 77 (.. .]AEW....B
7733103018 00 1A 0O0(B4 €3 23 FT|(Z0 00 22 00|20 €3 33 77| .... A3w ."..
FF331040(30 00 32 00|5C C3 33 77 (2C 00 2E 00|2C C3 33 77(0.2.%A3w, ...
7733105020 00 22 00|08 CZ 23 77 (18 00 A QOQ\EC C2 23 77 L Aaw. L.
77331060 |10 00 12 00D C2 23 77 (00 Q0 Q2 QD90 O 23 FFl... BA3w.....
F7331070|0E OO0 10 00|20 82 23 77 (0C OO0 OE OO0 B2 23 77 (.... 3wW.....
77331080|06 00 O8 OO|EQ 81 23 77|06 OO0 O8 00|00 82 23 77 |....0.3w.....
F7331030(06 00 08 00\ES 81 53 77 (06 00 08 00|08 82 33 77 (... 8.3Weuuus
F7F3210A0|(08 00 OA 00|54 F7 23 77|22 00 24 O0|EQ BO 23 77 |....Tw3w". 5.3 w
€ ! _ = i
L | | SHESEUSH SRoTERE I
Zommand:
Paused First exception on F4838022 F363, CPP EH J

by further checking its code using IDAPRO I notice that it uses nested SEH. yes a nested
try{} catch{} exception handler to decrypt its payload. at the entry point of the malware code
you will notice right away the first exception handler function registered to FS:0. Exception

will be trigger by calling "call _ CxxThrowException" API.

figure 4: exception during debugging
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Jtextreedaz4ee ;3  unwind { /S _WinMain@le_SEH

text:eeda2400 push ebp

Ltext: 88482461 mow ebp, esp

gextopdB2483 push BFFFFFFFFh

LJtext:Be482485 push hffset _WinMain@le_SEH

Ltext:eeda2488 Mo eax, large Ts:@

Ltext:eedaz41e push eax i ehfuncinfo
Ltext: 08482411 mowv large fs:@8, esp

Ltext: 00482418 sub esp, B

Ltext: 80482418 push ebx

Ltext:eed4a241C push esi

Ltext:eed4a2410 push edi

Ltext:0848241E lea eax, [ebp+pExceptionObject]

text:eed4a2421 Mo [ebp+var_18], esp

Ltext:eeda2424 push offset _ TIIH ; pThrowInfe

Ltext: 88462429 push eax ; pExceptionObject

Jtext:oed482424 ;  try |

Ltexteeda2424 Mo [ebp+var_4], @

dext:iee482431 mov [ebp+pExceptionObject], 3Bh ; ';°

Ltext: 88482433 call _ CxxThrowExceptienis ; CxxThrowException(x,x)
et BBAB2AID ; ---- - s s m e e g e e e
LJextreeda243D

Jtext: 88482430 loc_48243D: rdata:stru_489488to
Ltext:08482430 ;3 catch(...) // owned by 482424

ext eeda243D push offset aShellex ;

text:B8482442 call  sub_4@2280 throw R let the
textieed4e2447 add esp, 4 exception, registration, rec
Ltext:eeda2448 mow eax, offset loc_482458 ard handler in FS:0 will be
Jfext  8ad8244F retn trigger

Ak LA AT

figure 5: first SEH in malware entrypoint

ehFuncinfo or the exception handler function registered in FS:0 contains some structure that
may help us to figure out statically which exception handler function may be call upon the
exception is trigger.

| really recommend to read this great presentation of hexblog regarding the Exception and
RTTI:
https://www.hexblog.com/wp-content/uploads/2012/06/Recon-2012-Skochinsky-Compiler-
Internals.pdf

The ehFunclinfo is a object structure that may lead you to the "AddressOfHandler" which is a
address or a function address that will handle the exception encounter of the current thread.

IDAPRO really did a good job to give you some hint how to traverse that structure and lead
you the said structure member of HandlerType. Funcinfo structure contains several member
so | will just focus on the member that helps me to decrypt the payload.

Below is a simple structure starting from "Funcinfo" that may help you to look for the
AddressOfHandler field member of HandlerType structure.
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FuncInfoVl struc ; (sizeof=6x1C, mappedto 28&)

; XREF: .rdata:stru_4838788/r
3 .rdata:stru_4e3848/r ...
magicHumber dd ? ; base 18
maxstate dd ? ; base 1@
. ) . -
pUnwindMap qq : ; offset T ipBlocks - ;
nTryBlocks ——=m——— of by block
pTryBlockMap | dd * ; offset \
nIPMapEntries dd ? ——————_—— — - hase 18 r
pIPtoStateMap dd ? G ottsee——_ HYAoftyblock
FuncInfovl ends L anay

4'.
TryBlockMapEntry struc ; (sizeof=Bx14, mappedto_22)

; XREF: .rdata:stru_4es87D8/r

; .rdata:eedesvEC T ...
tryLow dd ? ; base 1@
tryHigh dd ? ; base 1@
catchHigh dd ? ; base 1@
nCatches dd ? ; base 1@
pHandlerfrray ldd 2 ; offset
ryBlockMapEntry ends - 7 __ shructure that holdsthe ]

*> L Address0fhander field

HandlerTylpe struc ; (sizeof=8x18, mappedto_23)

; XREF: .rdata:stru_4e3318/r

; .rdata:stru_4e8328/r ...
adjectives dd ? ; base 18
pType dd ? ; offset
dispCatchObi dd ? ; base 1@ -
laddressofHandler dd 24—— — radttl;eﬁ::&giﬂgWJ
HandlerType ends .

figure 6: Traversing AddressOfhandler

The figure 6 shows that Funcinfo structure contains TryBlockMap field. this field is another
structure object that contains HandlerArray field structure that holds the AddressOfHandler
field. so to make use of this structure in our sample lets try to traverse the first SEH in
malware entry point.
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8, o>

align 8 -
u_489478 UnwindMapEntry <-1, @> ; DATA XREF: .rdata:stru 48945870 ad%ﬁ::;‘&ﬁ;m}‘fmﬁmm
UnwindMapEntry <-1, @ (1] — | during exception
469438 TryBlockMapEntry <@, @, 1, 1,| offset stru_4894a8>|
e ORTE XREF:T .rdata:stru_489458to
align 18h
L sosas0_tandlertyoe o, o, o, [oFFact Tocaann

3 DATA XHEF:

* al\saQ::’lLl:iBQiSST'c

MPORT_DESCRIPTOR_KERNEL32 dd rva off_4894D8 ; Import |

dd @ 5 Time stamp ’ "_\ ___________________________________________________________________

jj Eva akernel32011 ; Et[N:;::r Challoc_40243D: ; DATA XREFE .rdata:stru_40894A8lc

;3 catch(...) // owned by 48242A
0000594R0 004054A0: _rdata:stru_ 4084L0 (Synchronized [ push offset ashellex ; "Shellex”
< call sub 482288 addressOfHandler that will
= 3 add ESp: a be executed by this F
diiEiEs | mov eax, offset loc_4@2458 Sl o
Bee861C FungInfoVvl ends retn
paeaaa1c R ——————-
Goeo@eee ; [PeeeBseas BYTES. COLLAPSED STRUCT UnwindMap
poooeooe ; [|peeeeeld4 BYTES. COLLAPSED STRUCT TryBlockMloc_4@245@: ; CODE XREF: WinMain(x,x,x,x)+4F1]
BEBERERE ; o -- - mmmmm oo ; DATA XREF: WinMain(x,x,x,x}+4Ato
—— ﬁ mov ecx, [ebp+var_C]
\epeeReeld HandlerType strucr,' (sizeof=8x1@8, mappedt pop edi
BEREEREE ; XREF: .’data:s:’u_ieaaiaf’
(afeletetetelele] 5 .rdata:stru_408828/r ...
Goeoeee8 adjectives dd ? ; base 16
aeReaeed pType dd ? ; offset
pepeeees dispCatchObj dd ? ; base 18
0EEEEEC addressOfHandler dd 7 | ; offset
02882018 HandlerType ends
(afetetete el fe]
W ||Po2EEEGE ; [@EE@Re1e BYTES. COLLAPSED STRUCT _ThrowInfo. PRESS CTRL-NUMPAD+ TO EXPAND]

figure 7: Traversing the AddressOfHandler of SEH in malware entry point

We saw that the possible Address that will handle the exception is in 0x40243d. It works in
dynamically test | did with x64dbg where | put break point on this address after the exception
then press skip exception shift+f9.

00402405 &8 FO7B4000 push 1.407BF0
00402404 64:A1 00000000 mov eax,dword ptr [li: [0]
00402410 50 push eax
00402411 64: 8925 00000000 mov dword ptr Jli: [0],esp
00402418 B3EC 08 sub esp,s
00402418 53 push ebx
0040241C 56 push esi
00402 41D 57 push edi
O040241E 8045 EC 1ea eax,dword ptr ss:|[ebp-14]
00402421 8965 FO mov dword ptr ss:[Qebp-10§,esp
0040242 4 68 78874000 push 1.408778
00402429 50 push eax
00402424 C745 FC 00000000 mov dword ptr ss:[febp-4],0
00402431 C745 EC 3BOOOOO0D mov dword ptr ssiffebp-14],3B IB: ;"
00402438 ES EBDO40000 call 1.4028CA
68 40E04100 push 1.41E040 41E040: "shellex"
00402442 ES8 BO9FDFFFF call 1.402200
00402447 B3C4 04 add esp,4
00402444 BEE 50244000 mov eax,l.402450
0040244F C3 ret

figure 8: AddressOfHandler was triggered

if we follow the call function 0x402200 pushing string address "Shellex" as a parameter. you
will notice again that it use another SEH to execute piece of its code. Not like the first SEH,
this SEH contains 9 tryblock and HandlerOfAddress like the figure below.
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rdata:
rdata:
rdata:
rdata
rdata:
rdata:
rdata:
rdata:
rdata:
rdata:
rdata:
rdata:
rdata:
rdata:
rdata:
rdata:
rdata:
rdata:
rdata:
rdata:
rdata:
rdata
rdata
rdata
rdata:
rdata:
rdata:
rdata:
rdata:
rdata:
rdata:
rdata:

T

Be4a9268
BR489268
Ba4a9268

stru_4e9268

teeaeo27Cc

BE489256
Ba489288
Ba480296
BE489298
Ba4a92A8
BE4892A8
Ba489266
Be4892688
BR4ao2Ce
Ba4a92Ca
Ba4a920a
2489208
Ba4a52Ea
BR4892ES
BR4ao2Fa
Ba4a92F8
Ba489306

stru_4e923e

Lemom e e

FuncInfoWl <1993@8528h, 15, offset stru_489238,
;3 DATA XREF: SUE_LE22BB.

R T I T -

@, @r
align 1gh
UnwindMapEntry <-1, 8> ; DATA XREF: .rdaje:
UnwindMapEntry <-1, @>
UnwindMapEntry <-1, @8>
UnwindMapEntry <-1, 8>
UnwindMapEntry <-1, @>
UnwindMapEntry <-1, @
UnwindMapEntry <-1,
UnwindMapEntry <-1
UnwindMapEntry
UnwindMapEntry
UnwindMapEntry Bz
UnwindMapEn <7, B8

UnwindMapgfitry

<7, B>
<7, B>

UnwindMapEntry <7, @

TEE4E93
(Be4a95318 stru_489316
1 BR4a93

Ba4a9324
BE489338
2489340
Ba489368
Ba489374
BE489358
Ba48939C
Ba489366

TryBlockMapEntry <@, @, 1, 1, offset stru_4893C3>
; DATA XREF: .rdata:stru_489268Tc
<2, 2, 3, 1, offset stru_4693D3>
<4, 4, 5, 1, offset stru_4893E3:>
<8, 8, 9, 1, offset stru_4893F3:>
<le, 1@, 11, 1, offset stru_489488:>
€12, 12, 13, 1, offset stru_ 489413
<14, 14, 15, 1, offset stru_489428:>
<16, 16, 17, 1, offset stru_489438:>
<6, B, 17, 1, offset stru 489448>

TryBlockMapEntry
TryBlockMapEntry
TryBlockMapEntry
TryBlockMapEntry
TryBlockMapEntry
TryBlockMapEntry
TryBlockMapEntry
TryBlockMapEntry

figure 9: multiple try Block Map

Parsing ehFuncinfo structure Using Ida python:

In this case | decided to use IdaPython to parse all the FrameHandler ehFuncinfo structure

to locate all AddressOfHandler field available for all tryBlockMap entries and add it as a
code reference comment in its IDB. This approach help me to figure out where the
decryption routine and learn multi line comment in idapython :).

the script is available here:
https://github.com/tccontre/KnowledgeBase/tree/main/malware_re_tools/ghOstrat_seh_helpe

r
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ext: 284822868 ;
ext:Bad4a22068
ext:8a4a82281
ext: 88482263
ext: 884822085
ext: 884822084
ext: 884082218
ext: 884682211
ext: 884822158
ext: 88482218
ext:88468221C
ext: 88482210
ext:@e48221E
ext: 88482221
ext: 884082224
ext: 88482229
ext:eada222A
ext: 884682231
ext: 884822358
ext: 868482230 ;
ext: 88482230
ext: 88482230
ext: 88482230
ext:ead4a82242
ext: 884082247
ext:Ba46224C
ext: 88482251
ext: 88482254
ext: 88482259

mmonade a ARAGRTTC A B

__unwind { // SEH_482288

push
mov
push
push
maow
push
mov
sub
push
push
push
lea
mowv
push
push

ebp

ebp, esp
BFFFFFFFFh

offset SEH_482206
eax, large fs:@
eax

before

large fs:2, esp
esp, 2Ch

ebx

esi

edi

eax, [ebp+pExceptionObject]
[ebp+var_18], esp

offset _ TIIH
eax
[ebp+var_4], @
[ebp+pExceptionObject], SDh ;
___CuxThrowException@s ;

pThrowInfo
pExcepticnObject

‘1

e e

_CxxThrowException(x,x)

loc_4m2230:

3 DATA XREF:
offset aA3fed ; "A3FeD"
14aa88h
offset unk_48s848
sub_482158
esp, BCh

eax, offset loc_48225A

.rdata:stru_4893C84o

[

V5 __unwind { // SEH_4B2208

] push
mov
push

push
mov
push
mov
sub
push
push
push
lea
mov
push
push

ehFuncInfoStructAddr:
ehFuncInfoStructAddr:
ehFuncInfoStructAddr:
ehFuncInfoStructAddr:
ehFuncInfostructAddr:
ehFuncInfoStructAddr:
ehFuncInfoStructAddr:
ehFuncInfoStructAddr:
ehFuncInfoStructAddr:

ebp

ebp, esp

figure 10A: before running the script

After running ldapython Script

BFFFFFFFFh

Bx4892608
Bx4e9268
Bx4e9268
Bx4e9268
BxdBo268
Bx4e9268
Bx4e9268
Bx4e9268
Bx4e9268

offset

ptryBlockMapStructAddr:
ptryBlockMapStructAddr:
ptryBlockMapStructAddr:
ptryBlockMapStructAddr:
ptryBlockMapStructaddr:
ptryBlockMapStructAddr:
ptryBlockMapStructAddr:
ptryBlockMapStructAddr:
ptryBlockMapStructAddr:

SEH_ 482288

eax, large fs:@

eax

large fs:@, esp
esp, 2Ch

ebx
esi
edi

eax, [ebp+pExceptionObject]
[ebpt+var_18], esp

offset
eax

_TIIH

; pThrowInfo

; pExceptionObject
[ebp+var_4], @
[ebp+pExceptionObject], 5Dh ; ']°
_ CxxThrowException@@ ; _CxxThr

@x489310 tryBlockCount: 8x3 handlerTypeStructAddr:
Bx489324 tryBlockCount: @x9 handlerTypeStructAddr:
Bx489338 tryBlockCount: @x9 handlerTypeStructAddr:
Bx48934c tryBlockCount: @x9 handlerTypeStructAddr:
0x489360 tryBlockCount: 8x9 handlerTypeStructAddr:
Bx489374 tryBlockCount: @x9 handlerTypeStructAddr:
Bx489388 tryBlockCount: @x9 handlerTypeStructAddr:
Bx48939¢c tryBlockCount: @x9 handlerTypeStructAddr:
Bx4893b2 tryBlockCount: @x9 handlerTypeStructAddr:

8x489428 han

Bxd@9448

@x4893c8 handlerOfAddres:
8x42893d8 handlerofAddre
@x4893e8 handlerOfAdd
8x42893F8 handlerofa
0x489483 handlerOffiddres:
Bx489418 handl

51
res:

Addres:
erofAddres:
Bx489438 hadlerofAddres:
andlerOfAddres:

Bx40243d
BxdB22760
BxdB22ad
BxdB2308
Bxd@23de
BxdB238e
BxdB23ch
BxdB23en
BxdB2ied

JSCTY PRGN K3y

next handler that will lead you te the
decryption routing

Exception(x,x)

loc_48223D:

push
! push
push
call
add

\Ljff set

aA3fed ; "A3FeD”

“14666h

offset unk_4ph848

su

y 3
TOATE AH:[: .rdata:stru_4e93C8lo

I encrypted data Virtual Address.

ggp: BCh

figure 10B: IDB after running the script
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now with this comment we can verify all possible AddressOfHandler in each tryBlockMap
entry to locate the decryption routine. Like the figure above, the first AddressOfHandler isa
function waiting for the decryption key, size of the encrypted payload and the address of the
encrypted payload.

V3 __unwind { // SEH_482158
] push ebp
mov ebp, esp
; push @FFFFFFFFh
i ehFuncInfoStructAddr: @x4@89288 ptryBlockMapStructAddr: @x4@9238 tryBlockCount: @xl handlerTypeStructAddr: @x4@8925@ handlerOfAddres: @x408219b
i push offset SEH_482158

. maow eax, large fs:¢ =~~~ 0
) push eax
mov large fs:@, esp N R,
sub esp, 18h loc_48219B: ; DATA XREF: .rdata:stru_489258ic
ush be} maov eax, [ebptvar_18]
push esi mov edx, [ebptarg_8]
., Eush adi mov esi, [ebpt+var_14]
: xor edi, edi mov ecx, [ebptarg_@]
' mov [ebptvar_18], esp inc E:f‘ p
i mov [ebp+var_14], edi xor Siblp S
; mov [ebp+var 18], edi mov [ebp+var_18], eax
) - push edi ; dwMilliseconds
' loc_482179: ; CODE XREF: sub_4 o :1* [Ea¥:EdX]
! mav eax, [ebpt+var_14] mov e [551 ecx]
: mov ecx, [ebp+arg_4] xor > 8
cm eax, ecx - mov [esitecx], dl . .
jgs ShDI:‘t loc 4821E8 call ds:Sleep decfyptlon I'Olltlne
lea ecx, [ebp:pExceptionObject] mant =Y :Sl
push offset _ TIIH 3 pThrowInfo m;v ]
push ecx ; pExceptionObject] qu
mov [ebptvar_4], edi t 1: e;x .
mov [ebp+pExceptionObject], 58h ; "X’ -es edx, edx
call CxxThrowException@d ; _CxxThrowd Jnz EhontRlocH192100

figure 11: decryption routine

and once you decrypt the payload using this simple xor decryption routine. you can see right
away some note worthy string of ghOstrat like keylogging, creating services, regrun,
download files, backdoor and etc.
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figure 12: strings upon decryption

Conclusion:

In this article we just focus on some basic internals of SEH frameHandler and how to look for
all possible HandlerOfAddress that may executed upon the trigger of registered SEH. we
also learned how IDAPRO did a really good job in giving you all the needed structure for try
block entries where you can use IDApython to make your static analysis more easier. :)

I0C:

https://bazaar.abuse.ch/sample/70ac339c41eb7a3f868736f98afa311674da61ae12164042¢e4
4d6e641338ff1f/

yara:

import "pe"

rule ghOst_rat_loader {
meta:
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author = "tcontre"
description = "detecting ghOstrat_loader"
date = "2021-02-22"
sha256 = "70ac339c41eb7a3f868736f98afa311674dab61ae12164042e44d6e641338ff1f"

strings:
$mz ={4d 5a}

$code = {40 33 FF 89 45 E8 57 8A 04 10 8A 14 OE 32 DO 88 14 OE FF 15 ?? ?? ?? ?7?
8B C6 B9 ?? 00 00 00}

$str1 = "Shellex"

$str2 = "VirtualProtect"

condition:
($mz at 0) and $code and all of ($str*)

}

rule ghOst_rat_payload {
meta:
author = "tcontre"
description = "detecting ghOstrat_payload in memory without MZ header in memory"
date = "2021-02-22"
sha256 = "edffd5fc8eb86e2b20dd44e0482b97f74666edc2ec52966be19a6fe43358a5db"

strings:

$dos = "DOS mode"

$av_str1 = "f-secure.exe"
$av_str2 = "Mcshield.exe"
$av_str3 = "Sunbelt"

$av_str4 = "baiduSafeTray.exe"

$clsid = "{4D36E972-E325-11CE-BFC1-08002BE10318}"

$s1 = "[WIN]"
$s2 = "[Print Screen]"
$s3 = "Shellex"

$s4 = "HARDWARE\\DESCRIPTION\\System\\CentralProcessor\\0"
$s5 = "%s\\%d.bak"

condition:
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($dos at 0x6¢) and 2 of ($av_str*) and 4 of ($s*) and $clsid

}

References:
https://www.hexblog.com/wp-content/uploads/2012/06/Recon-2012-Skochinsky-Compiler-
Internals.pdf
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