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Latin American Javali trojan weaponizing Avira antivirus legitimate injector to implant
malware.

In the last few years, many banking trojans developed by Latin American criminals have
increased in volume and sophistication. Although exists a strong adoption of technologies
with the goal of protecting the final user such as plugins, tokens, e-tokens, two-factor-
authentication mechanisms, CHIP, PIN cards, and so on, online fraud is still on the rise and
every day implementing new tactics, techniques, and procedures (TTP) to evade antivirus
and Endpoint Detection & Response systems.

In this article, we will into the details of the Javali trojan banker, introduced and tracked by
the Kaspersky Team, and targeting Latin American countries, including Brazil and Mexico
banking and financial organizations.

Background of Latin American Trojans

Javali trojan is active since November 2017 and targets users of financial and banking
organizations geolocated in Brazil and Mexico. By analyzing this piece of malware, we found
that Javali is using the same routines and calls often observed on other Latin American
trojans, such as Grandoreiro, URSA aka Mispadu, Lampion, Vadokrist, Amavaldo,
Casbaneiro aka Metamorpho and Mekotio.

Vadokrist

Javali
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Figure 1: The most popular and dangerous Latin American trojans.

In short, part of these trojan families are using padding to enlarge the binary; empty sections
or even BPM images attached as a resource as described in this article related to the
Grandoreiro trojan. Other trojans use this technique as it allows to evade detection and
execute the malicious code on the target machines bypassing detection based on static file
signatures.

Latin American trojans share the same modus operandi and even modules and blocks of
code observed during the analysis of several malware samples. The following schema is an
effort to present in a single high-level diagram the workflow of the most popular Latin
American trojans.
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Figure 2: High-level diagram of the modus operandi of the most popular Latin American
banking trojans.

The malicious activity starts with a phishing email sent to the target victims in Latin American
— Brazil, Mexico, Chile, and Peru — and Europe — Spain and Portugal. The initial stage of
these trojans is generally the execution of a dropper in a form of a VBS, JScript, or MSI file
that downloads from the Cloud (AWS, Google, etc.) the trojan loader/injector. After this step,
the trojan itself — developed in Delphi — is executed into the memory manly using the DLL
side loading technique or DLL injection, creating persistence using a ./nk file on the Windows
Startup folder, or adding a new key in the machine registry
(HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run) with the name
and path of the ./Ink file to guarantee the malware is executed every time the infected
machine starts.

The steps 7 and 8 from Figure 2, the malware obtains some details from the infected
machine and report them to the C2 server, including the version of the Operating System
(OS), architecture, the name of the installed antivirus and EDRs, computer name, and the
victim’s geolocation.
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From here, the malware executes a new thread when specific and hardcoded web-browsers
are opened. The title of the accessed web-pages are collected and compared with the target
organizations and services hardcoded and defined by crooks, generally the name of the
banking portals, cryptocurrency portals, and financial firms. If these conditions match, the
windows overlay process starts launching fake windows to lure victims.

More details and comparisons between several threads and used TTPs can be found below
and by accessing the publication from ESET.
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Figure 3: MITRE ATT&CK table illustrating the features that Latin American banking trojans

share (full table and more details here).

As observed during the last few years, several threats share a lot of TTP and code, and that
is a clear signal of cooperation between malicious groups.

Discovering Javali trojan banker

These days, the Javali trojan banker is one of the most popular trojan banker families in the
wild. According to the Kaspersky publication:
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Javali targets Portuguese- and Spanish-speaking countries, active since November
2017 and primarily focusing on the customers of financial institutions located in Brazil
and Mexico

Since the details online about this threat are scarce, after a tweet of the malware hunter
@JAMESWT_MHT on Twitter, we decided to go through the details of this specific trojan.

#Spy #Ousaban

| Found old sample

that work in same way of mentioned tweet
Referencehttps://t.co/NMjVNRHPjg

Run https://t.co/Biq98qgBrhH

cc @ffforward @lazyactivist192 @sirpedrotavares@sugimu_sec
@yverovaleros@Jan0Official @guelfoweb@1ZRR4H @__4ndr3y
https://t.co/cpzQA4SpNU pic.twitter.com/szwSngFr6z

— JAMESWT (@JAMESWT_MHT) February 3, 2021

As observed in another Latin American banking trojans from Figure 3, part of the most
popular trojans are disseminated using the most dangerous vehicle of threat’s proliferation:
email protocol. As this protocol relies on a strong and complex “mesh” around him to catch
the fish, the end-user is every time the final decision maker: open or not open the fresh
email. Next, an email template used by Javali to lure victims is presented.
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NF-e - Segue Nota Fiscal Eletronica - Protocolo: 853183

From: Nota Fiscal Eletronica <subscribe@br.jooble.org>

Envio Automatico de
Nota Fiscal Eletrénica - NFe

Vocé esta recebendo em anexo o arquivo XML referente a uma Nota Fiscal Eletronica.

Exibir datalhes da NF-e

https://nfe-fazenda.myftp.org/receita.fazenda/emissao/?ExibirNotaFiscal=Efetivada

Esse é um e-mail automatico. Nio é necessario respondé-lo.
Em caso de duvidas, entre em contato diretamente com o Emitente da NFe.

Saiba como consultar o status da sua Nota Fiscal Eletronica
Acesse o Portal da Nota Fiscal Eletrénica do Ministério da Fazenda em www.nfe fazenda gov.br
e clique em Consultar NFe Completa.

Figure 4: Email template used by Javali banking trojan.

The Javalis’ modus operandi is based on the workflow previously explained in Figure 2 and
related to other threats such as Vadokrist, Lampion, URSA, Amavaldo, and Casbaneiro.
After opening the URL distributed on the email body, a ZIP file is then downloaded from the
Internet. For this, Cloud services are often used by crooks including Google, S3 Buckets
from AWS, and MediaFire file sharing service. The next diagram demonstrates how Javali
trojan banker works.
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Figure 5: High-level diagram of Javali trojan banker.

As mentioned, in general, this trojan was developed using the same architecture of other
Latin American trojans, and the main steps of the infection chain are described below and
analyzed in-depth during the next sections of this article.

In short, the phishing email is received by victims. By opening an URL it downloads from the

Internet (Cloud services) a ZIP file with an MSI executable inside (1, 2). The MSI file contains

a JavaScript payload hardcoded, then executed via wscript.exe (3) that will create
persistence on the infected machine (4) and also download the final files from an AWS S3
bucket (5).

The Avira.exe file, a legitimate PE file from the Avira Antivirus firm, is then used as an
injector to take advantage of a technique dubbed DLL side-loading and loading into the
memory a huge DLL “Avira. OE.NativeCore.dIl’ (6) as a child of a legitimate Parent Process
ID (PPID).

When executed, the Javali trojan starts its operation and immediately gets the malware
configuration from doc files available on Google Cloud (7).

Next, the trojan collects information from web-browsers (8) searching for target tabs opened
related to hardcoded banking/financing portals and starts the malicious overlay activity
presenting fake windows to victims (9, 10, 11, 12, and 13).

Mo a [ svira :
° ~ A %] Avira,OF NativeCore.dll ' E
ERC U () msvept2o.di
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MSI file — The Javali Dropper

Filename: FT.FATURA.EKFUHLWS+LUVPBCODGZUWISOAPDK.msi
MD5: 70aa68c29622df360dea76daa4255835
Creation time: 2/5/2021 7:10:49 AM

The MSI file has hardcoded a JavaScript payload inside as observed in Figure 6. This stage
will be executed and download next step.

1APPDIRI
var Ol S08=]

1+
1

(...) JScript file

Figure 6: JScript file hardcoded inside the MSI file and then executed via wscript.exe on the
target machine.

After some rounds of deobfuscation, we found some interesting strings and the blocks of
code responsible for creating persistence on the machine and also downloading a ZIP file
from an AWS S3 bucket dropped into the User’s public folder:
C:\Users\Public\Documents\random_name.

9/42


https://seguranca-informatica.pt/wp-content/uploads/2021/02/javali-wscript.png

Figure 7: JScript file partially deobfuscated.

Although some parts of the code still obfuscated, we can understand the basic operation of
this piece of malware by debugging it on a debugger. This is a trick valid for other Jscript files
executed via wscript.exe. By debugging it and adding a breakpoint on the
‘ws2_32.GetAddrinfoW’ call, we can observe the moment the malware downloads the next
stage from the Internet (AWS S3 bucket).

10/42


https://seguranca-informatica.pt/wp-content/uploads/2021/02/javali-wscript-1.png

pus
sub rsp,143

mov ru,qmru ptr ds: [7FEFF1SCO80)
Xor rax,r

mov quord prr ss:Brsprisoll rax

mov Pax.quord per a5 [7FeREIaCOCS)

X
word ptr ds: [7FEFF1617C0)
H

mov r14d,rad
mov_dword Dtr‘ ss:lrspessll, rad
MOVZX_ €bDy:
mov_word plr ss.lrsp+50|.r8m
mov edi,
il ptr ss:Ersp+6s], red
Tov r12d,red
mov dword ptr ss:Ersp+sall,red

2_32. 1FA
omp qword prr ds: [n:sn-(nm].rm
e ws2_32. JFEFFIGELFA
mov qword ptr dsif[ri3l,rs
mov gword ptr ss:lBrspiiol,raz

:*Top of worker loop\n

fpermercado. s3
ercado. s
{permercado.

L
sLhi
L

Top of worker loop\n”

P+58]: "DNSE\r3°6P2

ot
BAcEfaCe

ALthipermer cado. S3-5a-eaST-1., ANAZ0NS

ipermercado. s3-sa-east-1. anazonaws. con’

RAX  D00Q07FEFF1623C0 s
EEX 0000000D0028DDSE

32. GetAddrInfows
. amazonaws . com”
. .com*

RCX

L*hipermer cado

RDX  0000000000000000

REF  0000000000280D5 5 L"hipermercado. 53-5a-€asT-1. amazonaws . con”
000DO00D04ASFS1E &"He\riir\xo3"

RSI  0000000004ASFS00

RDI  00000DD0O4ASFSCO

RS 0DDODODDOO4ASFSDD
RS 0DODOODDO4ASFSCO
R10  0000000000334590
R11  000DOOODO4AEFESD
R1z ooononoonozencen DNSE\rBeeps”
R13 0000000000000

Ri:  3000000000000000
RIS  D00D0DOO774E4610

"Top of worker Toop\n"

RIP  DOODO7FEFF1623C0 <ws2_32. GetaddrInows

RFLAGS _ 0000000000000304

ZF 0 FF 1
0F 0 SF 0 DFO
CFOo TF1 IF1

LastError 00000057
LastStatus 0000000

G5 0028 FS 0052
ES D02B DS 0028
€5 0033 55 0028

R_TNVAL TD_PARAMETER }
TATUS_INVALID_PARAMETER)

N |tcp.stream eq 0

No Time Source Destination

Protocel Lengt Info

92 14.66478; 1 2.95.163.3

93 14.709260 .95, 192.168.160,197 P ~749300 [ACK] Seq=1 Acl

94 15.110394 52.95.163.31 192.168.160.197 TLSv1 1260 Server Hello

95 15.110465 52.95.163.31 192.168.100.197 TCP 1260 443 - 49300 [ACK] Seq=1207 Ack=144 Win=64256 Len=1206 [TCP segment of a reassembled PDU]
96 15.110512 52.95.163.31 192.168.160.197 TLSv1 917 Cernricate

Transport Layer Security

52 54 08 36 Je ff 12 03 33 4a 04 af 08 00
010 B 86 fc bO cB a8 64 c5
6620 a3 1f GENER 01 bb 2f de 4b a2 13 86 39 49
& 61 03 6d c8 00 G0 16 63 ©1 B0 Ba 81 00 86
B1 60 1a a5 fo 8G ae a2z cf B8 cc 7f 56 ac
7c ea 48 74 16 60 75 bd b 1d £3 17 76 ea
1f 0O B0 18 86 2f 00 35 ©9 ©5 04 Ba cd 13
€0 09 O Ga 09 32 80 3B 09 13 B9 B4 01 00
0 Ff 01 88 01 09 GO 80 68 2c B0 2a B0 08 27
76 65 72 6d 65 72 63 61 64 Bf 2a 73 33 2d
20 65 61 73 74 2d 31 2e 61 6d 61 7a 6F Ge
0 73 2e 63 6f Gd 060 Ba 08 06 B0 84 B0 17 00

2
I
4
=
2
®

2
2
8
@
g

‘. -:V nxu

.o...001.0 ,,U ..Us1.8...U
..DigiCert Tnci.@...U... .www.digicert.comisa!.

DigiCertBaltimoreCA-262. crl
CPSB...0.....0¥. .+..

.. ULEE[LL -\
8....9/..5..

1512881205072,
2505101200087601.0
..DigiCert Incl.@..

.us1.0

Bl

.8
CyverTrust1®e . eitinore CyberTrust Roote..

.8...u.
. digicert.comi#a!. .U

an
5F
18
a3
ar
4a
1
45

Frame 92: 197 bytes on wire (1576 bits), 197 bytes captured (1576 bits)
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Figure 8: Getting the AWS S3 bucket address by debugging the JScript payload.

The downloaded ZIP file is stored into the “C:\Users\Public\Documents” directory, inside a
random folder created during the dropper execution. After that, the following files are

extracted, namely:

o Avira.exe: Legitimate injector from Avira Antivirus.

o Avira.OE.NativeCore.dll: malicious DLL used during the DLL side-loading process.
e msvecp120.dil: Windows legitimate DLL for runtime dependencies — MICROSOFT® C

RUNTIME LIBRARY.

o msvcr120.dll: Windows legitimate DLL for runtime dependencies — MICROSOFT® C

RUNTIME LIBRARY.

e rundli32.dll: Copy of the Avira.exe injector used to start the trojan when the Jscript

terminates its execution.
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Figure 9: Javali trojan and all the files used during the infection chain.

Persistence is achieved by creating a ./Ink file in the Windows startup folder and also a
registry key pointing to this ./nk file.

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run]

created: CREATED

device: DISK_FILE SYSTEM

name: C:\Users\xxxxx\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\JAAMKHQWFW . 1nk

object: FILE

operation: CREATE

status: Ox00000000

time: 10453 ms
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@vv| , » Computer » Local Disk (C:) » Users »

» AppData » Roaming » Microsoft » Windows » Start Menu » Programs » Startup

Organize v [=7] Open Share with + MNew folder
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Bl Desktop 3 ZPIKDWTDMM 2/5/2021 9:38 AM Shortcut 2KB
@ Downloads §
£l Recent Places 7| ZPIKDWTDMM Properties
. . : Security Details Previous Versions
4 Libraries o —
General ortcut ‘ Compatibility |
¢ Documents
o) Music @ ZPIKDWTDMM
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E Videos Target type: Application
Target location: YWEKHXGNWULWRFQGXZJM
*& Homegroup
Target: AAFTOCODDBOPDCRUOPBFN. com. exe. exe
/% Computer
&, Local Disk (C:) Start in: "C:\Users' «AppData‘\Roaming“\Microsoft\W
§% CD Drive (D:) Virtual Ghorte d ke
2 Registry Editor
File Edit View Favorites Help
Policies “ || Name Type Data
RADAR ab] (Default) REG_SZ (value not set)
:u: Once £] ZPIKDWTDMM REG_SZ CAUsers) AppDats\Roaming\Micresoft\ Windows\Start Menu\Programs\Startup\ZPIKDWTDMM.Ink
Ul
Screensavers

Figure 10: Javali trojan persistence technique (Windows startup folder + registry

CurrentVersion\Run).

Javali injector — Weaponizing Avira legitimate executable

Filename: Avira.exe / rundll32.exe
MD5: 8CBB75FEBFB4B0B7C3B6D3613386220C
Creation time: 1/25/2021 4:38:25 AM

Javali trojan takes advantage of a legitimate executable from Avira Antivirus firm to inject into

the memory a malicious DLL that impersonates the legitimate DLL:

Avira.OE.NativeCore.dll. This technique is known as DLL side-loading aka DLL hijacking by
abusing of vulnerabilities specifically occur when Windows Side-by-Side (WinSxS) manifests

are not explicit enough about characteristics of the DLL to be loaded (T1574).

As observed below, the injector is a legitimate file and with a valid digital signature from

Avira Operations GmbH & Co. KG.
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) No engines detected this file

f495d7c5c98457febca2ec?6a95929378816915e4245899d3bb1808ab84f0d%a 232.92KB 2021-02-05 19:29:27 UTC %K‘
Avira.SystrayStartTrigger ze teago EXE
9 | om e e
b v
. - . N
Signed file by Avira Operations
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY
GmbH & Co. KG
Acronis @) Undetected Ad-Aware @ Undetected
AegisLab ) Undetected AhnLab-V3 v) Undetected
Alibaba () Undetected AlYac () Undetected
Antiy-AVL (@) Undetected SecureAge APEX ) Undetected
Digital Signature Details o [ Ml N A AT AT 15 A )
General | Advanced General | Details | Certification Path | General | Details | Certification Path
— . Digital Signature Information ¥ Certification path
7 s digital signature is OK, {4 Centificate Information ;] Gobalsign
(5 Globalsign
Signer information This certificate is i for the i s): | GiobalSign Extended Valdation CodeSigning CA - SHA256
«Ensures software came from software publisher 5 Avira Operations GmbH & Co. KG|
Name: |Avra Operations GmbH & Co. KG #Protects software from alteration after pubbication
E-mail: [ca@avira.com
Signing time: | Wednesday, February 26, 20208:41:19 AV

View Certificate

Countersignatures

Name of signer: E-mail address:
GlobalSign TSA f... Mot available

Timestamp
Wednesday, Februa...

*Refer to the certification authority's statement for details.

Issued to: Avira Operations GmbH & Co. KG
Issued by: GlobalSion Extended Validation CodeSigning CA -
SHA256 -G3

Valid from 7/ 11/ 2018 to 7/ 11/ 2021

Instal Certificate....| [ Tssuer

Learn more about certificates

Certificate status:

F‘nis certificate is OK.

Learn more about certification paths

Figure 11: Javali uses as injector a legitimate executable from Avira antivirus.

DLL side-loading is used as the favored execution method by Latin American threat groups
and 22 different binaries have been abused to load into the memory malicious code. In a
publication from ESET, some products were described, including binaries from Microsoft,
Oracle, several security companies, NVIDIA, VMWare, Avira, and others used as injectors in
Amavaldo, Casbaneiro, Mekotio, Vadokrist, and Javali trojans.

Product

Microsoft Corporation CTF
Loader

Microsoft Corporation

OLE/COM Object Viewer

Microsoft ECM Certificate
Manager

Microsoft Office Picture
Manager

Filename

ctfmon.exe

OLEView.exe

CertMgr.exe

Ois.exe

DLL name

MsCtfMonitor.dll;
AppGetLoader.dll;
CryptUl.dll
IViewers.dll

CryptUl.dll

MSOCF.dIl
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Product

Java(TM) Platform SE 8
(cmd-line launcher)

Java(TM) Platform SE 8
(Remote Method
Invocation)

Java(TM) Platform SE 8
(Kerberos)

Avira

Avast Dump Process

AVG Dump Process

G DATA Personal Firewall
G DATA Security Software
COMODO Internet Security

NVIDIA 3D Vision Test
Application

NVIDIA Smart Maximise
Helper Host

VirtualBox Guest Additions
Tray Application

VMware NAT Service
WinGup for Notepad++

Disc Soft Bus Service Pro
(DAEMON Tools Pro)

Bartels Media GmbH
Macro Recorder

Stonesoft VPN Client
Service

OOO Lightshot Starter
Module

Filename

jis.exe

java-rmi.exe

kinit.exe

Avira.SysTrayStartTrigger.exe

avDump32.exe
avDump32.exe
GDFwAdmin.exe
AVK.exe
CisTray.exe

Nvsttest.exe

NvSmartMaxApp.exe

VBoxTray.exe

Vmnat.exe
Gup.exe

DiscSoftBusService.exe

MacroRecorder.exe

Sgvpn.exe

Lightshot.exe

DLL name

jli.dll

jli.dll

jli.dll

Avira.OE.NativeCode.dll
Dbghelp.dll

Dbghelp.dll
GDFwAdmin.dll

Avk.dll

Cmdres.dll

D3d8.dll

NvSmartMax.dll

Mpr.dll

Shfolder.dll
Libcurl.dll

Imgengine.d|

Mrkey.dll

Wisapi32.dll

Lightshot.dll
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Also, BitDefender_published an article in reference to this vulnerability used by Casbaneiro
aka Metamorfo trojan to execute the malware as a child of a trusted process. In fact,
legitimate applications are digitally signed with an Authenticode (code-signing) certificate.
This is the proof and seen as a token of trust, as an Authenticode-signed executable file
looks less alarming to users when requesting elevated privileges.

In this way, if the User Account Control (UAC) prompts the victim that the antivirus engine
wants to make changes on the system, well, users probably will not question it. On the other
hand, many antivirus and Endpoint Detection & Response systems can be avoided using this
vulnerability, as the injector is legitimate, code-signed, authentic, and comes from a well-
known security firm — Avira.

md5 FBF93D0C9042CE46327EGEB4 26 CEOEDF

shal 909C19BE2F3FSE0950E9AF3649617D33BCOECTEF

sha256 4286A45F4 F3E4F6D73CDD0549885955581 DEAB DF9981019822F4437B97BB57 AF
file-type executable

date

language neutral

code-page Unicode UTF-16, little endian

CompanyMName Avira Operations GmbH & Co. KG

FileDescription Avira

FileVersion 1.2.144.30330

InternalName Avira.SystrayStartTrigger

LegalCopyright Copyright © 2019 Avira Operations GmbH 8t Co. KG and its Licensors
OriginalFilename Avira.SystrayStartTrigger

ProductName Avira

ProductVersion 1.2.144.30330

Figure 12: Legitimate injector from Avira — digitally signed, authentic, and trusted during the
injection process allowing to bypass security engines such as AV and EDR.

Avira injector — Digging into the details

There is a lot of methods to take advantage of DLL side-loading vulnerability by examining
the DLL imports. Figure 13 shows the Avira.exe DLL Import Table Address (IAT) which
includes the functions:

e MakeTraylconVisible
o Avira::OE::NativeCore::0OeProductinfo::GetLanguage(void)const
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iginalFirstThu imeDateStam orwarderChai Name FirstThunk Hash

0000358 00000000 00000000 0000698 0000c00c 18fe75aa KERNEL32.dlI

0000e57¢ 00000000 00000000 0000760 0000c230 a33ee713 USER32.dlI

0000e570 00000000 000( 0000e79a 0000c224 1419b802 SHELL32.dIl

0000e34c 00000000 0000838 0000000 8c8296e0 Avira.OE.NativeCore.dll
0000e3bc 00000000 0000f2aa 0000070 cc0cSda3 MSVCP120.dlI

0000e428 00000000 0000f428 0000c15¢ 266c34b4 MSVCR120.41I

Thunk Ordinal Hint Name

_ 0000622 o ieToene

0000e726 0002 ?GetLanguage@OeProductinfo@NativeCore@ OE@Avira@ @QBETAV?Sbasic_string@_WU?...

; Imports from Avira.OE.NativeCore.d11

; Segment type: Externs
idata

extrn MakeTraylconUisible:dword ; CODE XREF: sub_»05118+184Tp
; DATA XREF: sub_405110+1B4Tr ...
5 public: class std::basic_string<wchar_t, struct std::char_traits<wchar_t>, class std::allocator<wchar_t>> _ thiscall Avira::0E::MativeCore::OeProductinfo::GetLanguage(void)const
extrn 7GetLanguage@0eProductInfo@NativeCoreROE@Avira@RQBE7AV?$basic_string@ WU?§char_traits@ Westd@@U?$allocator@ WE2@@std@EXZ :dword
; CODE XREF: sub_uO1FFO+66Tp
; DATA XREF: sub_4O1FFOe66Tr

Figure 13: Calls loaded from a legitimate external DLL (Avira.OE.NativeCore.dll).

Validating the external DLLs and calls must involve more than checking for the correct
filename and calls names. In this way, every time a DLL is loaded from the side-by-side
directory and adjacent to the primary PE file needs to be validated for these functions.
Usually, executables using the side-by-side feature will have these resources located in the
embedded manifest file.

In detail, the name passed to LoadLibrary() | LoadLibraryEx() call not need specify a specific
path. If a path is passed, then the library is only loaded from the specific path. Otherwise, the
following Windows default DLL search order is used:

The current process image file directory — the application directory.
The system directory (e.g. system32 folder).

The 16-bit system directory.

The windows directory.

The current working directory.

The directories listed in the PATH environment variable.

ok wdN -~

After analyzing the legitimate injector, we can see that the CreateFile() and ReadFile()
functions are used to load into the memory the external DLL from the current process image
file directory.
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eax
dword ptr [ebx+1sh], 7
[ebp+nHunber0fBytesToRead], eax
xor eax, eax

dword ptr [ebx+18h], 8

[ebx], ax

[ebpevar 28], 1

ebx, ds:__inp_7?3@YANPAX@Z ; operator delete(void =)

I

loc_408035: ; size
duord ptr [edi+8]
0 ; val

; Dst

eax, [ebp+Number0fFByteskead]

ds:ReadFile
e

push 6 5 1poverlapped
push  eax 5 1pNumber0fBytesRead
push  [ebp. ytesToRead] ;
push esi 3 1pBuffer
duord ptr [edisa] ; hFile

ytesToRead|

L edi
short loc_408D6D

B\ CreateFileMapping
2888 51 I\ CreateFileMapping

ds:GetLastError
eax, BEAh
loc 4B8EE2

Path
C\Users Desktop\javali\Avira O NativeCore dil
C:\Users s Desktop\javali\Avira OE NativeCore dll
C:\Users « & IDesktop\javali\Avira OE. NativeCore dil
C:\Users .« Desktop\javali\Avira OE NativeCore dll
C:\Users . IDesktop\javali\Avira.OE. NativeCore dil
C:\Users .« IDesktop\javali\Avira OE NativeCore dil
C:\Users - Desktop\javali\Avira OE NativeCore dli
C:\Users = Desktop\javali\Avira OE NativeCore dll
C:\Users -~ Desktop‘javali\Avira OE NativeCore dl
C:\Users -~ Desktop\javali\Avira.OE.NativeCore dll
C:\Users - Desktop\javali\Avira OE NativeCore di
C:\Users = IDesktop\javali\Avira OE.NativeCore dil
C:\Users + Desktop\javali\Avira O NativeCore dil
C:\Users . IDesktop\javali\Avira.OE NativeCore dil
C:\Users . IDesktop\javali\Avira OE. NativeCore dil
C:\Users . w Desktop\javali\Avira OE NativeCore dll
C:\Users . IDesktop\javali\Avira OE NativeCore dil

Figure 14: Avira.exe injector vulnerable to DLL side-loading attack abused by Javali trojan.

Result

SUCCESS
SUCCESS
SUCCESS
SUCCESS
FILE LOCK.
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

955 o SUDb_MB2TAB(EDS Ly (Void *)uls, v7);

26| v2 = this;
27| w20 = thisg

30/ v3 = ={ DWORD *)(this « 8);

31| w2 a2
32| win =
33) ui = sub_u@9AN2(v3);

3u| v23 = uus
35 weu = 15

36 5 = x{ DUORD x)(v? + 8) - 1
37 Tmné‘rrr* RIGERLIERS

38| nNunberofBytesToRead = uss
39 |*(_DUORD x)(a2 + 16) = 83
uo| fx(CwoRD =)az = 8;

| fois = 15

u2| |do

{
uu | memset((uoid x)us, B, =(_DWORD *)(u2 + B));

15 u6 = ReadFile(=(HANDLE =)(v2 + 4), (LPUOID)u4, nNunberOfBytesToRead, &NunberOfButesRead, 8);

16, if ( fu6 &k GetlastError() t= 234 )

ng vi= 15

19 vi6 = 8;

50/ LOBYTE(Dst) = 8;

51 if ( *(_BYTE *)v4 )

52 u7 = strlen({const char =)uk);
53 else

5y u7 = 8;

56| LOBYTE(uZ:) = 2;

570, v8 = sub LOSOFB(Ry11, BDsL);
58 LOBYTE(uZL) = 3;

59 sub_4O7E6B(uE, 6, -1);

Il vulnerability

Desired Access: Read Attributes, Disposition: Open, Options:

DLL side-loading

: Open Reparse Point, Attributes: n/a, ShareMode: Read,

CreationTime: 2/8/2021 4:36:51 AM. LastAccessTime: 2/2/2021 3:48:13 AM, LastWrite Time: 2/2/2021 3:47:33 AM, C

Desired Access: Read Data/List Directory, Execute/Traverse, Synchronize, Disposition: Open, Options: Synchronous IC

..SyncType: Sync TypeCreate Section, PageProtection:
SyncType: Sync TypeOther

Offset: 9,351,168, Length: 32,768, I/0 Flags: Non-cached. Paging 1/0. Synchronous Paging 1/0. Priority: Normal
Offset: 8,454,144, Length: 32,768 1/0 Flags: Non-cached. Paging 1/0. Synchronous Paging 1/0. Priority: Nomal
Offset: 8,486,912, Length: 32,768, 1/0 Fags: Non-cached, Paging |/0, Synchronous Paging I/0, Priority: Normal
Offset: 8,519,680, Length: 32,768. 1/0 Rlags: Non-cached, Paging 1/0. Synchronous Paging 1/0. Priority: Nomal
Offset: 8,552,448, Length: 32,768, 1/0 Flags: Non-cached, Paging |/0, Synchronous Paging I/0, Priority: Nomal
Offset: 8,585,216, Length: 32.768. 1/0 Flags: Non-cached. Paging |/0. Synchronous Paging I/0. Priority: Normal
Offset: 8.617.984. Length: 32.768. 1/0 Flags: Non-cached. Paging |/0. Synchronous Paging I/0. Priority: Nomal
Offset: 8,650,752, Length: 32,768, 1/0 Flags: Non-cached, Paging 170, Synchronous Paging 1/O, Priority: Nomal
Offset: 8,683,520, Length: 32,768 I/0 Fags: Non-cached. Paging I/0. Synchronous Paging 1/0. Priority: Normal
Offset: 8,716,288, Length: 32,768, 1/O Rags: Noncached, Paging I/0, Synchronous Paging 1/0, Priority: Normal

In sum, we recommend the following strategy should be kept in mind to ensure secure

loading of libraries:

e Use proper DLL search order.
* Make use of code signing infrastructure or AppLocker.

o Ensure that the full path is hardcoded avoiding relative paths for any resources.

o Confirm that the imported DLL actually exists.

o Ensure that all the imported functions are valid and not empty.
o Utilize DLL redirection or a manifest.
e Code-signing — Microsoft Authenticode technology.

Final stage — Javali trojan banker

Filename: Avira.OE.NativeCore.dll|
MD5: 83c49ccc03e4abfad28e278ce98b4537
Creation time: 2/2/2021 3:47:39 AM

Code-signing (Microsoft Authenticode technology) can be used to sign the DLL, which is

to attach digital signatures to the DLL to guarantee its authenticity and integrity.
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By comparing the legitimate and malicious DLL, we can see that the malicious one is not
signed in contrast to the legitimate one (Figure 15). Also, the External Address Table (EAT) is
maintained including the two required calls that are invoked, otherwise, the injector could
crash during its execution (Figure 16). Below, we can see that the “spoofed” DLL is not
digitally signed, and even the size of the file is bigger than the original from Avira.

property value Avira.OE NativeCore.dll Properties [=] original.dll Properties
mds 83C49CCCOIE4ABFADZBE2BCEIBBASIT o— PR Py Corera | i I e
shal B2BD1CBSD04SED11 CRIBE00035CC554C51811 781 | Socuy, | Detads | Frevieus Varsiors Digtal Sgnahures F‘“"‘y ctals | Previous Versions
sha2s6 BDFASDBBAT17BSFAFAE0AO49EI0CAA51 B1080695F1 2850D3DBDEEGEF22EADAE g o = - -
mdS-without-overlay i OF NativeCore <4 ofginal d sign ed
shal-without-overlay
sha2S6-without-overlay Typeoffle:  Appication extension (dI) Typecffie:  Applcation extension (di)
first-bytes-hex 4D'5A 50 000200 00 00 04 00 OF 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 1A 00 00 00 00 00 00 Openswth: Y% xBicbg Pr— Opers wih: 3¢ x6idbg Prm—
first-bytes-text MZP oo s s @ i i
e =) SIe150 (bytes Location:  C:\Users\ IDesktop\javal Location:  C:\Users\o Deskicp\aval iainal
size-without-overlay
s 0218 Size: 570 MB (598,574,189 bytes) Size: 281 KB (288.640 bytes) ori g Ina
. ‘—' .
imphash 28F345TT78CAB1370C589E3226945AD2 (_ bad sign ature Sizeondisk: | 570 MB (598,577,152 bytes) Size ondisk: 284 KB (290,816 bytes) size
signature UPXLock v1.1 -> CyberDoom + Bob
entry-point 60 ES 00 00 00 00 SD 81 ED 06 00 00 00 81 ED 14 29 E1 01 E9 4C 00 00 00 45 4E 49 47 4D 41 04 00 ES Created iy, February 08, 2021, 4:36:51 AM Created: Monday. February 08, 2021, 8:48:58 AM
file-
teversion Modfied \rebruary 02, 2021, 34739 AM Modfied:  Thursday, October 10, 2019, 4:31:28 P
description
file-type dynamic-link-ibrary Accessed: day. February 02, 2021, 3:48:13 AM Accessed: _ Monday, Febuary 09, 2021, 84858 AM
cpu 32-bit
subsystem GUI Atributes: leadonly  [7] Hidden Advanced... Attributes: Readonly  [7] Hidden Advanced...
compiler-stamp 0x60193AB2 (Tue Feb 02 03:42:42 2021 - UTC)
debugger-stamp
resources-stamp 0x52424555 (Tue Sep 24 19:07:172013) too Iarge
exports-stamp
version-stamp o -
certificate-stamp n/a & no certlflcate w Emcel v o
.. sgs
malicious DLL legitimate DLL

Figure 15: Malicious (spoofed) DLL without digital signature and the file was enlarged to
bypass detection. Otherwise, the original DDL from the Avira firm is digitally signed.

As observed in Figure 16, the exported calls on the right-side (malicious DLL) don’t have a
name — the sections’ names are empty — and the OEP is pointing to the .data section. At the
first glance, this is a clear signal that something is wrong, even looking at the EAT, we can
find many strange and empty sections to enlarge the DLL size.

Also, the original file name and compilation date are different between the legitimate (left-
side) and the malicious DLL (right-side). Although the ordinals are different, the base calls of
the legitimate DLL were maintained, and only the main calls were overwritten with the
malicious code.

---overwritten functions---

MakeTrayIconVisible
Avira::OE::NativeCore: :0eProductInfo: :GetLanguage(void)const
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Figure 16: Principal differences between the Legitimate DLL from Avira versus the malicious
DLL.

The Javali DLL is packed and enlarged with junk — a well-known technique used by Latin
American trojans such as Grandoreiro and Lampion in order to evade detection.

When executed in memory, the malware is unpacked by blocks using the virtualization code
of the Enigma protector.

The unique technology which allows combining the files used by your application into
a single module without loss of efficiency. This function supports all kinds of files,
including dll, ocx, mp3, avi, etc. Virtual Box will protect your files and prevent them
from being copied and used in third-party products.

After bypassing this initial restriction, we can see below (right-side) the Javali trojan DLL
partially unpacked.
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Figure 17: Javali trojan — Enigma packed DLL vs partially unpacked DLL.

The malicious DLL has a size of 570 MB in disk because it was compiled with empty
sessions. When it is executed into the memory, unpacked and the empty sessions are

cleaned, the library is a binary of 30 MB.
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Name

Avira.exe
advapi32.dl

apisetschema.dll
Avira.OE.NativeCore.dll

baypt.di

beryptprimitives.dll

cfgmgr32.dil

%] 6eal0000.Avira.OE.NativeCore_unpacked.dll Properties

Base address

0xc90000
0x77060000
0x40000
0x6ea10000
0x71f50000
0x71f10000
0x76350000

| General | Securty | Details | Previous Versions

Type of file:
Opens with:

Location:
Size:

Size on disk:

Created:
Modified:
Accessed:

6210000, Avira OE NativeCore_unpacked di

Application extension (dl)

¥ x64dbg

C:\Users Jeskiop'javali
30.0 MB (31,539,200 bytes)

30.0 MB (31.539,200 bytes)

Saturday, February 06, 2021, 6:12:44 AM
Saturday, February 06, 2021, 5:46:59 AM
Saturday, February 06, 2021, 6:12:44 AM

220 kB
640 kB

Size

Avira

4kB

.08 MB
92kB
244kB
156 kB

Description

Advanced Windows 32 Base API
ApiSet Schema DLL

~| Avira.OE.NativeCore.dll Properties

General | Securty | Detais | Previous Versions

Windows Cryptographic Primitives Library (W...
Windows Cryptographic Primitives Library
Configuration Manager DLL

Location:

Size:

Created:
Modified:
Accessed:

Size on disk:

Avira OE NativeCore. dll

Application extension (.dil)

W% x64dbg

C:\Users Desktop'javali
570 MB (598,574,189 bytes)

570 MB (598.577.152 bytes)

Monday, February 08, 2021, 4:36:51 AM
Tuesday, February 02, 2021, 3:47-39 AM

Tuesday, February 02, 2021, 3:48:13 AM

unpacked DLL

packed DLL

Figure 18: Unpacked DLL — 30 MB versus packed DLL — 570 MB.

Once the binary is unpacked, at this time it's possible to obtain the images that are used
during the windows overlay process. As observed below, this time the resources are

unpacked and can be analyzed.

[%] PACKAGEINFO: Neutral

00 00 00 00 00 00 00 00

a RCOL: Portuguese (Brazil) 00000000 |00 00 00 00 00 00 00 00
3 RCO2: Portuguese (Brazil) 00000010 | 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00
_2] RCO3: Portuguese (Brazil) 00000020 | 00 00 00 00 00 00 00 00 00 00 0000 00 00 00 00
j RCD4: Portuguese (Brazil) 00000030 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
_:.s] RCOS: Portuguese (Brazil) 00000040 | 00 00 00 00 00 00 00 00 0O 00 OO 00 00 00 00 00
[8] RCO6: Portuguese (Brazil) 00000050 | 00 00 Q0 Q0 00 00 00 00 | 0O 00 00 00 00 00 00 40
8] RCO7: Portuguese (Brazil) 00000060 00 00 00 00 00 00 00 00 | 00 00 00 00 00 00 00 00
18] RCO8: Portuguese (Brazil) 00000070 | 00 00 Q0 00 00 00 00 00 | 00 0O 00 0O 00 00 00 00
(8] RrCo9: Portuguese (Brazil) 00000080 | 00 00 00 00 0O 00 00 00 | 00 0O 0O 0O 00 00 00 00
[8] RrC10: Portuguese (Brazil) 00000090 | 00 00 00 00 0O 00 00 00 00 0O 0O 0O 00 00 00 00
[ RrC11: Portuguese (Brazil) 000000AO0 | 00 00 00 00 0O 00 00 00 00 00 00 0O 00 00 00 00
[ RrC12: Portuguese (Brazil) 000000B0 | 00 00 00 00 0O 00 00 00 0O 0O 0O 0O 00 00 00 00
[ RC13: Portuguese (Brazil) | | ooooooco | 00 0o 00 00 00 00 00 00 00 0O 00 0O 00 00 00 00
[ RC14: Portuguese (Brazil) 00000000 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
4] RC1S: Portuguese (Brazil) 000000EO | 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00
- [4] RC16: Portuguese (Brazil) 000000F0 | 00 00 00 00 00 00 00 00 00 0O 00 0O 00 00 00 00
_’g RC17: Portuguese (Brazil) 00000100 | 00 00 00 00 0O 00 00 00 00 00 OO 00 00 00 00 00
ﬁ RC18: Portuguese (Brazil) 00000110 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
ﬁ RDL: Portuguese (Brazil) 00000120 | 00 00 00 00 00 00 00 00 | 00 00 00 00 00 00 00 00

£ PACKAGEINFO: Neutral
8| RCOL: Portuguese (Brazil)
@ RC02: Portuguese (Brazil)
@ RCO3: Portuguese (Brazil)
@8 RCO4: Portuguese (Brazil)
@ RCOS: Portuguese (Brazil)
@ RCO6: Portuguese (Brazil)
@ RCO7: Portuguese (Brazil)
@ RCOS: Portuguese (Brazil)
{8 RC09: Portuguese (Brazil
@B RC10: Portuguese (Brazil)
@@ RC11: Portuguese (Brazil)
3 RC12: Portuguese (Brazil)
@@ RC13: Portuguese (Brazil)
@8 RC14: Portuguese (Brazil)
@B RCLS: Portuguese (Brazil)
@ RC16: Portuguese (Brazil)
@ RCi7: Portuguese (Brazil)
RC18: Portuguese (Brazil

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000A0
00000080
000000C0
00000000
000000ED
000000F0
00000100
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93 00 00 00 20 63 48 52
OF 00 00 FD 52 00 00 81
&B 00 00 3C ES 00 00 19
35 69 43 43 50 73 52 47
36 36 2D 32 2E 31 00 00
16 87 CF BD 77 7A Al CD
F4 2E 20 1D 04 51 18 66
BB AE 40 44 11 11 01 45
BB 62 21 28 AE €0 OF 48
46 D6 4A 7C 79 79 EF ES
73 F7 D9 7B 9F BS 2E 00
20 99 27 EO 07 7A 38 D3
78 80 01 A6 00 30 59 E9
37 17 7h BA CB 09 FC 8B

00 00 00 OD 49 48 44 S2
08 06 00 00 00 AA BS 4E
4D 00 00 87 OF 00 00 8C
40 00 00 7D 79 00 00 E9
CC 73 3C 85 77 00 00 OA
42 20 49 45 43 36 31 39
48 C7 9D 96 77 54 S4 D7
30 D2 19 7R 93 2E 30 80
06 18 CA 00 C3 0OC 4D 6C
90 AO 80 01 A3 Al 48 AC
10 S0 62 30 BA A8 A8 64
ES F7 C7 BD DF DA 67 EF
24 4F 1F 2E 2F 05 96 02
57 85 47 DO B1 FD 00 06
A9 BE 41 EE C1 40 24 2F
DE OC 01 48 EC BE 65 E8

ENGIB-S. .. THDR
.8, ..0ame. .. oml
<o 4gRMA. 22180
"... cCHRM..30..@
2..9R...0..}y..&
c..<higlscw..m
54CCPaRGB IEC619
66-2.1. . HG.-WTTx
m vz 100 27 .08
8. ~orzmE. Aoy

“-@DewoE. €0k~
“b! (" oErPp03 d
FOT1yyidd+praatign
3:0{¥p..50v. /-0
=0 3.226W_GD4]. 0
x€0] . 0véexatAgs/
712°Eolc ProHiNed

DLL and resources packed

Figure 19: Packed resources vs unpacked resources.

DLL and resources unpacked

At this point, internal capabilities and implemented TTP can be analyzed by reversing the

Delphi code as well.
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OnClose.
OnCloseQuery
OnCreate
OnShow

@ Panel1:TPanel
Memo1.Themo
- pnl_popupTPanel
- tm_titulo-TTimer

_4:TTimer
\_21TTimer
_3TTimer
_4:TTimer
& tm_5:TTimer
& Timert TTimer

IbiHandleAtivo:TLabel
- WoITEmbeddedWs

F6633494(365952354 (24 components)
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Entre novamente

Edt3
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Figure 20: Javali trojan — Delphi forms.
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& Image3.Timage
& Image4 Timage
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Javali configuration obtained from Google Docs

Javali trojan communicates with Google Docs files to obtain its configuration, including the
address of the C2 server. If it is not able to connect to the address, it uses a hardcoded one.
Javali checks for connectivity by sending a web request to the ipinfo.io service.

6EEE36B7,
6EEE36CB, "mov

eax,avira.oe.nativecore.

6EEE36DF,
6EEE3757,
6EEE376B,
6EEE3789,
6EEE3793,
6EEE37CF,

eax,avira.oe.nativecore.

"mov eax,avira.oe.nativecore.6EF188B4",

"mov
"mov
"mov
"mov
"mov
"mov

6EEE37D9, "mov
eax,avira.oe.nativecore

6EEE37ES,

eax,avira.oe.nativecore.

eax,avira.
eax,avira.
eax,avira.
eax,avira.
eax,avira.

"&L""Windows 7 Ultimate"""

6EFOE4CO", "&L" "BAUAGYG1lgX3wUY4XrGGt9z6CrGnnlmpgCaET j t XXXXXXXXX

oe
oe

oe.
oe.
oe.

.nativecore
.nativecore.
nativecore.
nativecore.
nativecore.

.6EF188BC",
6EF18900",
6EF1891C",
6EF18930",
6EF18934",

"&L" |ITUBA_01|I nn
"gL""1724526122"""

II&LII "WlndOWS 7|I nn
"gL""http://ipinfo.io0/json"""
"&L""XX.46.179.xx"""

6EF1894C", "&L""hxxps://docs.google.]com/document/d/15dKy9iPdfk

.6EF18950", "&L""hxxps://docs.google.]com/document/d/160dxMD6j60

6EF18954", "&L""hxxps://claricepss.webcindario. Jcom/pgl/index.

n 1 1 n n nn mmon
6EEE380B, "mov eax,avira.oe.nativecore.6EF18970","&L""191.232.170.12
n 1 1 n n nn moan
6EEE3815, "mov eax,avira.oe.nativecore.6EF18974","&L""25325
E¥ ID7GEIFF Call avird,0e.nativecor e, GEATADEE
B8 1C89F16E mov_eax,avira.oe.nativecore.6EF1891C 6EF1891C: &L "windows 7
E8 1376B3FF €all avira.oe.nativecore.6EA1ADSS .
B8 2089F16E moV_eax,avira.oe.nativecore.6EF18920 Bost: ipinfe.io
E8 0976B3FF call av1ra oe.nativecore. 6EA1ADSS
B8 2C89F16E mov_eax,avira.oegnativecore 2C Wip/1.1 200 ok
E8 FF75B3FF €am avira. oe rmt'!vacore 6E. pa 2
B8 3089F16E mov_eax,avirad0e. natiyecor e 3 6EF18930:&L"http: //ipinfo.io/json ]—) Fo s
E8 F575B3FF €all avirasOe.nativecore.6EALADSS %
B8 3489F16E mov eax,avira.oe.nativecore.ccr15334 GEF18934:&L" e
E8 EB75B3IFF call lv'ira oe.nativecore.6EA1ADSS &
B8 3889F16E =1 pe
E8 E175B3FF
B8 3C89F16E
E8 D775B3FF
B8 4089F16E 6
E8 CD75B3FF call avira.oe.nativecore. SEA:LABBB
B8 4489F16E mov_eax, avicasoe. NAtivecor e :
E8 C375B3FF call avira.oe.nativecore. 6
B8 4889F16E mov_eax,avira.oe. nativeco
E8 B975B3FF call avira.oe.nativecor
B8 4C89F16E mov_eax,aviraloe.nattv aC 6EF1894c &L "htrps: //d0cs’ g0ogTE. coff/document /d/15dKy91 PAFKKUYIS JEN6]yhxramz evtnosiixKmnfNBO/edit
E8 AF75B3FF call avira.oe.nativecore. SE wee
B8 5089F16E mov_eax,avira.oe.nativeco ,::w 6EF18950:&L"https://docs. google. com/document /d,/160dxMD 6] 6d2gnAmzmC b2 3M_gNb6_ESKELXSBAVFP2VD,/edit
E8 AS75B3FF €all avira.oe.nativecore.
na 5489F16E mov_eax,avira.oe.nativecore. SEF15554 6EF18954:&L"https://claricepss.webcindario.com/pgl/index. php”
9B75B3FF call avira. oe natwecure 1ADES
Bs 5CB9F16E mov_eax,avira.oe.nativecore.6EF1895C
E8 9175B3FF call avira.oce. nanvecnre EEA].ADBB
B8 6089F16E mov_eax,avira.oe.nativeco 960
E8 8775B3FF €all avira.oe.nativecore.
B8 CCE4FO6E mov_eax,avira.oe.nativecore
E8 7D75B3FF call av1ra oe nativecore. 6E
B8 7089F16E mov_eax,av nativecore 0 G6EF18970:&L"191.232.170.12" fake page
E8 7375B3FF call avira. oa nat1ve(nre 5EA1ADEB _> CZ . .
B8 7489F16E mov_eax,avira.oe.nativecore.6EF18974 6EF18974:&L"25325"
E8 6975B3FF cal avira. oe r\acwecore sEAwaa WIth bank'ng portal
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Figure 20: Javali process of getting config from Google Docs and communication with C2
server.

The list of Google docs hardcoded inside the Javali file is presented below:

hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:

//docs

//docs

//docs

//docs

.google]
//docs.
//docs.
//docs.
//docs.
//docs.
//docs.

google]
google]
google]
google]
google]
google]

.google]
//docs.
//docs.
//docs.
//docs.
//docs.
//docs.

google]
google]
google]
google]
google]
google]

.google]
//docs.
//docs.

google]
google]

.google]
//docs.
//docs.
//docs.
//docs.
//docs.

google]
google]
google]
google]
google]

.com/document/d/15dKy9iPdfKKUyI5JEn6lyhxramzevtn0siixKmnfNBO/edit
.com/document/d/15i3BI10zTNOF3cIgA-08YYa-u24q-Ddcalwi5IMyxeU/edit
.com/document/d/18dBH_hLqlszwezEZkeFfACFo-nhCHHoCwc6qyxdoA2Y/edit
.com/document/d/18qgfnad3gLJeUsZxZo-iRkYShxp7295Ct4sUvCXx10ONg/edit
.com/document/d/1E3RFnNE4d1zD_wL96hMzNB1ZZ8VvNS-mM_Q481DUFzwFA/edit
.com/document/d/1IM9fNp--iWLQPUVKjHBZUOWT19Yv_BuUS0jQTCidU3U/edit
.com/document/d/1MezQvI_dk_5R4zn_i5dhfSd86KUL1FPCSNIUPEuU-ZR8/edit
.com/document/d/10etWS-gLaMbPBcxDQaVbNcYXb7hL4BsSR8X_ouIl-hzlg/edit
.com/document/d/1T-hcyJWouUdAIZ19DZ_ guh723zgpL2H2c4kpcBLOTqg/edit
.com/document/d/1UwICJoIrrey@5PhmMpKVB2g3tMfOPYk4A-UeFHEOIsw/edit
.com/document/d/1W2GHfOVYCLNhVIDXxF126mvbKFS9VC2RqU4n-5EXMZLA/edit
.com/document/d/1YTBuav90AWfG24Krz25h41GnVXIzh3cSapfOsF5n8QI/edit
.com/document/d/1bGyEiUhVY1HVEKbIS7pNPWCODIRr fTyvK2TILWEFgrw/edit
.com/document/d/1fUCXxFdZGv3BUIMtba8tItJAJA3SY4ZRBUHPWO1l0oT80Y/edit
.com/document/d/1iN1UvBt1n4jXxMgNpGqGLl3NF_YN1lhE_Eill1E2odFdo/edit
.com/document/d/1jR8nCxVdi4vnNUlLCpKz3LbpPKORMzW3_hWGNgpe2nY/edit
.com/document/d/10-b61H-aadYKV1jr7imBgUiXgIFNwrkI-9aH1VAa4JQ/edit
.com/document/d/10gLFEFF4GOPHIM2LBjd3dKFB4tAGiaTiUb2BAGouuac/edit
.com/document/d/1pCA24Hnsi0JOHgApuc9Zf5hGecgljxskpImUAmarbtfU/edit
.com/document/d/1phEs-b8IHsTy84f670zIzyQFgRKsqQGO0fFACH3CdkI/edit
.com/document/d/1qcT11IVn26rKBJAA4gPpUCHFWIP414wGF2QBgIVquwM/edit
.com/document/d/1tRSWPhiV-KIYTOJaR-Dd1MLVYRSPmBsSUSHzxu8tg4-E/edit
.com/document/d/1wG-npl-Rx1IWTOOCYpjVvrE_V_PzzxuavKLkpvYReLjvw/edit
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Module: webio.dll
Process: Mvira (Avira.exe)

|=* Type Mame WValue
1 PWCH H @ Stringl 000446 ¢f8 “docs.google.com”
I SIZET @ Stringllength
N T S
WCHAR “docs.google. com/document/d/15dKyiPdf KKUyISJEnSlyhxramzevinO siekmnfNBO0 fedit™
l 4  SIZET ] SirmgzLength 15
: 5 BOOLEAN ¢ CaselnSensitive TRUE
e« c Q © & nttpsy/doc .google.com/document/d/1 jREBnCxVdidvnNUILCpKz3 LbpPKIRMzW3_hWGNgpe2nY/edit

Black_rtc_op &
Ficheiro Editar Ver Ferramentas Ajuda

6

Os cabecalhos que adicionar ao

documento sdo apresentados aqui
iniciof
“host™"6FOF47FASEIBOCBFEB17D676B9B2539236C5053929D87ABFAZ5FBEBAT1EB1BC
071F51D1C01036995A6081D50FC24286EB95CBABEAAG 1ADASS484A6BIT48BADT59E46
9C913FDF040360FF1F39E74ECTOAT391B14E8S",
“porta”"9B85E9SDA3IE"
im

<« ¢ Q © | & https:/fdocs.google.com/document/d/1pCA24Hnsio) 0HqApucZfShGegljskplmUAmarbtfU fedit

5-TUBAS_AVISOS 25.01.2021 &
Ficheiro Editar Ver Ferramentas Ajuda

<_

0s cabegalhos que adicionar ao

documento sdo apresentados aqui
inicio{
“link™:"45E5093C9947C8B3B75B9AB175F617D67281DA130F26AT4D30CCT484B81332E91
A1CCTAB9BB3A55DDFE1F213D06A9BDET748D9849E5087AABS18C8990A543CETABIAZD
B79D6142F344927D566F 1362FAT9C4BEBO033",
"porta"-"0000"
¥im

Figure 21: Javali configuration obtained from Google Docs.

The strings of the Google Docs files are encrypted and the algorithm used to encrypt strings
comes from the “Mestres da Espionagem Digital’ book also used in another Latin
American banking trojan such as Casbaneiro.

Criminals also used a public library called DCPCrypt — a library responsible for encrypting
buffers with various algorithms. As observed in Figure 22, each of these algorithm classes
have string identifiers beginning with DCP string such as DCPPcrypt2, DCPsha512,
DCP_blockcipher128, etc. This library is used to facilitate the encryption communication
between the compromised machine and the C2 server via HTTPS protocol.
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tTDCP_hash%
DCP_ciphe
DCP_blockcipher
DCP_blockcipherl 28
rTDCP_ryndael
DCP_sha512baseD
DCP_sha512%
DCP_npemd160 %%
cDCPrijndael
DCPblockciphers
DCPcrypt2
DCPbacebd
9DCPconst
DCPsha512
PCPripemdl60
DCPshal

DCPdes

- - -

Figure 23: Classe names of cryptographic algorithms used by Javali trojan.

On the other side, the host information retrieved from Google Docs is obfuscated for obvious
reasons. Javali also adopts another third-party library named IndyProject for communication
with the C2.

Indy is an open-source client/server communications library that supports
TCP/UDP/RAW sockets, as well as over 100 higher level protocols including SMTP,
POP3, IMAP, NNTP, HTTP, FTP, and many more. Indy is written in Delphi but is also
available for C++Builder and FreePascal.

eax, ds:dword BEC93238+

sub_BEC937A8

ds :dword_6EF@4E30, eax

set aOpensslSupport
t aHttpWwwIndypro
s:off_6ECABF34

» ds:off_6ECACSB8

ffset aCopyright19932
ffset aIndyPitCrew
set aOpenssl
5F68
Eax s:off_6ECABF34
sub_6ECB678C

mmmImMm~M@ommo o

locret_6EEFBFBE: ; CODE XREF: seg@l:6EE

alpenSs1Support:

aHttphwwIndypro:
segPal: GEEFoa44 "UTF-16LE™, "http://www.indyproject.org/",®

@Dh, "Original Author - Gregor

aCopyright19932:

alndyPitCrew:



https://seguranca-informatica.pt/wp-content/uploads/2021/02/dcp.png
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Figure 24: IndyProject third-party library used by Javali.

From the analysis of Javali’'s sample, information about C2 where extracted. By comparing
the first URL “claricepss.webcindario.Jcom” with other subdomains from “webcindario.Jcom”
which translates to IP 5.57.226.]202, we can found that the domain has been used for a long
time by Brazilian criminals in campaigns this line.

6EEE37E3, "mov
eax,avira.oe.nativecore.6EF18954", "&L""hxxps://claricepss.webcindario.]com/pgl/index.g

6EEE380B, "mov eax,avira.oe.nativecore.6EF18970","&L""191.232.170.]12"""
6EEE3815, "mov eax,avira.oe.nativecore.6EF18974","&L""25325"""
51.103.136.]92/nave/index.php

For example, other directories were found upon the subdomain “claricepss” as observed
below with malicious landing pages related to banking organizations available and used to
capture the victims’ credentials.

[13:38:54] 301 - 6KB - /bb -> https://claricepss.webcindario.]com/bb/
[13:39:05] 301 - 6KB - /cadastro ->
https://claricepss.webcindario.]com/cadastro/

[13:39:18] 301 - 6KB - /chrome -> https://claricepss.webcindario.]com/chrome/
[13:39:20] 301 - 6KB - /black -> https://claricepss.webcindario.]com/black/
[13:39:21] 301 - 6KB - /imap -> https://claricepss.webcindario.]com/imap/
[13:39:23] 301 - 6KB - /casa -> https://claricepss.webcindario.]Jcom/casa/
[13:39:30] 301 - 6KB - /pgl -> https://claricepss.webcindario.]com/pgl/
[13:39:57] 301 - 6KB - /deco -> https://claricepss.webcindario.]Jcom/deco/
[13:40:52] 301 - 6KB - /xy -> https://claricepss.webcindario.]com/xy/

o] & <

Conta

BB Code Financie seu Emissao de Ourocard-e
carro senha

IIII
ﬁﬁﬂh j%%g] ‘!‘ eoe

23viadoboleto  Sague mével  App watch Mais

Senha (8 digitos)

Entrar

g BANCO DO BRASIL Ligue pra nais @
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Figure 25: Banking landing-page used to collect credentials and lure victims during the
infection process.

Next, we can observe the output from the C2 server of Javali trojan banker, with the last
infected victims and their geolocation, and also extracted passwords from online services
hardcoded inside the malware such as:

¢ kinghost.]Jcom].br
e uolhost.]Jcom.]br
e terra.Jcom.]br

Total.: (8)
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32 - - Quinta-Feira.
33 - - Quinta-Feira.
34 - - Quinta-Feira
35 - - Quinta-Feira,
36 - - Quinta-Feira,
37 - - Quinta-Feira,
38 - - Quinta-Feira,
39 - - Quinta-Feira.
40 - - Quinta-Feira.
41 - - Quinta-Feira
42 - - Qumta -Feira,

49 - - Quinta-Feira
50 - - Quinta-Feira,
51 - - Quinta-Feira,

233 - - Sexta-Feira,
234 - - Sexta-Feira,
235 - - Sexta-Feira,

236 - - Sexta-Feira

237 - - Sexta-Feira,
238 - - Sexta-Feira,
239 - - Sexta-Feira,
240 - - Sexta-Feira,
241 - - Sexta-Feira,
242 - - Sexta-Feira,
243 - - Sexta-Feira,

244 - - Sexta-Feira

245 - - Sexta-Feira,
246 - - Sexta-Feira,
247 - - Sexta-Feira,
248 - - Sexta-Feira,
249 - - Sexta-Feira,
250 - - Sexta-Feira,

251 - - Sexta-Feira

252 - - Sexta-Feira,
253 - - Sexta-Feira,
254 - - Sexta-Feira,

N @ 51.103.136.92/

11 de Fevereiro de 2021 - as: 07:49:06 - 1¢
11 de Fevereiro de 2021 - as: 07:56:59 - 1¢
11 de Fevereiro de 2021 - as: 08:01:16 - 10
11 de Fevereiro de 2021 - as: 08:03:47 - 2(
11 de Fevereiro de 2021 - as: 08:04:27 - 17
11 de Fevereiro de 2021 - as: 08:05:03 - 10
11 de Fevereiro de 2021 - as: 08:06:25 - 17
11 de Fevereiro de 2021 - as: 08:08:15 - 10
11 de Fevereiro de 2021 - as: 08:10:25 - 4%
11 de Fevereiro de 2021 - as: 08:11:04 - £
11 de Fevereiro de 2021 - as: 08:14:27 - 3
11 de Fevereiro de 2021 - as: 08:16:59 - -
11 de Fevereiro de 2021 - as: 08:20:24 - 2
11 de Fevereiro de 2021 - as: 08:20:37 -
11 de Fevereiro de 2021 - as: 08:20:48 -
11 de Fevereiro de 2021 - as: 08:22:42 -
11 de Fevereiro de 2021 - as: 08:24:42 -
11 de Fevereiro de 2021 - as: 08:26:20 -
11 de Fevereiro de 2021 - as: 08:28:13 - -
11 de Fevereiro de 2021 - as: 08:30:08 - ;
11 de Fevereiro de 2021 - as: 08:31:24 -
11 de Fevereiro de 2021 - as: 08:31:24 - «
11 de Fevereiro de 2021 - as: 08:31:48 -
11 de Fevereiro de 2021 - as: 08:35:15 -
11 de Fevereiro de 2021 - as: 08:36:32 - .
11 de Fevereiro de 2021 - as: 08:36:42 - .
11 de Fevereiro de 2021 - as: 08:36:59 - -
11 de Fevereiro de 2021 - as: 08:39:12 -
11 de Fevereiro de 2021 - as: 08:40:02 -

11 de Fevereiro de 2021 - as: 08:40:40 -
11 de Fevereiro de 2021 - as: 08:41:29 -
11 de Fevereiro de 2021 - as: 08:42:49 -
11 de Fevereiro de 2021 - as: 08:44:10 -
11 de Fevereiro de 2021 - as: 08:44:35 -
11 de Fevereiro de 2021 - as: 08:44:55 -
11 de Fevereiro de 2021 - as: 08:45:21 - &
11 de Fevereiro de 2021 - as: 08:46:01 -
11 de Fevereiro de 2021 - as: 08:47:54 - .
11 de Fevereiro de 2021 - as: 08:50:20 -
11 de Fevereiro de 2021 - as: 08:52:44 -
11 de Fevereiro de 2021 - as: 08:54:28 - -
11 de Feverelro de 2021 -\as: 08'55' 19-
5. ]

11 de Fevereiro de 2021 - as: 09:
11 de Fevereiro de 2021 - as: 09:07:45 -
11 de Fevereiro de 2021 - as: O : 1

12 de Fevereiro de 2021 - as: 07:33:26 -
12 de Fevereiro de 2021 - as: 07:37:55 -
12 de Fevereiro de 2021 - as: 07:50:01 -
12 de Fevereiro de 2021 - as: 07:50:05 -
12 de Fevereiro'de 2021 - as: 07:50:20 -
12 de Fevereiro de 2021 - as: 07:53:49 -
12 de Fevereiro de 2021 - as: 08:07:06 -
12 de Fevereiro de 2021 - as: 08:10:05 -
12 de Fevereiro de 2021 - as: 08:10:48 -
12 de Fevereiro de 2021 - as: 08:14:50 -
12 de Fevereiro de 2021 - as: 08:23:27 -
12 de Fevereiro de 2021 - as: 08:33:25 -
12 de Fevereiro de 2021 - as: 08:52:05 -
12 de Fevereiro de 2021 - as: 08:52:27 -
12 de Fevereiro de 2021 - as: 09:06:18 -
12 de Fevereiro de 2021 - as: 09:52:37 -
12 de Fevereiro de 2021 - as: 11:53:23 -
12 de Fevereiro de 2021 - as: 13:39:23 -
12 de Fevereiro de 2021 - as: 14:33:15 -
12 de Fevereiro de 2021 - as: 14:43:54 -
12 de Fevereiro de 2021 - as: 14:58:37 -
12 de Fevereiro de 2021 - as: 15:42:44 -

255 - - S¢dado, 13 de Fevereiro de 2021 - as: 10:35:14 - 17¢
256 - - Sfdado, 13 de Fevereiro de 2021 - as: 12:07:43 - 175
257 - - Segunda-Feira. 15 de Fevereiro de 2021 - as: 08:06:4
258 - - Segunda-Feira, 15 de Fevereiro de 2021 - as: 08:19:1
250 - - Segunda-Feira. 15 de Fevereiro de 2021 - as: 12:58:5
260 - - Segunda-Feira, 15 de Fevereiro de 2021 - as: 15:30:5
261 - - Segunda-Feira, 15 de Fevereiro de 2021 - as: 16:59:3
262 - - Segunda-Feira, 15 de Fevereiro de 2021 - as: 18:58:3
263 - - Segunda-Feira, 15 de Fevereiro de 2021 - as: 20:38:5
264 - - Terga-Feira, 16 de Fevereiro de 2021 - as: 07:51:01 -
265 - - Terga-Feira. 16 de Fevereiro de 2021 - as: 08:04:39 -
266 - - Ter@a-Feira, 16 de Fevereiro de 2021 - as: 08:31:20 -

Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Franca - Brazil [Binga]

- Windows 10 - NAVEGADOR DESCONHECIDO - - Santa Catarina - Floriandpolis - Brazil [Bingo]

- Windows 10 - NAVEGADOR DESCONHECIDO - - Sergipe - Aracaju - Brazil [Bingo]

- Windows 10 - NAVEGADOR DESCONHECIDO - - Ceara - Sobral - Brazil [Bingo]

Windows 10 - NAVEGADOR DESCONHECIDO - - Minas Gerais - Raul Soares - Brazil [Bingo]
Windows 10 - NAVEGADOR DESCONHECIDO - - Alagoas - Campo Alegre - Brazil [Bingo]

3 - Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Ribeirdo Preto - Brazil [Bingo]
Windows 10 - NAVEGADOR DESCOMNHECIDO - - Sao Paulo - Mogi das Cruzes - Brazil [Eingo]

- Windows 10 - NAVEGADOR DESCONHECIDO - - Goias - Anapolis - Brazil [Bingo]

wWindows 10 - NAVEGADOR DESCONHECIDO - - Rio Grande do Sul - Nova Santa Rita - Brazil [Bingo]
% - Windows 10 - NAVEGADOR DESCONHECIDO - - Goias - Goiania - Brazil [Bingo]

5 - Windows 10 - NAVEGADOR DESCONHECIDO - - Rio de Janeiro - Volta Redonda - Brazil [Bingo]
-2 - Windows 10 - NAVEGADOR DESCOMHECIDO - - Santa Catarina - Joinville - Brazil [Bingo]

- Windows 10 - NAVEGADOR DESCOMHECIDO - - Pemambuco - Recife - Brazil [Bingo]

Vindows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Campinas - Brazil [Eingo]

) - Windows 10 - NAVEGADOR DESCONHECIDO - - Minas Gerais - Belo Horizonte - Brazil [Bingo]

8 - Windows 10 - NAVEGADOR DESCONHECIDO - - Rio de Janeiro - Rio de Janeiro - Brazil [E'II]J..,
3 - Windows 10 - NAVEGADOR DESCONHECIDO - - Rio de Janeiro - Bom Jesus do ltabapoana - Brazil [Bingo]
- Windows 10 - NAVEGADOR DESCONHECIDO - - Para - Ananindeua - Brazil [Bingo]

- Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Santa Isabel - Brazil [Bingo]

- Windows 10 - NAVEGADOR DESCOMNHECIDO - - Minas Gerais - Nova Lima - Brazil [Bingo]

3 - Windows 10 - NAVEGADOR DESCONHECIDO - - Goias - Jatai - Brazil [Eingo]

2 - Windows 10 - NAVEGADOR DESCONHECIDO - - Rio Grande do Sul - Sao Leopolde - Brazil [Bingo]
- Windows 10 - NAVEGADOR DESCONHECIDO - - Rio de Janeiro - Rio de Janeiro - Brazil [Bingo]

- Windows 10 - NAVEGADOR DESCONHECIDO - - Rio Grande do Sul - Novo Hamburgo - Brazil [Bingo]
- Windows 10 - NAVEGADOR DESCONHECIDO - - Minas Gerais - Curvelo - Brazil [Bingo]

- Windows 10 - NAVEGADOR DESCONHECIDO - - Minas Gerais - Uberaba - Brazil [Bingo]

- Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Guarulhos - Brazil [Bingo]

j - Windows 10 - NAVEGADOR DESCONHECIDO - - Rio de Janeiro - Rio das Ostras - Brazil [Bingo]
17 - Windows 10 - NAVEGADOR DESCONHECIDO - - Minas Gerais - Frutal - Brazil [Bingo]

3 - Windows 10 - NAVEGADOR DESCONHECIDO - - Mato Grosso - - Brazil [Bingo]

}4 - Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Sao Paulo - Brazil [E'an.,

- Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Limeira - Brazil [Bingo]

- Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Barretos - Brazil [Bingo]

32 - Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Barretos - Brazil [Bingo]

Vindows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Marilia - Brazil [Bingo]

- Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Santa Gertrudes - Brazil [Bingo]

- Windows 10 - NAVEGADOR DESCONHECIDO - - Minas Gerais - Belo Horizonte - Brazil [Bingo]
25 - Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Tatui - Brazil [Bin

Vindows 10 - NAVEGADOR DESCONHECIDO - - Minas Gerais - Uberlandia - Brazil [

3 - Windows 10 - NAVEGADOR DESCONHECIDO - - Parana - Campo Largo - Brazil [Bing

34 - Windows 10 - NAVEGADOR DESCONHECIDO - - Parana - Curitiba - Brazil [Bingo]

- Windows 10 - NAVEGADOR DESCOMNHECIDO - - - - Brazil [Bingo]

1 - Windows 10 - NAVEGADOR DESCONHECIDO - - Rio Grande do Sul - Porto Alegre - Brazil [Eingo]
39 - Windows 10 - NAVEGADOR DESCONHECIDO - - Espirito Santo - Serra - Brazil [Bingo]

3 - Windows 10 - NAVEGADOR DESCONHECIDO - - Rio de Janeiro - Rio de Janeiro - Brazil [Bing

T - Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Indaiatuba - Brazil [Bingo]

- Windows 10 - NAVEGADOR DESCONHECIDO - - Mato Grosso do Sul - Dourados - Brazil [Bingo]

L - Windows 10'= NAVEGADOR DESCONHECIDO - = Rio Grande do Sul - Santa Maria - Brazil [Bingo]
- - Windows 10 - NAVEGADOR DESCONHECIDO - - Para - Belem - Brazil [Bingo]
% - Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Sumaré - Brazil [Bingo]

28 - Windows 10 - NAVEGADOR DESCONHECIDO -=Rio Grande do Sul - Rio Grande = Brazil [Eing

9 - Windows 10 - NAVEGADOR DESCONHECIDO - - Rio Grande do Sul - Agudo - Brazil [Bir
45 - Windows 10 - NAVEGADOR DESCONHECIDO - - Minas Gerais - Contagem - Brazil [Bir
- Windows 10 - NAVEGADOR DESCONHECIDO -- Parana - Londrina - Brazil [Bingo]
0 - Windows 10 - NAVEGADOR DESCONHECIDO - - Sap Paulo - S5ao Paulo - Brazil [Bingo]
1 -Windows 10 - NAVEGADOR DESCONHECIDO -- Minas Gerais - Belo Horizonte - Brazil [Bingo]
- Windows 10 - NAVEGADOR DESCONHECIDO - - Minas Gerais - Ribeirdo das Neves - Brazil [Bing
4 - Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Campinas - Brazil [Bingo]
- Windows 10 - NAVEGADOR DESCONHECIDO - - - - Brazil [Bingo]
60 - Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Sao Paulo - Brazil [Bingo]
5 - Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Mogi das Cruzes - Brazil [Bingo]
- Windows 10 - NAVEGADOR DESCONHECIDO - - Ceara - Fortaleza - Brazil [Bingo]
2 - Windows 10 - NAVEGADOR DESCONHECIDO - - Santa Catarina - Blumenau - Brazil [Bingo]
4 - Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Santos - Brazil [Bingo]
1 - Windows 10 - NAVEGADOR DESCONHECIDO - - Amazonas - Manaus - Brazil [Bir
- Windows 10 - NAVEGADOR DESCONHECIDO - - Federal District - Brasilia - Brazil [E’anu
- Windows 10 - NAVEGADOR DESCONHECIDO - - Parana - Colombe - Brazil [Bingo]
‘Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Caraguatatuba - Brazil [Bingo]
9 - Windows 10 - NAVEGADOR DESCONHECIDO - - Rio Grande do Sul - Caxias do Sul - Brazil [Bingo]
9 - Windows 10 - NAVEGADOR DESCONHECIDO - - Minas Gerais - Belo Horizonte - Brazil [Bingo]
- Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Piracicaba - Brazil [Bingo]
0 - Windows 10 - NAVEGADOR DESCONHECIDO - - Espirito Santo - Vitdria - Brazil [Bir
- Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Santo André - Brazil [Bingo]
Windows 10 - NAVEGADOR DESCONHECIDO - - Amazonas - Manaus - Brazil [Bingo]
windows 10 - NAVEGADOR DESCONHECIDO - - Santa Catarina - Pinhalzinho - Brazil [Binga]
.12 - Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - S30 Paulo - Brazil [Bingo]
15 - Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Indaiatuba - Brazil [Bi
-245 - Windows 10 - NAVEGADOR DESCOMNHECIDO - - Mato Grosso - Cuiaba - Brazil [Bingo]
10.251 - Windows 10 - NAVEGADOR DESCONHECIDO - - Minas Gerais - Divindpolis - Brazil [E‘II]J"
1 - Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Sao Paulo - Brazil [Bingo]
95 - Windows 10 - NAVEGADOR DESCONHECIDO - - Rio Grande do Sul - Porto Alegre - Brazil [Bingo]
44 - Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Praia Grande - Brazil [Eanu
1 - Windows 10 - NAVEGADOR DESCONHECIDO - - Sao Paulo - Barueri - Brazil [Ein
15 - Windows 10 - NAVEGADOR DESCONHECIDO - - Minas Gerais - Arcos - Brazil [Bingo]
49 - Windows 10 - NAVEGADOR DESCONHECIDO - - Minas Gerais - Belo Horizonte - Brazil [Bingo]
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Figure 26: C2 dashboard with last infections and victims’ credentials.

In detail, these fake pages are shown during the infection chain in order to collect
credentials. Criminals control all the workflow and victims’ navigation in the background and
in real-time as detailed in this article related to a huge phishing campaign this nature —
Anubis Phishing Network.

Window overlay process



https://seguranca-informatica.pt/wp-content/uploads/2021/02/3-1.png
https://seguranca-informatica.pt/the-evolution-of-phishing-infrastructure-a-large-scale-campaign-called-anubis-that-targets-brazilian-and-portuguese-internet-users/#.YCqRAWj7QuU
https://seguranca-informatica.pt/the-evolution-of-phishing-infrastructure-a-large-scale-campaign-called-anubis-that-targets-brazilian-and-portuguese-internet-users/#.YCujimj7RPY

When victims access a specific banking or financial portal, the malware triggers a new thread
to launch the overlay windows. If the accessed portal matches the hardcoded banking

organizations, Javali sends to the C2 a simple request with information about the infected
machine separated by markers such as “|” and “<*.

Full list of hardcoded banking and financial organizations:
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x2ddad8c (16): CrediSis

0x2ddadb4 (16):
0x2ddaddc (16):
0x2ddae0®4 (16):
0x2ddae2c (22):
0x2ddae54 (20):
0x2ddae7c (16):
0x2ddaead (22):
Ox2ddaecc (22):
0x2ddaef4 (16):
0x2ddafic (22):
ox2ddaf44 (18):
0x2ddaféc (18):
0x2ddaf94 (18):
0x2ddafbc (16):
Ox2ddafe4 (18):
0x2ddbooc (22):
0x2ddb034 (16):
0x2ddbe5c (16):
0x2ddbe84 (22):
0x2ddbOac (16):
0x2ddbod4 (20):
0x2ddbefc (18):
0x2ddb124 (16):
0x2ddb14c (22):
0x2ddb174 (22):
0x2ddb19c (18):
0x2ddbic4 (16):
0x2ddblec (16):
0x2ddb214 (20):
0x2ddb23c (20):
Aplicativo Itau

Viacredi
CIDETRAN
Daycoval
BRB Banknet
Banco Alfa
NBC BANK
Pine Online
Banco Safra
Banestes
Banco Inter
Banco BNB
Mercantil
Santander
Banco It
Bradesco
[bb.com.br]
R4ppOrt
core.exe
SunAwtFrame
Cursor_1
DWMAPI.d1l1
Banco Ita
BL-0.1ini
default_set
\ConfXTheme
Microsoft
KingHost
Locamail
Terra Mail
E-mail UOL

itauaplicativo.exe

Banco Itau

Aplicativo sicoob

sicoob

AplicativoBradesco.exe

NavegadorExclusivoBradesco.exe

Aplicativo bradesco

Banco Bradesco
Banco do Brasil

Banco Bradesco |

Bradesco

Pessoa juridica
Bradesco JuJu
Banco Itau
Santander

Banco Santander
Sicredi

Banco Sicredi
Mercantil

Banco Mercantil
internetbanking
Caixa Economica
Banco Sicoob

Pessoa Fisica,

| Bradesco

Exclusive,

Prime e Private
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Unicred Portal

Banco Unicred

Internet Banking BNB
Banco BNB

Banco Inter

Banco Intermedium

Banco MUFG Brasil S.A.
Banestes - Internet Banking
Banestes

Internet Banking

Banpara

Cetelem | Login
Cooperativa de Crédito
Nova Home | Internet
Banco Safra

BANCO PAULISTA

UNICRED

UniprimeCentral

Bem vindo ao seu BMG
Portal - Banco Votorantim
Pine Online

NBC BANK

Tribanco Online

Banco Alfa

Banco Indusval & Partners
Portal Internet Banrisul
Banco Original

Acesse sua conta Celcoin
Login - Nubank

BRB Banknet

Banco de Brasilia

Banco da AmazoOnia

Banese
BancoTopazioInternetBanking
BancoIndustrial

Banco Industrial
Daycoval

CIDETRAN

Viacredi

Mercado Pago

CrediSiSs

As described, Javali is monitoring the accessed web-pages on the victim side. When a
match is achieved, the communication with the C2 servers starts. The C2 server is
geolocated in Brazil, and a new port is generated dynamically each execution between a
well-defined range. Socket communication is established using the IndyProject library.
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execution #1

5:57:35.508 PM 20

1807
5:58:04538PM |20 |

KERNELBASE.dII
KERNELBASE.dlI

2222 5B04SIBPM 20 KERNELBASE. il
23 S5B04538PM 20 KERNELBASE. dil
2224  5:5804538PM 20 KERNELBASE.dI
2225  5:5B04538PM 20 KERNELBASE.d
2226 55803538 PM  KERNELBASE.dil
2227 5:580453PM | 20 I
228 5:58:0453PM 20 I
2229 S5B0453BPM 20 KE I
2230 5:58:04.538 PM di
2231 5:58:04.538 PM .l
2232 SSB04538PM 20 KERNELBASE.dI

execution #2

Source
191.232.
191.232.
192.168.
191.232.
192.168
191.232.
191.232.
191.232.

484308
484402
484768
.485183
.687504
.711813
.711848
. 711856

2.1
178. 12 192.

LOGIN TestUser passuora

¢|m1vo1pmamm‘|>mmm 7 Service Pack
DOWN

|
.tg.6..

3 3
010 gE.."....B.

bleve. b % [

:z..u.,....,l.. RN Y B (R (LB WL TR e 2R
G

@ 191.232.170.12 view rave 0as
| cioud J

City
Country
Qrganization
ISP

Last Update

ASN

732162 2:13:00.423 PM 1 Ws2_32.dll
732163  2:13:00.423 PM 11 msvert.dll

732164  2:13:00.425 PM 11 msvert.dll

732165 2:13:00.423 PM 11 msvert.dil

732167 2:13:00.423 PM 11 Ws2_32.dll
732168 2:13:00.425 PM 11 Ws2_32.dil
732169 2:13:00.423 PM 1 ws2_32.dll
732170 2:13:00.423 PM 11 Ws2_32.dil
732171  2:13:00423 PM 1 Wws2_32.dll
732172 2:13:00423 PM 11 ‘WS2_32.dlIl
732173  2:13:00423 PM 1 ws2_32.dll
732174 2:13:.00423 PM 11 ‘Ws2_32.dll

Pmocd Lengtt Info
1260

getaddrinfo ( "191.232.170.127%, 370237, 0x0716fb18, Ox0716faac )

freeaddrinfo ( 0x009740e0 )
socket ( AF_INET, SOCK_STREAM, IPPROTO_TCP)
setsockopt (1540, SOL_SOCKET, SO_REUSEADDR, 0x0716fbb0, 4)

setsockopt (1540, IPPROTO_TCP, TCP_NODELAY, 0x0716fbb0, 4 )
‘ﬂockuptllﬂc SOL_SOCKET, SO_KEEPALIVE, 0x0716fbb0, 4)
lso:kopt[lﬂo SOL_SOCKET, SO_RCVBUF, 0:0716fbb0, 4 )
P st fol s o, 6_sHpel, §af el <
“g¥tsockonf (150 SotesOckEr, sbesfiodur, B.o v

bodeeff7i6bac)
setsockopt [ 1540, SOL_SOCKEF, SO, LINGER, 0x07161b76, 4 )

l FT n lrlIUI f#l 5 E | FD_CONNECT | FD_READ | FD_WRITE )
on et{gf!:) a6l7. ',ﬂ 1 e@

_vsnprintf (0x05abf488, 31, "%u”,
L. GetLastError [ ]

FlsGetValue (1)

--SetlastError (ERROR_SUCCESS )

0x05abfd7c)

MultiByteToWideChar ( CP_ACP, 0, 36115",
SetLastError ( ERROR SUCCE_SS}

-1, 0x05abf738, 33 )

WMCharTol‘.-iultlByte (CP_ACP, 0, "191.232170.12", -1, 0x06e5ba08, 1025, NULL, NULL )

WideCharToMultiByte ( CP ACP. 0, “36115", l‘ omeuauuaw NULL )
TisGetValue (30)
TisGetValue (30)
memcpy ( 0x05abfddc, (
TisGetValue (30 )
\"\:a\tForSmgIeObJecl ( 0x000003a8, 0)

30738, 16)

- 49210 [ACK] Seq=1240 Ack=138 Win=131328 Len=1266 [TCP segment of a reassembled PDU]
9210 [ACK] Seq=2446 Ack=130 Win=131328 Len=1286 [TCP segment of a reassembled PDU]
60010 [ACK] Seq=130 Ack=3652 Win=66364 Len=0
- 49210 [PSH, ACK] Seq=3652 Ack=130 wln-131323 Len=1206 [TCP segment of a reassembled PDU]
1 Lh 1 Len=8

1206 [TCP segment of a reassembled PDU)
06 [TI:P sewml of a reassembled PDU]
TCP ent of a reassembled PDU

Campinas

Brazil

Microsoft Azure

Microsoft Corporation
2021-02-04T15:06:13.147683

AS8075

Figure 27: Communication with the C2 server during the windows overlay process.
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https://seguranca-informatica.pt/wp-content/uploads/2021/02/c2-1.png
https://seguranca-informatica.pt/wp-content/uploads/2021/02/shodan.png

As mentioned several times during this analysis, code sharing has been seen in different
Latin American trojans. This kind of socket communication can be also observed during the

Lampion trojan activity.

More, hardcoded C2 endpoints inside the Javali can be related to Grandoreiro activity as

described in this article.

Javali C2 endpoints hardcoded

Ox2df968c
Ox2dfese4
Ox2df973c

Ox2dfa724
Ox2f40efc

0x437703c
Ox4377094
0x43770ec
0x4377144
0x437745¢C
0x43774b4
0x437750c
Ox4377564
OxB6483394
0Ox649833ec
Ox6483444
Ox648349¢
0x795323¢

82352288883 83388

8 &

Grandoreiro C2 endpoints (right-side)

104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101
104.232.32.101

15 bytes PACTION=HELLO
29 bytes ?ACTION=HELLO
14 bytes PACTION=HELLO
28 bytes PACTION=HELLO

588 bytes 7ID=3914B1E554804AD0AFAB467713C6119D
12 bytes ?ID=3914B1E554804AD6AFAB467713C6119D
30 bytes 7ID=3914B1E554804AD6AFAB467713C6119D
48 bytes 7ID=3914B1E554804AD6AFAB467713C6119D
27 bytes 7ID=3914B1E554804AD6AFAB467713C6119D
45 bytes 7ID=3914B1E554804AD6AFAB467713C6119D
11 bytes ?ACTION=HELLO

11 bytes ?ACTION=HELLO
25 bytes PACTION=HELLO
15 bytes ?ACTION=HELLO
29 bytes ?ACTION=HELLO

593 bytes ?ID=6AEFC20EE3424974ABEEBBCF7DAOBB47
12 bytes ?ID=6AEFC20EE3424974ABEEBBCF7DAOBBA7
28 bytes 7ID=6AEFC20EE3424974ABEEBBCFTDAOBBAT
46 bytes 7ID=6AEFC20EE3424974ABEEBBCFTDAOBB4T
29 bytes 7ID=6AEFC20EE3424974ABEEBBCF7DADBBAT
47 bytes ?ID=6AEFC20EE3424974ABEEBBCF7DAOBB47

Latenbot C2 traffic - 2017

12 bytes PACTION=START&ID=3914B1E554804AD6AFAB467713C6119D
26 bytes PACTION=START&ID=3914B1E554804AD6AFAB467713C6119D

14 bytes 7ACTION=START&ID=6AEFC20EE3424974ABEEBBCF7DAOBB4T
28 bytes 7ACTION=START&ID=6AEFC20EE3424974ABEEBBCF7DAOBB47

191.232.170.12/srdgate. SCLI-CRYFTS
191.232.170.12/érdgate, $CLI-OBIMS.
191,232,170, 12/$rdgate, SCLI-CRYPTS
191,232, 170.12/$rdgate. SCLI-OBIMS.
191.232.170.12

191.232.170.12/$rdgate. $CLI-CRYPTS
191.232.170.12/$rdgate. SCLI-OBIMS.
191.232,170.12/%rdgate. $CLI-CRYPTS
191.232.170.12/%rdgate. SCLI-OBIMS.
191.232.170. 12/$rdgate, SCLI-CRYPTS
191.232.170.12/%dgate. SCLI-OBIMS.
191.232.170. 12/$rdgate. SCLI-CRYPTS
191,232.170. 12/4%dgate. SCLI-OBIMS.
191.232.170.12/$rdgate. SCLI-CRYPTS
191.232.170.12/%dgate. SCLI-OBIMS.
191.232.170.12/srdgate. SCLI-CRYFTS
191,232, 170. 12/%dgate. SCLI-OBIMS.
191,232.170.12

104.168.190.164:905  http:/f104.168.190.164:9050/$rdgate PACTION=HELLO

0

104.168.190.164:905  http://104.168.190.164:9050/$rdgate?

0 ACTION=START&ID=B3030080574A43BES57TDBE13C21
D7110

104.168.190.164:905  http://104.168.190.164:9050/%rdgate?

0 ID=B3030080574A43BE857DBE13C21D7110

104.168.190.164:905  http://104.168.190.164:5050/%rdgate?
0 ID=B3030080574A43BE857DBE13C21D7110

817 bytes UPLOAD ?file=CLIENT_UPLOAD%5CPL-70-873307255376%5Cn3u676byow4607f.tmp K &type=4
1 bytes UPLOAD ?file=CLIENT_UPLOAD%5CPL-70-873307255376%5Cn3u676byow4607f.tmp.ki&type=4

804D DO Tea ecx,dword ptr s
BA 50DOCA0D mov_edx, inuftur CADOS0: "
ES8 15DLFDFF €all inifturiols. cassla
8845 DO mov eax,dword ptr_ss:|[febp-zof
BA G0DOCADD mov_edx, inufturiols.CADOGD CADDGO: "
E8 C88275FF €all_inufturiols. 104608
OF85 19010000 jne inufturiols.cacsze
8883 F0010000 mov eax,dword ptr ds [ehx 1FEI]
8378 18 Of cmp_dword ptr ds:[eax+18],0
74 20 je inufturiols. m(uz
8B83_0C020000 mov_eax,dword ptr ds: [ebx+20C]
E8 DFCSFDFF €all inifturiols.cC88D0C
8893 F0010000 mov edx,dword ptr ds: [ebx+1F0]
8B4A 18 mov ecx,dword ptr_ds: [edx+13]
BA 70DDCAOD mov_edx, inufturiols.CADO7OD CADD70:"
ES FCD4FDFF €all_inufturiols.C8993C
EB 17 jmp inufturiols.CAC459
8883 0C020000 mov_eax,dword ptr ds: [ebx+20C]
ES8 BFCSFDFF €all inifturiols.caspoc
Xor ecx,ecx
BA 7ODOCADD mov_edx, inufturiols.capo7o CADO70:"
E8 E3DAFDFF €all_inufturiols.cssssc
8B55 F8 mov edx , dword prigss : [febp-5]]
8B45 FC mov_eax,dword ptr s: febp-1]
E8 58FCFFFF Eai1 Tnifrartols cAchBE

Grandoreiro C2 traffic - 2020

Figure 28: Grandoreiro C2 endpoints found hardcoded in the Javali sample.
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https://seguranca-informatica.pt/lampion-trojan-disseminated-in-portugal-using-covid-19-template/#.YCul9Gj7RPY
https://seguranca-informatica.pt/the-updated-grandoreiro-malware-equipped-with-latenbot-c2-features-in-q2-2020-now-extended-to-portuguese-banks/#.YCumL2j7RPY
https://seguranca-informatica.pt/wp-content/uploads/2021/02/c2-grandoreiro.png

As with many other banking trojans, Javali supports several backdoor commands. The
capabilities of these commands include:

o Obtaining screenshots with the help of the Windows Magnifying API, imported
from Magnification.dlIl.

* Logging keystrokes

 Downloading and executing further payloads

* Restricting access to various banking websites

e Mouse and keyboard simulation

« Blocking the access to several Windows applications during the malware
execution (such as Task Manager)

o Self-updating

» Stealing credentials from several email services, and banking/financial portals.

Final Thoughts

Javali is a potent piece of malware, whose primary capability is theft of banking information
and other personal information from the user machine and sends it to the C2 server. This
trojan abuses a legitimate injector from Avira Firm to create a child process and loads into
the memory a protected DLL with the trojan operations. With this technique in place,
bypassing some AV and EDR is possible and the trojan-activity can be masqueraded for a
long time.

From Javali’s analysis, we can conclude that Latin American operators are sharing code
between different trojans such as Lampion, URSA, Grandoreiro, Casbaneiro, and so on.

Finally, the trojan is a dangerous weapon, with the capabilities to self-update itself, capture
keystrokes and mouse movements, take screenshots, block access the several Windows-
based applications and banking and financial portals, and starting the windows overlay
process when a legitimate portal is accessed.

Screenshots of the windows launched by Javali, Mitre Att&ck Matrix, and other IOCs are
presented below.

Windows overlay extracted from Javali trojan
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https://seguranca-informatica.pt/lampion-trojan-disseminated-in-portugal-using-covid-19-template/#.YCvft2j7RPY
https://seguranca-informatica.pt/threat-analysis-the-emergent-ursa-trojan-impacts-many-countries-using-a-sophisticated-loader/#.YCvk6Wj7RPY
https://seguranca-informatica.pt/the-updated-grandoreiro-malware-equipped-with-latenbot-c2-features-in-q2-2020-now-extended-to-portuguese-banks/
https://www.welivesecurity.com/2019/10/03/casbaneiro-trojan-dangerous-cooking/
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https://seguranca-informatica.pt/wp-content/uploads/2021/02/overlay1.png
https://seguranca-informatica.pt/wp-content/uploads/2021/02/overlay2.png
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Mitre Att&ck Matrix
Tactic ID Name Description
Initial 11192 Spearphishing Link Javali campaigns start with
Access a spear-phishing email.
T1193 Spearphishing Java campaigns start with a
Attachment malicious email attachment
(.zip file).
Execution  T1073 DLL Side-Loading Javali campaigns are using
a legitimate executable from
Avira Firm to inject into the
memory a malicious DLL.
Persistence T1060 Registry Run Keys / Startup Javali gets persistence via
Folder Run key.
Defense T1140 Deobfuscate/Decode Files  Javali uses encrypted
Evasion or Information remote configuration from
Google Docs and its
commands are also
encrypted.
T1036 Masquerading Javali masquerades itself

with a legitimate application
(Avira antivirus).
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https://seguranca-informatica.pt/wp-content/uploads/2021/02/overlay3.png
https://attack.mitre.org/techniques/T1192/
https://attack.mitre.org/techniques/T1193/
https://attack.mitre.org/techniques/T1073/
https://attack.mitre.org/techniques/T1060/
https://attack.mitre.org/techniques/T1140/
https://attack.mitre.org/techniques/T1036/

11064 Scripting PowerShell and JavaScript
are used in Javali
distribution chain.
Credential T1056 Input Capture Javali contains a command
Access to execute a keylogger. It
also steals contents from
fake windows overlay.
Discovery T1083 File and Directory Javali searches for various
Discovery filesystem paths in order to
determine what applications
are installed on the victim’s
machine.
T1057 Process Javali searches for various
Discovery process names in order to
determine what
applications are running on
the victim’s machine.
T1063 Security Javali scans the system for
Software installed security software.
Discovery
11082 System Javali extracts the version
Information of the operating system.
Discovery
Collection  T1113 Screen Capture Javali contains a command
to take screenshots via
Windows API.
Command T1024 Custom Cryptographic Javali uses cryptographic
and Control Protocol protocols to communicate
with C2 server.
Exfiltration T1041 Exfiltration Over Command Javali sends the data it

and Control Channel

Indicators of Compromise (IOCs)

collects to its C&C server.
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https://attack.mitre.org/techniques/T1064/
https://attack.mitre.org/techniques/T1056/
https://attack.mitre.org/techniques/T1083/
https://attack.mitre.org/techniques/T1057/
https://attack.mitre.org/techniques/T1063/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1113/
https://attack.mitre.org/techniques/T1024/
https://attack.mitre.org/techniques/T1041/

--samples--

FT.FATURA.EKFUHLWS+LUVPBCODGZUWISOAPDK.msi
MD5: 70aa68c29622df360dea76daa4255835

Avira.exe

MD5: 8CBB75FEBFB4B0OB7C3B6D3613386220C

Avira.OE.NativeCore.dll
MD5: 83c49ccc03ed4abfad28e278ce98b4537

msvcpl20.dll
MD5:

msvcr120.d11l

FDS5CABBES2272BD76007B68186EBAF0O0O

MD5: ©034CCADC1CO73E4216E9466B720F9849

rundll32.exe

MD5: 8CBB75FEBFB4B0B7C3B6D3613386220C

--AWS S3 bucket--
hxxps://hipermercado.s3-sa-east-1.amazonaws.]com/bretas. ]png

--C2 server--
191.232.170.]

191.232.170.]12:35730

191.232.170.]
191.232.177.]

12

1
237

--banking overlay fake pages--
51.103.136.]92/nave/index.php

https://claricepss.

Jwebcindario.]com/pgl/index.php

hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:

//claricepss
//claricepss

//claricepss
//claricepss
//claricepss
//claricepss
//claricepss
//claricepss

.webcindario.
.webcindario.
//claricepss.
.webcindario.
.webcindario.
.webcindario.
.webcindario.
.webcindario.
.webcindario.

webcindario

Jcom/bb/

Jcom/cadastro/
.Jcom/chrome/

Jcom/black/
Jcom/imap/
Jcom/casa/
Jcom/pgl/
Jcom/deco/
Jcom/xy/

--Google Docs files w/ config--

hxxps://docs.
hxxps://docs.
hxxps://docs.
hxxps://docs.
hxxps://docs.
hxxps://docs.
hxxps://docs.
hxxps://docs.
hxxps://docs.
hxxps://docs.
hxxps://docs.
hxxps://docs.

google]
google]
google]
google]
google]
google]
google]
google]
google]
google]
google]
google]

.com/document/d/15dKy9iPdfKKUyI5JEn6lyhxramzevtnO@siixKmnfNBO/edit
.com/document/d/1513BI10zTNOF3cIgA-08YYa-u24q-Ddcalwi5JMyxeU/edit
.com/document/d/18dBH_hLqlszwezEZkeFfACFo-nhCHHoCwc6qyxdoA2Y/edit
.com/document/d/18qfnad3gLJeUsZxZo-iRkYShxp7295Ct4sUvCXx10Ng/edit
.com/document/d/1E3RFNE4d1zD_wL96hMzNB1ZZ8VvNS-mM_Q481DUFzwFA/edit
.com/document/d/1IM9fNp- - iWLQPUVKjHBZUOWTi9Yv_BuUS0jQTCidU3U/edit
.com/document/d/1MezQvI_dk_5R4zn_i5dhfSd86KUL1FPCsSNIUPEu-ZR8/edit
.com/document/d/10etWS-gLaMbPBcxDQaVbNcYXb7hL4BsSR8X_oul-hzlg/edit
.com/document/d/1T-hcyJWouUdAIZ19DZ_ guh723zgpL2H2c4kpcBLOTqg/edit
.com/document/d/1UwICJoIrrey®5PhmMpKVB2g3tMf9PYk4A-UeFHEOISw/edit
.com/document/d/1W2GHTfOvYyCLNhVIDxF126mvbKFS9VC2RqU4n-5EXMZLA/edit
.com/document/d/1YTBuav90AWTG24KrZ25h41GnVXIzh3cSapfOsF5n8QI/edit
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hxxps://docs.google].com/document/d/1bGyEiUhvY1HVEKbIS7pNPWCODIRrfTyvK2TIJLWEFgrw/edit
hxxps://docs.google].com/document/d/1fUCXxFdZGv3BUIMtba8tItJAJA3SY4ZR8UHPWO1l0oT80Y/edit
hxxps://docs.google].com/document/d/1iN1UvBt1n4jXxMgNpGqGLl3NF_YN11lhE_Eill1E2odFdo/edit
hxxps://docs.google].com/document/d/1jR8nCxVdi4vnNU1LCpKz3LbpPKI9RMzW3_hWGNgpe2nY/edit
hxxps://docs.google].com/document/d/10-b61H-aadYKV1jr7imBgUiXgIFNwrkI-9aH1lVAa4JQ/edit
hxxps://docs.google].com/document/d/1ogLFEFF4GOPHIM2LBjd3dKFB4tAGiaTiUb2BAOouuac/edit
hxxps://docs.google].com/document/d/1pCA24HnsioJOHqApuc9Zf5hGegljxskpImUAmarbtfu/edit
hxxps://docs.google].com/document/d/1phEs-b8IHsTy84f670zIzyQFgRKsqQGO0fFACH3CdkI/edit
hxxps://docs.google].com/document/d/1qcT11IVn26rKBJAA4gPpUCHFWIP414wGF2QBgIVquwM/edit
hxxps://docs.google].com/document/d/1tRSWPhiV-KIYTOJaR-Dd1MLVYRSPmBsU5Hzxu8tg4-E/edit
hxxps://docs.google].com/document/d/1wG-npl-Rx1IWTOOCYpjVvrE_V_PzzxuavKLkpvYReLjvw/edit

Online Sandbox URLs

FATURA.EKFUHLWS+LUVPBCODGZUWISOAPDK.msi:
https://www.virustotal.com/gui/file/3c02cff7aal1784336ec96fce16cac267c812ce98abba7497c
8b7f8c44c54a1e9/detection

Avira.exe:
https://www.virustotal.com/qui/file/f495d7c5c98457febc42ec96a959293788f6915e4245899d
3bb1808ab84f0d9a/detection

Avira.OE.NativeCore.dll:
https://www.virustotal.com/gui/file/bdfa6dbba717b8faf4e0a049e90c6451b1980695f12b59d3d
8d2eebef22e4dab/details

Yara rule

import "pe"
rule Javali_february_2021 {
meta:
description = "Yara rule for Javali trojan - February version"
author = "SI-LAB - https://seguranca-informatica.pt"
last_updated = "2021-02-16"
tlp = "white"
category = "informational"
condition:
filesize > 1000KB
and pe.characteristics & pe.DLL
and pe.exports("IsAviraSignedFile") and pe.exports("MakeTrayIconVisible")

}

Yara rule can be found on GitHub.

/
Pedro Tavares

41/42


https://www.virustotal.com/gui/file/3c02cff7aa1784336ec96fce16cac267c812ce98ab6a7497c8b7f8c44c54a1e9/detection
https://www.virustotal.com/gui/file/f495d7c5c98457febc42ec96a959293788f6915e4245899d3bb1808ab84f0d9a/detection
https://www.virustotal.com/gui/file/bdfa6dbba717b8faf4e0a049e90c6451b1980695f12b59d3d8d2ee6ef22e4da6/details
https://github.com/sirpedrotavares/SI-LAB-Yara_rules/blob/master/javali_trojan
https://seguranca-informatica.pt/author/pipocaz/

Pedro Tavares is a professional in the field of information security working as an Ethical
Hacker/Pentester, Malware Researcher and also a Security Evangelist. He is also a founding
member at CSIRT.UBI and Editor-in-Chief of the security computer blog seguranca-
informatica.pt.

In recent years he has invested in the field of information security, exploring and analyzing a
wide range of topics, such as pentesting (Kali Linux), malware, exploitation, hacking, loT and
security in Active Directory networks. He is also Freelance Writer (Infosec. Resources
Institute and Cyber Defense Magazine) and developer of the 0xS|_f33d — a feed that
compiles phishing and malware campaigns targeting Portuguese citizens.

Read more here.
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https://www.linkedin.com/in/sirpedrotavares/
https://seguranca-informatica.pt/
https://feed.seguranca-informatica.pt/
https://seguranca-informatica.pt/contacto/

