
1/2

February 3, 2021

This copy is for your personal, non-commercial use only. Distribution and use of this material
are governed by our Subscriber Agreement and by copyright law. For non-personal use or to
order multiple copies, please contact Dow Jones Reprints at 1-800-843-0008 or visit
www.djreprints.com.

https://www.wsj.com/articles/hackers-lurked-in-solarwinds-email-system-for-at-least-9-
months-ceo-says-11612317963

Hackers Lurked in SolarWinds Email System for at Least
9 Months, CEO Says
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A suspected Russian cyberattack of the federal government has breached at least six
cabinet-level departments. WSJ’s Gerald F. Seib explains what the hack means for President
Joe Biden's national security efforts. Photo illustration: Laura Kammermann (Originally
Published Dec. 23, 2020)
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The newly appointed chief executive of SolarWinds is still trying to unravel how his company
became a primary vector for hackers in a massive attack revealed last year, but said
evidence is emerging that they were lurking in the company’s Office 365 email system for
months.
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The hackers had accessed at least one of the company’s Office 365 accounts by December
2019, and then leapfrogged to other Office 365 accounts used by the company, Sudhakar
Ramakrishna said in an interview Tuesday. “Some email accounts were compromised. That
led them to compromise other email accounts and as a result our broader [Office] 365
environment was compromised,” he said.

SubscribeSign In
Continue reading your article with
a WSJ membership

View Membership Options

Sponsored Offers

Wayfair: 
Up to 15% off + free shipping at Wayfair
TurboTax: 
Save up to an additional $15 with TurboTax May 2022
H&R Block Tax: 
File Now and get a 25% off H&R Block Premium & Business Tax Software
Target: 
Up to 60% off - Target Promo Code
Samsung: 
30% off smartphones + free shipping - Samsung promo code
AT&T Internet: 
Get an extra $50 Reward Card with AT&T Internet Promo Code

Copyright ©2022 Dow Jones & Company, Inc. All Rights Reserved

This copy is for your personal, non-commercial use only. Distribution and use of this material
are governed by our Subscriber Agreement and by copyright law. For non-personal use or to
order multiple copies, please contact Dow Jones Reprints at 1-800-843-0008 or visit
www.djreprints.com.

https://subscribe.wsj.com/wsjsnippet
https://accounts.wsj.com/login?target=https%3A%2F%2Fwww.wsj.com%2Farticles%2Fhackers-lurked-in-solarwinds-email-system-for-at-least-9-months-ceo-says-11612317963
https://subscribe.wsj.com/wsjsnippet
https://www.wsj.com/coupons/wayfair
https://www.wsj.com/coupons/turbotax
https://www.wsj.com/coupons/hrblock
https://www.wsj.com/coupons/target
https://www.wsj.com/coupons/samsung
https://www.wsj.com/coupons/att

