The only command you will ever need to understand and
fix your Group Policies (GPO)
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I've been working on cleanlng up Group Policies for a couple of months. While it may seem
trivial, things get complicated when you're tasked with managing 5000 GPOs created over
15 years by multiple teams without any best practices in mind. While working on GPOZaurr
(my new PowerShell module), I've noticed that the more code | wrote to manage those
GPOs, the more | knew passing this knowledge to admins who will be executing this on a
weekly/monthly basis is going to be a challenge. That's why I've decided to follow a similar
approach as my other Active Directory testing module called Testimo. I've created a single
command that analyses Group Policies using different methods and shows views from
different angles to deliver the full picture. On top of that, it provides a solution (or it tries to) so
that it's fairly easy to fix — as long as you agree with what it proposes.

Please be careful when using this on production

I've done a lot of research and put a lot of effort into making sure this PowerShell module
works as expected. However, | do make mistakes. Contrary to my usual work, this module is
not read-only. To almost every read command, there is also a set or remove command. It can
change things, delete them, or modify them. If you don't understand what will happen, don't
do it. Review source code, run read commands first to understand the output, what it's
showing. If you have doubts — don't use it or create an issue on GitHub to clarify. All cmdlets
that have the ability to write/delete contain Whatlf/LimitProcessing count parameters. Use
them before implementing any changes!
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Please keep in mind I've tested GPOZaurr only on English based Active Directory. |
have no clue how it will behave on non-English systems. As I've not worked with other
languages for a while, | don't remember if object types are still reported in English by
PowerShell or reported in language equivalent. Be careful.

Useful Links

Please make sure to visit GitHub to review sources or report issues. If you're going to use it,
| recommend doing it via PowerShellGallery as that version is minimized and optimized.
Reviewing sources is easier on the GitHub version as it has more comments and is divided
into sections.

The code is published on GitHub

Issues should be reported on GitHub

Code is published as a module on PowerShellGallery

The module is signed with a certificate, like any new modules that | create or update.

Install-Module GPOZaurr -Force

Invoke-GPOZaurr - One command that makes a difference

As mentioned before, Invoke-GPOZaurr follows a similar pattern to what Invoke-Testimo
does. When run without any parameters, it will go thru all available reports one by one to
deliver a full-scope scan. Keep in mind that running this cmdlet without any parameters is
fine for small domains, but it will take hours to complete for larger domains. For the domain
of 5000 GPOs, some reports can take even 2 hours to complete.
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PS C:\Users\przemyslaw.klys> Invoke-GPOZaurr

[i] Version

[i] Domain Information Forest:

[i] Domain Information Included Domains:

[i] Domain Information Excluded Domains:

[i] Broken Group Policies

[i] Broken Group Policies

[1] Group Policy Broken Links

[i] Group Policy Broken Links

[i] Group Policy Owners

[i] Group Policy Owners

[i] GPO Permissions Consistency

WARNING: Get-GPOZaurrPermissionConsistency - Processing New Group Policy Object3 / ad.evotec.xyz failed as path
\\ad.evotec.xyz\sysvol\ad.evotec.xyz\Policies\{59a58buf-9abf-u6a7-802f-8ufcedeefouu} doesn't exists!

WARNING: Get-GPOZaurrPermissionConsistency - Processing DC | Configure Time PDC / ad.evotec.pl failed as path
\\ad.evotec.pl\sysvol\ad.evotec.pl\Policies\{2419U523-bb82-1U39c-a533-abfuf3afa2cu} doesn't exists!

WARNING: Get-GPOZaurrPermissionConsistency - Processing DC | PowerShell Logging / ad.evotec.pl failed as path
\\ad.evotec.pl\sysvol\ad.evotec.pl\Policies\{7112af81-5cb7-401c-8d8d-cOfllfafd714} doesn't exists!

WARNING: Get-GPOZaurrPermissionConsistency - Rrocessing TEST | Empty GPO - AD.EVOTEC.PL CrossDomain GPO / ad.evotec.pl
failed as path \\ad.evotec.pl\sysvol\ad.evotec.pl\Policies\{eade3894-113f-4108-977b-d5d121dfu4f91} doesn't exists!
[i] GPO Permissions Consistency

[i] Duplicate (CNF) Group Policies

[il] Duplicate (CNF) Group Policies

[i] Group Policy Summary

WARNING: Get-PrivGPOZaurrLink - Couldn't find link .evotec.xyz8ATBC515-D7FD-UD1F-90B8-EUT7C15F89295 in a GPO Cache.
Lack of permissions for given GPO? Are you running admin? Skipping.

[i] Group Policy Summary

[i] Group Policy Links

WARNING: Get-PrivGPOZaurrLink - Couldn't find link .evotec.xyz8ATBC515-D7FD-UD1F-90B8-E47C15F89295 in a GPO Cache.
Lack of permissions for given GPO? Are you running admin? sSkipping.

[i] Group Policy Links

[i] Group Policy Passwords

WARNING: Get-GPOZaurrPassword - Access to the path
"\\ad.evotec.xyz\SYSVOL\ad.evotec.xyz\Policies\{BA7TBC515-D7FD-UD1F-90B8-E47C15FB9295} "' is denied.
(UnauthorizedAccessException)

[i] Group Policy Passwords

[i] Group Policy Permissions Analysis

[i] Group Policy Permissions Analysis

When run, it will display a short information about what it is currently doing and which report
is being generated. If you have a large domain and things take time, you may want to use
Invoke-GPOZaurr with Verbose parameter to get additional information.
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PS C:\Users\przemyslaw.klys> Invoke-GPOZaurr
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TEST | Registry GPOs
ALL | Enable RDP

COMPUTERS | Add Administrator
TEST | Password Filter
TEST | Local Users and Groups
ALL | Allow use of biometrics
TEST | Bitlocker Settings
TEST | GPOZaurr Permissions Testing
TEST | Empty GPO Block Admin
New Group Policy Object

TEST | Event Log Audit Rules
ALL | certificates

Default Domain Policy

TEST | Container 2

ALL | Trusted Websites

Copy of ALL | Trusted Websites
ALL | Bitlocker Settings

DC | Event Log Settings

DC | Event Log Audit Rules

New Group Policy Object3

ALL | Firewall Settings
COMPUTERS | Enable Sets

TEST | IE Testing

TEST | Drive Mapping

Default Domain Controllers Policy
TEST | Container 1

TEST | LAPS

TEST | Task

pC | Password Filter

ALL | windows PowersShell

{BATBC515-D7FD-UD1F-90B8-EYTC15F89295}

TEST | Task Schedule 1

COMPUTERS | LAPS

TEST | Deny Admins

TEST | CrossLink To AD.EVOTEC.PL

Once the cmdlet is complete HTML report will open up automatically.
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Group Policies are stored in two places - Active Directory (metadata) and SYSVOL (content). Since those are managed in different ways, replicated in different Broken / Orphaned Group Policies =

ways s possible because of Giferent issues they get out of sync.

For example:

« USN Rollback in AD could cause already deleted Group Policies to reapper in Active Directory, yet SYSVOL data would be unavailable

« Group Policy deletion failing to delete GPO content
« Permission issue preventing deletion of GPO content
« Failing DFSR replication between DCs

(GPOZaur - Current/Lstest:0.0.110 a1 01/22/2021 12:41:11

Following problems were detected: -

+ Group Policies on SYSVOL, but no details in AD: 2

+ Group Policies in AD, but no content on SYSYOL: 4

+ Group Policies which exists, but have wrong ObjectClass: 0

+ Group Policies which couldn't be assed due to permissions issue: 1
Following d ire actions

+ ad.evotec.pl requires 3 changes 0 2 4 6

+ ad.evotec xyz requires 3 changes

@ notin AD M Neton SYSVOL W ObjeciClass Issue [ Permissions Issue
Please review output in table and follow the steps below table to get Active Directory Group Policies in healthy state.
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Shawing 110 10f 54 entries

Net  Last

Prepare report Make a backup (optional) Fix GPOs not available in AD Fix GPOs not available on SYSVOL

To be able to execute actions in automated way please install required modules. Those modules will be installed straight from Microsoft Powershell Gallery.

Fix GPOs of wrong ObjectClass Verification report

-Force

Using force makes sure newest version s downloaded from PowerShellGallery regardless of what is currently installed. Once installed you're ready for next step.

=

As you can see on the screenshot above, multiple reports were created, each on a different
tab. The design of the report is mostly the same. There is information about what the report
detected and why it did so on the report's top left. It also gives you a summary of your whole
forest and where the issues are found. In the top right corner, I've added a small chart that
visualizes the current status. Some charts will show only problems. Some will show multiple
statues — all depending on the type of report getting generated. There is usually one, but
sometimes more tables with displayed information depending on the problem in the second
section. Tables are color-coded to visualize better what is bad or to distinguish multiple
problems within the same report. Tables also allow you to export data to Excel, CSV or PDF.
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‘To generate up to date report please execute:

+ Instal-Module GPOZaurr -Force or install module manually.
+ Invoke-GPOZaur -FilePath SEnv:UserProfile\Desktop\GPOZaurGPOPListBefore. html -Verhose -Type GPOList

Steps above will generate above summary with more details allowing you to get up to date report and steps on how to fix it

Group Policies List
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‘Steps o fix - Empty & Unlinked & Disabled Group Polcies
Following steps will guide you how to remove empty or unlinked group policies

Prepare environment Prepare report Make 2 backup Excluding Group Remove GPOs that Remove GPOs that Remove GPOs that Remove GPOs that optimize GPOS Verification report
Policies are EMPTY are UNLINKED are DISABLED do not APPLY (optionaly
o be a ea

se install required modules. Those modules will be installed straight from Microsoft PowerShell Gallery.

Using force makes sure newest version is downloaded from PowershellGallery regardless of what is currently installed. Once installed you're ready for next step.

Finally, the last section contains the solution to the problem described. It usually provides
step by step instructions on fixing the problem if you choose to fix it. Most of the time,
solutions are automated to the point where a single line of code can fix an issue. For
example, delete all empty GPOs, delete all unlinked GPOs, and so on. One command,
zero effort.

Invoke-GPOZaurr - Available reports

Currently, Invoke-GPOZaurr has few built-in reports. Some of them are more advanced,
some of them are for review only. Here's the full list for today. Not everything is 100%
finished. Some will require some updates soon as | get more time and feedback. Feel free to
report issues/improve those reports with more information.

o GPOBroken — this report can detect GPOs that are broken. By broken GPOs, | mean
those which exist in AD but have no SYSVOL content or vice versa — have SYSVOL
content, but there's no AD metadata. Additionally, it's able to detect GPO objects that
are no longer GroupPolicy object. — Then, it provides an easy way to fix it using given
step-by-step instructions.

* GPOBrokenLink — this report can detect links that have no matching GPO. For
example, if a GPO is deleted, sometimes links to that GPO are not properly removed.
This command can detect that and propose a solution.
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GPOOwners — this report focuses on GPO Owners. By design, if Domain Admin
creates GPO, the owner of GPO is the domain admins group. This report detects
GPOs that are not owned by Domain Admins (in both SYSVOL and AD) and provides a
way to fix them.

GPOConsistency — this report detects inconsistent permissions between Active
Directory and SYSVOL, verifying that files/folders inside each GPO match permissions
as required. It then provides you an option to fix it.

GPODuplicates — this report detects GPOs that are CNF, otherwise known as
duplicate AD Objects, and provides a way to remove them.

GPOList — this report summarizes all group policies focusing on detecting Empty,
Unlinked, Disabled, No Apply Permissions GPOs. It also can detect GPOs that are not
optimized or have potential problems (disabled section, but still settings in it)
GPOLinks — this report summarizes links showing where the GPO is linked, whether
it's linked to any site, cross-domain, or the status of links.

GPOPassword — this report should detect passwords stored in GPOs.
GPOPermissions — this report provides full permissions overview for all GPOs. It
detects GPOs missing read permissions for Authenticated Users, GPOs that miss
Domain Admins, Enterprise Admins, or SYSTEM permissions. It also detects GPOs
that have Unknown permissions available. Finally, it allows you to fix permissions for all
those GPOs easily. It's basically a one-stop for all permission needs.
GPOPermissionsAdministrative — this report focuses only on detecting missing
Domain Admins, Enterprise Admins permissions and allows you to fix those in no time.
GPOPermissionsRead — similar to an administrative report, but this one focuses on
Authenticated Users missing their permissions.

GPOPermissionsRoot — this report shows all permissions assigned to the root of the
group policy container. It allows you to verify who can manage all GPOs quickly.
GPOPermissionsUnknown — this report focuses on detecting unknown permissions
(deleted users) and allows you to remove them painlessly.

GPOFiles — this report lists all files in the SYSVOL folder (including hidden ones) and
tries to make a decent guess whether the file placement based on extension/type
makes sense or requires additional verification. This was written to find potential
malware or legacy files that can be safely deleted.

GPOBIlockedInheritance — this report checks for all Organizational Units with blocked
inheritance and verifies the number of users or computers affected.

GPOAnalysis — this report reads all content of group policies and puts them into 70+
categories. It can show things like GPOs that do Drive Mapping, Bitlocker, Laps,
Printers, etc. It's handy to find dead settings, dead hosts, or settings that no longer
make sense.

NetLogonOwners — this report focuses on detecting NetLogon Owners and a way to
fix it to default, secure values.

NetLogonPermissions — this report provides an overview and assessment of all
permissions on the NetLogon share.
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» SysVolLegacyFiles — this report detects SYSVOL Legacy Files (.adm) files

Invoke-GPOZaurr - Report GPOBroken
Group Policies are stored in two places — Active Directory (metadata) and SYSVOL

(content). Since those are managed in different ways, replicated in different ways, it's
possible because of different issues, and they get out of sync.

Invoke-GP0OZaurr -Type GPOBroken

Repart generated on 01/23/2021 18:0907

Broken Group Policies

Group Policy Broken Links Group Poiicy Owners

Group Policy Administrative Permissions Group Policy Authenticated Users Permissions.

GPO Permissions Consistency

Duplicate (GNF) Group Policies

Group Policy Summary Group Policy Links

GPOZaur -Current/Latest: D.0.110 a1 01/22/2021 12:41:11

Group Policy Passwords

Group Policy Permissions Analysis
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Group Policies are stored in two places - Active Directory (metadata) and SYSVOL (content) Since those are managed in different ways, replicated in differznt Broken / Orphaned Grouyy Policies =
ways its possible because of different issues they get out of sync
For example

« USN Rollback in AD could cause already deleted Group Policies to reapper in Active Directory, yet SYSVOL data would be unavailable

« Group Policy deletion failing to delete GPO content

« Permission issue preventing deletion of GPO content

« Failing DFSR replication between DCs
Following problems were detected: I

+ Group Policies on SYSVOL, but no details in AD: 2

« Group Policies in AD, but na content on SYSVOL: 4

+ Group Policies which exists, but have wrong ObjectClass: 0

+ Group Policies which couldn't be assed due to permissions issue: 1
Following domains require actions (permissions required):

« ad.evotec.pl requires 3 changes 0 2 4 6 8

+ ad.evotec xyz requires 3 changes

@notnAD [ Noton SYSVOL [l ObjectClass Issue [l Permissions Issue
Please review output in table and follow the steps below table to get Active Directory Group Policies in healthy state.
Health State of Group Polcies
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Prepare report Make a backup (optional) Fix GPOs not available in AD Fix GPOs not available on SYSVOL Fix GPOS of wrong ObjectClass Verification report

To be able to execute actions in automated way please install required modules. Those modules will be installed straight from Microsoft PowerShell Gallery.

G20zaurr -Force
GB0Zaurr -Force

Using force makes sure newest version is downloaded from PowershellGallery regardless of what is currently installed. Once installed you're ready for next step.

With just a few simple steps, you can have that fixed in a couple of minutes. Keep in mind
that you need to have healthy replication of group policies for this to work and not report
false positives. If you have unhealthy replication and wrong, DC will get asked about those
issues you could potentially remove legitimate content.

Invoke-GPOZaurr - Report GPOBrokenLink

When GPO is deleted correctly, it usually is removed from AD, SYSVOL, and any link to it is
also discarded. Unfortunately, this is true only if the GPO is created and linked within the
same domain. If GPO is linked in another domain, this leaves a broken link hanging on
before it was linked. Additionally, the Remove-GPO cmdlet doesn't handle site link deletions,
which causes dead links to be stuck on sites until those are manually deleted. This means
that any GPOs deleted using PowerShell may leave a trail.
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Invoke-GPOZaurr -Type GPOBrokenLink
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When GPO is deleted i naproper ‘way it usually is removed from AD, SYSVOL an dany I nkvo itis also discarded. Unfortun etmhs 5 true only if the GPO is Broken Links =
created and linked within same domain. If GPO is linked in another domain, this leaves a broken link hanging on wherever it was linked before. Additionally

Remove GO cletcossnt hancle s Ik delet ions, which causes dead links to e stuck on ies unl hase are man ally deeted This mesns that any

GPOs deleted using PowerShell may leave frail

As it stands currently there are 2 broken links that need to be deleted over 1 unique objects.

required):
+ adevotec plrequires 2 changes.
Broken Links
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Fallowing command when executed, runs internally command that lists all broken links. After finding them all it delets them according to given criteria.
Make sure when running it for the first time to run it with Whatlf parameter as shown below to prevent accidental removal
~Whatlf -Verbose

After execution errors, make sure 10 review provided output, and confirm that what is about to be changed matches expected data. Once happy with results please follow with command.

-Verbose -LimitProcessing 2

This command when executed removes anly first X number of inks. Keep in mind that § broken inks on a single Organizational Unit are treated as one. Use LimitProcessing parameter to prevent mass delete and increase the counter when no errors occur, Repeat step abave as much as needed increasing
LimitProcessing count till there’s nothing left. In case of any issues please review and action accordingly.

Invoke-GPOZaurr - Report GPOOwners

By default, GPO creation is usually maintained by Domain Admins or Enterprise Admins.
When GPO is created by Domain Admins or Enterprise Admins group members, the GPO
Owner is set to Domain Admins. When GPO is created by a member of Group Policy Creator
Owners or other group has delegated rights to create a GPO, the owner of said GPO is not
Domain Admins group but is assigned to the relevant user. GPO Owners should be Domain
Admins or Enterprise Admins to prevent abuse. If that isn't so, it means the owner can fully
control GPO and potentially change its settings in an uncontrolled way. While at the moment
of creation of new GPO, it's not a problem, in the long term, it's possible such a person may
no longer be admin, yet keep their rights over GPO. As your aware, Group Policies are
stored in 2 places. In Active Directory (metadata) and SYSVOL (settings). This means that
there are 2 places where GPO Owners exists. This also means that for multiple reasons, AD
and SYSVOL can be out of sync when it comes to their permissions, which can lead to
uncontrolled ability to modify them. Ownership in Active Directory and Ownership of
SYSVOL for said GPO is required to be the same.

Invoke-GPOZaurr -Type GPOOwners
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By default GPO creation is usually maintained by Domain Admins or Enterprise Admins. When GPO is created by member of Domain Admins or Enterprise Group Policy Owners
Admins group the GPO Owner is set to Domain Admins. When GPO is created by member of Group Policy Creator Owners or other group has delegated rights

to create a GPQ the owner of said GPO is not Domain Admins group but is assigned to relevant user. GPO Owners should be Domain Admins or Enterprise

Admins to prevent abuse. If that isn't so it means owner is able to fully control GPO and potentially change it's settings in uncontrolled way. While at the

moment of creation of new GPO it's not a problem, in long term it's possible such person may no longer be admin, yet keep their rights over GPO.

A5 you're aware Group Policies are stored In 2 places. In Active Directory (metadata) and SYSVOL (settings). This means that there are 2 places where GPO

Owners exists. This also means that for multiple reasons AD and SYSVOL can be out of sync when it comes to their permissions which can lead to Is administrative:

uncontrolled ability to modify them. Ownership in Active Directory and Ownership of SYSVOL for said GPO are required to be the same.

Here's a short summary of Group Policy Owners.

 Admini
© Nom-Ad

e Owners: 45

trative Owners: §

Owners consistent in AD and SYSVOL: 45
Owners not-consistent in AD and SYSVOL: 6

Is consistent

Following will need to happen:

« Group Policies requiring owner change: 2
= Group Policies which can't be fixed (no SYSVOL?): 4
« Group Policies unaffected: 45

=
M
s
H
o
2
3

lowing & reaue d) Yes EINo

+ ad.evotec.pl requires 2 changes
+ ad.evotecnyz requires O changes.

Following domains requiefxing using iffecent methods:

« ad.evotec.pl requires 3 changes.
« ad.evotec.xyz requires 1 changes.
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Default Bomain U1 EvoTECiDomain  BS3615085- - EVOTECDoman  BSi61SHES- — \iat evotecyzisysvofiad evotec nz\Polices Ol (3152 34001 60-11D2045F-
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Showing 1to 10 of 51 entries. First Previous EI 2 3 4 5 6 Next Last

Steps 1o fix Group Policy Owners

p—— F— —
Following command will find any GPO which doesn't have proper GPO Owner (be it due to o Admin) and will GPO Owner.

Make sure when running it for the first time to run it with Whatif parameter as shown below to prevent accidental removal
. FOZaurrOuner ~Type All -Verbose -Whatlf

multi-domain scenario, f you have limited Domain Admin credentials to a single domain please use following command:
OZaurrOwner -Type All -Verbose -Whatlf -IncludeDomains 'YourDoma

uHavePermissionafor’

After execution please make sure there are no erors, make sure to review provided output, and confirm that what is about to be changed matches expected data.

Once happy (this will

1. Sec-GPOZaurrOwner -Type All -Verbose -LimitProcessing 2
Alternatively for multi-domain scenario, if you have limited Domain Admin credentials to a single domain please use following command:

1.  Ser-GEOZaurrOwner ~Type All -Verbose -limitFrocessing 2 -Incl

This command when executed sets new owner only on first X non-compliant GPO Owners for AD/SYSVOL. Use LimitProcessing parameter to prevent mass change and increase the counter when no errors occur, Repeat step above as much as needed increasing LimitProcessing count till there's nothing left. in case

of any issues please review and action accordingly.

This report is fairly complete with detection and automated fix.

Invoke-GPOZaurr - Report GPOConsistency

When GPO is created, it creates an entry in Active Directory (metadata) and SYSVOL
(content). Two different places mean two different sets of permissions. The group Policy
module is making sure the data in both places is correct. However, it's not necessarily the
case for different reasons, and often permissions go out of sync between AD and SYSVOL.
This test verifies the consistency of policies between AD and SYSVOL in two ways. It checks
top-level permissions for a GPO and then checks if all files within said GPO is inheriting
permissions or have different permissions in place.
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Invoke-GPOZaurr -Type GPOConsistency
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Wihen GPO is created it creates an entry in Active Directory (metadata) and SYSVOL (conient). Two ditferent places meens ftwo different seis of permissions Permissions Consistency

Group Policy module is making sure the data in both places is correct. However, for different reasons it's not nessecary the case and often permissions go
out of sync betwaen AD and SYSVOL. This test verifies consistency of policies between AD and SYSVOL in two ways. It checks top level permissions for a
GPO, and then checks if ll files within said GPO are inheriting permissions or have different permissions in place.

Following list presents permissions consistency between Active Directory and SYSVOL for Group Policies

« Top level permissions consistency: 45

TopLevel
+ inherited pemissions consistency: 44
« Inconsistent top level permissions: 6
« Inconsistent inherited permissions: 7
Having incosistent permissions on AD in comparison to those on SYSVOL can lead to uncontrolled ability o modify them. Please notice that if Not available
is visible in the table you should first fix related, more pressing issus, before fixing permissions inconsistency
Inherited
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Following steps will guide you how to fix permissions consistency

Fallowing command when executed fixes Inconsistent permissions.
Make sure when running it for the first time to run it with Whatif parameter as shown below o prevent accidental remoral
Make sure o fil in TargetDomain to match your Domain Admin permission account

ZaurzF -IncludeDemains "T

~Verbose -Waazlf

After execution please make sure there are no erfors, make sure to review provided output, and confirm that what Is about 10 be deleted matches expected data. Once happy with results please follow with command

ain

81z-GPOZaurshe: sistency -LimitFrocessing 2 - deDomains “Ta:

‘This command when executed repairs only first X inconsistent permissions. Use LimitProcessing parameter 10 prevent mass fixing and increase the counter when no errors occur. Repeat step above as much as needed increasing LimitProcessing count tll there's nothing left. In case of any issues please review and
action accardingly

If there's nothing else to be fixed, we can skip to next step step

This report is fairly complete and with an automated fix.

Invoke-GPOZaurr - Report GPODuplicates

CNF objects, Conflict objects, or Duplicate Objects are created in Active Directory when
there is simultaneous creation of an AD object under the same container on two separate
Domain Controllers near about the same time or before the replication occurs. This results in
a conflict and a CNF (Duplicate) object exhibits the same. While it doesn't necessarily have a
huge impact on Active Directory, it's important to keep Active Directory in a proper, healthy
state.

Invoke-GPOZaurr -Type GPODuplicates
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CNF objects, Conflict objects or Duplicate Objects are created in Active Directory when there is simuitaneous creation of an AD object under the same Duplicate (CNF) Objects =
container on two separate Domain Cantrollers near about the same time or before the replication occurs. This resuits in a conflict and the same s exhibited
by 3 CNF (Duplicate) object. While it doesn't nessecary has a huge impact on Active Directory it's important to keep Active Directory in proper, healthy state
As it stands currently there are 0 CF (Duplicate) Group Policy objects to be deleted
Duplicate (CNF) object
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Fallowing command when executed, runs intemally command that lists all duplicate objects

Make sure when running it for the first time to run It with Whatif parameter as shown below to prevent accidental removal
Remove-GPOZaurrDuplicateObject -Whatlf -Verbose

After execution please make sure there are no errors, make sure to review provided output, and confirm that what is about to be changed matches expected data. Once happy with results please follow with command:
Remove-GPOZaurrDuplicateObject -Verbose -LimitProcessing 2

This command when executed removes only first X duplicate objects. Use Lim|tProcessing parameter ta prevent mass delete and increase the counter when no errors occur. Repeat step above as much as needed Increasing LimitProcessing count til there's nothing left. In case of any issues please review and action

accordingly.
[ron T v

This report is fairly complete and with an automated fix. Be advised above screenshot
doesn't show any detected problems because it's pretty hard to generate duplicated objects
on-demand, so my test environment doesn't have any. But it does detect those.

Invoke-GPOZaurr - Report GPOList

Over time Administrators add more and more group policies as business requirements
change. Due to neglect or thinking it may serve its purpose, later on, many Group Policies
often have no value at all. Either the Group Policy is not linked to anything and stays
unlinked forever, or GPO is linked, but the link (links) are disabled, or GPO is totally disabled.
Then there are Group Policies that are targetting certain groups or persons, and that group is
removed, leaving Group Policy doing nothing. Additionally, sometimes new GPO is created
without any settings, or the settings are removed over time, but GPO stays in place.

Invoke-GPOZaurr -Type GPOList

Report genersted an 01/23/2021 120807 GPOZaur - Corvent/Latest 0.0.110 #101/22/2021 12:41:11
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HetLogon Perrvssons
Over time Administrators add more and more group policies, as business requirements change. Due to neglection of thinking it may serve it purpose later Group Policies Empty & Unlinked =

on a lot of Group Policies ofien have no value at all. Either the Group Palicy is not linked to anything and just stays unlinked forever, or GPO is inked, but the
link (links) are disabled or GPO is totally disabled Then there are Group Pokicies that are targetting certain group or person and that group is removed leaving
Group Policy doing nothing. Additionally sometimes new GPD is created without any settings of the settings are removed over time, bul GPD stays in place. Linked

= Group Policies total: §1 Mot Empty
- Group Policies valid: 14 Enabied
= Group Policies NOT valid: 37

Appey Permission
© Gioup Policies that are uninked (are not doing anything currently): 30

s Group Policies that are empty (have no settings): 17 hoane
& Group Policies that are linked, bt empty. § Optimaed (for speed)
© Group Poliches that are linked, but lnk disabled: 1 o problem
o Gioup Policies that are disabled (both user/computer sections) 2
® Group Policies that have no Apply Permission 2 Mo probiom (eemputers)

* Group Policies NOT valid, to skip: 0 (not older than 7 days) Mo problem (users)

= Group Policies younger than 7 days: 0 (not older than 7 days) Optmazed Computers

required): Optimized Users

= ad.evotec plrequires 3 changes.
= ad.evotec xyz requires 34 changes.

Y
8
w
g
&
-
4
2

WYes WNo
Keep in mind that each GPO can match multiphe conditions such as being empty and unlinked and disabled at the same time, We're only deleting GPO once.

All empty or unlinked or disabled Group Policies can be automatically deleted. Please review output in the table and follow steps below table 1o cleanup
Group Policies. GPOs that have content, but are isabled require manual intervention. If performance is an issue you should consider disabling user or
computer sections of GPO when those are not used

Additionally, we re reviewing Group Policies that have their section disabled, but contain data
= Group Policies with problems: 3

& Group Policies that have content (computer), but are disabled: 2
@ Group Policies that have content (user), but are disabled: 1
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Such policies require manual review from whoever owns them. It could be a mistake tha section was disabled while containing data or that content is no.
longer needed in which case it should be deleted. This can't be aute-handled and is INFORMATIONAL only.

required):

= ad.evotec plrequires O changes.
» ad.evotec xyz requires 3 changes.

Moreover, for best performance it's recommended that if there are no settings of certain kind (Computer of User settings) t's best 1o disable whole section.

= Group Policies with optimization:
© Gioup Policies that are optimized (computer) 26
© Group Policies that are optimized (user) 14
= Group Polcies without optimization.
o Group Policies that are not optimized (computer): 25
 Group Policies that are not optimized user) 37

This means 47 could be optimized for performance reasons.

« ad evotec pl requires 3 changes.
« ad.evolec xy2 requires 44 changes
To generate up 1o date report please execute:
» Install-Module GPOZaur Force or install module manually.
« Invoke GPOZaurr FilePath SEnv UserProfle\Desklop\GPOZaunGPOPListBefore himl Verbose Type GPOList

Steps above will generate above summary with more details allowing you to get up to date repart and steps on how to fix it

Explanation 1o table columns:

+ Empty - means GPO has currently no content. It could be there was content, but it was removed, of that it never had content

+ Linked - means GPO is inked of unlinked. We need at least one link that is enabled 1o mark il as linked. If GPO s knked, but all inks are disabled, its ot linked
« [Enabled - means GPO has at least one section enabled. If enabled is set to false that means both sections are disabled, and therefore GPO is not active.

« Optimized - means GPO section that 1 not in use is disabled If section (user of computer) i enabled and there i no content. s not optimized

« Problem - means GPO has one of more section (user of computer) that is disabled, yet there is content in it

« Apply means GPO has no Apply This means there's no user/computer/group it's applicable to.
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52008 1 fr - Empty & Linkkn & Cnsabied Group Folises
Following steps will guide you how 10 remove emply of unknked group policies

Prepare e ent Prepare report Excluging Group Remove GPOS that Remove GPOs that Remove GPOS that Remove GPOs that Optimize GPOs Verification report
Policies. are EMPTY are UNLINKED are DISABLED o not APPLY (optional)

Following command when executed removes every EMPTY Group Policy. Make sure when running it for the first time to run it with Whatif parameter as shown below to prevent ckupk sure that for each GPO that is about 1o be deleted » backup is made to
folder on  deskiop. You can skip parameters related to backup if you did backup all GPOs prior 1o running remowe command
Remove-GFOZaurr ~RequireDays 7 =Type Expty =BackupPath ~$Env:UserProfile\Desktcp\GPO =Varbose =Whatlf

Alternatively for muiti-domain scenario, if you have limited Domain Admin credentials fo a single domain please use following command
Remcve-GROZaurr -RaquireDays 7 -Type Empty -BackupPath ~$EnvilUserProfile\Desktcp\GPO™ -Varbose -Wnatlf -IncludeDomains 'YeurDemainYouMavePersissicnsfor'
After execution please make sure there are no erors, make sure 10 review provided output, and confirm that what is about to be deleted matches expected data

Once happy with start fixing process):

Remove-GROZaurr -Requirebaye 7 -Type Empty -BackupPach “$EnviUse le\Desktop\GFO" -Limitrocessing 2 -Verbose
Alternatively for multi-gomain scenario, f you have imited Domain Admin credentials 10 a single domain please use following command:
surr -RegaireDays 7 -Type Empry -BackupPach “SEnvilse

Desktcp\GPO® -LimitProcessing 2 -Verbose -IncludeDomains 'YourDomainYoulsveFermissicnsfor’

This command when executed deletes only first X empty GPOs. Use LimitProcessing parameter to prevent mass delete and increase the counter when no erors occur Repeat step above as much as needed increasing LimitProcessing count till there's nothing left. in case of any issues please review and action
accordingly Please make sure 1o check if backup (s made as well before going allin.

If there's nothing else 1o be deleted, we can skip 10 next step step

This report is fairly complete and provides automated fixes for most issues detected.

Invoke-GPOZaurr - Report GPOPermissions

The following report contains a full overview of all permissions around Group Policies. It
detects 4 different problems (lack of authenticated users, wrong permissions for Domain
Admins and Enterprise Admins, Unknown permissions, and lack of proper permission for
SYSTEM account). It also contains all permissions, so it's easy to review all permissions
from a single place. For each problem, automation is developed, so it's fairly easy to fix any
issues as long as you agree with what's proposed.

13/23


https://evotec.xyz/wp-content/uploads/2021/01/img_600d3f269c7f8.png

Invoke-GPOZaurr -Type GPOPermissions

gt greansied o 31040001 115708 SPOZaar - ComventyLumest: §.0 110 01222000 124211

mmumcnnmdmmm- Group Policy Pormissions

& NT AUTHORT
mmnmm-&twmm
= SYSTEM scosunt with Edii/Diein Modily permissions W Pamgnang El] 1

B ihen IT peapie o et cn needs. e e b peger Qicapn o
eaple, S0 CRANGES A ROF TRQUIRE OF debn Bt o o KNSRAFS——

admestrators cont faliow best practices and Yymg permission. remove alkd "
corsegqueces O 420 s ove ~= I

WIS 16072 Chanpes 1 SCurty COMMST weth which LT (Foup poiicies This by-tesign hange compaters from &
vrcunty runerabilty e Famanons

® etorm M1 6072 it imstaled, ar by wting the waar
PR T T —— spee ty Lrknzn Femanins

Undpriunetty 5 not a1 smple a8 & sousds. While checking for fina, s Poibcy has- accoust
tgem iyl w8 uing papaly
bedwa parmissions ol 3 GPD. Thateloss wa hed wgaica, ehasching fer GPO wilslity o l5ck of 1, 4ns [e—
hecking hapefialy begher

abike

First assesmend results-

= Growp Polcies cosldat read stall 1
= Group Pobcis with peemissons alowing e §1

nespaired):

= o el regutes O changes ost ol §
= e wotes: 12 sequines 1 changes out of 47

- Iquinng GpoAwad pemission 2
= Groep Pobcies whech dont sequre changes: 49

recuined]:

= e evote: 3l reguires O changes
R
_.—._.I_._-._._
WWhen GRO is conated by detaut it g " For snme reason, some
u—mnmmmumﬁmm....

w m—mmmunu_uu-unpn Doman

Admins aed Enerprine Admins have o ok e very 5 ot it wrmaly maans
there's # mis of Allow deny GROApgiy) In youre dong

4 those are marked
Arsrnment rewuRy

. Group Pobcies which dont requre changes: 49

reguied):
= ad pvotes pl reguires 1 changes
= o pvotest oy sequires 1 changes
:-.-.—.nm.—-
When GPO is coeated by detuul it gets SYSTEM acooust y Secunty ¥ those.
Mumm#&nmmmunm ] et POl
Tere's 10 or bimit Bhesr rights.
Aawrament resulty
requaing STETH 1
mmmmwnw!
equired):
* ad tvolec il regwres B changes
b ot 2 seguites 1 changes
Fourth problern nelates bo UNKNOWN SI0
arw dwwted in e These are 151 n-place and stiy
there foreser sti moved
Asbament resuy

» Giog Pebes whoch e sequers chingt 80
e

= il regeted 0 changed
= b i yE eequires | changes

Ta generate up io dabe repert plesse sancute:

* ltali Moduie GFOZau Foroe o sl modvie manualy
® lnvohe-SPO o UnerProh e | edose Ty

Steps sbove wil geserate above unmary it more detacds ol lowisg ow 1o get up 1o date report and steps on bow o fa

Cowy | [ B | | €8V || #DF | [ doem o

TEST | Magraty G408 e = wmaran N 0D 1100 100830
| B b Jrrus—— P P m"""" T mm R 244 B (3 130
T Ty rp— [rp—— [ A — mﬂxw gmlum ; mm P B M

ST Pansword From e e Fun e s et gt T a2 mmare 22 rase

TEST | Lo e s g - Fae oot mtane iy - e Tm— ERET BBY 147 11 440

I EPRE G e ] e el

TR — [rp—— [ e — i ak “""tm ey - ”l Y - i ik memanes 0B
[Optaptiame: 11 11 ] = | [rrtngustetions | [ouac | [vhencromea | [#remtaangen |
[ — L Y I I b e
Explanstion % 1able coumng

* Siwh - means GPO has ot least one probies with permissions.

o Admersgtrabve  means GPO bas proben wih e Ter Doman

o Muthertuatedioers - maant PO My Authentcated Utert mastng sther st GROADR o GFORes!

+ Syaem - maar CPD hay 5

+ DomaimAdmns mmmum.muuqmm

.

oy || B || EBV || PO || BeemTem semch

Dt omachun o D T ks

L re—r scheuns.
L
AT
[Ferep—
AL fratn 00 L 2 ATy
L ot
sl
CONPUTIRG | ki
o eies o s
e pro-ti
.

14/23


https://evotec.xyz/wp-content/uploads/2021/01/img_600d4b9ec5f9c.png

TUST | Poswscnt Fines 58 ke ot il
peping
Jaceta’ O
Asdesiit

TENT | oo et et
el w8 s ot ey ey
L
AL | bt ! et - .
= e daE S e S e LA Y
e TSI
S
L T .
ST
——— - I = ] -
Brwing 118 7 of 51 o 2 -
oy | | Bmw | [ €9 | | 908 | [ semTroem -
v it
Fumae e ] Lot Dmogten  Cwmelm  MeSlatesTew  Pesssie s e
Mgty Peapiens  Prasd
e ey =
@ iem BT deoear s gl MBI A e ee—— rre— Atencaen v 1% |
= - . Usess
— B Py
@ e DE deeenr e gl MBI A [T VT NP Wy v L — — fep— Domandamns IR
—-— St e [t
_— e s
- ﬁ“" [Py v v :3-:‘ JRNAIBNE A [ o P Vi SR S S Y - —— - [ pa— nlarprng At ’;_;“5:',’;
- St e et
p— e
o b L P - " - [y
. st - PRSI RT TR AaTHORITT ANTERPEISE o vt oyt oouan #1484
e -2 O Lt Dokl COHTRCLTRS CORTRCLLME
- e
- O — O nanas e R — " rm $
e
i 431
™ :; st = te i e ——— erp—— :‘{"‘_?‘I‘ ORI Aaw EVOTEC Do dgmny NS At Oy, D DS e s o Gowar damry — w::,
roeme it
otiicas. 1821
O DT srem Steepluse —d A e Do ] i i o Dovanidmay OIS
it THIGIMERE!
= " Enatee Tescepter emoaOn | [MxicstonTons || [PormmacnTypn | [Foemssion el eiscpaonuntions | [Prachuttens —
— s ) -

Make 4 Bachup |ophons Add Authentic sled Lisers A Adrrestrative Grougs Add SYSTEM permessens Remore UMERD W Weration report
ettt Loty pevmiLion

Dependine when i 1epoe was fun oU May wast i regak rew report before ocesting with fiung Group Pobcy Autenbcated Users To generate new seport please use
Imvoke-0F0ZIsart ~FLlePMTA §EnviUserFrofile) Desitop  JPOLVarrOFOPermLssionaBerfore. Nnl -Verbose -Type GRCRermissions
When esecuted & mil Take 3 whie [0 genersle 8 dats and (rowvioe you T rew negort Gepending on ure of swronmest GPO with problems wil be Those not havng ary ssiue for Peem cpon Peemisson Trpe columng Once confrmed That dats is st showng isues and reuites fin mg piease proceed with nest
view
Aemative’y 4 you prates working wth console U Can n

R prirvdes Same 418 B3 yOU S0 0 Labie abowe jest dowsn prettidy it fos you

This report is interactive, meaning clicking on a GPO in one table limits permissions shown in
another table. GPOPermissions type is kind of ultimate way for you to deal with
permissions. I've made one report that covers what 3 different reports were covering before.

Invoke-GPOZaurr -Type
GPOPermissionsRead, GPOPermissionsAdministrative, GPOPermissionsUnknown

So while you can use the cmdlet above with each type separately — it's easier to use one.

Invoke-GPOZaurr - advanced usage

Invoke-GPOZaurr is basically a wrapper of around 20 or so different GPO cmdlets that |
have developed over a period of six months. | was worried that with so many cmdlets being
available in my module and my laziness in the documentation, | thought Invoke-GPOZaurr's
three-step approach (Describe Problem, Provide Data, Offer Solution) was an experiment
that | believe will help me manage my GPOs efficiently for years to come. Not everything is
completed, but at the current state, it's good enough for release. It allows you to understand
where you stand without spending days, weeks, or months of analysis depending on how big
your Active Directory is. Of course, this one little command has few more options that allow
for different customization options.
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Invoke-GPOZaurr [[-Type] <string[]>] [[-ExcludeGroupPolicies] <scriptblock>] [-
FilePath <string>] [-PassThru] [-HideHTML] [-HideSteps] [-ShowError] [-ShowWarning]
[-Forest <string>] [-ExcludeDomains <string[]>] [-IncludeDomains <string[]>]
[<CommonParameters>]

Using a Type parameter, you can ask for one or multiple types. Providing FilePath
parameter, you can tell GPOZaurr where to save created HTML file. PassThru, on the other
hand, is useful to have HTML generated and get the output of the reports back to you for
future analysis.

2] PowerShell 2 Windows PowerShell

Ps C:\Users\przemyslaw.klys> Invoke-GPOZaurr \Desktop\Test.html GPDAnalysis, GPOFiles

[i] Version

[i] Supported types Chosen by user:

[i] Domain Information Forest:

[i] Domain Information Included Domains:

[i] Domain Information Excluded Domains:

[i] SYSVOL (NetLogon) Files List

WARNING: Get-GPOZaurrFiles - Access to the path
'\\ad.evotec.xyz\SYSVOL\ad.evotec.xyz\Policies\{BATBC515-D7FD-UD1F-90B8-EUT7C15F89295}' is denied.
(UnauthorizedAccessException)

WARNING: Get-GPOZaurrFiles - Access to the path '\\ad.evotec.xyz\SYSVOL\ad.evotec.xyz\scripts\YouCantAccess' is denied.
(UnauthorizedAccessException)

[i] SYSVOL (NetLogon) Files List

[i] Group Policy Content

[i] Group Poliecy Content

[i] Generating HTML report

[i] Generating HTML report

Name

Version Current/Latest: 8.0.110 at 01/22/2021 12:41:11
Settings {ShowError, HideSteps, ShowWarning}

GPOFiles {Name, ActionRequired, Data, Exclusions...}
GPOAnalysis {Name, ActionRequired, Data, Exclusions...}

PS C:\Users\przemyslaw.klys>

It's also possible to hide steps to fix a given problem. This can be useful if you're doing an
overview for your Client/Management and don't want to show how to fix it.

Invoke-GPOZaurr -FilePath $Env:UserProfile\Desktop\Test.html -Type GPOBroken -
HideSteps
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Report generated on 01/24/2021 162657

GPOZaun - Cureny/Latest 0.0.110 31 01/22/2021 1241:1

Group Policies are stored in two places - Active Directory (metadata) and SYSVOL (content). Since those are managed in different ways, replicated in different Broken / Orphaned Group Policies
ways it's possible because of different issues they get out of sync

For example

« USN Rollback in AD could cause already deleted Group Policies to reapper in Active Directory, yet SYSVOL data would be unavailable
* Group Policy deletion failing to delete GPO content
« Permission issue praventing deletion of GPO content
+ Failing DFSR replication between DCs
Following problems were detected: -
* Group Policies on SYSVOL, but no details in AD: 2
« Group Policies in AD, but no content on SYSVOL 1
+ Group Policies which exists, but have wrong ObjectClass: 0
« Group Policies which couldn't be assed due to permissions issue: 1

Following domains require actions (permissions required)

« ad.evotec plreg

es 0 changes. 0 1 2 3

4 5
+ ad evotec.xyz requires 3 changes.
WNotin AD [ Not on SYSVOL [l ObjectClass Issue [l Permissions Issue
Plaase review output in table and follow the steps below table to get Active Directory Group Policies in healthy state
Cony | [ Excat | (csv | [ PoF | [ snew 10w Semeh
DisplayName status omainName Sysvoiserver Objectclass " Pan Distinguishedhame Descrigtion CreatonTime ModfiatenTime ot

4057 B09F-

NotavalableinAD =0 evotec.xyz o evorecayz

oesz . .

ALL | Alow use of biomevics

em D=2, 0Csevetec DCeiyz Aoz ma e e s

(CDABBS03-1218-
CSEI71896417)

ALL | Bitiocker Settngs

ALL I Certficates Exsts s evetes iz  evotec gz

ALL | Enabée RDP Exists st evotes.xyz ad evotec sy

Exists st evotee iy o evotec 1yz

s evotec. iz w0t

DCaad, DCsevotee DCuxyz

ad evotec

1em,0C 80 DC sevotec, 0C1y2

Using HideHTML parameter prevents auto-opening of HTML. It's useful for automation
purposes.

Invoke-GPOZaurr -FilePath $Env:UserProfile\Desktop\Test.html -Type GPOBroken -
HideSteps -HideHTML

Invoke-GPOZaurr - Type GPOAnalysis

GPO Analysis report is one of the coolest ones I've made. It's able to provide a lot of smaller
reports that show the content of group policies. Each report is a separate tab. Using GPO
GUI, you would normally show you similar output, but this one does it globally. If you've ever
tried to find all GPOs that map drives, find ones that have script execution — it's the way to
go.

Invoke-GPOZaurr -Type GPOAnalysis

2] PowerShell B2 Windows PowerShell

:\Users\przemyslaw.klys> Invoke-GPOZaurr GPOAnalysis
Version
Supported types Chosen by user:
Domain Information Forest:
Domain Information Included Domains:

Domain Information Excluded Domains:
Group Policy Content
Group Policy Content
Generating HTML report
Generating HTML report
:\Users\przemyslaw.klys>
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The idea for every report is that each setting is stored per each line. This sometimes means
that if the setting has a potential of 50 options, the report will generate 50 columns. I've not
found an easy way to make it readable without custom creating and every report. While | do
that for some of the reports, some are totally autogenerated. If you feel something is not
covered or require a better report, open up an issue, and we can see what can be done.

Invoke-GPOZaurr - Automating GPOZaurr to Email

Since | want to keep my group policies healthy at all times, I've developed small automation.
This automation deals with one report and sends an email to a ticketing system if there is a
problem or sends an update to the AD team that everything is great. This automation uses
PSWriteHTML (which is also used to generate HTML anyway). I've developed the module
where the description on each report is available to use outside of GPOZaurr (that's where
the PassThru parameter is useful).
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Import-Module GPOZaurr -Force

$PasswordSecureString = 'passwordSecureString'
$Types = @(
o{
Name = 'GPOOwners'
Path = "$PSScriptRoot\Reports\GPOOwners_$(Get-Date -f yyyy-MM-
dd_HHmmss).html"
Subject = '[AD Compliance] Group Policy Owners Issue'
Ticket = '[Ticket#2001000](https://1linkToChangeRequest)’
Attach = $true
}
o{
Name = 'GPODuplicates'
Path = "$PSScriptRoot\Reports\GPODuplicates_$(Get-Date -f yyyy-MM-
dd_HHmmss).html"
Subject = '[AD Compliance] Group Policy Duplicate (Conflicting) Objects
Detected'
Ticket = '[Ticket#2001000](https://1linkToChangeRequest)'
Attach = $true
}
o{
Name = 'NetLogonOwners'
Path = "$PSScriptRoot\Reports\NetLogonPermissions_$(Get-Date -f yyyy-MM-
dd_HHmmss) .html"
Subject = '[AD Compliance] NetLogon Owners Issue'
Ticket = '[Ticket#2001000](https://1linkToChangeRequest)'
Attach = $true
}
o{
Name = 'GPOConsistency'
Path = "$PSScriptRoot\Reports\GPOConsistency_$(Get-Date -f yyyy-MM-
dd_HHmmss) .html"
Subject = '[AD Compliance] Group Policy Consistency'
Ticket = '[Ticket#2001000](https://1linkToChangeRequest)'
Attach = $true
}
# Too big
o{
Name = 'GPOPermissions'
Path = "$PSScriptRoot\Reports\GPOPermissions_$(Get-Date -f yyyy-MM-
dd_HHmmss) .html"
Subject = '[AD Compliance] Group Policy Permissions Analysis'
Ticket = '[Ticket#2001000](https://1linkToChangeRequest)'
Attach = $false
}
o{
Name = 'GPOList'
Path = "$PSScriptRoot\Reports\GPOList_$(Get-Date -f yyyy-MM-
dd_HHmmss) .html"
Subject = '[AD Compliance] Group Policy Empty & Unlinked & Disabled Cleanup'
Ticket = '[Ticket#2001000](https://1linkToChangeRequest)'
Attach = $false
}
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o{

Name = 'GPOBroken';
Path = "$PSScriptRoot\Reports\GPOOrphans_$(Get-Date -f yyyy-MM-
dd_HHmmss) .html";
Subject = '[AD Compliance] Group Policy Orphaned/Broken Cleanup'
Ticket = '[Ticket#2001000](https://linkToChangeRequest)'
Attach = $true
}
o{
Name = 'GPOBrokenLink'
Path = "$PSScriptRoot\Reports\GPOBrokenLink_$(Get-Date -f yyyy-MM-
dd_HHmmss) .html"
Subject = '[AD Compliance] Group Policy Broken Links'
Ticket = '[Ticket#2001000](https://linkToChangeRequest)'
Attach = $true
}

)

foreach ($Type in $Types) {
$EmailHeaderBadReport = EmailHeader {
EmailFrom -Address 'EmailFrom@evotec.pl'
EmailTo -Addresses "przemyslawklys@evotec.pl", 'otherguy@evotec.pl'
EmailServer -Server 'smtpServer' -SSL -Port 25 -UserName 'login' -Password
$PasswordSecureString -PasswordAsSecure
EmailOptions -Priority High -DeliveryNotifications Never
EmailSubject -Subject $Type.Subject
if ($Type.Attach -eq $true) {
EmailAttachment -FilePath $Type.Path
}

}
$EmailHeaderGoodReport = EmailHeader {

EmailFrom -Address 'EmailFrom@evotec.pl'
EmailTo -Addresses "przemyslawklys@test.pl", 'otherguy@evotec.pl'
EmailServer -Server 'smtpServer' -SSL -Port 25 -UserName 'login' -Password
$PasswordSecureString -PasswordAsSecure
EmailOptions -Priority Low -DeliveryNotifications Never
EmailSubject -Subject $Type.Subject
if ($Type.Attach -eq $true) {
EmailAttachment -FilePath $Type.Path
}
}

$ReportOutput = Invoke-GPOZaurr -FilePath $Type.Path -Type $Type.Name -PassThru -

HideHTML -Verbose
foreach ($Report in $ReportOutput.Keys | Where-Object { $_ -notin 'Version',
'Settings' }) {
if ($ReportOutput[$Report]['ActionRequired'] -eq $true) {
Email {
$EmailHeaderBadReport
EmailBody {
EmailText -Text 'Hello Team,' -LineBreak

EmailText -Text "I've found disprepency in our domain that needs

to be fixed and I need your help. " -LineBreak

$ReportOutput [$Report]['Summary']
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EmailText -LineBreak

EmailText -TextBlock {
"This automation was approved by CAB in $($Type.Ticket).
"The goal is to keep Group Policies Healthy at all times!
"In case of issues please contact Przemyslaw Klys "

} -LineBreak

EmailText -Text 'With regards,'

EmailText -Text 'Automated Monitoring'

} -FontSize 10pt

}
} else {
Email {
$EmailHeaderGoodReport
EmailBody {
EmailText -Text 'Hello Team,' -LineBreak
EmailText -Text "I've run the report and everything is looking
great. Nothing to do here, but just wanted to say - great job! " -LineBreak
$ReportOutput [$Report]['Summary']
EmailText -LineBreak
EmailText -TextBlock {
"This automation was approved by CAB in $($Type.Ticket). "
"The goal is to keep Group Policies Healthy at all times! "
"In case of issues please contact Przemyslaw Klys "
} -LineBreak
EmailText -Text 'With regards, '
EmailText -Text 'Automated Monitoring'
} -FontSize 10pt
}

}

Keep in mind that some of those reports can get really large. For example, the permissions
report for 4000 GPOs is about 30MB in size. On the other hand, some other reports are
much smaller. This is why there's an option to choose whether to attach a report or not.

Summary

GPOZaurr is a huge module. It contains a lot of reports, and just a handful of those are
shown here. It's almost 20000 lines of code. It can deal with all sorts of
GPO/SYSVOL/NETLOGON problems you may have. Feel free to explore. On GitHub, the
full source code is available (and somewhat readable — one function per file) and about 40
different examples. Not everything may be easy to understand, but | plan to release more
blog posts on different ways to deal with issues. What's important to know is that this module
will work just fine with just user credentials. Of course, if you've removed authenticated users
from a GPO, some reports will skip it, others will mark it as unavailable, but it does work. Of
course, fixing issues will require Domain Admin, but that you can do manually — not even
running GPOZaurr as Domain Admin.
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The code is published on GitHub
Issues should be reported on GitHub

Code is published as a module on PowerShellGallery

The module is signed with a certificate, like any new modules that | create or update.

Install-Module GPOZaurr -Force

GO Ahead! Have fun! Make sure to report any issues, or if you feel like something would
require covering more ground, let me know. My goal is to have GPOZaurr as the only way to
deal with Group Policies.
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