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Introduction

In late 2020, a sophisticated SolarWinds attack that hit organizations through the supply chain has recently
been disclosed by various sources. This was done via a compromised version of SolarWinds Orion which we
called the backdoor with the name “Sunburst”. Once the update (include the malicious DLL) is installed, the
malicious DLL will be imported and loaded by the legitimate SolarWinds.BusinessLayerHost.exe executable. 
 
Sunburst is a trojan version of a digitally signed SolarWinds Orion plugin named
SolarWinds.Orion.Core.BusinessLayer.dll. The malicious DLL contains a backdoor code used to initiate a
function that will do the communication with the victim’s system via HTTP to the attacker’s command and
control server [1]. The malicious code initiation will give full access to the victim which may retrieve and
execute commands that instruct the backdoor to transfer files, remote execution, profile victim’s system
information, and complete control over the affected system.

Technical Analysis

Name: SolarWinds.Orion.Core.BusinessLayer.dll
 MD5: b91ce2fa41029f6955bff20079468448

File type: Dynamic Link Library
 

The malicious function code that was being patched in the compromised DLL by the attacker resides
in OrionImprovementBusinessLayer.Initialize which all malicious subfunctions were started right here. The
function Initialize was invoked at line 119 by the parent function RefreshInternal as shown in Figure 1 below. 
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Figure 1: Invoking of Initialize function
 
In the Initialize method in Figure 2 below, we can see that the code trying to check if the current process
executable is solarwinds.businesslayerhost where the hash of the current process being generated by the
function GetHash. 
 

Figure 2: Check if the current process is solarwinds.businesslayerhost
 
The code use function GetHash to check the hash of the process. We will see this GetHash function often after
this as the attacker obfuscate those important strings. Deep diving into the code of the GetHash will give us
ideas how things get going. Looking into the subroutine GetHash, the function uses Fowler–Noll–Vo
hash (FNV-1a) + XOR algorithm which we can refer to in Wikipedia. Figures 3 and 4 below comparing the
algorithm being used.
 

https://lh3.googleusercontent.com/-_8_ZbCgXrvg/YBeGfh6efOI/AAAAAAAAAAk/JnFR13bRbM8-tA5ytB5zCUg1GhPN6bD3ACLcBGAsYHQ/image.png
https://lh3.googleusercontent.com/-KX8us-6UWTo/YBj-R84V-vI/AAAAAAAAADk/464idJAtGjwPQldL8RGnBtSiosmheQ4IwCLcBGAsYHQ/image.png
https://en.wikipedia.org/wiki/Fowler%E2%80%93Noll%E2%80%93Vo_hash_function
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Figure 3: GetHash function
 

Figure 3: Wikipedia's FNV-1a explained
 
The next thing that needs to be explained in the Initialize function is at lines 116 to 118 in figure 4 below. At
these lines, the malware waits about two weeks/12 days before it executes to avoid any suspicious activity
detection.
 

https://lh3.googleusercontent.com/-bKlqPG7Itz8/YBeo_C7eoXI/AAAAAAAAAA4/TMgg0erhaSgEJFXABLqS1ae9ylR9egIeQCLcBGAsYHQ/image.png
https://lh3.googleusercontent.com/-7qoac_wMRuU/YBj8CVxBcjI/AAAAAAAAADQ/rgC_Ke1oDts4uq5bLDMPvwUVukzMon2qQCLcBGAsYHQ/image.png
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Figure 4: The malware waits for about 2 weeks to execute
 
After about 2 weeks, the malware starts to execute the next line where the malware creates the named pipe
583da945-62af-10e8-4902-a8f205c72b2e to ensure only one instance of the backdoor is running. 
 

Figure 5: The sample creates named pipe
 
In figure 5, after creates the named pipe, the sample check for modes of operation as described by FireEye. If
the mode return "Truncate", the malware will be terminate and exit.
 

https://lh3.googleusercontent.com/-d3yfRouqV3s/YBj_ZL4JI3I/AAAAAAAAAD4/hjLMqYKgrcAIJQCImXYwLBL4IEMzjC0XwCLcBGAsYHQ/image.png
https://lh3.googleusercontent.com/-JkT0ZSuEKLs/YBkJE4iLniI/AAAAAAAAAEc/LMA8aOyh89sLeLAVTT8CVSp1mF3-6S6JACLcBGAsYHQ/image.png
https://lh3.googleusercontent.com/-LOxBzZ28ERw/YBkKFHkfA2I/AAAAAAAAAEo/5zbpWRQjQ28zaiKY35giXAtRxSJ787UxwCLcBGAsYHQ/image.png
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Figure 6: Makes some delay execution
 
After the truncate mode being checked and pass, the malware then will delay the execution of the next line
about 30min to 120min.
 

Figure 7: Sunburst check for domain-joined
 
In figure 7, Sunburst also checks if the victim is joined to an Active Directory domain. Those blacklisted AD
domains as follows:
 

Figure 8: Hashes of blacklisted domain
 
The next lines of codes will be executed if the current victim does not join the blacklisted AD domains. These
encoded strings have been brute-forced by FireEye to determine what are the decoded result of these encoded
strings. Refer SolarWinds/SunBurst FNV-1a-XOR hash founds analysis spreadsheet shared by FireEye.
 

1. swdev.local
2. emea.sales
3. pci.local
4. apac.lab
5. swdev.dmz

https://lh3.googleusercontent.com/-YtKTYSU9pXk/YBkMEgzKJrI/AAAAAAAAAE0/n0VJWdbU3Xk-NsqM9_RJHvh7AriYKgELACLcBGAsYHQ/image.png
https://lh3.googleusercontent.com/-QC2UaZuwHC0/YBkNWD6fceI/AAAAAAAAAFA/aki7QQXfq7suawxmz9NQC6yjZndRxg1ogCLcBGAsYHQ/image.png
https://docs.google.com/spreadsheets/d/1u0_Df5OMsdzZcTkBDiaAtObbIOkMa5xbeXdKk_k0vWs/edit#gid=0
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6. cork.lab
7. saas.swi
8. dmz.local
9. lab.local

10. dev.local
11. lab.rio
12. lab.brno
13. lab.na
14. test
15. solarwinds

The sample then performs another checking functionality to generate the user ID of the current victim as shown
in figures 8 and 9.
 

Figure 8: GetOrCreateUserID call
 

Figure 9: GetOrCreateUserID code
 
In figure 9, the user ID of the victim is built based on 3 values:

1. Network interface MAC address that is up and not a loopback device from the ReadDeviceInfo function
2. The domain name that contains in variable domain4
3. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\MachineGuid value

After that, the user ID is encoded with the XOR MD5 of the value at line 424 to 434 shown in figure 9.

https://lh3.googleusercontent.com/-NcUpMCIh0sI/YBkO40OScWI/AAAAAAAAAFM/vIIU0xqo2fQgFfyHeu0KfIJJqvmdJEjZACLcBGAsYHQ/image.png
https://lh3.googleusercontent.com/-BEl3Hgu2Yn0/YBepSHHKF0I/AAAAAAAAABE/IMGYC06jZFssrpyypJZLMx1O2vBftf6cQCLcBGAsYHQ/image.png
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Figure 10: Method Update being invoke
 
The backdoor then invokes method Update which main part of the backdoor resides in here.
 

Figure 11: Snippet code of the Update method
 
In the first part of the code, as shown in Figure 11, the backdoor begins the domain algorithm generation
(DGA) things using class CryptoHelper.
 

https://lh3.googleusercontent.com/-poc74PnhKt4/YBkTifhTeJI/AAAAAAAAAFY/JTjUWBUd2TgtpCPe0ik3ONOIODWsBkHUwCLcBGAsYHQ/image.png
https://lh3.googleusercontent.com/-jCw0ghnppIY/YBer47y2aoI/AAAAAAAAABY/tZ9CxuE4b5MbEvMLyDQr6Eo1HQG8AeUogCLcBGAsYHQ/image.png
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Figure 12: Content of CryptoHelper
 
Sunburst victims, who have been installed and infected by one of the malicious SolarWinds Orion software
updates, will query for domain names. The part of the malicious code of the software update will construct and
resolve a subdomain of avsvmcloud.com. 
 
The code generates those domain names by taking the victim's User ID and computer’s domain name and
encoded it with a simple substitution cipher. These encoded strings of subdomains are then being
concatenated with one of the following domains to create the hostname to resolve:

.appsync-api.eu-west-1[.]avsvmcloud[.]com

.appsync-api.us-west-2[.]avsvmcloud[.]com

.appsync-api.us-east-1[.]avsvmcloud[.]com

.appsync-api.us-east-2[.]avsvmcloud[.]com

The example of the generated and encoded C2 domain name as follows:

02m6hcopd17p6h450gt3.appsync-api.us-west-2.avsvmcloud.com
06o0865eliou4t0btvef0b12eu1.appsync-api.us-east-1.avsvmcloud.com
04spiistorug1jq5o6o0.appsync-api.us-west-2.avsvmcloud.com
060mpkprgdk087ebcr1jov0te2h.appsync-api.us-east-1.avsvmcloud.com

The subdomains highlighted above are the encoded User ID and computer’s domain name which can be
decoded using tools from Netresec.

After generated the domain, Sunburst continues invoking another important method
called UpdateNotification.

https://lh3.googleusercontent.com/-nG9FFpgZpPo/YBe8-b_op2I/AAAAAAAAAC8/CLAKmzDbD4Yk1xUhth24jzKGeZxaxRwlQCLcBGAsYHQ/image.png
https://www.netresec.com/?page=Blog&month=2020-12&post=Reassembling-Victim-Domain-Fragments-from-SUNBURST-DNS
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Figure 13: UpdateNotification invoked.
 

Figure 14: Check is there any blacklisted process running
 
In this method, the backdoor check for the blacklisted processes running based on Figure 14. If there is a
blacklisted process running, the backdoor will exit the code. If we deep dive into the method, we can see three
important sub-method which are SearchAssemblies, SearchServices, and SearchConfiguration.
 
 

Figure 15: Identify AV, EDR, tools, and drivers
 
The backdoor uses several blocklists to identify anti-virus and endpoint detection response processes, drivers,
and services. It also checks for any forensic and malware analysis tools in these three functions.
 
SearchAssemblies = Processes of malware analysis and forensics tools
SearchServices = Anti-Virus and EDR services
SearchConfiguration = Anti-Virus and EDR drivers

https://lh3.googleusercontent.com/-vBNmB5c_QuI/YBkWiatWUXI/AAAAAAAAAFk/kEWHaq8sAIcqVR9OH0Fuvu8EAAg_h3_8gCLcBGAsYHQ/image.png
https://lh3.googleusercontent.com/-I-_qZ9Pr-0U/YBlTI2FyeXI/AAAAAAAAAFw/oq2xLV3nwhkdWlwrVndo038leDh8oeXeACLcBGAsYHQ/image.png
https://lh3.googleusercontent.com/-Qpo0qFSBLUQ/YBetsuqkzmI/AAAAAAAAAB8/_a4IPFQYavs-jGCHHrEi_ZA5zuthUvkvgCLcBGAsYHQ/image.png
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Below figures (Figure 16-19) show the hashes of the blacklisted process of malware analysis and forensics
tools, AV and EDR services, and drivers:
 

Figure 16: The processes hashes included in the field assemblyTimeStamps
 

Figure 17: List of the blacklisted malware analysis and forensics tools hashes.

https://lh3.googleusercontent.com/-_Bpwbr2cXLs/YBesODf0WaI/AAAAAAAAABg/4TMqt2aP26gaGC28yZNoldjOwtMdyQi0wCLcBGAsYHQ/image.png
https://lh3.googleusercontent.com/-ZxqtLEdk9C4/YBesfnwMOUI/AAAAAAAAABs/DMMVGEhUA5cpRyqfO2pU_edzrPR38frZQCLcBGAsYHQ/image.png
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Figure 16: The services hashes included in the field svcList
 

Figure 17: List of the blacklisted AV and EDR services hashes.
 

https://lh3.googleusercontent.com/-lQNYSPDo5gM/YBeuBNT3JiI/AAAAAAAAACE/8ZAKTyqShmcJ4XOn2CSHkHZfVviUe_kTwCLcBGAsYHQ/image.png
https://lh3.googleusercontent.com/-0Q0Jofag-L4/YBeuIbjLLlI/AAAAAAAAACI/rzrDx1-jTCw09NI9vsAG8hOuEYyaYhjdACLcBGAsYHQ/image.png
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Figure 18: The drivers hashes included in the field configTimeStamps
 
The backdoor retrieves all the driver listing via the WMI query Select * From Win32_SystemDriver as shown in
figure 18. The drivers hashes are included in the field configTimeStamps.
 

Figure 19: List of the blacklisted AV and EDR drivers hashes.
 
All the decoded version of the encoded hashes can be checked here. Thanks to the FireEye team!
 

https://lh3.googleusercontent.com/-fSUuuwxTo4I/YBeuRWsV09I/AAAAAAAAACQ/oKA2C3ILmHgUnWmG45zaDdrWHoG_BTqeQCLcBGAsYHQ/image.png
https://lh3.googleusercontent.com/-fASsm9JLnlI/YBeuaTjFvsI/AAAAAAAAACc/YtlrSxaNTuAo8zJpnLa6a7M3pSqsnZ91QCLcBGAsYHQ/image.png
https://docs.google.com/spreadsheets/d/1u0_Df5OMsdzZcTkBDiaAtObbIOkMa5xbeXdKk_k0vWs/edit#gid=0


13/18

Figure 20: Bruteforced blacklist hashes spreadsheet
 
Next, in the while loop, the sample check for the processes, services, and drivers again. If the victims do not
have the indicator of the blacklisted processes, services, and drivers, the backdoor continues to execute the
following codes.
 

Figure 21: Check for the process again
 
Continue investigation of the code at line 222 as we see the backdoor trying to get the AdressFamily of the
victim and decide its decision in the switch case after that shown in figure 22.

https://lh3.googleusercontent.com/-QSJmJ2fX6Nc/YBlV-RnUnmI/AAAAAAAAAF8/yFmu2Qu313kixTXXuxMaOQrRpigWkmnXACLcBGAsYHQ/image.png
https://lh3.googleusercontent.com/-ffPr9jCppnQ/YBlZIVHy6xI/AAAAAAAAAGI/LSPzTNcd36EWnwPl__q5fbX1sR1uh1drgCLcBGAsYHQ/image.png


14/18

 

Figure 22: Switch case of socket AddressFamily Netbios
 
The Command and Control beaconing is starting from here. If the AddressFamily is NetBios the backdoor
will either initiate the C2 beaconing or continue the command and control beaconing which we can see at line
248 in Figure 22 where method Initialize being invoked.
 

https://lh3.googleusercontent.com/-kL_BWD4taxQ/YBlahjqXxJI/AAAAAAAAAGU/hqdjlp4QqfEO_plbtdUNOk3gDz465BddACLcBGAsYHQ/image.png
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Figure 23: C2 things in Initialize method
 
Supported commands for the C2 can be view in the JobEngine field as shown as follow in figure 24.
 

https://lh3.googleusercontent.com/-sB9ZlnXevmw/YBldlcnIyGI/AAAAAAAAAGg/8yRz8aVXgbwRY1T4l_IvmP07fTufzCMVQCLcBGAsYHQ/image.png
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Figure 24: JobEngine contains the supported command of the Command and Control
 
Once the Sunburst is gained access to the victim machine, depending on the objectives of the actor, any
malicious actions and activities can be executed like stealing sensitive data, source codes, etc.

Conclusion

The cyberattack of this campaign is a highly skilled adversary. The threat actors behind this cyber attack
campaign got access to numerous organizations around the world including Malaysia's organizations. Every
organization in the world that using SolarWind’s Orion IT monitoring and management software must be
alerted with this campaign to take precautions for this matter as the attack still ongoing right now.

IOC

The following SHA256 hashes are associated with Sunburst DLL files:
e0b9eda35f01c1540134aba9195e7e6393286dde3e001fce36fb661cc346b91d

https://lh3.googleusercontent.com/-LdtgD3lmwGM/YBleQK8TtJI/AAAAAAAAAGo/3Geu0Kyte9kUY-tkkfNfXi7a6Ef9KR92ACLcBGAsYHQ/image.png
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The following domain names are associated with Sunburst cyber-attack campaign:

avsvmcloud[.]com
databasegalore[.]com
deftsecurity[.]com
digitalcollege[.]org
freescanonline[.]com
globalnetworkissues[.]com
highdatabase[.]com
incomeupdate[.]com
kubecloud[.]com
lcomputers[.]com
mobilnweb[.]com
panhardware[.]com
seobundlekit[.]com
solartrackingsystem[.]net
thedoccloud[.]com
virtualwebdata[.]com
webcodez[.]com
websitetheme[.]com
zupertech[.]com
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