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Introduction

The last three months of 2020 saw a sustained increase in malicious spam distributing
Dridex malware. The number of Dridex samples isolated by HP Sure Click more than tripled
in Q4 compared to Q3, representing a 239% increase. According to HP Sure Click telemetry,
Dridex is currently the second most widely circulating crimeware family behind Emotet.
Although originating in 2012 as a banking Trojan, since 2017 Dridex’s operators have
increasingly shifted their tactics to delivering ransomware.

Dridex’s distributors commonly propagate the malware using malicious Office documents
(maldocs) that download the Trojan from a remote web server. Interestingly, since mid-2020
a variant of these maldocs started containing hundreds of URLs from which to download the
malware. This technique makes the loader more resilient to takedown action by hosting
providers and domain registrars. It also increases the likelihood of successfully downloading
the payload. Instead of blocking one URL, network security controls such as web proxies
would need to block hundreds of URLs to prevent the malware from being downloaded.

https://threatresearch.ext.hp.com/dridex-malicious-document-analysis-automating-the-extraction-of-payload-urls/
https://threatresearch.ext.hp.com/blog/
https://www8.hp.com/us/en/solutions/sure-click-enterprise.html
https://us-cert.cisa.gov/ncas/alerts/aa19-339a
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Following this change to Dridex’s first stage loader last year, we collected samples and
analyzed them. This article gives an overview of how the payload URLs are stored and
decoded. We also provide a Python script that extracts the URLs to assist security teams in
their blocklisting efforts.

Dridex’s Excel loader

We focused primarily on the Excel format loader for this analysis because it was by far the
most common file type we encountered. Dridex also has a Word dropper, which we’ve
previously written about. As opposed to a dropper, a malware loader contains at least one
network destination which is used to download a payload. This allows the loader to be small
but necessitates communication over a network to install the malware. The Dridex loader
generally uses the approach shown in Figure 1 to download its payload.

Figure 1 – Typical Dridex infection chain.

Dridex loader types

We identified several types of Dridex loader that each uses a different way to download and
execute the payload. Sometimes the document used a Visual Basic for Applications (VBA)
macro, Excel 4 macro or both to execute code. The loader uses either PowerShell or
Windows API calls to open a network connection and download the payload. We can split
Dridex’s loaders into two types based on how the code is executed:

Code executed using Excel 4 macros

The first type of loader uses Excel 4 macros to generate PowerShell code or call Windows
API functions to download the malware. In both cases, the loader only downloads the
payload from one URL.

https://threatresearch.ext.hp.com/dridex-threat-analysis-july-2019-variant/
https://threatresearch.ext.hp.com/wp-content/uploads/2021/01/dridex_maldoc_1.png
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Code executed using VBA macros

The second type of loader uses VBA macros to download Dridex. This type of loader uses
different methods to achieve this. One way is by generating an encoded shell command,
which calls PowerShell to download the payload. The loader also only downloads the
payload from one URL.

A second, and more notable, method used by this type of loader stores encoded data in an
Excel worksheet. When run, the VBA code loads the data from the worksheet and decodes it
using one of many routines. The decoded data is a list of hundreds of URLs, from which one
is randomly chosen to download Dridex. The sheer quantity of payload URLs is unusual for a
loader, so we decided to analyze this download mechanism in more detail.

Figure 2 – Overview of Dridex loader types from September to December 2020.

Maldocs containing multiple URLs

The first question we asked about this type of loader was how the URLs are stored in the
document. To find this specific answer we analyzed the document by manually debugging
the VBA code. Opening the VBA project from a sample in Excel for the first time, generated a

https://threatresearch.ext.hp.com/wp-content/uploads/2021/01/dridex_maldoc_2.png
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warning that the “Project Is Unviewable”. You can learn about the reason for this warning and
its solution in this article. After resolving this issue, we could read and interact with the
loader’s VBA code.

Figure 3 – VBA code of a Dridex loader.

The code executes when the spreadsheet’s layout changes, which occurs when the file is
opened. The main function contains a loop that iterates over the cells of the active
worksheet. During each iteration, encoded data is read from the worksheet, decoded and
stored inside a variable. The variable is then split into multiple elements and used as an
argument for the ExecuteExcel4Macro function. This function, as the name indicates, runs a
Microsoft Excel 4 macro given as an argument. The encoded URLs are read from the
content of the worksheet. You can see the encoded text by selecting all the cells in the
worksheet and changing the text’s color.

https://medium.com/walmartglobaltech/vba-project-locked-project-is-unviewable-4d6a0b2e7cac
https://threatresearch.ext.hp.com/wp-content/uploads/2021/01/dridex_maldoc_3.png
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Figure 4 – Dridex loader worksheet with encoded data.

Since we are interested in the URLs, we slightly modified the VBA code to run the data
decoding function and print them out. Figure 5 shows a snippet of these URLs.

Figure 5 – Extracted Dridex payload URLs.

https://threatresearch.ext.hp.com/wp-content/uploads/2021/01/dridex_maldoc_4.png
https://threatresearch.ext.hp.com/wp-content/uploads/2021/01/dridex_maldoc_5.png
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Looking at the Excel 4 macro’s execution, it is notable that the return value is not evaluated.
This means that if the URL host is offline, the loader will not download the payload from
another URL.

From analyzing the decoding functions, we found many were re-used or slightly modified
between samples. The decoding functions work by iterating over all the values in an active
worksheet. In about 60 samples from around 30 Dridex spam waves, we found six types of
decoding routines.

1.     Character offset encoding

When the worksheet’s data is encoded using character offset encoding, the Dridex loader
decreases each letter’s ASCII value in the URL by one, two or three. How much the ASCII
value is decreased is randomly chosen. We can implement a function in Python to decode
the string and return the correct URL, as shown below.

Figure 6 – Code snipped from the character offset encoding algorithm.

2.     Reverse encoding

A telltale sign of a Dridex loader using reverse encoding is if there are numbers scattered
about the worksheet. These numbers indicate the index in an array. The corresponding value
is the row number as an ASCII value, which the decoder function converts into a character.
The sorted array outputs the list of URLs.

Figure 7 – Code snipped from the reverse encoding algorithm implemented in Python.

3.     Scramble encoding

https://threatresearch.ext.hp.com/wp-content/uploads/2021/01/dridex_maldoc_6.png
https://threatresearch.ext.hp.com/wp-content/uploads/2021/01/dridex_maldoc_7.png


7/9

Scramble encoding is similar to character offset encoding. The characters are converted
from an ASCII value after adding or subtracting another value. The decision about whether a
value is added or subtracted depends on the position of the letter.

Figure 8 – Code snipped from the scramble encoding algorithm.

4.     Substring concatenation encoding

Documents containing URLs encoded with substring concatenation encoding contain many
small strings in the worksheet. The URLs are decoded by iterating over the values. If the
value is longer than two characters, then a substring is taken. The substring is appended to a
string that contains all the URLs from the document after finishing the iteration.

 

Figure 9 – Code snipped from the substring concatenation algorithm.

5.     Hexadecimal encoding

Here the characters in the URLs are encoded as hexadecimal values then stored in random
cells in the active worksheet. The URLs are decoded by iterating over the values, converting
them into characters and appending them to a string containing all the URLs.

Figure 10 – Code snipped from the hexadecimal encoding algorithm.

6.     Format encoding

When you open a Dridex loader that uses format encoding, no values are visible in the active
worksheet. Instead of cell values, this type of encoding checks if a cell is formatted to decode
the URLs. The decoder iterates over all the cells and checks for their format. If a cell is not

https://threatresearch.ext.hp.com/wp-content/uploads/2021/01/dridex_maldoc_8.png
https://threatresearch.ext.hp.com/wp-content/uploads/2021/01/dridex_maldoc_9.png
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formatted as “General” then the corresponding column index is taken as an ASCII value,
which corresponds
to a URL character.

Figure 11 – Code snipped from the format encoding algorithm.

After decoding the contained URLs with one of the explained routines, the Dridex payload is
downloaded and the document is automatically closed.

URL encodings timeline

Tracking the usage of the six different encoding mechanisms over time reveals that the
distributors of Dridex maldocs tend to switch the type of URL encoding after a few spam
waves. Between those changes, the encoding mechanisms largely remained the same with
only slight modifications.

Figure 12 – Types of URL encoding used by the Dridex loader from September to December
2020.

Automatically extracting URLs from Dridex maldocs

We wrote a Python script that extracts all the URLs from Dridex maldocs that use one of the
six encoding algorithms. Security teams can use the script’s output to block all potential
Dridex payload URLs instead of just one that a typical sandbox would extract through
dynamic analysis.

The threat actors behind Dridex and its distribution are continually changing their techniques,
so we expect the encoding algorithms to change. Although the automation may not work on
future loaders, our analysis should give security teams a clue about how to implement new
decoding functions.

Conclusion

https://threatresearch.ext.hp.com/wp-content/uploads/2021/01/dridex_maldoc_11.png
https://threatresearch.ext.hp.com/wp-content/uploads/2021/01/dridex_maldoc_12.png
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Since mid-2020, some Dridex maldocs have contained hundreds of URLs hosting the Trojan.
Looking at the documents over this period, we identified six encoding types used to
obfuscate the URLs. While the encoding varies between spam wave, the documents’ basic
structure has not changed significantly. We think it is feasible to implement decoders for
future encoding types used in Dridex maldocs building on this approach.

Indicators of Compromise (IOCs)

Using the Python script to automate the URLs’ extraction, we collected 2,082 URLs from 56
documents. You can find the IOCs corresponding to this analysis and the URL extraction
script in the HP Threat Research GitHub repository.
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