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A) , EH$H url Bl WebLogic X% (web.xml) NAAEEEIRIFSEITILE | oz url B
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wiserver/server/lib/consoleapp/webapp/WEB-INF/web.xml , 207 F & 7R,

<!-- Static resources that don't need protection --=
<security-constraint=>
<web-resource-collection=
<web-resource-name>images</web-resource-name>
<url-pattern=/images/*<furl-patterns
<fweb-resource-collection>
<web-resource-collection=
<web-resource-name=common</web-resource-name=
<url-patterns>/common/*<furl-patterns
<fweb-resource-collection>
<web-resource-collection=
<web-resource-name>css</web-resource-name>
<url-pattern=/css/*<furl-pattern=

<url-pattern>/framework/skeletons/wlsconsolefcss/*<furl-pattern>
<url-pattern>/framework/skeletons/wlsconsole/js/*<furl-pattern>
<url-pattern>/framework/skins/wlsconsole/css/*<furl-pattern>
<url-pattern>/framework/skins/wlsconsole/images/*<furl-pattern>
<fweb-resource-collection=
<fsecurity-constraint=>

<security-constraint=>
<web-resource-collection=
<web-resource-name>helpsets</web-resource-name=
<url-pattern=/bea-helpsets/*</url-pattern=
<fweb-resource-collection>
¢jsecmrity-constraint>
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Credit Statement

The following people or organizations reported security vulnerabilities addressed by this Security Alert to Oracle:

* 360QUAKE TEAM: CVE-2020-14750

* Bui Dinh Bao aka 0xd0ff% of Zalo Security Team (VNG Corp): CVE-2020-14750
* codeplutos of AntGroup FG Security Lab: CVE-2020-14750

* fiv3jacky: CVE-2020-14750

* Hoang Quoc Thinh of RedTeam (VNG Corp): CVE-2020-14750

Huang Xiaopeng of 360CERT at QiHu360: CVE-2020-14750

icez of Tophant Competence Center: CVE-2020-14750

Jacky Xing of Dbappsecurity Team: CVE-2020-14750

Maoxin Lin of Dbappsecurity Team: CVE-2020-14750

mayoterry of Qingteng 73Lab Security Team: CVE-2020-14750

* ph4ntOmer: CVE-2020-14750

r00t4dm from A-TEAM of Legendsec at Qi'anxin Group: CVE-2020-14750
Shimizu Kawasaki of Asiainfo-sec of CSS Group: CVE-2020-14750

tcc: CVE-2020-14750

Tonghua Root: CVE-2020-14750

voidfyoo of Chaitin Security Research Lab: CVE-2020-14750

Xianglai Liu of Dbappsecurity Team: CVE-2020-14750

* Yu Wang of BMH Security Team: CVE-2020-14750

* Yuxuan Chen: CVE-2020-14750

* Zhiyi Zhang from Codesafe Team of Legendsec at Qi'anxin Group: CVE-2020-14750
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o HRIEES, : Weblogic Server

o ZHFRERA :10.3.6.0.0, 12.1.3.0.0, 12.2.1.3.0, 12.2.1.4.0, 14.1.1.0.0
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T Oracle B /A #EIE patch,
o Z2E payload & , FIAN#E console.portal 1 payload 2 &%H handle=. ..
8y 2 H3%#8F console.portal 1 payload f] handle ThEE.

o EEALLT Yara {RARAI , AR B FAEN BRI EETR.

rule CVE_2020_14882 {

meta:
author = "TeamT5"
description = "CVE-2020-14882 exploit"

strings:
$resourcel = "console/bea-helpsets/"
$resource2 = "console/framework/skins/wlsconsole/images/"
$resourceld = "console/framework/skins/wlsconsole/css/"
$resourced = '"console/framework/skins/wlsconsole/js/"
$resource5 = "console/framework/skeletons/wlsconsole/css/"
$resource6 = "console/framework/skeletons/wlsconsole/js/"
$resource7 = "console/css/"
$resource8 = '"console/common/"
$resource9 = "console/images/"
$consolel = "console.portal"
$console2 = "consolejndi.portal"
$handle = "handle="

condition:

any of ($resource*) and 1 of ($console*) and $handle
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Scanned At 2020/12/30 16:56:32 CST

_omputer Name

ubuntu Q

System Username

Ubuntu 20.04 LTS (x86_64) root

THREATS B NETWORK TIMELINE B

Matched Rules CVE_2020_14882
Attributes User Define Rule Unigue File Modification Time Debug Privilege m m

SHA256 Hash 62BA664AF5B3CAO0ETA7IFE6AA4APTICSAS0F16A62CF72830AF13BEC7EDB1DAS
File Count 1

File Last Access Time 2020-12-30 00:35:27

File Last Write Time 1979-12-30 08:00:00

File Owner test/test

File Size 8687768

File Type ELF

MDS5 Hash 750644690E51DB9F695B542B463164B9
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