ezuri_unpack

Q github.com/fOwl/ezuri_unpack
fowl

Malware » ezuri crypter » unpacker ' go run ezuri_unpack.go packedTest

Ezuri Crypter Unpacker
Marius 'fBwL' Genheimer | https://dissectingmalwa.re

Packed file SHA-256: 51cel@1fal62128f048ccal57829ceB430f6c5625395eb900b69f2ebBatc294d
Found pattern to calculate offset from

Extracted Key: rE@a%QuAKws5yU@WmeDmSlzlg8fNzarVE

Extracted IV: VuPFKCALB8hsvd]%I

Wrote decrypted payload to decrypted.bin

Decrypted file magic: ELF

Decrypted file SHA-256: Bc636688cC ztTdﬁuaqbnbluj317113599£e=bfaf 3 69d77adflcfe2cd2?

fowl Malware ezuri Lrypte unpacker strings decrypted.bin | grep "Hey"
there! https://dissectingmalwa.re

A simple unpacking script for the Ezuri ELF Crypter. Based on the analysis done by Ofer
Caspi and Fernando Martinez of AT&T Alien Labs: https://cybersecurity.att.com/blogs/labs-
research/malware-using-new-ezuri-memory-loader

ezuri crypter » unpacker ' go run ezuri_unpack.go packedTest

Ezuri Crypter Unpacker
Marius 'fBwL' Genheimer | https://dissectingmalwa.re

Packed file SHA-256: 51lcelBlfalb2128fB48ccals7829ceB430fbc5625395eb980b69f2ebBatc294d
Found pattern te calculate offset from

Extracted Key: r@a%9QuAKws5yU@WmeDmSlzlg8fNzarVE

Extracted IV: VuPFKCdLB8hsvd

Wrote decrypted payload to decrypted.bin

Decrypted file maqir- ELF

Decrypted file SHA- 636688caf2cfd568966blc3acy11a59%e2eabfafa3969d77adflcfe2ecd2717
gr

fawl ~ . Malware L crypt unpacker strings decrypted.bin |
there! https://disse iTLHQMd1w: =]

ep "HE_I,I'"

How does it work?
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https://github.com/f0wl/ezuri_unpack
https://goreportcard.com/report/github.com/f0wl/ezuri_unpack
https://cybersecurity.att.com/blogs/labs-research/malware-using-new-ezuri-memory-loader
https://github.com/f0wl/ezuri_unpack/blob/main/img/screenshot.png

The payload is encrypted with AES CFB and will be decrypted and run via memfd_create by
the stub. Key and IV are stored in the binary.

6D 6169 /ioutil.init.mai wil ~ I e ezuUr y ezuri ./ezuri_crypter
279 n. runFromMemo ?] Path of file to be
65 7 6 6 ; sDec.main ?] Path of output (encr file: packedTest
6E 00 6D 61 2 6 74 . n.main.init 71 Name of the target process: TEST
6 ? cryption key (32 bits - random if empty):
Encryption IV (16 bits - random if empty):

Random encryption key (used in stub): r < neDmSlzlg8fNzarVE
Random encryption IV (used in stub): [V

Generating stub...

Creating final executable...

All done!

Testing the script

1. Build the test payload gcc test.c -o test
2. Build and run guitmz/ezuri
3. To unpack it again: go run ezuri_unpack.go packed.bin

| also tested it with the packed Linux.Cephei sample mentioned in the report. Link to
Virustotal
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https://github.com/f0wl/ezuri_unpack/blob/main/img/hex_key-iv.png
https://github.com/guitmz/ezuri
https://www.virustotal.com/gui/file/ddbb714157f2ef91c1ec350cdf1d1f545290967f61491404c81b4e6e52f5c41f/detection

