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Hackers who breached federal agency networks through software made by a company
called SolarWinds appear to have conducted a test run of their broad espionage campaign
last year, according to sources with knowledge of the operation.

The hackers distributed malicious files from the SolarWinds network in October 2019, five
months before previously reported files were sent to victims through the company’s software
update servers. The October files, distributed to customers on Oct. 10, did not have a
backdoor embedded in them, however, in the way that subsequent malicious files that
victims downloaded in the spring of 2020 did, and these files went undetected until this
month.

“We’'re thinking they wanted to test whether or not it was going to work and whether it would
be detected. So it was more or less a dry run,” a source familiar with the investigation told
Yahoo News. “They took their time. They decided to not go out with an actual backdoor right
away. That signifies that they’re a little bit more disciplined and deliberate.”

The October files were discovered in the systems of several victims, but investigators have
so far found no signs that the hackers engaged in any additional malicious activity on those
systems after the files landed on them.

Five months later, the hackers added new malicious files to the SolarWinds software update
servers that got distributed and installed on the networks of federal government agencies
and other customers. These new files installed a backdoor on victim networks that allowed
the hackers to directly access them. Once inside an infected network, the attackers could
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have used the SolarWinds software to learn about the structure of the network or alter the
configuration of network systems. But they would also have been able to breach other
systems on the network or download new malicious files directly to those systems.

The specific number of infected victims remains unknown at this time, but some of the
victims breached with the spring 2020 files reportedly include: divisions within the U.S.
Treasury and Commerce departments, the Department of Homeland Security, national labs
working for the Department of Energy, and the National Nuclear Security Administration,
which oversees the national nuclear weapons stockpile. In the commercial sector, the
security firm FireEye was also breached by the hackers through SolarWinds software, and
late Tuesday Microsoft acknowledged that it had found malicious SolarWinds files on its
network as well. Not all SolarWinds customers downloaded the malicious updates.

FireEye was the first to expose the espionage campaign, in a blog post on Dec. 8 after
discovering the hackers in its network, though it did not mention that SolarWinds was the
origin of the breach into its network. The company did not become aware of the SolarWinds
connection until after publishing its post, according to a source.
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The Treasury Building in Washington, D.C. (Patrick Semansky/AP)

The new information about the 2019 files expands the previously reported timeline around
the intrusions and indicates that the hackers had already compromised SolarWinds’ software
update system at least five months earlier than reported.

3/11


https://www.reuters.com/article/global-cyber/u-s-homeland-security-thousands-of-businesses-scramble-after-suspected-russian-hack-idUSKBN28O1Z3
https://www.politico.com/news/2020/12/17/nuclear-agency-hacked-officials-inform-congress-447855
https://www.reuters.com/article/us-usa-cyber-breach/microsoft-says-it-found-malicious-software-in-its-systems-idUSKBN28R2ZJ

“This tells us the actor had access to SolarWinds’ environment much earlier than this year.
We know at minimum they had access Oct. 10, 2019. But they would certainly have had to
have access longer than that,” says the source. “So that intrusion [into SolarWinds] has to
originate probably at least a couple of months before that — probably at least mid-2019 [if
not earlier].”

The files distributed to victims in October 2019 were signed with a legitimate SolarWinds
certificate to make them appear to be authentic code for the company’s Orion Platform
software, a tool used by system administrators to monitor and configure servers and other
computer hardware on their network.

SolarWinds would not answer questions about how long the attackers were in their network,
but a spokesperson directed Yahoo News to a list of frequently asked questions published
Friday morning that addresses the 2019 files. It indicates that in October 2019, SolarWinds
distributed versions of its software that “contained test modifications to the code base ... it is
the first version in which we have seen activity from the attacker at this time.” The company
noted that subsequent software releases it made in 2019 “did not include either test
modifications contained” in that October 2019 version or the backdoor added to the spring
2020 versions.

The company did not say, however, that these files had been found on victims’ machines.

The files that infected customers on Oct. 10 were compiled the same day customers got
infected with them, as were files released in the spring of 2020, infecting customers within
hours — and in some cases minutes — after they were compiled.

Programmers first write code in a programming language before compiling it into a binary file
that computers can read.
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I's not clear when each individual customer was infected by the backdoor when the files first
became available for customers to download in the spring of 2020. Charles Carmakal, senior
vice president and chief technology officer at Mandiant, FireEye’s incident response arm,
wouldn’t say when his company was breached but did say the attackers were not in his
company for the full eight months between when the malicious software updates first were
made available for customers to download from the SolarWinds server and the time that
FireEye discovered the breach. He told Yahoo News that their investigation shows that other
SolarWinds customers infected by the malware did not download and install the malicious
update until months after it became available on the update server.

There has been some confusion about how FireEye discovered the hackers in its network. A
story published on Wednesday quoted sources on Capitol Hill who said the hackers had
duped a FireEye employee into revealing their credentials for accessing the company’s
network.

But Carmakal told Yahoo News this is incorrect. The breach was discovered after the
hackers enrolled a device into FireEye’s multifactor authentication system, which FireEye
employees use to remotely sign into the company’s VPN. The multifactor authentication
system works similarly to how Gmail users access their accounts in a secure manner. It
generates a unique code on the user’s phone that they enter, along with their username and
password, each time they access their account so that even if someone has their username
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and password, they cannot access the account without the unique code. That unique code
gets generated only on the account holder’s mobile phone that they have tied to their
account.

Attendees walk by the FireEye booth during the 2016 Black Hat cybersecurity conference in
Las Vegas. (David Becker/Reuters)

After the hackers registered their device with the FireEye network to obtain the unique codes
that would normally go only to that employee’s device, FireEye’s security system issued an
automatic alert to the employee and to the company’s security team that an unknown device
was registered to the company’s multifactor authentication system as if the device belonged
to the employee.

“They had to provide credentials to authenticate [their device] to the [multifactor
authentication system] in order to authenticate to the FireEye VPN,” Carmakal said. “It was
the process the attacker followed to enroll in the MFA solution which is what generated the
alert. But at this point the attacker already had the employee’s username and password.”

The employee whose credentials were compromised told FireEye’s security team that the
device didn’t belong to him, and in the course of investigating how the hackers may have
obtained the employee’s credentials, they discovered the hackers had gained access to the
network through malicious SolarWinds software.
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Carmakal didn’t say how the hackers obtained the credentials after that or how many
employee credentials they stole. But once inside a network, it's common for skilled hackers
to seek access to critical system files where employee account credentials are stored in
order to use those credentials to gain deeper access into additional parts of the network.
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o The 2020 election wasn’t ‘stolen.” Here are all the facts that prove it.

o Trump’s desperate gambit to stay in office alarms Europeans, who know about coups

« In liberal San Francisco, white responses to George Floyd’s killing_proved revealing

o What Biden’s Cabinet picks signal about his presidency.
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Recommended Stories

Lady Gaga Dropped a Topless, No-Makeup, Unfiltered Selfie and I’'m in Awe

Lady Gaga just shared a new selfie to Instagram and she's gone topless / no-makeup
for the pic, sharing a glimpse of her natural skin texture without filters

Coweta man sentenced in ‘worst child molestation case’ judge had ever seen

He was sentenced to five consecutive life terms plus 60 years.

Kevin Costner Finally Finds True Love After Years

Kevin Costner puts his toughness away, shares new side

Dua Lipa's Short Shorts Are Cut So High That They Look Like Underwear

What's the point of shorts if they're not super short?
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Watch 'Slowest Pitch On Record' To Make A Batter Miss In Major League
Baseball

Cubs shortstop Andrelton Simmons filled in at pitcher during a lopsided loss to the
Reds, and he served up a leisurely lob to the Reds' Kyle Farmer.

People Who've Been Homeless Are Sharing The Unwritten Rules They Followed
To Survive, And It's A Must-Read

"Always take off your shoes when you sleep."View Entire Post »

Restaurant In Texas Had The Guts To Put This Sign

Restaurants show no restraints with these raunchy signs they only had the guts to put

A 25-year-old got in a taxi outside an NYC gay bar. He was dead an hour later.

Social worker Julio Ramirez, 25, met up with a friend on April 20 for a night out in Hell’s
Kitchen, a Manhattan neighborhood near Times Square in New York

‘Cold-hearted, no compassion;’ gun debate looms after deadly Walmart shooting
in Butler Co.

Anthony Brown is being held in the Butler County Jail after he was arrested following a
SWAT standoff in Middletown.

Donald Trump's Stiff Chant Of Uvalde Victims' Names At NRA Rally Curdles
Critics' Blood

He ended his speech praising the National Rifle Association with his trademark "dance"
step.
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A hurricane is expected to hit Mexico next week. Forecasters have a message for
Florida.

Could Tropical Storm Agatha, which is forecast to become a hurricane on Sunday as it
approaches the southern coast of Mexico, emerge after its bout with Mexico and
threaten Miami?

Ukrainian artillery throw Russians a "hell of a party"” at a hamlet near Huliaipole

VALENTYNA ROMANENKO - SATURDAY, 28 MAY 2022, 11:45 The Ukrainian Armed
Forces have shown a video of the destruction of Russian forces and equipment in
Zaporizhzhia Oblast. Source: Ukrainian Armed Forces General Staff and the 45th
Separate Artillery Brigade of the Ukrainian Armed Forces on Facebook Quote from the
45th Brigade: "On one of the farms in Zaporizhzhia Oblast, a massive commotion was
organised by the orcs (Russians - ed.

A former tech developer bought a rusty 1955 cruise ship on Craigslist and
estimates he's spent $1 million restoring_it. Check it out.

The 293-foot cruise ship had three decks, 85 cabins with en-suite bathrooms, a
swimming pool, and a lot of issues when Chris Willson bought it.
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Hepatitis C Indicators (Many Wish To Know Earlier)

Hepatitis C signs and indicators may come as a surprise. Many wish to know them
earlier. Look for hepatitis ¢ signs.

Russian media report Putins frustration with Chechen troops conduct in Ukraine

Ukrainska Pravda - Saturday, 28 May 2022, 16:31 Russian journalists report that,
according to their sources, the Kremlin initially approved of the conduct of the
Kadyrovites [units subordinate to Ramzan Kadyrov, Head of the Chechen Republic in
the Russian Federation] in Ukraine.
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https://news.yahoo.com/russian-media-report-putins-frustration-133126616.html

The 'Top Gun' Volleyball Scene Is Not Homoerotic. It Is Homosexual.

A one minute and forty second sequence in which a shirtless Tom Cruise, Val Kilmer,
and Rick Rossovich face off to Kenny Loggins’ “Playing With The Boys.”

Dominic Fike Under Fire for Disturbing Comment About Amber Heard

Dominic Fike dug his own grave by sharing controversial comments about his opinion
on Amber...

*Redshirts Always Die
o Why this Ad?

o

o

o Go ad-free*
Inside Look at Nelly's Crumbling Abandoned Mansion

Inside the incredible mansion was abandoned 19 years ago by the very famous owner

Authorities say security video shows the back door of Texas school was propped
open by a teacher just before the gunman attacked the school

Police believe the propped-open door was used by the gunman to enter Robb
Elementary School on Tuesday.

Trump Jr. allies issue warning to Stefanik camp: Don’t go after Tucker’s kid

She faces plenty of future GOP leadership competitors, including Rep. Jim Banks. And
her camp got burned after allegedly raising Banks aide Buckley Carlson.

2022 Indianapolis 500: Starting lineup, TV schedule for Sunday's IndyCar race

The 2022 Indianapolis 500 on Sunday features several storylines, including pole sitter
Scott Dixon and Jimmie Johnson.

Hilarious Boat Names Had The Whole Harbor Laughing

Take a look at the funniest boat names
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https://news.yahoo.com/top-gun-volleyball-scene-not-110000892.html
https://news.yahoo.com/dominic-fike-under-fire-disturbing-111044364.html
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https://legal.yahoo.com/us/en/yahoo/privacy/adinfo/index.html
https://www.yahoo.com/plus/mail?ncid=mbr_ympacqlnk00000005
https://beap.gemini.yahoo.com/mbclk?bv=1.0.0&es=xRrpe_QGIS_E1BgrZM31nl_GyBraFIRFt6KIXtLTBkocMNnTmbcGtjLkrWHklxzMNdI4Bt__FuCqUxxe_owVmCOx5LLheeSzUsUJQec0P.iypFa9dNnYjmaIyIQtMx5V6SvJYuupvTEGVRIXK5x03uGYcrb1oYbSDzLDXTLVJFL5_NZozvRvSxJRIkpeO325cMTw3Xp.qeBBTP8D5yqAKC6WWZyaoBrJ5J6QAVhyCwcRnIyQV528XHCdAkg0Qau125XQkIiHO0LIR8PUh.XbXJET.KpnQieuH4E.FbRLRVuEYk.p9Mb_EIMhXuaURcjdO0seOZjtFnryx0vFB0OBn5WDnkCpiDT1kfYbItG6fXOGGi0pgltaUnQd2h8tyvIwesYnCATiyrHgQD9G.oUH9z89hS6T5ZgLZlXGToeZXe0.bH7dEbagdkB_C37Cnr2AVMuR0Sn9ohV4qwb2sQobOQS8En57FqsQCHXExPB5ifh.gIQhl2499iykLFYpJDwKWPEqZQCgy6mcev6j7dokV8erQFYvkwW4nyksndvJhVLIMzT4tFOL71z1NSqeiE82ZzIhoZH7ZVgr1JvXC5zZCNcgO7B1GPU0hSjiYRuOI1vn_pcExR3.ff8tPmdSyYM2tH2Q6GxrWQM3y1GBmE9cFFTWMQyCJOtEgef4tHN5mxZax9ARQbZbHJzMtsmq75YtKDcUDDaQ9CcoXIhA9scnxDZI0s6WHO8LAprz1oOlLE57Jkz6G0aGOd2.yeArvJyWGuC9mJvGWjrfA3YSoxqkKfa406vwods-
https://news.yahoo.com/authorities-security-video-shows-back-172307296.html
https://news.yahoo.com/high-flying-stefanik-scorched-allies-110000846.html
https://news.yahoo.com/2022-indianapolis-500-starting-lineup-100131647.html
https://beap.gemini.yahoo.com/mbclk?bv=1.0.0&es=M5_JiLAGIS9zi1I0BgouNvRecyde1w85LDhwwK13oQjg.Adh9TjcSvehQdZuHALkg7homfpuGy04bMjJslq9Q5O7ex5Dbyhh.hCOgxuExGaH71etb8.srGsnIdsFEqZwqMeCpHzXp4sxfWGrvl1V1k2ySwsRqE.mVOX.2WX7XsLwhoKnDkIGiAHd9wh2xNdYVGpVY7llKKxEc1tH.2idlzE9Zn3oyYGJJE_WUYvFNp1TxZm5.vcZ9pVBrOU8bqppmUoewIZ51nSJlOVw3QZ.a1SIw1Gl96Ea6lJvW48hLN1P7Ho8Kx_sbuXbic_O55ZskSgFls3lzHzV3Oqo89I_AADKxMEZzrw5vNB_qSalL_S2vCGy3kQhlhM5P0LubGy4oQ1qcKU.ZXTieUUJHd.vHuG_44vUPizEEGGJCvOWz5xcp2D1Ee8KZqEAHLm0oWrjIeTQVW.3E3uB7X3W66wUaDIHPViBdHworEOWve4m3XSmFa5eKHaASUFZTTOyUmy.ICy5vMsx.TA9q6UooAgZyNo22GCYLUA.sb4AjzwccsWt4PGmjWQ_8ch0u450QfCLjQENWPPO0BUHa5k1SsCOsRWM3mPR3DfxyPx1qkcq0P9ci9IvF6FUOrzqMPP3UBNGWsZGVc.jyz9oL2S8EyJEx9n3OQHk_uT00jpa708Mb6_HOJ9UhQMZFN0nrHtjPD2Mqtp_VtaK7OiBygPYv3Pwo7JQWrj_lAYlJvdI9Tja43Su5EY9E9CPjD1Lx7MJnJUkYdzpaRRl9_s4uUi4zVPi4u5OQt8cq5piD.k5_ZWarM21O5BIlEvrfxbYV09b4jID5.7_

Seven People Died in Connection With the Capitol Attack. Trump Just Called the
Insurrection a ‘Hoax’

"What a lot of crap. What a lot of crap," Trump said of using the word "insurrection" to
refer to Jan. 6

Watch: Outrageous pin placement for a girls state championship produces
quadruple-bogey average, draws criticism

The tournament took more than nine hours to play with groups averaging about 20
minutes on just the 18th green.

Faith Hill Shuts Down Latest Event in a Lace Bodysuit

"1883" co-stars and real-life spouses Tim McGraw and Faith Hill attended the star-
powered Upfront event presented by Paramount and both looked amazing on the
carpet.

11/11


https://news.yahoo.com/seven-people-died-connection-capitol-004549145.html
https://news.yahoo.com/watch-outrageous-pin-placement-girls-145657735.html
https://news.yahoo.com/faith-hill-shuts-down-latest-140000271.html

